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Transport Transports
Canada Canada

Air Air

Your fite Votre référence

Our tite Notre rétérence § 70-7

April 1, 1974, - GONETDENTIAL

70: THE SECURITY OFFICER - AIR CANADA

C.P. AIR

EASTERN PROVINCIAL AIRWAYS

NORDAIR LTD.

PACIFIC WESTERN AIRLINES

QUEBECAIR LTD. -

TRANSAIR | —
. WARDAIR CANADA LTD.

Confidential information has been received advising that

earlier this year 6 Palestinians, believed to be members of the

Black September Organization, arrived in Bogota, Colombia from

Rome. Entries on their tourists cards which were issued in Rome

by the Colombian Consul indicated they intended to stay at a well

known downtown hotel. Subsequent investigation revealed they did

not register at the hotel. To date, the authorities have not been

able to trace the movements of the suspected terrorists and their

present whereabouts are unknown.

Following are their names and related data as given in

the Airport entry records. There may be minor discripancies due to

faulty copying by the Airport Immigration Officials. The numbers

quoted refer to either Syrian or Lebanese passports.

AnPwWN—
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PN In view of the possibility that these suspects may

PP tempt to secure passage on a Canadian aircraft in the future, it
is suggested that consideration be given to incorporating their
names into your airline reservations network. Advance notice of
their intention to travel would be most desirable in order to

obtain proper law enforcement action and support in the development
of plans for surveillance and a thorough security screening.

You will be kept informed of any further intelligence
received regarding the whereabouts and activities of these

Palestinians. In the meantime, we would appreciate advice as

to whether or not arrangements can be made to use the reservations
network for alerts of this nature.

Yours truly,

by,

criginas Signed PF
N13, COOK’

;

W. M. McLeish,

National Civil Aviation

Security Co-ordinator.
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MEMORANDUM -
CLASSIFICATION

CONFIDENTIAL

To File . YOUR FILE No.
Votre dossier

OUR FILE No.

e . Notre dossier 22/611-USS

Chief, Eastern Europe Division “

FROM DATE

De

more Meeting between Mr. T.M. Burns, Senior Assistant September 19, 1973
SUBJECT Deputy Minister, International Trade and

Mr. V. Myshkov, Head, USSR Trade Representation

in Canada, Thursday, September 13, 1973

Mr. Myshkov, who was returning to Moscow on Saturday, September 15th
for consultations until after the Mixed Commission meeting in October,

was accompanied by Mr. I. Shalashov, Deputy Head, and Mr. L. Stogov from

the Trade Representation. Mr. Gayner, Director, European Bureau and the

writer also attended. During the course of the discussion the following

points were raised: —

1)

2)

01390-6,.3 7530-21-029-4794

Mr. Myshkov asked Mr. Burns what subjects Mr. Gillespie was

likely to raise with Trade Minister Patolichev. The Senior
ADM responded that as Mr. Myshkov knew, the Department had tended

to regard the industrial exchange agreement with its working

groups and Mixed Commission meetings from two standpoints: a) the

exchange of scientific and technological information which had ~*
proven valuable and b) the agreement and attendant working group

activities as a vehicle through which Canadian trade efforts in

the USSR could be supported and trade opportunities identified —--

particularly in the capital goods field. He felt that the

contacts made under the agreement had been beneficial, however

there was some disappointment over the lack of commercial spin-

off. Mr. Burns suggested that there seemed to be a "gap" in

communication which resuited in Canadian companies seeming to

have identified sales opportunities only to find that a decision

to import could not be obtained. He assumed our Minister would

wish to speak to Patolichev about this problem.

Mr. Burns then referred to the present composition of trade

between Canada and the USSR. He welcomed the success of Soviet

trade efforts in Canada but pointed out that we had not yet

enjoyed comparable export successes in the Soviet Union. The

Senior ADM and Mr. Myshkov agreed that our trade promotional

activities vis-a-vis the USSR had a two-barrel ‘thrust, i.e. a)

identification of areas where Soviet requirements and Canadian

capabilities match and normal trade should be taking place,

and b) our desire to sell capital goods to the USSR should in no

way be taken as precluding involvement by Canadian companies in

joint ventures and long term industrial cooperation in the Soviet

Union. Mr. Burns thought this latter concept a highly exciting

one and remarked the Minister would wish to discuss with

Patolichev areas where our. chances seemed most promising for

cooperation in projects of this nature. He also reiterated a

000291
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point made in earlier meetings with Mr. Myshkov, i.e. this

‘4s a relatively new concept for the Canadian business

community and this fact, coupled with the smaller number

of large corporations in Canada compared to some other

countries, made it difficult to identify firms quickly who

could take on projects of,the huge dimensions that the

Soviets are putting forward.

Mr. Burns' last point concerned the second meeting of

the Joint Consultative Commission on trade. He explained

it was difficult to envisage what timing would result in

the most productive meeting for both sides. It was accepted

by Myshkov that to a large degree the timing of the second

meeting of the JCC would depend on how the mixed Commission

went and the success (or lack of same) enjoyed by the large

group of businessmen accompanying the Minister to Moscow. At

any rate this was something the Minister and Patolichev could

discuss.

Myshkov thanked Mr. Burns for this information and was given

an updated copy of the list of Canadian businessmen who were

being invited to accompany Mr. Gillespie to the Mixed

Commission meeting. Myshkov's reaction to the list was

favourable, however, as some of the companies were not familiar

to him he requested a short description of each firm's area of

competence and previous activity (if any) in the USSR in order

that he might alert the appropriate FTO's on his return to

Moscow. He felt that the more information the FTO's had before

the arrival of the Canadian businessmen the more produvtive their

meetings would be, and he made particular reference to what he

expected to be most interesting meetings between Mitton of Hawker

Siddeley and Promashimport. We agreed to provide this information

to Myshkov by end of day Friday, September 14 (done). He also

agreed to get in touch with Pybus shortly after his return to

Moscow and discuss the list of businessmen with him to ensure that

the Soviet side had the most current position on each company's

activities, .

In a final reference to the Mixed Commission it was suggested

that for the general briefing scheduled for Wednesday, October 17,

that the Soviet authorities might bring together the same type of

government representation as they provided during the businessmen's
- round table held in Moscow. some two years ago sponsored by Business

International. This meeting had given a very clear indication of

how the Soviet economy operated and on the experience of other

western countries in trade and joint ventures with the USSR. In

addition it was suggested that it would be useful to have senior

representatives of the appropriate FTO's in attendance at all

working group meetings, e.g. Promashimport at the Forest Based

Industries Working Group meeting. Myshkov agreed to see what he

could do on both these points.
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Myshkov then raised two final points:

a) Toronto Office and b) the status of V. Kokonin (Raznoexport).

On the first point it was agreed that he would provide us
with a detailed written justification for a USSR trade office

in Toronto and we would undertake to make this material available

to other interested departments. As regards Kokonin, Myshkov

made an impassioned plea to have his visa extended for a further

six months (it is due to expire Sept. 23) as he was "essential"

to the Soviet Trade Representation's activities in Canada. Again

we said further information was needed in order that as good a

case as possible could be made under the demonstrable need criterion.

As a result it was arranged to have Mr. Kokonin visit the Department

to supplement orally the information already sent to us in writing

' by Myshkov. When we have all the facts of the matter in our hands

we will pass them on to the other interested departments in order

that a final decision can be taken in respect of Mr. Kokonin.

c. L. Bland

CLB/fc

cece DM's Office

Mr. T.M. Burns

Mr. R.E. Latimer

Mr. C. Charland a

Mr. L. Drahotsky

Dr. S. Wagner OST

Mr. M. Dale OST

Mr. A.W.A. Lane

Mr. R.H. Gayner .

Mr. J.D. Welsh

Moscow (by bag)

(ECL) - Mr. P. Douglas

(CEA) - Mr. G. Hardy

(CRO) - Miss Munro

External Affairs

Mr. G.F. MintenkoDept. of Finance

Dept. of Manpower J

& Immigration - Mr. J. Hamilton
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Att: IFAM

° MEMORANDUM. ICASSINCMION

| CONFIDENTIAL

YOUR FILE No.
Dept. of Manpower & Immigration, Votre dossier

Attention: Chief, Admissions Division

OUR FILENo. 5430

Notre dossier

pare April 5, 1974.
C.H. Hill, Canadian Embassy,

M & I, Beirut

Arab Non-Immierant Control

This is merely a preliminary report to inform you of my
arrival in Beirut on March 29 and to comment on my. stop-overs

in London and Paris.

Monday, March 25, I had a short discussion with Mr. Bissett

and Mr. Sinclair and spent some ‘time in discussions with them and

with some of the officers who have dealt with Arab non-immigrant

applications in London. J outlined in very broad terms the pro-

posal as outlined in the draft revision of 7.63 in the Manual.

There was general agreement with the proposal although with some

reservation as to the delay of ten days and the possible increase

in workload which would be caused by the new procedures.

Regarding the delay, it would be helpful if this could

be reduced but it was agreed that, if it could not, it would

not be too long before it became known that it takes a few days

longer for Arabs to obtain their visas and that this would be

accepted. In actual fact it would merely mean scheduling the

interview for 11 days in advance rather than 2 or 3 as is the ’

case at present.

Since I did not have any figures on Arab non-immigrant

applications from London and it would have been difficult to

obtain them from London records on short notice we could not

discuss the question of work-load in specific terms, When I

pointed out that it was my understanding that the Visa information

telex would be sent by Stage "B", it was generally agreed that

there should not be a very substantial increase in the work-load

for the Immigration staff. —

Tuesday morning I spent with Sgt. Ian Huchinson, the

Cc.V.C.0. in London. When I outlined the proposal to him, he

was quite pleased to learn of the steps that are being taken.

I gained the impression that he would not be overly concerned

over the additional work load in sending out the Visa information

telexes but no doubt if he does have reservations, he will take

them up with his Headquarters.

ia/Qeve
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In Paris I had discussions with Mr. Durocher and his

staff regarding the situation at that office. They maintain a

monthly file of all non-immigrant applications and they are

retained for one year. Although we did not make a check of all

the applications over the past year, the volume is much higher

during the summer months. The figures for the months checked

were:

1973 — February ~- 9.

March . - 6

April - - 19

July “= 68

1974 February = 11

and it was estimated the annual figure would be approximately 325.

Of the 11 applications dealt. with in February 1974, 7 of the

applicants had been in France 5 months or less, 2 of them for

only a few days.

While in Paris I met the V.C.0O. and had a short discussion

with him. We did not go very deeply into the proposed procedures

but he did not anticipate any real difficulty from the brief

explanation I gave. .

-Since arriving in Beirut I have discussed the draft

control procedures with Mr. Button and his staff and with

‘Set. Coulpier and Dent. They have seen a copy of the draft

amendment, although not the draft submitted to the A.D.M.

Their main reservation stems from the problem of communication

within the area covered by Beirut. Many of the areas are covered

for us by British officers who are very conscientious and efficient

in carrying out this work. In any case where they have doubts

they query this office. If it becomes necessary for them to
refer all cases to Beirut there;will be a considerable increase

in the load on the British telex facilities and a system will

have to be set up for having these telexes picked up at the

British Embassy. They do not re-transmit them to the Canadian

Embassy. “

I understand Sgt. Coulpier has already made his comments
‘in a memorandum sent to his Headquarters last week, so it is

quite possible there will be some discussion in Ottawa on the

points he has raised.

ve e/B eee
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In all the discussions I have had to this point,
while there have been some reservations regarding the system
as drafted at present, there is agreement with the proposal and
a readiness to give it a try and, if necessary, amend it on the
basis of the experience gained over the first few months. Since
the procedures as outlined do not apply to cases in Beirut area
and as Mr. Button has a trip planned in two weeks during which
he will be meeting with British Visa Officers in a number of
centers, he will be discussing alternatives with them and we
will discuss the matter further on his return.

¢

C.H. Hill

Second Secretary

Mé&tl

CHH/eg
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c.c. IMMIG (Hamilton), CRO, CRR, FPO

Come IDpIT TAL.

pre 762

OTTAWA, April 14, 1974.

Director General,
Security Service,

Royal Canadian Mounted Police,
. (OTTAWA.

STI + _."D" OPERATI

Further to the recent meeting between S/Sgt. Holloway
and officers of External Affairs we wish to record the agreement
reached on the dissezination to Canadian posts abroad of information

dealing with terrorism. There are two types of information, one,

dealing with or involving foreigners and two dealing with or
involving Canadians.

1). For information ‘dealing with fo.
the information is to be sent to ee
and Immigration and this Department marked
for the attention of the Security and

Intelligence Liaison Division. Ismigration
will send it to posts abroad where its

officers are responsible for visa matters.
We will forward it te posts whare External

officers are responsible for the issuancey::
of visas and any additional posts deened
appropriate.

2) (a) Information dealing with the -
possible use of lost or stolen Canadian

passports by terrorists should be forwarded

to the Passport Division of this Departament.

The information will be coordinated with

any available with the Passport Division
and sent to all relevant posts abroad.

(b) Information dealing with the
possible involvement of Canadians apart

from that in 2(a) above should aleo be
sent to this Departzient marked for the

attention of the Security and Intelligence
Idaison Division.

os0f/2
000298



: Document disclosed under the Access to Information Act -*
Document divulgué en vertu de la Loi sur I'accés @ l'information

.

ra
~a2«

- It would be appreciated if the above procedures could
be used in future. In the event there is any doubt about what
distribution should be given to any particular piece of
‘Snformation please contact Mr. Pardy at 995~7982.

A. FE HART

A.F.Hart | .

rt Director-General ST

Bureau of Security and Intelligence Liaison |
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HAMICTON/ebn

SECRET

Mrs. dean W. Edmonds,

Assistant Deputy Minister

(Inmigration).

Acting Director General, April 2, 1974.
Home Branch.

International Terrorism

1. The information in this paper is for your use at the meeting

of the Intelligence Advisory Conmittee tomorrow.

2. The recent activities of the Department on international
terrorism had been directed primarily towards Arab terrorists, which
group has been most active on the international front.

3. A memorandum has been sent to visa issuing offices overseas

advising them that all applications from persons of Arab nationality are

to be referred to Ottawa (the R.C.M.P.) and to Befrut for a check against
information that might be available on the applicant at either place,

4, Instructions are now being prepared for the Inmt gration Manual
advising all our offices in Canada and overseas of the procedures in

effect for Arabs. There is provision in these instructions for doing chacks

in the field in Canada on companies or persons to whom an applicant might

be destined. These checks wfl]l be done where the visa fssuing office is

suspicious about the proposed visitor, even though there might not be~anyTM ©

information available of an adverse nature.

5. The R.C.M.P. are providing us with lists of persons who might belong

to one of these terrorist groups and might attempt to enter Canada and also

lists of stolen passports and travel documents which might be in use by .

terrorists. These lists are provided on a continuing basis and are distributed

to all Immigration offices in Canada and visa issuing offices overseas.

Procedures have been put into effect whereby we are in very close Tfaison

with the R.C.M.P. and any intelligence information on terrorist activities

is provided to us very quickly.

6. There are a large number of terrorist groups throughout the world
and fortunately up until now, none of their activities have been directed towards

Canada or its institutions, or against any foreign missions in this country.
There 1s some activity which takes place here, mostly meetings, among a
Yugoslav group, the Croatian Liberation Movement. This Movement directs its
acts of violence against the Yugoslav Government, is politically orfented and

its aims and objectives are the creation of a Croatian country.

voed
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7. In discussions we have had concerning terrorist groups who

-might undertake some sort of activity during the 1976 Olympics, the
. following are some of the possible groups:

(a) Croatians (against the Yugoslav representat fon);

(b) The Black Panthers from the United States;

(c) The Weathermen from the United States;

(d) Cuban groups permanently residing in the United States
(against the present Cuban Government); and,

(e) IRA (against the British Government).

These are only a small number of the terrorist groups throughout the world

which might take advantage of the Olympics to draw attention to their

particular cause.

8. In order to prevent terrorist activities taking place in Canada,

the tdeal solution would be to prevent the entry of their members at Canadian

ports of entry. For the small group that require visas, provided we have
sufficient information,. preventing them from travelling to this country is

not difficult, all we have to do is refuse to issue a visa. However, many
of the groups come from countries where visas are not required. Preventing

the entry of these people is much more difficult and almost impossible without

some advance information on which we could base a lookout.

9. While it is now possible to order the deportation of persons arriving

_without visas, without going through the cumbersome appeal procedures, we do

have to have enough information to place a person in one of the prohibited

classes of the Immigration Act. Getting such information and getting it in

time to act is often extremely difficult.

10. We often find ourselves obtaining information from our sources a
day or two prior to the event and sometimes after the person we are trying

to apprehend has already arrived in Canada.
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PRIERE D*ADRESSER LESON Please ADDRESS
e SRRESPONDENCE TO: LETTRES COMME SUIT:

ROYAL CANADIAN MOUNTED POLICE

_ THE COMMISSIONER

OTTAWA, CANADA.

K1A OR2

LE COMMISSAIRE

GENDARMERIE ROYALE DU CANADA

OTTAWA, CANADA

KIA OR2Z

YOUR NO.
HEADQUARTERS VOTRE No

DIRECTION GENERALE
OUR NO.

NOTRE NO

April 16, 1974

“Intelligence & Security,

tion Division, :

Dear Sir:

/ This is further to our correspondence of

April 8, 1974.

2. New information has been received indicating

there is a possibility of simultaneous andmultiple

attacks on Israeli targets between 9/25 April 1974..

A group of Arab Terrorists are reportedly prepared to
attack anywhere in the world and could either attack

at an airport and open fire on crowds or leave a

suitcase bomb. a

‘7

3. The foregoing has been supplied to

Immigration Officers at major control points in

Canada. It would be appreciated if similar action

could be taken with your personnel overseas. ©

4.0 This information has also been provided

to the Department of External Affairs.

Yours truly,

Deputy Director Gené

Security Servi
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a” “\\PLEASE ADDRESS
, .1 jaTRRESPONDENCE To:

ROYAL CANADIAN MOUNTED POLICE

' THE COMMISSIONER

OTTAWA, CANADA

Document disclosed under the Access to Information
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PRIERE D'ADRESSER LES

LETTRES COMME SUIT:

LE COMMISSAIRE /
GENDARMERIE ROYALE OU CANADA A

OTTAWA, CANADA

K1A OR2 KIA OR2

s.15(1)
HEADQUARTERS VOTRENG

DIRECTION GENERALE
OUR NO.

NOTRE NO

April 16, 1974

SECRET ji ht

Mr. A. But ,

Directo Intelligence & Security,

Immi tion Division,

Depe. of Manpower & Immigration.

Dear Sir:

This is further to our correspondence of

April 8, 1974.

26 New information has been received indicating
-there is a possibility of simultaneous and multiple

attacks on Israeli targets between 9/25 April 1974.

A group of Arab Terrorists are reportedly. prepared to

attack anywhere in the world and could either attack

at an airport and open fire on crowds or leave'a

suitcase bomb. |

3. The foregoing has been supplied to

Immigration Officers at major control points in

Canada. It would be appreciated if similar action

could be taken with your personnel overseas.

4, ‘This: information has also been provided

to the Department of External Affairs.
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x Fc.c. Chief, Admissions Division . MACKAY/sm: ae Head, Special Categories Unit. |

ey " - a | oe

CONFIDENTIAL | Gur File:

305 Rideau Street,
OTTAWA, Ontario. KIA 0J9.

- The Comnissioner,

_ Royal Canadian Mounted Police, — February 7, 1974.
Headquarters, CC
OTTAWA, Ontario. KIA OR2.

Attention: Immigration & Passport Section

RE: Jordanians Seeking Pilot's Training

Attached for your information is a memorandum from
the District Intelligence Officer, Toronto District to Chief,
Intelligence section, Ottawa. This memorandum deals with Jordanian
nationals who have been receiving pilot! ‘Ss. training in the Toronto
area, . a.

Fe _ Director, In igence & Security Division,
enc. - co Immigration Division, |

-€.c. R.C.M.P. Security Service.»

For your information.
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NOTE DE SERVICE — $-19(1)
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SECURITY. CLASSIFICATION- DE sEcuaite
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OUR FILE~ N/REFERENCE.

YOUR FILE— V/REFERENCE

DATE

30 January, 1974
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Yo: Chief Intelligence Section/Ottawa
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is withheld pursuant to sections

est retenue en vertu des articles

15(1), 19(1)

of the Access to Information Act

de la Loi sur l'accés a l'information



s.19(1);

Copy tos

Regional Intelligence Officer, Toronto . | os,
Regional Intelligence Officer, Montreal.

District Intelligence Officer, Mississauga
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. . | | SIXTH COMMITTEE

UNGA = TWENTY-EIGHTH SESSION | PROVISTONAL AGENDA
ITEM 94

|] fees Terrorism

Wbhe a
. we “
o

A. Background References

General Assembly Resolution 3034 (XXVII), December 18, 1972

Study. Prepared by the Secretariat A/C 6/418, November 2, 1972

Observations of States A/AC.160/1, May 16, 1973

Observations of States A/AC.160/1 Add. 2, July 9, 1973

Observations of States A/AC.160/1 Add. 3, July 18, 1973

Observations of States A/AC.160/1 Add. 4, July 27, 1973

Analytical Study by Secretary-General of Observations of States

A/AC.160/2, June 22, 1973

Report of the Ad Hoc Committee on International Terrorism A/AC.160/

1.3, Add. 1, 2 and 3

Text of Canadian Statement on International Terrorism to Ad Hoc

Conmittee, July 24, 1973.

Be Bac kground

The General Assembly, by resolution 3034 (XXVII) of 18 December,

1972, voted to establish an Ad Hoc Committee on measures to prevent inter-

national terrorism and to studv its underlying causes. Canada voted

against the resolution on the grounds that it represented insufficient

action on the part of the United Nations to what we considered a serious

and urgent problem. Despite our misgivings we agreed to participate

as one of the 35 members of the Committee which met in New York from July

16 to August 10, 1973.

The four-week session of the Committee ended without agreement

on any specific recommendations to the General Assembly for future action.

The Committee was plagued throughout by weaknesses and ambiguity in its

mandate which gave Arab and some African members ample opportunity to

civert the Committee from consideration of measures against acts of

international terrorism by individuals and groups to a wide-ranging debate

about "state! terrorism. (e.g. colonial and racist oppression by Portuguese,

Rhodesian and South African régimes, U.S.A. bombardment of Cambodia and

acts of Israeli aggressors and occupiers). Debate also covered the
inevitability and legitimacy of the counter-struggle by national liberation

movements and oppressed and/or occupied peoples.

Informal efforts were made during the final weck of the session
to reach agreement for a package of specific recommendations to the General

Assembly including:

a) condemnation of acts of international terrorism;
b) strengthening of national measures to prevent acts of inter-

national terrorism;

c) wider adherence to existing international conventions

(especially three ICAO conventions) dealing with aspects of
international terrorism; and

d) elaboration of an additional international convention for

prevention of specific acts of terrorism not covered by existing 000309
conventions.
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These efforts, however, floundered on Arab intransigence. In particular,
_the Arabs were able to maintain sufficient non-aligned support for their

insistence that measures could only be elaborated on the basis. of a

- generally acceptable definition of international terrorism, along with the
identification of causes and that measures should in no way apply to ‘the
struggle of peoples against colonialism, foreign occupation, racial

.discrimination and apartheid".

Several members of the non-aligned group, especially Nigeria,

Tanzania and India, expressed interest in Western proposals for specific

measures including the elaboration of an additional convention to be

pursued in parallel with any further action on definition and causes.

However, attempts to achieve a compromise text on recommendations were

ultimately blocked by Algerian tactics over the exemption clause including
a threat of embarrassing the waivering non-aligned countries by raising
the question of group loyalties at the forthcoming Algiers non-aligned

- summit meeting.

_ The report of the Committee to the General Assembly thus ‘consists
of a summary of the main trends in the debate along with numerous annexes
setting out various draft proposals for a definition, the study of causes

and measures for prevention, including the text of the American Draft

Convention first presented at the General Assembly last fall.

C. Issues facing the Session

(1) The General Assembly will receive the report of the Ad Hoc Committee
and will have to decide what action to take.

D. Likely Course of Events

The report of the Ad Hoc Committee will likely be referred to the Sixth

Committee for consideration. The Sixth Committee would then be asked
to make recommendations to the General Assembly as to possible future
action.

E. Instructions

If, as expected, the Report of the Ad Hoc Committee is referred

to the Sixth Committee, our main concern should be to ensure that its

consideration will not have any detrimental effect on consideration of the

ILC Draft Articles on the Protection of Diplomats. To this end it may be

prudent to work together with other like-minded delegations to see that

the Ad Hoc Committee's report is not discussed until after the Sixth

Committee has considered the ILC Draft Articles.

The report of the Ad Hoc Committee is, in itself, an innocous

document. Without taking the lead in the debate, the delegation should.

state our deep disappointment that the Committee was unable to agree on

recommendations that could be considered by the General Assembly and the

Sixth Committee.
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If, as expected, there is no new hope on the horizon for a
meaning‘ul breakthrough, the delegation should support any move to terminate
the mandate of the Ad Hoc Committee. The Ad Hoc Committee approach should
be regarded as not viable given the divisions that became evident during
its discussions last summer. : ,

While we can see the need for a new general convention along
the lines of the U.S.A. draft. convention, it would appear that we will have to
bide our time until such time as there is more general support. For such a4
proposal the discussions last summer in the Ad Hoc Committee did indicate
that it may be possible to create support for and reach a broad consensus
on new legal instruments directed at specific acts of international terrorism.
By doing so, it may be possible to avoid some of the problems that the
development of an all-inclusive instrument approach (as exemplified. by
the American Draft Convention) has demonstrated. As an example of the
specific approach, it may be possible to reach a consensus on the taking
of innocent hostages or the use of the mails for terroristic purposes.
If it becomes apparent that such an approach may have some chance of success,
the delegation may wish to associate itself with efforts to reach agreement.

For further information please contact:

DOM. Miller (FLO) > 2-2104

R.J. Buchan (FLO) : 6-3488

H.G. Pardy (PSI) : 2-9596

Telegrarhic addressees:

Bag : WshDC, Ldn, CandelNATO, Paris, Bonn, Taviv,
Catro, Beirut, Alger .,

Dist: PDF FLP PSP UNO FLO FLA ECT PSI

‘Ottawa File Number: 20-22-UN
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iw Deputy Minister oe Sous-ministre
a Manpower and Immigratio Main-d'ceuvre et Immigration
=e,

=
Sneed

Our file: OP 5189-4-1

f* on

a a

NOV 2912973

November 28, 1973. _

MEMORANDUM TO THE MINISTER

Re: Bomb Threat - Toronto International

Airport -. Terminal II.

Late yesterday afternoon, November 27, an

anonymous telephone call was received at Terminal II,

Toronto International Airport, advising that no passengers

or deportees were to be placed on Air Canada Flight 960

destined to leave Toronto for Trinidad at 11 a.m., November 28.
It was claimed that there was a bomb aboard the aircraft.

Our Immigration officials in Toronto immediately

alerted the R.C.M.P., Air Canada and the Mississauga Police.

We were advised that Flight 960 left as scheduled this
morning after having been carefully checked.

We were advised that five citizens of Trinidad

arrived on an Air Canada flight late Sunday evening and

after examination, all five were reported under Section 22
for Special Inquiries. Four were ordered deported and one

was admitted~to Canada. There was no return flight by Air

Canada to Trinidad until Flight 960 today. Immigration

Intelligence in Toronto suspect that the sole Trinidadian

who was admitted may have been instrumental in this bomb

threat. We understand that the R.C.M.P. and Immigration

Intelligence are still investigating this matter and they _
have both indicated that there may be a tie-in with this
one Trinidadian and others from Trinidad already in Canada.

Should I receive further information or. details

warranting your attention, I shall inform you immediately.

QL. Sotles
A. E. Gotlieb

305 Rideau Street . 305, rue Rideau

Ottawa Ottawa

KIA QJ9 KIA OJ9
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Our file: OP 5189-4-1

November 28, 1973.

MEMORANDUM TO THE MINISTER

Re: Bomb Threat ~ Toronto International

Airport - Terminal II.

Late yesterday afternoon, November 27, an

anonymous telephone call was received at Terminal II,

Toronto International Airport, advising that no passengers

or deportees were to be placed on Air Canada Flight 960

destined to leave Toronto for Trinidad at 11 a.m., November 28.

It was claimed that there was a bomb aboard the aircraft.

Our Immigration officials in Toronto immediately

alerted the R.C.M.P., Air Canada and the Mississauga Police.

We were advised that Flight 960 left as.scheduled this

morning after having been carefully checked.

We were advised that five citizens of Trinidad

arrived on an Air Canada flight late Sunday evening and

after examination, all five were reported under Section 22

for Special Inquiries. Four were ordered deported and one

was admitted to Canada. There was no return flight by Air

Canada to Trinidad until Flight 960 today. Immigration
Intelligence in Toronto suspect that the sole Trinidadian

who was admitted may have been instrumental in this bomb

threat. We understand that the R.C.M.P. and Immigration

Intelligence are still investigating this matter and they

have both indicated that there may be a tie-in with this

one Trinidadian and others from Trinidad already in Canada.

Should I receive further information or details

warranting your attention, I shall inform you immediately.

ORIGINAL SIGNED BY,

A. E, GOTLIEB

A SIGNE L'ORIGINAL

A. E. Gotlieb
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43. YOUR FILE 155-27

Ns VOTRE REF:
-. SERVICES —

SERVICES DE L’AIR IN REPLY QUOTE 602-10 (ICAO)

CANADA REF. A RAPPELER: SECRET

DEPARTMENT OF TRANSPORT

MINISTERE DES TRANSPORTS

Ottawa, Ontario

K1A ON8

April 5, 1973.

Mr. A. Butroid, pl - oS
Special Assista

Assistant De ty Minister} Immigration,

Department ,6f Manpower and Immigration,

E.A. Bourque Memorial Building,

Roo 02, 305 Rideau Street,

Ottawa, Ontario .

K1A 0J9

Dear Mr. Butroid:

Further reference is made to my letter to you of

January 15, 1973 concerning "Specifications for security

measures to prevent acts of unlawful interference",

I wish to thank you for your assistance in

providing comments and observations on this very important

matter. Your proposals have been very helpful in

assisting with the development of a reply to the

International Civil Aviation Organization and your efforts

in this regard are much appreciated,

bee a : 2 Yours truly,

for W.M. McLeish,

Director General,

Civil Aeronautics.
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Room 1002 __

OTTAWA, KIA O39 |

Yebruary 2, 1973 |

Mr. J.E. Ledbetter,
Secretary,

' Rational FAL Committee,
Canadian Transport Conmisaion, a oo

175 Slater Street,
Ottawa, Ontario.

Dear ur. Ledbetter: |

Re: State Letter AS 8/2 ~ 92/260 (Restricted)
dated 27 December 1972. {Your File 38~<4~-3)

Specifications for Security Measures to

prevent Acts of Unlawful Interference. |

You will recall that it was agreed at the National
PAL Conmittee meeting on January 25, 1973, that we would

provide you with a written. reply to your letter of
January 19,1973.

| We are in agreenent with the view of theAir
Havigation Commission that it would be preferable to

incorporate all aviation security standards and recommended |
practices in a single new comprehensive Annex. ‘The_

difficulties in searching for information on security .

measures would negate any advantage of including the

material in the existing Annexes and PANS. ‘he material -
‘gimply does not lend itself to ) inclusion in the present
eystem.

The major: advantages of placing. the security
measures in a gingle new. Annex are its comprehensiveness.
and reference facility. The format suggested in
Appendix "J" meets this criteria.

“With regards to Appendix. “ae, the proposed items are
acceptable to this Department insofar as they. affect Onr -
procedures...

Yours sincerely,
~ . GRIGINAL SIGNED 

BY

AC BEST

K SIGNE [ORIG

7.c, Beat

ANAL

SoRPeET . - 000317
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SECRET

Our file: 155-27

your file: 602-10(DGGA)

8ttawa, Oncario

KIA 039

9 Pebrusry 1973

Mr. W.M. McLeish

Director General

Civil Aeronautics

Department of Transport

Ottawa, Ontario

Dear Mr. McLeish:

It would seem that the enclesures to your letter

of 15 January 1973 (ICAO State Letter AS 8/2 - 72/2760 dated

27 December 1972 concerning "Specifications for security
measures to prevent acts of unlawful interference") are the

game as those to which our Assistant Deputy Minister (Operazions)

Mr. J.C. Best has commented on in a reply to the Secretary,

National FAL Committee.

I atgach a copy of his letter for your information,

which reflects the views of this department.

Yours truly,

a,
a!

~\

NY,

IGINAL 5iGNED B
Y,

A. Butroid

Special Aasist
ant

SECRET 000318
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SECRET

Our file: 155-27

your file: 662~10(DCGA)

RIA O59

9 Pebrunry 1973

Yr. WM. MeLeish

Director General

Civil Aeronautica

Department of Transport

Ottawa, Ontario .

Dear Mr. MeLeiah:

It would seem that the enclosures to your letter

of 15 January 1973 (ICAO State Letter AS 8/2 ~ 72/2760 dated

27 Decesber 1972 concerning “Spectficartons for security

measures to prevent acts of unlawful interference”) are the

seme ag those to which our Agsiatant Deputy Minfeter (Operagions)

Mr. J.G. Beat has commented on in ea reply to the Secretary,

Nationel FAL Committee.

I atsech a copy of his letter for your information,

which reflects the viawe of this department.

Yours truly,

aL siGNeD BY

_ puTRolw
A. Butrotd

Special Assistant

ORIGIN

SEQRET, ~ 000319
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DRAFT SO .

OTTAWA, K1A 0J9
February 1, 1973.

Mr. J.E. Ledbetter, | Ss
Secretary,

_ National FAL Committee,

Canadian Transport Commission,

Congill Bldg., Room 804,

175 Slater Street,

Ottawa, Ontario.

Dear Mr. Ledbetter:

oo Re:. State Letter AS 8/2 - 72/260 (Restricted)
+o Loo dated 27 December 1972, (Your File. 38-4-3)

Specifications for Security Measures to

prevent Acts of Unlawful Interference.

You will recall that it was agreed at the National FAL Committee

meeting on January 25, 1973, that we would provide you with a written reply

to your letter of January 19, 1973,

We are in agreement with the view of the Air Navigation Commission

that it would be preferable to incorporate all aviation security standards

and recommended practices in a single new comprehensive Annex, The difficulties

- in searching for information on security measures would negate any advantage

of including the material in the existing Annexes and PANS, The material simply

does not lend itself to inclusion in the present system,

The major advantages of placing the security measures in a single

~ new Annex are its comprehensiveness and reference facility. ‘The format suggested

_. in Appendix "J" meets this criteria, -

- In regards to Appendix mt, the proposed items are acceptable to this

| ‘Department insofar as they affect our procedures.

., Yours sincerely,

, : we J.C.. Best. : ,

~~
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DEPARTMENT OF MANPOWER AND IMMIGRATION

MINISTERE DE LA MAIN-D'OEUVRE ET DE L'IMMIGRATION

- MEMOIRE
Director of Operations ~ 26 Jan 73

Immigration

Special Assistant to the

FROM - DE: ADM (Immigration)
Chief, Procedures Division.

Re: State Letter AS 8/2 ~ 72/260 (Restricted)

dated 27 December 1972,

Specifications for Security Measures to

“prevent Acts of Unlawful Interference,

Attached is a suggested draft of a letter

to Mr. Ledbetter.

I don't know if we are in agreement with the
policy suggested in this letter. For this reason I

would suggest that we review it prior to referring it

CObeg oalolpe
| 7 L. “ly Gb 100304
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DRAFT

OTTAWA, KIA OJ9

January 26, 1973,

Mr, J.E. Ledbetter,

Secretary,

National FAL Committee,

Canadian Transport Commission,

Congill Bidg. - Room 804,

275 Slater Street,

Ottawa, Ontario.

Dear Mr. Ledbetter:

Re: State Letter AS 8/2 - 72/260 (Restricted)

dated 27 December 1972,

Specifications for Security Measures to

prevent Acts of Unlawful Interference.

You will recall that it was agreed at the National FAL Committee

meeting on January 25, 1973, that we would provide you with a written reply

to your letter of January 14, 1973.

There are advantages in placing all security measures in a

; . separate manual, The information would be restricted, its dissemination would

be more readily controlled and the danger of key procedures becoming public

knowledge would be diminished, On the other hand, there is a very real danger

em CCENCY

that under crisis conditions these very restrictions could negate the advantages

of the security measures in preventing the unlawful interference of the aircraft.

For instance, emergency measures that are misinterpreted by either the aircraft |

or air traffic personnel could precipitate rather than avoid a disaster.

‘The overriding principle should be that when an annex or a PANS

is consulted it must contain all the procedures applicable to a given situation,

Referring the reader to a security manual which is not readily available could

mean the difference between a successful measure and a tragedy. The effect of

spreading the security procedures throughout the annex and PANS is in itself

_a measure of security as it is a subject that cannot be readily located or

understood by the uninitiated.

aceon
ah, Eo

In regards to Appendix H, the proposed items’are acceptable

For these reasons, we believe it-would be preferable to place

the material in the existing annexes and ra, Me ee

to this Department.

| ' Yours sincerely,

fo | | 000322
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t SERVICES

SERVICES DE L’AIR

DEPARTMENT OF TRANSPORT

MINISTERE DES TRANSPORTS

Ottawa, Ontario

K1A ON8

January 15, 1973

Mr. A. Butroid,

Special Assistant to the

Assistant Deputy Minister, Immigration,

Department of Manpower and Immigration,

E. A. Bourque Memorial Building,

Room 1002, 305 Rideau Street,

Ottawa, Ontario.

KIA OJ9

Dear Mr. Butroid:

Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur I'accés @ l'information

YOUR FILE

VOTRE REF:

IN REPLY QUOTE

REF. A RAPPELER:

602-10 (DGCA)

SECRET

Enclosed is a copy of ICAO State Letter AS 8/2 = 72/260

(Restricted) dated 27 December 1972, concerning "Specifications

for security measures to prevent acts of unlawful interference".

You will note that a reply is requested by 15 April

1973, therefore it would be appreciated if your reply could be

sent to me by March 30, 1973.

Yours truly,

Li ML
W. M. McLeish,

Director General,

Civil Aeronautics.

Encl.
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TEL.: 866-2551 CABLES: ICAQ MONTREAL
4

ORGANISATION DE L’AVIATION

CIVILE INTERNATIONALE

_ ORGANIZACION DE AVIACION

CIVIL INTERNACIONAL

INTERNATIONAL CIVIL AVIATION ORGANIZATION

INTERNATIONAL AVIATION BUILDING

(CS) 1080 UNIVERSITY STREET
MONTREAL 101, P.Q. CANADA

REFERENCE A RAPPELER DANS LA REPONSE:

INDIQUESE EN LA RESPUESTA ESTA REFERENCIA:

WHEN REPLYING, PLEASE QUOTE: AS 8/2 - 72/260 (Restricted) ; 27 December 197 2

Subject: Specifications for security. measures en ‘ wat

to prevent acts of unlawful interference : oe .

Action Required: Reply by 15 April 1973 oF Ss

4

Sir,

1. I have the honour. to inform you that the Council, at the 12th to 16th ©

meetings of its 77th Session (29 Novémber to 7 Décember 1972), considered the

question of developing specifications concerning security measures to prevent

acts of unlawful interference with international civil aviation and its facilities,

and requested that I obtain Contracting States' views as indicated below.

Qe In Appendices A to H to this letter, the Council presents for States!
comments draft amendments to several Annexes and PANS, The texts in

Appendix H (concerning Annex 9) were initially prepared by the Air Transport

Committee and those in Appendices A to G (concerning Annexes 2, 6, 10, 11

and 14, PANS/RAC and PANS/OPS), by the Air Navigation Commission, The

“material now appearing in the Appendices results from'a preliminary review

by the Council, This action by the Council does not imply its acceptance of any

of the material or of the status with which it is presented at this time,

oe 3. . At Appendix I appears material, initially developed by the Air
Navigation Commission, which deals with organization and administrative

matters. In presenting it to Council, the Commission expressed the view

that that material did not lend itself to inclusion in the existing Annexes and «

oe’ PANS and that, therefore, it appeared necessary to adopt anew Annex, After
A a preliminary review that resulted in a number of changes, the Council decided

that the texts in Appendix I should be circulated to States with a request that
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.

they comment as to their suitability for inclusion in Annexes, existing.

or new, or in some other document (such as the Security Manual). It should

be noted that although the material is presented in the form of draft SARPS,

this does not prejudge the ultimate decision by the Council, in the light of

States' comments, regarding the disposition and status of any of this material.

4... Finally, Appendix J presents a sample table of contents of the

material that could be included if it were decided not to introduce the material

in several Annexes and PANS but to incorporate all-aviation security standards

and recommended practices in-a single new Annex, Transmission of Appendix J

with the present letter should not be interpreted as an endorsement by Council.

of the idea of a single Annex; its sole purpose is to illustrate what such an

Annex might contain and to obtain States! comments as to whether it is desirable

or not to establish such an Annex,

5. During the Council's dis cussions of the material which should be

presented to States for comment, as described above, some Council Members

expressed doubts as to whether the provisions of Article 37 of the Convention

permit the establishment, as standards and recommended practices, of speci~

fications concerning security measures to prevent acts of unlawful interference,

particularly those of the type included in Appendix I, Some other Council

Members, who did not share these doubts, recalled the terms of Clause (3)

of Assembly Resolution Al7-10, The Council did not express an opinion on

the question,

6, May I request that any comments your Government may wish to

make on the draft amendments appearing in Appendices A to H and on the

material contained in Appendix I, as well as its views on the questions raised

in paragraphs 3 and 4 above, be dispatched to reach me not later than

15 April 1973.

Accept, Sir, the assurances of my highest consideration,

a

Assad Kotaite

Secretary General

Enclosures:

Appendices A to J
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APPENDIX A

PROPOSED AMENDMENT OF ANNEX 2

Chapter 3, -:General Rules

Add new Section 3.6 as follows:
4

*"3,6 Unlawful Interference 4

z t

3.6.1 . An aircraft which is being subjected to unlawful interference shall
endeavour to notify the appropriate ATS unit of this fact and of any deviation from the

current flight plan necessitated by the circumstances, in order to enable the ATS unit

to give priority to the aircraft and to minimize conflict with other aircraft.

Note 1. - ATS units will endeavour to recognize such unlawful interference and will

attend promptly to requests by the aircraft. Information pertinent to the safe conduct

of the flight will continue to be transmitted and necessary action will be taken to

expedite the conduct of all phases of the flight.

Note 2. - Action to be taken by SSR equipped aircraft which are being subjected to
unlawful interference is prescribed in Annex 1l, (see proposed para 2.14.1) PANS/RAC

and PANS/OPS. " BO

¥Note for the information of States:

This provision is complementary to proposed amendments of Annex 11,

Chepter 2, new section 2.13 (Appendix D) and PANS/RAC (Appendix F).
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APPENDIX B

PROPOSED AMENDMENT OF ANNEX 6, PART I

Chapter 13. - Security

Add the following new paragraphs:

"13.2 Navigation Information for Aerodromes to which Flights may be Diverted

Recommendation. - Aeroplanes. which, in the opinion of the operator, are

likely to be subject to unlawful seizure should be equipped with current useful navigation

information for aerodromes to which they may be diverted.

14.3 Aeroplane Search Procedure Checklist

An operator shall ensure that there is available on board a bomb-threat
search procedure checklist for use in case of threatened. sabotage.

13.4 Crew Member Training Programmes

An operator shall establish and maintain a ground and flight training
programme which enables crew members to act in the most appropriate manner to minimize
the consequences of acts of unlawful interference.

13.5 Reporting Incidents of Unlawful Interference’

Following an incident of unlawful interference the pilot -in-command shall
submit, without delay, a report of such incident to the designated local authority."

000327



Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur I'accés @ l'information
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APPENDIX C

PROPOSED AMENDMENT OF ANNEX 10, VOL. I

Part I, Chapter 2. - Radio Navigation Aids

Add new paragraph 2.5.4.4 as follows:

#25. 4.4 Code 3100 shall be used on Modes A and B
to provide recognition of an aircraft which is being

subjected to unlawful interference."

Renumber existing paragraphs "2.5.4.4, 2. 5. 4.5 and 2. = 4.6" to read, "2.5.4.5, 2.5.4.6
and 2.5.4.7" respectively.

Amend original paragraph 2.5. 4.4 py adding "3100" in the last. line so that it will now
read, ". . . recognition of Codes 3100, 7600 and 7700."

*Note for the information of States:

This provision is complementary to proposed amendment

of PANS/RAC, Part III, new paragraph 16.2.1, Note (b)
(Appendix F) and PANS /OPS (Appendix G).
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APPENDIX D

PROPOSED AMENDMENT OF ANNEX 11

Chapter 2. - General

Add new Section 2.13 as follows:

*"2:13 Priority in the Event of an Aircraft Emergency

2.13.1 . An aircraft known or believed to be in a state of emergency, including
being subjected to unlawful interference, shall be given priority over other aircraft.

Note. - An aircraft equipped with an SSR. ‘transponder might operate the equipment as
follows: aa ;

‘

(a) on Mode A, Code 7700, to indicate that it is in a state
of emergency 3 or

-**(b) on Mode A, Code 3100, to indicate specifically’ that it is
being subjected to unlawful interference.” —

Chapter 4. - Air Traffic Control Service

Delete paragraph 3.1.2.

Chapter 5. - Alerting Service

In paragraph 5.1.1:

Add new subparagraph 2) as follows:

"O) to any aircraft known or believed to be the subject
of unlawful interference; and"

Renumber existing subparagraph 2) to read 3)"

Notes for the information of States:

_* This provision is complementary to proposed amendments of Annex 2,

Chapter 3, new section 3.6 (Appendix A) and PANS/RAC (Appendix F).

**This note is complementary to proposed amendments of Annex 10
(Appendix C) and. PANS/OPS (Appendix G).

000329



Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés al'information

s

APPENDIX D a @ ©
- D-2 -

In paragraph 5.2.1 2):

Add, at the end of subparagraph c), the words "or when".

Add new subparagraph d) as. follows:

"@) an aircraft is known or believed to be the subject of
unlawful interference,"

Replace 5.6 with the following:

"5.6 .Information to aircraft operating in the vicinity of an aircraft -
in a state of emergency

5.6.1 When it has been decided by an air traffic services unit that an aircraft

is in a state of emergency, other aircraft known to be in the vicinity of the aircraft.

involved shall, except as provided in 5.6.2, be informed of the nature of the emergency

as soon as practicable.

5.6.2 When an air traffic services unit knows or believes that an aircraft is

being subjected to unlawful interference, no reference shall be made in ATS air-ground

communications to the nature. of the emergency unless it has first been referred to in

communications from the aircraft involved and it is certain that such reference will not
aggravate the situation."
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APPENDIX &

PROPOSED AMENDMENT OF ANNEX 14

Part Tit - Physical Characteristics of Aerodromes

Delete the last sentence of existing paragraph 1.32.

Add the following new paragraphs, after 1.32:

*"1,32 a): An isolated aeroplane parking position shall be designated or the aerodrome
control tower advised of an area or areas suitable for the parking of an aeroplane which

is known or believed to be the subject. of unlawful interference, or which for other

reasons needs isolation from normal aerodrome activities.

"1.32 b) Recommendation. - The isolated aeroplane parking position should be located at

the maximum distance practicable and in any case never less than 100m (330 ft) from other

parking positions, buildings or public areas etc. Care should be taken to ensure that

' the position is not located over underground utilities such | as gas and aviation fuel and,

to the extent feasible, electrical or communication cables.’

Part VI ~- Aerodrome Bouipment

Add a new sub-paragraph to paragraph 1.1.1 concerning secondary power:

“e) security lighting, if provided in accordance with 5.1."

Add the following new. paragraph after 2s

"++ .2 a) Recommendation. - Fences or other suitable barriers should be provided to acter
the inadvertent or premeditated access of unauthorized persons into aviation ground

installations and facilities located off the aerodrome.

+See Annex.14, Part.1,.2.4."

*Note for the information of States:

‘This provision is complemented by proposed amendment
of PANS/RAC, Part V, new paragraph 10.4 (Appendix F).

000331



Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur I'accés @ l'information

“

APPENDIX. E

~ B+? -

Add the following new chapter after Chapter 4:

"Chapter 5 - Security Lighting

5.1 . Recommendation. = At an aérodrome where it is deemed. desirable for security
reasons,fences and other barriers provided for the protection of international civil

aviatiork and its facilities should be illuminated.

5.2 Recommendation. - The light units should be within the protected area and located
so that the ground area on both Sides of the fence or barrier is’ illuminated."
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APPENDIX F

PROPOSED AMENDMENT OF PANS/RAC

Part III. --Area Control Service

Add, immediately after paragraph 1.3, the following Note:

Note. = Unlawful interference with an aircraft constitutes a case of
exceptional circumstances which may require the application of separations

larger than the specified minima, between the aircraft being subjected; to

unlawful interference and other aircraft."

Add new Section 16.2 as follovs:

"16.2 Priority

16.2.1 An aircraft known or.believed to be in a state of emergency ,
including being subjected to unlawful interference, shall be given priority

over other aircraft.

Note. - An aircraft equipped with an SSR transponder might operate the -

equipment as follows:

(a) on Mode A, Code 7700, to indicate that it is in a state of

- comergency; or

*(b) on Mode A, Code 3100, to indicate specifically th:t it is

being subjected to unlawful interference,"

‘Add new Section 16.3 as follows:

"16.3 ‘Unlawful Interference

16.3.1 Air traffic services personnel shall be prepared to recognize
any indication of the occurrence of unlawful interference with an

aircraft.

"16.3.2 Whenever unlawful interference with an aircraft is suspected, and

‘where automatic distinct display of SSR Mode A Code 3100 and Code 7700 :is

not provided, the radar controller shall attempt to verify his suspicion by

setting the SSR decoder to Mode A Code 3100 and thereafter to Code 7700.

*Note for the information of States:

The note and provision are complementary to proposed amendment |

of Annex 10, Vol. 1, Part I, Chapter 2 new paragraph 2.5.4.4,

(Appendix: 3 and PANS 3/OFS (Appendix Ge

000333



Document disclosed under the Access to Information Act-
Document divulgué en vertu de la Loi sur I'accés & l'informatien

APPENDIX F
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*Note. - Aircraft equipped with SSR transponder are expected to operate the’

transponder on Mode A Code 3100 to indicate specifically that it is the subject of

unlawful interference. The aircraft may operate the transponder on Mode A,

Code 7700, to indicate th.t it is threatened by grave and imminent danger,

and requires immediate assistance,

1663.5 Whenever unlawful interference with an aircraft is known or suspected,
ATS units shall promptly attend to requests, if-any, from the aircraft and shall”

take such action as is necessary to expedite the conduct of all phases of the

flight. ATS units shall also

(a) transmit, and continue to transmit, information pertinent to

the safe conduct of the flight, without expecting a reply

from the aircraft;

(b) monitor and plot the progress of the flight with the means
available, and co-ordinute transfer of control with adjacent

ATS units without requiring transmissions or other responses

from the aircraft, unless communication with the aircraft
remains normal; ,

(c) inform other ATS vunits concerned with the flight, including

the known or assumed destineticn;:

(d) notify

(i) the operator or his designated representative;

(ii) the apnropriate rescue co-ordination centre in

accordance with auvropri-te alerting vrocedures;

(iii) the designated security authority.

Note. - It “s assumed th:t the designated security-authority and/or the

operator will in turn notify other parties concerned in accordance with pre-
established procedures.

(e) relay appropriate messages, relating to the circumstances
associated with the unlawful interference, between the

' aircraft and designated authorities.

16.3.4 If aircraft are desp tched to intercept and escort an aireroft which

is being subjected to unlawful interference, ATS units shall provide all possible

assistance to the intercepting aircraft to assist them in positioning themselves

in relation to the aircraft which is being subjected to unlawful interference."

Renumber existing paragraphs 16.2, 16.3 and 16.4 as 16.4, 16. 5 and 16. 6,

respectively.

*Note for the information of States:

This note is complementary to proposed amendment of Annex 10,
Vol. 1, Part I, Chapter 2, new paragraph 2.5.4.4, (Appendix C).

and TANS/CrS (Appendix G).
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Part V ~ Aerodrome Control Service

Add new paragraph 10.4 as follows:

"10.4 An aircraft known or believed to be the subject of unlawful interference shall
be cleared to the designated isolated parking position. Where such an isolated parking
position has not been designated, or if the designated position is not available, the air-
craft shall be cleared to a position within the area or areas selected by prior agreement
with the aerodrome authority. The taxi clearance shall specify the taxi route to be
followed to the parking position. This route shall be selected with a view to minimizing
any security risks to the public, other aircraft and installations at the aerodrome.

Note. - See Annex 14, Part III,"
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APPENDIX G

_ PROPOSED AMENDMENT OF PANS/OPS

Part _V. - Secondary Surveillance Radar (SSR)
Transponder Operating Procedures

Add a new Section 1.4 as follows:

"1h Unlawful Interference with Aircraft in Flight

*L,401 Should an aircraft be subjected to unlawful interference in flight, thetransponder shall be set to Mode A Code 3100 to give indication of the situationunless circumstances warrant the use of Code 7700."

*Note for the information of States:

This provision is complementary to proposed amendments of Annex 10
(Appendix C), Annex 11, Chapter 2, new paragraph 2.13.1, note (b)
(Appendix D) and PANS/RAC: (Appendix F).
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AEPENDIX H.

PROPOSED AMENDMENT OF ANNEX 9

CHAPTER le - DEFINITIONS AND APPLICABILITY

Add the following definition in the appropriate place:

Security Equipment. _ Devices of a specialized nature for use, individually or as part of
a system, in the prevention or detection of acts of unlawful interference with civil

aviation and its facilities.

CHAPTER 3. - ENTRY AND DEPARTURE OF PERSONS °

Acd the following new Recommended Practice, ‘following exis iting paragraph 3. 22 and renumber
subsequent paragraphs accordingly:

3.23 Recommended Practice. In order: to facilitate aircraft: departure, Contracting States
which examine passengers as a security measure should, t: the extent feasible, utilize

security equipment in conducting such examinations so as to reduce materially the numbers

of persons to be personally searched. .

Note. - The use of radiolorical techniques for screening passengers should be avoided.

- Privacy should be assured when a thorough physical search is to be carried out.

if special rooms: are not available, portable screens may be used for this purpose.

Add the following new Recommended Practice, following existing paragraph Je ak and renumber
subsequent paragraphs accordingly:

3.26 Recommended Practice. In order to facilitate aircraft departure, Contracting States
‘which examine baggage of passengers departing from their territory as a security measure

should, to the extent feasible, utilize security equipment.in conducting such examinations

SO as to reduce materially the amount of baggage to be actually searched.
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CHAPTER 4, + ENTRY AND DEPARTURE OF CARGO AND OTHER ARTICLES

Amend existing paragraph 4.6 by inserting the underlined words as follows:

4.6 Contracting States shall make arrangements consistent with security requirements

which permit operators to select and load cargo, stores and unaccompanied baggage on

outbound aircraft up to the time of departure.

Add the following phrase to the Note following 4.8:

eee nor is it intended to preclude examinations considered essential in particular cases

for security purposes.

Add the following phrase at the end of the last sentence of paragraph 4,10:

.». making due allowance for essential security precautions in particular cases.

Add the following Recommended Practice after existing paragraph 4.10 and renumber
subsequent paragraphs accordingly:

4,11 Recommended Practice. Air cargo acceptance procedures should be established in

which either the shipper is known to the airline operator or identification and/or
package inspection is required. This latter requirement should be especially observed

when accepting small packages for transport by air.

Amend paragraph 4,28 (renumbered as 4.29) by adding the underlined words in the first

portion of the paragraph:

429 Contracting States shall allow the loan of aircraft equipment and spare parts and
security equipment and spare parts between airlines.....etc.

Amend paragraph '+.30 (renumbered as 4,31) by adding the underlined words in the first

portion of the paragraph:

4.31 Recommended Practice. Ground equipment and security equipment imported into the...
etc. 

;

Add the words “and security equipment" at the end of this same paragraph.

Add the following additional paragraphs to the Note following existing paragraph '+.30
(renumbered as 4.31):

5) Security equipment:

-- weapon detecting devices;

-- explosives detecting devices;

-- intrusion detection devices.
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6) Component parts for incorporation into security equipment.

Amend existing paragraph 4.31 (renumbered as 4.32) by adding the words "and security
equipment" after the words "ground equipment" in:the first sentence.

CHAPTER 6. - INTERNATIONAL AIRPORTS - FACILITIES AND SERVICES FOR TRAFFIC

Add the following new sub-paragraph at the end of existing paragraph 6.7:
i . . . . . a

e) to take precautions to prevent unauthorized access to unattended aircraft, including

‘ locking aircraft doors, locking doorways to airbridges and removing joading stairs.

Add: the following new Recommended Practice after existing paragraph 6.11 and renumber
existing paragraph 6.12 as 6.13: .

6.12 Recommended Practice. Checked baggage should be accepted only on presentation of

the traveller's ticket and only by an authorized representative or accredited agent of

the air carrier. .

Add the following new Recommended Practice after existing paragraph 6.12 (renumbered as
6.13) and renumber subsequent. paragraphs accordingly:

6.14 Recommended Practice. ‘Contracting States, in order to ensure that only authorized
crew and passengers and other authorized personnel are permitted access to an aircraft,

should make appropriate arrangements for adequate supervision over their movement between
_ the terminal building and the aircraft.

Add the following new Recommended Practice after existing. paragraph 6.20 (renumbered as

6.22) and renumber subsequent paragraphs accordingly:

6.23 Recommended Practice, A secure storage area should be provided at each international |
airport where misrouted baggage may be held until reforwarded.

Add the following new Standard after “existing pararraph 6. 31 (renumbered as 6, 3h) and
renumber subsequent paragraphs accordingly: — j

6. 35 Contracting States shall adopt measures designed to prevent
unauthorized access to cargo, baggage, mail and stores in the course of

conveyance between terminal buildings’ and aircraft. Cargo, baggage, and

mail, the means of transport used in each case for such conveyance and
loading areas on the apron shall be safeguarded with.a view to preventing,

as far as possible, acts of sabotage.
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Amend existing paragraph 6.32 (renumbered as 6.36) by adding the underlined words as
follows:

6.36 Recommended Practice. Adequate space should be available in cargo terminals for

storage and handling of air cargo, including building up and breaking down of pallet and
container loads, located next to the customs area and easily accessible. to authorized

persons and vehicles from both the apron and the land side road.

Amend existing paragraph 6.33 (renumbered as 6.37) by adding the underlined words as
follows: ; ; ;

i 

.

6.37 Recommended ‘Practice. Cargo terminals should be equipped with storage facilities
for special cargo (e.g. valuable goods, perishable shipments, and live animals)... Those |
areas of cargo terminals in which cargo and mail is stored overnight or for extended
periods prior to shipment by air should be protected against access by unauthorized

persons.

CHAPTER 8, - OTHER FACILITATION PROVISIONS

Amend the first portion of existing paragraph 8.2 by adding the underlined words as follows:

8.2 Recommended Practice. The aircraft, ground equipment, security equipment, spare
parts...etc. , uo

CHAPTER 9, = SECURITY PROVISIONS

Add the following new Recommended Practice as the first paragraph in this Chapter and —
renumber subsequent paragraphs accordingly:

9,1 Recommended Practice, Contracting States should ensure that law enforcement officers
are readily available at its international airports with authority to assist in cases of -

suspected and actual unlawful activity at such airports and in the questioning of suspected

persons.

t 
:

Add a new Recommended Practice after existing paragraph 9.3 (renumbered as 9.4) as follows: .

9.5 Recommended Practice. When security measures, atditional to those mentioned in 6.12,
are required on special occasions, steps should be taken to ensure that all baggage

loaded on the aircraft either belongs to passengers actually travelling on the aircraft

or is unaccompanied baggage which has been given security clearance.

Amend the footnote in Chapter 9, - Security Provisions* to read as follows:
. 

§ .

* Provisions related to this subject are also contained in other Chapters and Annexes.

5!
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t

(See paragraph 3 of the State letter)

Chapter 1. - Introduction

Introductory Note. - The security of international civil aviation requires that each State
prepares plans and procedures and makes appropriate arrangements which together provide a

pasic level of security for normal operating conditions and which are capable of rapid

expansion to meet any increased security threats.

Effective security under normal operating conditions requires co-operation

petween States, departments and agencies of government, aerodrome administrations, opera-

tors and others. In conditions of increased security threats, particularly close co-opera-

tion between States may be required. , ,

Other provisions governing the action to be taken to prevent unlawful

interference,-or when such interference has occurred, aré presented in Annexes 23 6, Part I;

9; 10, Vol. 1; 11 and 14 and associated detailed procedures are provided in the PANS/RAC and
the PANS /OPS. A detailed listing of these provisions are shown hereunder in Chapter 8.

Guidance on all matters of aviation security organization and its functioning are found in

Doc 89743 (Restricted), Security Manual for the Prevention of Unlawful Acts against Civil

Aviation and its Facilities. ae

*Application. - The provisions in the material that follows are expected to be applied by
States in proportion to the prevailing threat of unlawful interference to which each of

its aerodromes or its services is exposed. -

Chapter 2.- Definitions

. **Aerodrome. A defined area on land. or water (including any buildings, installations
and equipment) intended to be used either wholly or in part for the arrival, departure

and movement of aircraft. . ;

**Aeroplane. A power-driven heavier-than-air aircraft, deriving its lift in flight
chiefly from aerodynamic reactions on surfaces which remain fixed under given conditions

of flight. , oo

**Aireraft. Any machine that can derive support in the atmosphere from the reactions
of the air other than the reactions of the air against the earth's surface.

Notes for the information of States:

*If the material in Appendix I is eventually put into a new Annex, or

existing Annexes, the substance of this paragraph would be included in

the Applicability chapter.

**These definitions are the same as in Annex 6, Part I.
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Air side. The movement area of an aerodrome, adjacent terrain and puildings er
portions thereof, :access to which is controlled.

“Operator. A ‘person, organization or enterprise engaged in or offering to engage
in an aircraft operation.

Chapter 3, + General 7 - , oo

3.1 Policy

§
3.1.1 Safety of passengers, crew and the general public shall be the primary

consideration in.all matters related to acts of unlawful interference with international

civil aviation and its facilities.

3.1.2 THe objective of the civil aviation security programme shall be to

protect the safety, regularity and efficiency of international civil aviation by

providing for the: prevention of acts of unlawful interference through regulations,

practices and procedures.

3.1.3 , Recommendation. - States should conoperate, particularly with,
adjacent States and those with which they have major air transport relationships, in
developing complementary civil aviation security programmes.

3.2 The Appropriate Authority

3.2.1 - ‘The State shall designate an appropriate authority within its administra-
tion which will be responsible for the civil aviation security programme,

Chapter 4. - The Civil Aviation Security Programme

4.1 Co-ordination and Liaison

he. Recommendation. - The appropriate authority should establish means of
co-ordinating activities between the departments, agencies and other organizations of

the State concerned with or responsible for various aspects of the national civil

aviation security programme.

Note. = The setting up of a Civil Aviation Security Committee, as described inDoe 8973 (Roctcictea) - Security Manual for the Prevention of Unlawful Acts against
Civil Aviation, would meet the intent of this provision.

*Note for the Information of States:

This definition is the same as in Annex 6, Part I.

q
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4.1.2 Recommendation. - The appropriate authority should allocate responsibility

for implementation of the security programme as between the’ State, aerodrome, administra

tions, operators and others concerned.

4.1.3 Recommendation, - The appropriate authority should establish and. maintain
liaison through ICAO, or directly with other States where desirable, for the exchange of

information related to plans, designs, equipment, methods and procedures for the preven~

tion of acts of unlawful interference,

Chapter 5. ~- Aerodromes

5.1 General

5.Leb An aerodrome security programme shall be: established for each international
. aerodrome adequate to meet the needs of international civil aviation. .

Note. - Compliance with this provision will require the development of a

security plan Jan for each aerodrome.

5.1.2 The appropriate authority shall establish or arrange for the establish-
ment of aerodrome security committees, composed of all parties concerned, to develop

and implement the required security measures and procedures at each aerodrome.

5.1.3 The appropriate authority shall provide or arrange for the provision of
essential supporting security services at each aerodrome.

Note. - Essential supporting security services include, but are not necessarily

limited to, law enforcement assistance.

5.1.4 Recommendation. ~ Security measures and procedures should be applied at

aerodromes in such a manner as to cause a minimum of interference with, or delay to,

international civil aviation.

DL.5 . Recommendation. - States should ensure that aerodrome administrations
comply, as far as may be practicable, with requests from other States for the application

of special security measures to specific flights.

5.2 Aerodrome Security Services

5.2.1 An aerodrome security service shall be provided at each international
aerodrome and an officer assigned responsibility for this service.

5.262 - The aerodrome security service shall have overall responsibility for
protection on the aerodrome against acts of unlawful interference with international

civil aviation and its facilities and for co-ordinating action in the event of an incident.
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5.2.3 Recommendation. - The aerodrome security service should make periodic
security surveys of the aerodrome.

5.2.4. Recommendation. - The aerodrome security service should make provision
for the examination of suspected incendiary and explosive devices and also for the

disposal of such devices.

Note. - The intent of this recommendation may be met by arrangements with
other authorities.

5.2.5 Recommendation, ~ The aerodrome security service should take all necessary

steps to ensure that measures and procedures designed to prevent persons and vehicles

from unauthorized access to the air side of aerodromes are adopted and put into use.

Note. - The above Recommended Practice aims at putting into practice such

measures as the following:

designate air side areas;

post signs or notices which read "Authorized Persons Only"
or similar language;

provide identification for authorized persons and vehicles;

- challenge all persons and vehicles in air side areas who

appear to have gained unauthorized access;

- provide escorts for visitors to air sidé areas; and

lock or control all doors and entrances to air side area's,

Chapter 6. - Aircraft Operators

6.1 Operators' Security Programme

6.1.1 The State shall require operators of aircraft of its registry to adopt

and put into use a security programme which is in proportion-to the threat to inter-~°

national civil aviation and its facilities as known to the State.

6.1.2 The appropriate authority shall ensure that operators’ security programmes
are compatible with the prescribed aerodrome security programmes. ;

6.1.3 , The State shall require the operators of aircraft of its registry to
ensure that their security programmes conform with the requirements ‘of those States into

which they operate.

Document divulgué en vertu de la Loi sur I'decés a l'information
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Chapter {- ~ Reports »

7... States concerned in incidents of unlawful interference shall (should? )-
provide the International Civil Aviation Organization with all relevant information.

concerning the aeronautical aspects of such incidents.

7.1.2) | The State shall immediately notify the State of Registry of an unlawfully |
seized aircraft when such an aircraft has landed.in its territory.

Chapter 8. - Security Measures in annexes and associated ddcuments

Note. - Specialized security measures are an integral.part of many provisions

for international air transport operations. . For this reason detailed specifications and
practices have been incorporated in a number of other documents. (See Introductory Note,
Chapter 1).

This Chapter lists, by subject, the location of these specialized security
measures. oo

- 9

8.1 Notification by airciart

Annex 2, Chapter 3, paragraph 3. 63 Annex ‘lo, Volume i, Chapter 2, paragraph
.5.4.4; PANS/OPS, Part V, paragraph 1.4.°me

not

8.2 Responsibilities and-training of crew members

Annex 6, Part t, Chapter 13.

8.4 Aircraft equipment and essential documentation

Annex 6, Part I, Chapter 13.

8.4 Passengers, baggage, cargo, mail and stores

Annex 9, Chapter 3, paragraphs 3.2% and 43.26; Chapter 4, paragraphs }. 6, 4,8 and
.11; Chapter 6, paragraphs 6.12, 6.14 .> 0.23, ©. 39» 6.50 and ©. ats Chapter 9, paragraphs
.2 (new number), 9.3. (new number) and 9.5 (new).OF

8.5 Security eauipment ~ customs provisions

Annex 9, Chapter 4, paragraphs 4.29, 4.31 and 4.32.
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8.6 Action by air traffic services units

Annex 11, Chapter 2, Section 2.13, Chapter 5, paragraphs 5.1.1 (2),

5.2.1 (2) (da) and 5.6; PANS/RAC, Part III, paragraph 1.3, Note and Sections 16.2, 16.3
and Part V, paragraph 10.4,

&.7 Aerodromes

Annex 14, Part III, paragraphs 1.32 (a) and (b); Part VI, paragraphs 1.1.1 (e),

2, 4.2. (a) and (b), 4.3 and 4.43 proposed Chapter 5. ,

8.8 Protection of air side areas and aircraft on aerodromes

*Annex 9, Chapter 6, paragraphs 6.7 (e) and 6.14; Chapter 9, paragraph 9.3 (new

number); Annex 14, Part III, paragraph 1.32 (a).

Note for the information ofStates: If the material in Appendix I is put into

a new Annex or extsting Annexes, as an alternattve to Chapter 8 the text of

relevant extracts from the docwnents listed above’ could be reproduced as an
Attachment. Such .a comprehensive presentation of related provistons in one
document, similar to that contained in Annex 12, might simplify admintstratton
of the seeurtty programme by States..

+N
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> tters AS 8/2 _ 72/261 (Restricted)

APPENDIX J

SaiaPLE TABLE OF CONTENTS OF A SINGLE COMPREHENSIVE AVIATION SECURITY ANNEX

(See paragraph 4 of the State letter)

Note for the information of States:

In this table of contents general provisioris dealing with the organization,

methods and procedures for preventing acts of unlawful interference are listed first,

followed by specific provisions ‘relating to the various progressive stages of a flight

potentially or effectively subject to unlawful interference. This sequence is intended
to emphasize the need to concentrate on efforts, in the pre- -flight phase, to prevent acts
of unlawful interference rather than on efforts to alleviate them in flight or on post-

flight investigative measures. .

The development of a single comprehensive Annex on aviation security would

require the rewording of some of the provisions dealing with security now contained in

Annexes 6, 9 and 14 and of the provisions proposed in Appendices A to I, including those
in which a security item has been incorporated in material which is primarily concerned

with other aviation matters. ,

Chapter 1. - Introduction

Introductory Note. ~ (Repeat the Introductory Note of Appendix I, deleting the third

paragraph.) .

Chapter 2. - Definitions - (Continue as in Appendix I, Chapter 2, throughto the end of
Cuapter. -

Chapter a. 7 General (Continue as in Appendix I, ‘Chapter 3 through to the end of Chapter. )

Chapter 4. - The Civil Aviation Security Programme’ (Continue as.in Appendix I; Chapter 4
' through to the end of Chapter. do

Chapter 5. - Aerodromes -

5.1 General (Continue as in Appendix I, Chapter 5, paragraph 5.1, through to the end
of paragraph. ) 

.

2.2 Aerodrome Security Services (Continue as in “Appendix I, Chapter 5, paragraph 5.2,
through to the end of paragraph. ).

5.4 Fencing and Security Barriers

Reflect the provisions contained in.Annex 14, Chapter 4, paragraphs 4.2, 4.4 ana 4.k.
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5.4 Search and Protection of Aircraft

Reflect the provisions contained in Annex 9, Chapter 9, paragraph 9.3 and Annex 14,
Part III, paragraph 1.32, provisions proposed for Annex 9, paragraphs 6.7 (e) and

6,14 (Appendix H) and Annex 14 (Appendix E), Part III, paragraphs 1.32 (a) and (b).

5.5 Security Lighting -

4 - . . . . .

Reflect the provision contained in Annex 14, Part V, paragraph 2.14.1 and provisions
proposed for Annex 14 (Appendix E) new Chapter 5.

Chapter 6. - Aircraft Operators (Continue as in Appendix I, Chapter 6, through to the
ehd of Chapter. ) co,

Chapter 7. - Processing of Passengers, Baggage,. Cargo, Mail and Stores

G.l Restrictions on Carriage of Firearms

Reflect the provisions contained in Annex 9, Chapter 9, paragraphs 9.1 and 9.2.

7.2 Processing of Passengers and Baggage

Reflect the provisions proposed for Annex 9, Chapter 3, paragraphs 3.23, 3.26;

Chapter 4, paragraphs 4.6, 4.8, 4.11; Chapter 6, paragraphs 6,12, 6.23 and _

Chapter 9, paragraph 9.5 (Appendix H).

7.4% Cargo, Mail and Stores

Reflect the provisions proposed for Annex 9, Chapter L, paragraph WAL;
Chapter 6, paragraphs 6.35, 6,36 and 6.37 (Appendix-H). 4

t

Chapter 8. - Security Equipment (Customs, Loan of Equipment, etc.)

8.1 Reflect the provisions proposed for Annex 9, Chapter 4, paragraphs 4.29, 4.31
and 4.32, (Appendix H).

Chapter 9. - Aircraft Modification and Documentation.
t 

- coe

9.1 Aircraft Modification

4é
Reflect the provisions contained in Annex 6, Part I, Chapter 13, ‘paragraph 13.1,
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9.2 Essential Documentation
r

Reflect,the provisions proposed for Annex 6 (Appendix B), new paragraphs 13.2 and
13.3. ~

Chapter 10. + Action by Pilots,

10.1 Notification by Aircraft

Reflect the provisions proposed for Annex 2 (Appendix A) and PANS /OPS’ (Appendix G).

10.2 Radio Navigation Aids | |

Reflect the provisions proposed for Annex 10, Volume I (Appendix C).

10.3 Reports by Pilot -in-Command

Reflect the provisions proposed for Annex 6, Part I, Chapter 13 (Appendix B),
paragraph 13.5.

Chapter 11. - Action by Air Traffic Services Units

-11.1 Reflect the provisions proposed for Annex 11 (Appendix D) and PANS/RAC (Appendix F).

Chapter 12. - Reports (Continue as in Appendix I, Chapter 7, through to the end
of Chapter. )

Chapter 143. - Training of Crew Members
~

+ . :

13.1 Reflect the provisions proposed for Annex 6, Part I, Chapter 13 (Appendix B),

paragraph 13.4.

Note for the:information of States:

Several:of the provisions in existing Annexes and PANS which may be considered

for transfer to a new single Annex on security deal with security in a composite

context: Care would have to. be exercised in order to ensure that the original

intent of those provisions is not overlooked and it might therefore be necessary

to refléct some of these provisions in two Annexes.

4

- END -
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At « 9— Facilitation

3.8.5 RECOMMENDED PRACTICE.—

Numerals 1, 2, 3, 4, 5, 6, 7, 8, 9, ® and

the Gregorian calendar (with months

being spelled out in full) should be used

in furnishing the information listed in

ISA,

3.8.6 RECOMMENDED PRACTICE.—

When the text of the visa is in a national

language other than English, French or

Spanish, one of these three languages

should also be used,

III. — AvpitionaL DocUMENTATION

3.9 RECOMMENDED PRACTICE.—

Contracting States should not require

either from temporary visitors travelling

by air, or from operators on their behalf,

any information in writing supplementary

to or repeating that already presented

in their identity documents.

3.10 A Contracting State which

continues to require written supplementary

information from temporary visitors tra-

velling by air, shall limit its requirements

to the items and shall follow the format

set forth in Appendix 4~— Embarkation/

Disembarkation Card. Contracting States

shall accept the Embarkation/Disembar-

kation Card when completed by temporary

visitors and shall not require it to be

completed or checked by the operator.

Legible hand-written script shall be

accepted on the card, except where the

form specifies block lettering.

IV.— Pusric HEALTH REQUIREMENTS

3.41 In cases where evidence of

protection against cholera, yellow fever

or smalipox is” required from persons
travelling by air, Contracting States shall

accept the International Certificates of

Vaccination or Revaccination in the

forms set out by the World Health

Organization in Appendices 2-4 of the

International Sanitary Regulations.

3.12 RECOMMENDED PRACTICE.—

Medical examination of persons arriving

by air should normally be limited to

those disembarking and coming within

the incubation period of the disease con-

cerned, as Stated in the International

Sanitary Regulations, from an area in-

fected with one of the six quarantinable

diseases (plague, cholera, yellow fever,

smallpox, typhus and relapsing fever).

15/7/69
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3.— Entry and Departure of Persons

V.— CLEARANCE PROCEDURE

3.13 Except in special circum-

stances, Contracting States shaft not

require that identity documents be col-

lected from passengers or crew before

they arrive at the passport control points.

3.13.1 After individual presenta-

tion by passengers and crew of the

identity documents, the public officials

concerned shall, except in special indivi-

dual cases, hand back such documents

immediately after examination, rather

than withholding them for purposes of

obtaining additional control.

3.14 Each Contracting State shall

make arrangements whereby the identity

document of a temporary visitor need

be inspected by only one official at times

of entry and departure.

Note.—This provision ts intended to

ensure inspection of the identity docu-

ment of a temporary visitor by only one

official on bchalf of both the Iminigration

and Police authorities. It is not intended
to discourage Health and Customs officials

from exanuning the identity document

whenever this may facilitate health and

custouts clearance of the temporary

visitor.

3.15 Contracting States shall

accept an oral declaration of baggage

from passengers and crew.

3.16 Contracting States shall

normally accomplish inbound passenger

baggage inspection on a sampling or

selective basis.

VI.— Crew ano OTHER OPERATORS’

PERSONNEL

3.17 Contracting States shall

provide facilities which will enable un-

licensed crew members of their airlines

to obtain without delay and without

charge crew members’ certificates con-

taining the material set forth in Appen-

dix 5 and valid for the crew member's

term of employment.

W515 In the case of an airline
flight crew member who retains his

licence in his possession when embarking

and disembarking, remains at the airport

where the aircraft has stopped or within

the confines of cities adjacent thereto,

and departs on the same aircraft or on

his next regularly scheduled flight, each

Contracting State shall accept such licence

14

for temporary admission to the State and

shall not require a passport or visa

provided the ficence contains the specif- fmt

5.1.1 of Annex 1 lapelscations set forth in

plus: a) a certification that the holder

may at all times re-enter the State of

issuance of the licence upon production

of the licence; &) a photograph of the

holder; and c) place and date of birth

of the holder.

Note.—It is the intent of this Standard
that a licence shall be recognized as a

satisfactory idcutity document under the

Specific circumstances when it contains
the above certification and the other

items specificd, even if the holder is

not a national of the State of Registry

of the aircraft on which he serves. It ts

not desired to discourage Contracting

States from issuing such licences to rest-

dent alicn flight crew members tf they

are willing to do so.

Specifications for licences are set forth

in Chapter 5 of Annex 1— Personnel

Licensing.

3.18.1 RECOMMENDED PRACTICE.—

Each Contracting State should extend

privileges of temporary admission similar

to those provided undcr 3.18, and on the

same conditions, to a flight crew member

of an aircraft operated for remuneration

or hire but not engaged in scheduled

international air serviccs, subject to the

requirement that such flight crew member

must depart on the aircraft on its first

flight out of the territory of the State.

3.19 In the case of cither an

airline flight crew member whose licence

does not mect the specifications of 3.18

or an unlicensed crew member of an

airline, each Contracting State shall

extend privileges of temporary admission

similar to those provided under 3.18 and

on the same conditions, provided the

crew member concerned is in possession

of a valid Crew Member Certificate

(Appendix 5).

Note-~The implementation of 3.218 and
3.19 permits rapid and efficient disposition

of flight personnel by airlines. The full

benefit cannot be derived from these

provisions while some States withhold

acceptance of them.

3.19.1 RECOMMENDED PRACTICE.—

Each Contracting State should extend

privileges of temporary aditisston similar

to those provided under 3.19 and on the

Same conditions, to a flight crew member

of an aircraft operated for remuneration

or hire but not engaged in scheduled

international air services, when such flight

ae

ofl
biete
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TRO TMSPORT

SS DEPUTY MINISTER OF TRANSPORT

‘CE CANADA

670-2ey SOUS-MINISTRE DES TRANSPORTSoy SECRET
Rentntg nab

' Ottawa, Ontario,

K1A ONS,

December 20, 1972.

Dear Mr. Adams:

I refer to your letter dated 17 October,
1972, in which you request our assistance in
developing a means to supply passenger lists in advance

of flight arrivals at Canadian International Airports.

The question has been discussed with the

carriers, and the Interdepartmental Inspection

Services Committee, and its resolution will be

most difficult from a. methodology aspect rather than

one of inconvenience to passengers.

We have arranged for a small group under

the guidance of Mr. W. M. McLeish the National Civil
Aviation Security Coordinator to examine this question
in detail and to recommend possible solutions and the
estimated costs.

It is proposed by Mr. McLeish to contact
Mr. A. Butroid for representation from your Department.

.Yours sincerely,

Mr. R. M. Adams, .
Assistant Deputy Minister

Immigration,

Department of Manpower and Immigration,

&.A. Bourque Memorial Building, .

305 Rideau Street,

Ottawa, Ontario.

_KLA 059
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. Commissioner Ww. LL aig

RCMP
~ steps: up
on airport. _

~ Security
Canadian Press.

“OTTAWA. ~ The RCMP is
gr ‘stepping » ‘up’ “a | prograin .of

hiring special - constables to
increase. ‘Security at airports.
-Conimissioner. W.-L. Hig-

© git said. last ‘night: that the
special constables don’t get :

'. :the same intense training :

given ‘a- normal RCMP ree [- ¢

eruit. ~

... The rapid growth of air-

“ports has created a need for
more special constables, he

Poe said,’ and, the force is look-

I. ing for_50 more recruits.

“ ‘The ideal special recruit .

"would be one with some ~

army training, or perhaps

an ex-policeman.
~ The s pec ial constables:
‘who receive some training ~

“with the force, don’t-have to.

meet all the age and physi-

cal requirements set out for
regular recruits.

Mr. Higgitt said ‘that in-
-eréased police presence

might help deter would-be
air. pirates.

“The security require-
ments at dirports are grow-

ing fast, jand we are just

trying to meet the need, ” he
said. .
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CLASSIFICATION
MEMORANDUM

YOUR FILE No.
Votre dossier

Loy
OUR FILE No.

oy Notre dossier S172~2

pate November 1h, 19°
AGM — . oe |

Edmonton International Airport: Pe S92

Yassport Screening - International Airport os

l- . This is further to our memorandum of October 31, 1972, and your
teletype message WAQS ~ 946 of November 7 1972, each dealing with the
subject matter.

Ze As pointed out in the above mentioned memorandwn, the meeting ~

of October 19th was oriented towards action required when a known or

suspected terrorist arrived for lamigration clearance at an International

Airport. AS a result of opposite points of view being taken by the R.C.M.

Police representatives, and the MOT representatives a separate mesting of

these officials took place on Monday November 6, 1972. Attending were

Staff Sergeant Hoth, R.C.M.F., Corporal Jessiman, R.C.i.P., Mr. Morley ~

Ministry of Transport and Mr. Giles - Ministry of Transport.

3. The Immigration area was exanined in an effort to determine the

best possible course of action. It Was agreed that all Non ~ Residents

would simply turn left at the top of the esculator and enter a holding

room. Uesks now provided for Immigration Officials just outside the door

of the above mentioned holding room would be set up inside the room and

the terrorist would be dé tained until R.C.N.P. arrived on the scene. A
warning buazer would be installed from the Imuigration desk to the

Building Control Koom. When the buzzer sounded the operator would advise

police in an appropriate manner. in no case would the terrorist be

allowed access to luis baggage. This would be taken care of by police.

lie - We are providing copies of this report to Prlice and Imuigration
Officials and we assume fir. Empson will arrange another meeting, at which

time it is hoped a solution will De reached which is satisf

fA ig ;
Wind LAA Es

We. Ae Norley

a Airport General Manager

Gpl., Jessiman

oe jel
000353
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M E M O RA N D U M CLASSIFICATION

Director of Operations - Immigration YOUR FILE No.
Votre dossierATTENTION: R.J. Curry...

Notre dossier

OUR FILENo. OP 5170-9-1

P.G. Lambert . DATE

LO November 10, 1972

The purpose of this memorandum is to apprise you of

the manner in which security measures are taken against

suspected terrorists at certain airports abroad and the

extent to which officers carry out:.the immigration inspection.

are involved..

Security Measures.at Airports

Rome - Italy

Officers on the Passport Control. Inspection Desks

are part .of the National Police Force under the Ministry of

the Interior. However, although armed their only role,

should a security-risk come to their attention is to: sound

an alert button with their foot which registers in the

office.of the Chief of Security Police at the airport.

Trained security police then take over and they will attempt

to apprehend and disarm the suspect. These security officers

are encouraged to apprehend and disarm suspects away from the

airport and crowds if possible. There are no metal detection

inspections carried: out on incoming passengers. The immigration

examination is cursory and during the short time the Passport

Control Officers were observed, it. can be said that no reference
was made to the lookout index.

Security departure checks are carried out by certain

airlines such as El Al - Pan Am - TWA - CPA ~- Lufthansa. These
checks include a metal detector test and hand baggage search at

the departure gate. This is usually done by the airline employees
with help if requestéd from the Security Police. -

Airport security in Rome is the responsibility: of the

Chief of the Security Police. They. have armed officers at

strategic locations on the airport and the area is patrolled

with armed vehicles. The public are no longer allowed in the,

public galleries overlooking the tarmac. These galleries are

enclosed with barbed wire to improve security arrangements.
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e Zurich -. Switzerland.

The Immigration Passport Control Stations at the

International Airport are manned by members of the National

Police Force. These officers rotate between the inbound

inspection-desk and the outbound security examination.

stations. They spend one to two hours at each work station..

As members of the National Police Force the officers

on the Passport Control Desks have been given some training

on the use of arms as well as methods of disarming persons

or defusing explosives. However, should these officers come

upon a suspected terrorist, they have been instructed to take

delaying action and call upon fellow officers stationed in

the secondary.immigration area who are specialists in the

handling of terrorists. Each passport control desk has an

alarm button. for the use of the examiner: should he require

help from a specialist. Such assistance is available within

60 seconds and a test was made for our benefit while at Zurich.

Departure checks including search of the person and

baggage is carried out by male and female members of the

National Police Force. It was the most thorough departure

inspection witnessed in Europe.

Security at this airport .is the responsibility of the

Chief of the National Police at the airport. Alerts from any

area of the airport register in his office and he directs any.

emergency security operation with the full cooperation of the

airport authority and other departmental heads involved.

Armed guards and vehicles patrol the airport under the

direction of the Chief of Police.

Copenhagen - Denmark

The Passport Control examination desks for the inspection

of passengers arriving from other countries are manned by

National Police Officers. They are trained policemen but when

on immigration passport control work at the airport they are

expected to seek assistance of trained security specialists in

their service should they come into contact with a suspected

terrorist. Other than being on the lookout for suspected

terrorists and to try to implement delaying action the officers

on passport control duty are not expected to take any direct

action with a person suspected of being armed or dangerous.

Departure checks are carried out by Transportation

Company employees with the help of security guards.

The overall security of the airport is the responsibility

of. the Chief of the Copenhagen City Police Force at the airport

and he is assured of complete cooperation from the National Police

and the security guards in the employ of the Airport Authority.

The security guards in the employ of the Airport Authority. patrol

the terminal and are responsible for the security:of aircraft on

the ground.
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yg PEankfurt _ Germany

Newt
The immigration inspection is carried out at this

airport by "Frontier Service Officers" of the Ministry of

the Interior. As they are trained in the use of arms as

well as methods of disarming persons and defusing: explosives

the officers engaged in the passport control operation are

expected to take direct action should a-terrorist or security

risk come. to their attention. They can also call upon fellow:

officers for help. Incidentally, they are .in the process of

finalizing the installation of a computerized lookout system

which will provide answers in 5 seconds.

The Airport Authority has its own security force to

patrol the airport and guard planes on the ground as well as

carry out departure checks and hand baggage inspection.

In:the case of a security:emergency the Chief Police

Officer of the Frontier Service (Ministry of the Interior)

at the airport, coordinates the emergency operations..

Amsterdam - Holland (Schiphol)

The Government Military Police; staff the Passport

Control (Immigration) Desks at this airport. These officers

are on the staff of the Department of National Defence but

the administration of the immigration laws is the responsibility

of the Ministry of Justice. The officers on passport control

duty have an alert button at their work station: to call a plain
clothes: senior officer if assistance is required. They must
call special trained police if a suspected terrorist appears.

Passport control officers even though armed are not expected

to take any. direct action in such a case other than to alert

the senior officer and delay the passenger..

The Airport Authority has contracted a private security

‘force to carry out departure examination of passengers and their
baggage. Only selected flights are examined. —

The Chief of the Military Police at the airport is

responsible for all security arrangements in an emergency.

This force looks after the security of aircraft on the ground

and they man two tanks on the tarmac for use in case of

emergency.

Paris. -..France (Orly)

- Immigration examinations at this airport are. carried out

by members of the Police Force (Service Frontalier) of the

Ministry of the Interior. These passport control officers can

alert and have the assistance of a secondary examiner should

‘they come across an inadmissable person.’ They:.also hope to

i" have an automatic lookout system in operation shortly.
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This system will give a. reading on selected suspects within

Be 30 seconds. The officers on Passport Control duty at this
J airport are under instructions to allow a suspected

terrorist to proceed away from the airport but to ensure

that he is followed.

Departure checks by the Police Force are carried

out on all passengers and their baggage leaving the country.

There is a-Security Committee established by the.

Airport Authority at Orly: Airport. In the case of “emergency

the Chief of Police at the airport is in charge of all -

security-operations. Armed members of the Police Force patrol .
the premises and guard the airport from roof top positions

as well as selected positions on the airfield. They guard

aircraft on the ground and in armed vehicles escort Flights
of certain airlines -to and from the runways. Certain areas.

in the airport are under tight security control and only

employees in possession of the proper identification have

access to these locations.

London ~- England (Heathrow) .

Immigration officers man the. 40 passport’ control

stations in terminal one, 12 in terminal two and 18 in

terminal three. There is no-rotation of staff between

terminals. These officers have lookout books and "watch for"

lists but only the small "watch for" lists get much attention.

Immigration. officers do not have an alert alarm button in

their work stations but if technical or other assistance is

required they can call on their fellow officers or supervisor

for help. The Immigration Officer-in-Charge at the airport

is a membér of the security panel at the airport but the

security role played by-immigration officers is minimal. If

a suspected terrorist appeared before thém they would be

expected to try to delay his progress and notify the police.
at the airport who are trained to handle such emergencies.

Departure checks are carried out by the airline

employees. Passengers and their hand baggage are examined

in the departure lounge.

In the event of a security emergency at the airport

the National Police Force would take over. the coordination of
the emergency operations. The British Airport Authorities

have a force of about 370 persons both male and female who

carry out a security patrol of the airport on a continuing.

basis. In addition. B.0O.A.C. and other large airlines

operating at Heathrow have their own security: forces to look

after their particular interests.
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. “Conclusion”
With the exception of Immigration Officers at Heathrow

the officers at:all other airports visited are in fact’ police.

officers armed and trained in the use of arms and explosives.

Yet, only in Frankfurt are. the Passport Control Officers

expected to take direct action to apprehend and disarm should

they come into contact with a suspected terrorist.”

Male and. female Immigration Officers stationed at.
airports in Canada. are not on the front line and are not

trained in the handling of arms or-explosives.. Therefore, -

in my opinion, they should not be expected to take any’

direct action in the event it becomes known a suspected

terrorist is attempting to gain .entry to. this country.

Arrangements should be made to have the R.C.M.P. take the

/ \required security measures in such circumstances and we
should not under any.circumstances agree to having our

examiners particularly the females trained in the use of

or recognition of arms and explosives. -
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c.c. J.R. Robillard LAMBERT/LV
c.c. P.G. Lambert

‘ a— / a l f. /

Director of Operations - Immigration

ATTENTION: R.J. Curry

OP 5170-9-1

P.G. Lambert

November 10, 1972.

oTM mA
Security Measures at Airports r ' ) /:

ry}
‘

.o Qos 7THe ¢ ;

The purpose of this memorandum is to apprise you of

the manner in which security measures are taken against

suspected terrorists at certain airports abroad and the

extent to which officers carry out the immigration inspection

are involved.

Rome ~ Italy

Officers on the Passport Control Inspection Desks

are part of the National Police Force under the Ministry of

the Interior. However, although armed their only role,

should a security risk come to their attention is to sound

an alert button with their foot which registers in the

office of the Chief of Security Police at the airport.

Trained security police then take over and they will attempt

to apprehend and disarm the suspect. These security officers

are encouraged to apprehend and disarm suspects away from the

airport and crowds if possible. There are no metal detection

inspections carried out on incoming passengers. The immigration

examination is cursory and during the short time the Passport

Control Officers were observed, it can be said that no reference

was made to the lookout index.

Security departure checks are carried out by certain

airlines such as El Al ~- Pan Am ~ TWA - CPR ~ Lufthansa. These

checks include a metal detector test and hand baggage search at

the departure gate. This is usually done by the airline employees

with help if requested from the Security Police.

Airport security in Rome is the responsibility of the

Chief of the Security Police. They have armed officers at

strategic locations on the airport and the area is patrolled

with armed vehicles. The public are no longer allowed in the

public galleries overlooking the tarmac. These galleries are

enclosed with barbed wire to improve security arrangements.

oeoee 2
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Zurich - Switzerland

The Immigration Passport Control Stations at the

International Airport are manned by members of the National

Police Force. These officers rotate between the inbound

inspection desk and the outbound security examination

stations. They spend one to two hours at each work station.

As members of the National Police Force the officers

on the Passport Control Desks have been given some training

on the use of arms as well as methods of disarming persons

or defusing explosives. However, should these officers come

upon a suspected terrorist, they have been instructed to take

delaying action and call upon fellow officers stationed in

the secondary immigration area who are specialists in the

handling of terrorists. Each passport control desk has an

alarm button for the use of the examiner should he require

help from a specialist. Such assistance is available within

60 seconds and a test was made for our benefit while at Zurich.

Departure checks including search of the person and

baggage is carried out by male and female members of the

National Police Force. It was the most thorough departure

inspection witnessed in Europe.

Security at this airport is the responsibility of the
Chief of the National Police at the airport. Alerts from any

area of the airport register in his office and he directs any

emergency security operation with the full cooperation of the

airport authority and other departmental heads involved.

Armed guards and vehicles patrol the airport under the

direction of the Chief of Police.

Copenhagen ~ Denmark

The Passport Control examination desks for the inspection

of passengers arriving from other countries are manned by
National Police Officers. They are trained policemen but when

on immigration passport control work at the airport they are

expected to seek assistance of trained security specialists in

their service should they come into contact with a suspected

terrorist. Other than being on the lookout for suspected

terrorists and to try to implement delaying action the officers

on passport control duty are not expected to take any direct

action with a person suspected of being armed or dangerous.

Departure checks are carried out by Transportation

Company employees with the help of security guards.

The overall security of the airport is the responsibility
of the Chief of the Copenhagen City Police Force at the airport

and he is assured of complete cooperation from the National Police

and the security guards in the employ of the Airport Authority.

The security guards in the employ of the Airport Authority patrol
the terminal and are responsible for the security of aircraft on

the ground.
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Frankfurt - Germany

The immigration inspection is carried out at this

airport by "Frontier Service Officers" of the Ministry of

the Interior. As they are trained in the use of arms as

well as methods of disarming persons and defusing explosives

the officers engaged in the passport control operation are

expected to take direct action should a terrorist or security

risk come to their attention. They can also call upon fellow

officers for help. Incidentally, they are in the process of

finalizing the installation of a computerized lookout system

which will provide answers in 5 seconds.

The Airport Authority has its own security force to

patrol the airport and guard planes on the ground as well as

carry out departure checks and hand baggage inspection.

In the case of a security emergency the Chief Police

Officer of the Frontier Service (Ministry of the Interior)

at the airport, coordinates the emergency operations.

Amsterdam - Holland (Schiphol)

The Government Military Police, staff the Passport

Control (Immigration) Desks at this airport. These officers

are on the staff of the Department of National Defence but

the administration of the immigration laws is the responsibility

of the Ministry of Justice. The officers on passport control

duty have an alert button at their work station to call a plain

clothes senior officer if assistance is required. They must

call special trained police if a suspected terrorist appears.

Passport control officers even though armed are not expected

to take any direct action in such a case other than to alert

the senior officer and delay the passenger.

The Airport Authority has contracted a private security

force to carry out departure examination of passengers and their

baggage. Only selected flights are examined.

The Chief of the Military Police at the airport is

responsible for all security arrangements in an emergency.

This force looks after the security of aircraft on the ground

and they man two tanks on the tarmac for use in case of
emergency.

Paris ~ France (Orly)

Immigration examinations at this airport are carried out
by members of the Police Force (Service Frontalier) of the

Ministry of the Interior. These passport control officers can
alert and have the assistance of a secondary examiner should

they come across an inadmissable person. They also hope to

have an automatic lookout system in operation shortly.

eee 4
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This system will give a reading on selected suspects within

30 seconds. The officers on Passport Control duty at this

airport are under instructions to allow a suspected

terrorist to proceed away from the airport but to ensure

that he is followed.

Departure checks by the Police Force are carried

out on all passengers and their baggage leaving the country.

There is a Security Committee established by the

Airport Authority at Orly Airport. In the case of emergency

the Chief of Police at the airport is in charge of all

security operations. Armed members of the Police Force patrol

the premises and guard the airport from roof top positions

as well as selected positions on the airfield. They guard

aircraft on the ground and in armed vehicles escort flights

of certain airlines to and from the runways. Certain areas

in the airport are under tight security control and only

employees in possession of the proper identification have

access to these locations.

London - England (Heathrow)

Immigration officers man the 40 passport control

stations in terminal one, 12 in terminal two and 18 in

terminal three. There is no rotation of staff between

terminals. These officers have lookout books and "watch for"

lists but only the small "watch for" lists get much attention.

Immigration officers do not have an alert alarm button in

their work stations but if technical or other assistance is

required they can call on their fellow officers or supervisor

for help. The Immigration Officer-in-Charge at the airport

is a member of the security panel at the airport but the

security role played by immigration officers is minimal. If

a suspected terrorist appeared before them they would be

expected to try to delay his progress and notify the police

at the airport who are trained to handle such emergencies.

Departure checks are carried out by the airline

employees. Passengers and their hand baggage are examined

in the departure lounge.

In the event of a security emergency at the airport

the National Police Force would take over the coordination of

the emergency operations. The British Airport Authorities

have a force of about 370 persons both male and female who

carry out a security patrol of the airport on a continuing

basis. In addition B.0O.A.C. and other large airlines

operating at Heathrow have their own security forces to look

after their particular interests.

eoane 5
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Conclusion

With the exception of Immigration Officers at Heathrow
the officers at all other airports visited are in fact police vo

officers armed and trained in the use of arms and explosives.
Yet, only in Frankfurt are the Passport Control Officers

expected to take direct action to apprehend and disarm should
they come into contact with a suspected terrorist.

Male and female Immigration Officers stationed at
airports in Canada are not on the front line and are not

trained in the handling of arms or explosives. Therefore,

in my opinion, they should not be expected to take any

direct action in-the event it becomes known a suspected

terrorist is attempting to gain entry to this country.

Arrangements should be made to have the R.C.M.P. take the

required security measures in such circumstances and we

examiners particularly the females trained in the use of
ox recognition of arms and explosives.
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i Government Gouvernement 

,
of Canada du Canada MEMORANDUM ‘NOTE DE SERVICE an
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[ Director of Operations _ Immigration ~ , SECURITY. CLASSIFICATION- DE SECURITE

' Director :
TO

A Home Services Branch . c 0 NF DENTTAL
Z OTTAWA 

7 OUR FILE~ N/REFERENCE

~ 5170-8
[ | ’ [YOUR FILE— V/REFERENCE

— Regional Enforcement Consultant . so |

FROM PRAIRIE REGION

: DATE

[_ | _ tL November 8, 1972

SUBJECT

CGSB STANDARD FORM 22d 7540-21 -865- 8699

over Examination of. Terrorists - . / : . RY pp.| (PS/70-9-]
This is further to our memorandum . of October 24, 1972 concerning the examination
of terrorists.

As indicated in our previous memorandum, meetings were held at both Edmonton and

Calgary to. discuss a plan to be used at the Edmonton and Calgary airports should

a terrorist come to their attention. You will-note from the attached memos from

both Edmonton and Calgary that MOT Officials, RCMP and Airline Officials dis-

agreed with the suggestion of both Immigration and Customs that terrorists should

be permitted to flow through the examination areas at both Immigration. and

Customs without being referred.to secondary.

Until such time as a definite plan can be reached by all concerned at Edmonton

and Calgary, it is the intention of both Immigration and Customs to refrain from

referring terrorists for secondary examination. We will, however, alert the Police

as quickly as possible.

Immediately further correspondence is received from Edmonton and Calgary in this

regard, it will be passed on to you.

J //McLeod

Att,

THIS ATTACHMENT

PUT GN FILE

NOY. “5 197

COR.
acre a ncn 364

FORMULE NORMALISEE 22d DE L.ONGC
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CB MEMORANDUM |
CLASSIFICATION

CONFIDENTIAL

Director of Immigration Operations

Prairie Region
OUR FILE Ntre dossier S/{ 7 O- y

a R FILE No.

“~ YNotre dossier 5550-1

orron District Administrator,CIC PATE Oct 24,1972
Edmonton, Alberta

FOLO

aaron Security Procedures -Edmonton International
Airport - Terrorists

il. As requested, a meeting of Airline Representatives,

R.C.M.P., Customs and MOT Officials was held at the Edmonton International
Airport on October 1th, 1972.

2. As suggested, we put forward our opinion, supported by

Customs, that should a person be identified as, or suspected of being a terrorist,

the primary line officer would issue a card of pre-designated colour to signify

that no secondary examination by Customs would be required and the person would be

allowed. to proceed outside the examination area. Once subject had been given such
card, the primary line officer would either leave his work station to alert the

appropriate agencies, probably by telephone to a designated number, or the alternative
would be to install some form of warning system at the primary line work station
enabling the officer to notify the appropriate agencies without arousing suspicion.

The primary line officer could leave his work station and maintain surveillance of
the suspect until such time as the appropriate enforcement authorities had taken

over or, this task could be carried out by any available officer or the Customs point
— man, depending on final arrangements agreed to. Once the enforcement agent had

taken over surveillance he would take whatever action was deemed appropriate.

3. MOT Officials, the R.C.M.P. and the Airline Officials

disagreed with the above suggested procedure for the following reasons:

(A) Suspect would have access to his baggage which they felt should be
avoided if possible.

(B) Suspect might not be leaving confines of the airport(e.g. on-going
connection, etc.) and, in such event would have to be apprehended
inside the building giving rise to.the same risks if the person was

apprehended in the examination area. Airline Officials emphatically

stated that such persons should not be permitted to board an onward

flight.

(C) Present physical layout of examination area at the Edmonton
International Airport is such that suspect could be apprehended or

seized, with reasonable safety, and quickly isolated in a room separate

from the public without incurring too great a risk to persons in the

examination area,

H+
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(D) The R.C.M.P. have staff on duty at the International Airport

during time both domestic and international flights are arriving

and/or departing. They indicate that they could have an officer
(in plain clothes) in the examining area within a very short
space of time. Presently, an R.C.M.P. Officer is always in

attendance on arrival of international flights.

(E) The R.C.M.P. are of the opinion that allowing the suspect to
proceed to the general waiting area and onwards creates the

risk that they may lose him. One other reason is that once the

suspect is in possession of his baggage, he poses a greater risk

when and if apprehension is made either in confines of the

terminal or elsewhere.

(F) Suggestion was made that, if necessary, suspect could be delayed
at the primary line point and referredto the present Inmigration

and closed office for further questioning. At this point,R.C.M.P.

Officers would take over. ,

(G) R.C.M.P. indicated that MOT should consider having available a

special room easily accessible to the examination area where

suspects could be quickly, effectively and safely isolated.

4. It is quite apparent that the differences of opinion Re
procedures to be implemented could not be resolved at the meeting. The MOT

Airport Manager indicated that he wished to consult with his Departmental

Authorities for policy guidance before committing himself. The R.C.M.P. have

indicated that considerable correspondence has already taken place Re this subject

and they are éxpécting that a policy decision affecting action to be taken, should

any occurrences of this nature take place, will soon be made.

5. Of course we could have steadfastly maintained our position

and insisted that suspects be allowed to leave the examination area without hindrance,

however, you will agree that unless we obtain the cooperation of all concerned, any

measures adopted would likely fail in achieving the ends desired.

6. I also attended the Calgary meeting where we encountered
the same opposition, however, I expect that the Officer~in~-Charge, Calgary, will

be reporting to you in the very near future.

Z R. Clark
for District Administrator
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5170-8
** Government Gouvernement . ,

cf ~>nada du Canada ~ MEMORANDUM NOTE DE SERVICE

[ “| SECURITY - CLASSIFICATION. DE SECURITE

Director, Immigration Operations, CONFIDENTIAL

Canada, Tramugration Centre, . OUR FILE — N/REFERENCE
ITNNIPEG.

{| . | 5550 ~ AP
YOUR FILE~ V/REFERENCE

[ Officer-in-Charge, |
Canada Inmigration Centre, y

RBMGIBFGH . CALGARY . DATE

| _| 20 October 1972

Security Procedures - Calgary International Atrport

1. This is further to my letter of 5th October 1972 which refers to
the Director of Operations, Home Services Branch, Telex of the 29th of

September 1972. A further meeting was held at the Calgary International
Airport today, and was attended by representatives from:

- Atrport Manager's office

-~ Ministry of Transport

- Atr Canada

- CP Air

- Wardair

- Hughes Air West

- Canada Customs

(= Calgary City Police

- R.C.M.P.

- Canada Inmigratton

(Messrs. McLeod, Empson and Post)

2. It was evident from the outset of the meeting that the R.C.M.P.
do not agree that suspected terrorists should be permitted to flow through the
entry process, without secondary or delay, as has been suggested by Immigration
and Customs. They seem to feel that tf a person ts to be tsolated or appre-
hended that action should be commenced, if possible, at the primary line or in
our secondary area. Calgary City Police do not seem to be so concerned with
the person being allowed through, but feel that tf they are to have time to
respond to an alarm, the person should be delayed as long as possible to
enable them to set up survetilance, or be prepared to apprehend. Inspector

. Evans of the Calgary City Police thought posstbly the Medical Secondary might
be of some assistance here. Immigration Secondary, Customs Secondary, and
Baggage Delivery were suggested as means of delaying the terrorists so that
law enforcement agencies could be in a better position to respond.

3. Transportation companies seem to feel that this ts similar to the
problems they have been facing for a number of years, and one representative

expressed the hope that improved sereening procedures at all airports might

prevent persons with weapons from arriving by atreraft. Enforcement agencies

seem to feel that it would be to their disadvantage tf the terrorists were “et:
allowed to claim their baggage, on the assumption that his destructive power
might be econtatned in same.
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a <* Government Gouvernement
cf nada du Canada MEMORANDUM NOTE DE SERVICE

t

[~ / ~~] SECURITY. CLASSIFICATION. DE SECURITE

10 » Director, Immigration Operations, CONFIDENTIAL
Canada Trerignation Centre, / OUR FILE~ N/REFERENCE

L . " | 5550 - AP
[~ “| YOUR FILE~ V/REFERENCE

— Officer-in+Charge, Lo
a Canada Immigration Centre,

CALGARY. . DATE

| Ld 20 October 1972

SUBJECT

omer Securtty Procedures - Calgary Internattonal Atrport

Page 2.

4, We did not arrive at any agreement with the other agencies. The
Atrport Manager's office agreed to look into the posstbility of an alarm system
on a 24-hour basis, whereby we could alert atrporté security authorittes without

arising suspicion. I think the R.C.M.P. have instructions not to enter tnto any
form of commitment on this matter at this time.

e.c. District Administrator,

Edmonton.
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OPS F-¢-/

“November 01, 1972

File: 2535~4

Mr. T. M. McGrath .
- Chief, Alrport Services. and Properties
Ministry of Transport. .
Jower nor /

Place da Ville.

Ottawa KIA ON8

Dear Mr. McGrath:

| am in recelpt of Mr. W. M. Mcleish's Invitation and attached

agenda for the 47h meeting of the National Civil Aviation Security

Committee to be hetd in Cttawa on November 08, and | will attend
this meeting on behalf of iDISC. ,

{ understand you have requested INtSC to prepare position papers
with respect to Item 3 and 4 of the agenda. Mr. Lukazewicz will

+ have atready advised you that as [Item 4 covers outbound flicht

procedures. the item Is outside the IDISC Terms of Reference, hcowever

we do wish. to comment on Item 35 which reads as follows:

ee "“{nbound ftioht procedures to-tdentify terrorists
~~. °°. (need for passenger manifest on International

flichts by Canadian carriers tocther than US

destinations)"

fe should at first point out that iDISC would oppose any move to

re-introduce the passenger mantfest In Canada. We seriously doubt

tf any such move would achleve the stated goal, and the end result

would be the Introduction of. procedures that could best be described

as anti- facl i tation.

However to Ii tustrate the nroblem, there are two methods of arranging _
passenger manifests for presentation to authorities on arrival. a

". = Onboard Passenger Mani tests.
~ Name lists transmitted via Telex or Satellite.

mre, uM
RIES |
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Onboard Passencer Hanl fest

A document(s) carrted In the alrcraft pouch.. While a ‘relatively
simpte procedure In the days of transborder DC3 operations (24

passengers), this method Is simply unacceptable with the much

_ farger volume of traffic carrled onboard today's alrcraft. We
could go into great detail! to outline the administrative process

which feads up to a typed passenger manifest being placed In the

alrcraft pouch minutes before departure. Needless to say thls

. document really serves no useful purpose, as It Is presented to

the authorities at the same time as the passengers. Any suggestion.

that the passengers could be held until the manifest was checked

against a look-out-book must be discounted. Consider an alrport

such as Lorval. With simulteneous arrivals of several International

" carriers, ail required to hold their passengers until the mantfests

were cleared, chaos would result. Our terminal bulldings were not

- destgned to be operated In such a manner.

Name Lists Transmitted by Telex or Satellite

' This. method provides the passenger list In advance of the f!laht

arrival, however, it Is a very. expensive way of transmitting

information. “lh this case the first question to be expected

from the carrier. Is. ‘who pays?".

_ tt ts difficult on short notice to estimate the cost of trans-
mitting this information via telex or teletype. However we do

know that several years ago the US Immigration Service and TWA

participated In an experiment to transmit passenger manifests

via satel iite from Frankfurt, Germany to Dulles Alrport at

Washington, D.C. The test, conducted over a period of several

‘weeks, proved successful in providing the Information prior to
arrival, but the cost was estimated at between $5,000 to $7,000

per flight!

Taletype circuits would not be as expensive, however to ensure
the manifest wes avaiieble on arrival the messages would hav

to be transmitted on a priority basis. Generally speaking al
priority messages are of an operational nature and introducing

fong teletype name lists to already overburdened operational

teletype networks could cause Problems.

In this respect there are several questions that should be asked.
Whe would provide, instal! and maintaln the additional equ! pment

‘that might be required? Where Is the information to be directed;

to. a central point, or to the airport of arrival? What happens

when the flight is diverted because cf the weather conditions at

the destination alrport or If the fllght makes an unscheduled

landing enroute?

000370



gi

“Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur acces G I'information

vO

As an additional point of interest very few overseas alrports

have check-In procedures that call for the name on a passenaer

ticket to be compared against the name on a passport. Therefore,

there is no real assurance that the passenger Information collected

overseas actually covers the same passenger as arrived In Canada.

‘In closing we can only add that It would be most unfortunate If
Canada, as a Contracting State of ICAO and who subscribes to the

recommended practice set out in Annex 9 as. follows:

"2.6 Contracting States should not require
the presentations of a passenger mani fest”

- should now Insist.on re-Introductton of a document so successful ly
ellminated several years.ago. There must be a better way.

Alou
E. H. Welr. Ce

CP Air Representative —

to [DISC o.

ae

bec: Mr. J. T. Lukaszewicz La

IDISC Secretariat . Ce

AL| IDISC Members _
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S| MEMORANDUM ‘NOTE DE SERVICE “ =.

a é ( GOVERNMENT OF CANADA GOUVERNEMENT DU CANADA

FROM Officer-in-Charge,

pe Canada Immigration Centre,

| Vancouver International Airport, B. C.

. [~ | a 
YOUR FILE — V/REFERENCE

TO » Director of Immigration, —_ . 5170-1-(DIO)
A Home Services Branch, _ [DATE

| Ottawa. ae |. 06 October 1972

, , : , : / .
&

" suauect Procedures for Dealing with Suspected Terrorists , py?" Oey
— Attemoting Entry. ; . 2 ,

As requested by the Actin

r
£

g Director of Immigration Operations, Pacific Hegion,

attached is a plan fo 1

tin

this Airport concerning the above matter.

A meeting took place yesterday with ail inspec tional agencies here together with
R.C.M.P. and-a Security Officer from M.O.T. It was tentatively agreed that tnd

plan would be suffice for the present, however, if any one of us Tek modifications
‘or changes were needed, another meeting would be convened immediateir.

WRS : jm

— _ ec: Director of Immigration Operations

Pacific Region

District Administrator

Vancouver, B. C.

CG3B STANDARD FOAM 22C? 7540-21 -855-4989 ‘ . .
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Vancouver International Airport file:

| 5L7O- 15135

L October 1972

TERRORISTSITH 1 SUSPECTED ATTEM TING ENTRY AT THs

ANCOUVER INTERNATIONAL ATRPORT

Ss

Ln

cther egencies 1

ny government agenc)

uilding orthe b

ret

Customs

“.0.T.

with in

ar

RCHLP.

the airport receiving information of a te rors

a an arriving aircraft will contact imme ately

he airport as follows:

Customs M.O.T

' Aerie.

Ministry of Transport

esary pus OQ .

B.C.ELP.
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- Part If t

i

Plan A

“Tf information is received that a terrorist or terrorists are on board an-

arriving aircraft, R.C.M.P. in plein clothes will apprehend subject as he

steps off aircraft. Arrangements will be made by some means to have 4 |
stewardess or purser identify subject. If required an Immigration officer .

will accompany R.C.M.P. to the aircraft . c

Plan £

If the Customs Officer at the Primary Inspection line feels he is dealing
with a terrorist, do not refer to Secondary Immigration Examination, but let

subject flow through line. The Customs officer should then contact his

Supervisor who will press a Silent Alarm buzzer located at the Customs

Cashier Cage. This will be seen on an Enunciator Panel in the B.C.H.P. office
waich is located approximately 150-200 yards from the inspectional area.

He will then advise all responsible agencies named in Part I of this

eperetion,
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Plan ©

tb in to Secondary Immigration Exemination and the

is suspicious he is dealing with a ter rorist oF

we on our list of known terrorists, } t

wno will press a Silent Alarm buzzer located under
This will be seen on an Enunciator Panel in

He will then advise all responsible agencies named —
operation. co ae rn :

¢my

be tes
@m 8=

ce a . RY
©

ra oO Be ct
tt Joe

+ ft&&I~ HH IH =i
i09 oO hy

Fy

cho 588ct @
ch kh WD

go Moco:S'o c4 @ UL pte om Oo iy oO Ih © «t TS
> ryo

7

a ct
a) oO by O [+soO ty tw & 5. 2a rtct BAOby rysee) ryck rie 3 My

a 2 oOOw QsoO aa
c .

vy the Co-ordinator of the Inspectional

install this Alarm System at once. We have also

[ icers, preferably in plain clothes,o i 3

he Inspectional area when we sre having peak periods of

i pecially from overseas.

U2 YR@Q OD - a,.Q 4% edoD foo » a OQci io ck O M «+a Oo.
me

ct 9 ry +bo 8at

cr oy
gyoO5Sab co

4

In each plan if examination on behalf of any of the four inspectional

services was not completed, this could be done after the R.C.U.P. heve
carried out their respective duties and resnonsibilitics.
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Part

Suggested guidelines to be used in cases of terrorists attempting entry at

Vancouver International Airport:

1. Prime objective of system is to avoid triggering violent

incidents. ,

2. Safety of examining or rncers, passengers, bystanders, etc.

must be of prime concern.

3. Procedure to be aimed at safe apprehension of dangerous:

individuals. ,

4. Police, Customs, Immigration and other involved agencies ee

must be alerted immediately suspect terrorist identified. a

5 individual should not be made aware of fact he is under
suspicion until police available to control situation.

é. If need be, suspect could be permitted to flow through entry

process. without reference bo Secondary ixemination and if. -

‘possible kept under. discreet surveillance until police 99 000”

available and able to take. over. - oe a Sg
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yO a RIG Abe owt.

Sore nt eacee see ae ee e-see CURRY / rs

AR ger BL Suey OF 875]ccs

mo Y ce: Direct ' Hom icz: Director, Home Services Branch CONFIDENTIAL

Director of Operations - Immigration

HIS pITACHMENT |
R.J. Curry. 7 | _ PUT ON FILE October 2, 1972.

OT /B 3972
i
j SRE LO oe —
i : rs oe ah ‘

TERRORISTS if ff Pp ELS vf
j e 5K IM xt . :

fo wee a 2 t a 7 C8 ~~: cf /
. Z,

An emergency meeting was convened in the aEtommoon
of September 27, 1972 to deal with the threat imposed by the

possibility of Terrorists entering Canada. In at@andance were:
Mr. Gus Begulki, Security Service, R.C.M.P.

Mr. John Hamilton, Home Services, Immigration

Mr. J. Ouimet, A/Director, Criminal Investigation,

R.C.M.P.

Mr. »P.G. Lambert, Operations - Immigration

Mr. C. Dagg, A/Chief, Enforcement Division

Mr, Tom Hierliky, A/Manager, Enforcement Control
Section,

Mr. S.T. Lukasiewicz, IDISC

Mr. G.L. Rosette, Customs

Mr. J.W. Shurie, MOT Airport Serwices

Mr. J. Cook, MOT Airport Policing and Security

Mr. RJ. Curry, Operations - Immigration

The R.C.M.P. representatives expressed the opinion
that the intelligence they had been receiving was very reliable

and that indeed a real threat existed. Operating on this premise,

the meeting examined our present system of dealing with undesirable
elements and found it lacking in several respects.

First, I went on record stating that neither immigration
officers nor customs officers were trained or equipped to deal

with "Terrorists" in the light of the two catastrophic incidents

that have occurred at Lod Airport in Tel Aviv and at the Olympic

Games in Munich.

Sometime was spent on various ways and means of setting
up an unobtrusive alarm system that would be responded to quickly

by someone trained and equipped to deal with the dangers imposed

by the presence of a terrorist at one of our ports of entry. The

installation of an alarm system does not seem to pose any graat

difficulty, bbt we were umable to resolve just who would respond

to it.

a aaf
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The Assistant Commissioner J. Ouimet of the R.C.M.P.

stated that his force could not enter into a formal arrangement

with Inspection Services because a question of jurisdiction was

involved. They would, however, be agreeable to making contact

with the local municipal police force upon receipt of a request

for assistance, but it became quite obvious that the time involved

‘precluded this type of arrangement; as one that was operationally

effective.

AS a conseguence, the meeting broke off inconclusively

and Mr. Cook who was representing Security for the Ministry of

Transport, was to undertake an immediate review between his

department, and the security and police agencies to see if the

‘matter could be resolved or other alternatives explored.

Pending further discussions, the attached telex

was directed to the field staff under confidential cover on

the following afternoon, September 28, and this is acknowledged
at best as a. stop-gap measure only. .

I expect that MOT will be convening a meeting this —_ oo
afternoon to inform us of what developments have occurred since - —--=

last Wednesday. I will take along a representative from the

Home Services Branch.

R.J. Curry
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(CONFIDENTIAL

| O78 “ oe /
Director - Operations ,

(Iamigration)

Attention: Mr. R. J. Curry. Les syst ff

fr Director, / i September
Home Services Branch.if : G, 7AS Terrorists - Hijacking and
Airport Incidents. |

29° (1972,

1. Attached are copies of a telex which was forwarded to
all Directors of Immigration Operations as the result of

discussions relating to the above matter. I understand that
you wish to provide IDISC Committee members with a copy ofis this,
2. Copies are also being provided to the Director, Programs
and Procedures Branch, the Director General, Foreign Service

S
Lav

and the Chief, Admissions Division.

a

Distribution

V Director,
Programs & Procedures Branch.

Director General, Foreign Service.

Chief, Admissions Division.

Atté-

000379
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ate | aie -deewre” Manpower TELECOMMUNICATION - MESSAGE PAR i |
Bt iimigration and immigration |

MESSAGE TELECOMMUNICATION

— =IMPORTAN?. 255a,~ Must be typewritten or IMPORTANT: Le message doit étre dactylographié ae ‘3 |
printed in block letters. ou écrit en majuscute. expe

. got |
N in full R Talgoh Déte P . U

Rom de Femploveur fou complet) Pi ce Téléphone Page Noe ve Mi tusoge der onérateur |
C. DAGG 855 2-1921 28/9/72 1 2 |

t

Message Priority — Ordre de priorité du message Message Classification ~ Classification du mossege |
i

Routine .. Urgent Stand by Flash Unclassified ° Restricted ~ e Confidential ’
Routine Urgent En attente immé dist Won classitié Oiffuston restroinie Contidentietl

MESSAGE
Priority — Priorité * Classification ~ Classification Our File ~ Notre reférence Your File — Votre référence {

URGENT : 5170-9-1 )
FROM — DE: TO A: |

DIRECTOR OF OPERATIONS - IMMIGRATION ALL DIRECTORS OF |

HBL frat, J >

DIRECTOR, HOME ‘SERVICES BRANCH Berne hy IMMIGRATION OPERATIONS
a a aresStart Message Here . . . whe wt. wt Be : rw 1 Typewriter’ Characters to inch

Conmencer ici VE 12 5 Pp ¢: Nombre de frappes au pouce
é

Le 20 ; Stop here for 12 Stop here for 10
Si. 12, terminer “y Si.10, terminer ici | -

4 . .
i~

FURTHER TO OUR TELEX MESSAGES OF JULY 6th AND JULY 21st LAST THE

- FOLLOWING GUIDELINES ARE TO BE USED BY OFFICERS IN CHARGE ALL

PORTS OF ENTRY AS BASIS .FOR DISCUSSIONS WITH LOCAL CUSTOMS,

POLICE AND OTHER GOVERNMENT AGENCIES INVOLVED, TO WORK OUT

PROCEDURES FOR DEALING WITH SUSPECTED TERRORISTS ATTEMPTING ENTRY.
x

(1) PRIME OBJECTIVE OF SYSTEM IS TO AVOID TRIGGERING VIOLENT

INCIDENTS

(2) SAFETY OF EXAMINING OFFICERS, PASSENGERS, BYSTANDERS,

ETC. MUST BE OF PRIME CONCERN

(3) PROCEDURE TO BE AIMED AT SAFE APPREHENSION OF DANGEROUS
“ie

INDIVIDUALS

(4) POLICE, CUSTOMS, IMMIGRATION AND OTHER INVOLVED AGENCIES

MUST BE ALERTED IMMEDIATELY SUSPECT TERRORIST IDENTIFIED

(5) INDIVIDUAL SHOULD NOT BE MADE AWARE OF FACT HE IS UNDER

SUSPICION UNTIL POLICE AVAILABLE TO CONTROL SITUATION

(6) IF NEED BE, SUSPECT COULD BE PERMITTED TO FLOW THROUGH .

ENTRY PROCESS WITHOUT REFERENCE TO SECONDARY EXAMINATION
AND IF POSSIBLE KEPT UNDER DISCREET SURVEILLANCE UNTIL

AUTHORIZING SIGNATURE

SIGNATURE DE L’AUTORISATEUR >

M. & 1, 230 (10079) 7830-2 1602 0-82 60 ~ " 000380 °
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TELECOMMUNICATION

MESSAGE

MESSAGE PAR

TELECOMMUNICATION

Document divulgué en vertu de la Loi sur I‘accés @ informa

or

must be typewritten or IMPORTANT: Le message doit étre dactylographié
ou écrit en majuscule.

sh

Rom do Fempleveur fau complet) [Pike Teidphone nae Pose ae | A°Pucegesaeeepebveur
21 2 ge *I i > a

Message Priority — Ordre de priorité du message Message Classification — Classification du message ye

Routine + Urgent Stand by Flash Unclassified Restricted “Confidential
Routine Urgent En ettente ° immédiat Non classitié ° Diffusion restreinte ° Confidentiel

MESSAGE
Priority — Priorité Classification ~ Classification Our Fila — Notre référence Your File = Votre référence

FROM — DE? 7 =a

Start Message Here Typewritet Characters to Inch
Conmencer ici Nombre de frappes su pouce >

si Stop here for 12 Stop here for 10 ;

v . '« terminer ich | Si " terminer ‘elt ae

POLICE AVAILABLE AND ABLE TO TAKE OVER. pe

- PROCEDURES WILL VARY FROM PORT TO PORT DEPENDING UPON RESOURCES, ©

FACILITIES AND AVAILABILITY OF POLICE. IMPERATIVE HOWEVER THAT. —

PLANS AND SYSTEMS BE DEVISED TO DEAL WITH SITUATION FOR USE

SHOULD NEED ARISE. SUGGEST REGIONAL ENFORCEMENT ADVISER BE

‘RESPONSIBLE FOR PROJECT EACH REGION. po

PLEASE ADVISE THIS HEADQUARTERS OF PLANS FOR EACH PORT. OF ENTRY. ©

PRIORITY SHOULD BE.GIVEN TO DEVELOPMENT PLANS FOR INTERNATIONAL. ~

AIRPORTS. IMMEDIATE REPORT AIRPORT PLANS REQUESTED. ©. :

THESE GUIDELINES ARE FOR IMMEDIATE IMPLEMENTATION AS A 4

PREPAREDNESS MEASURE. STAFF SHOULD BE ENCOURAGED TO REMAIN gona,

CALM IN PERFORMANCE OF DUTIES.”
,

boos
&

i
i

:
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weg toon ee
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LL”

Director - Operations _
(Immigration)

Attention: Mr. R. J. Curry

ft parecer,

| Home Services Branch.

Terrorists - Hijacking and
Airport Incidents. _

1.

nt Sisclpp lex the Access to Information Act -
. TNE SE ee tiafocmatt

Dopy eeesy ath la Loi sur l'accés @ l'information

: | [AL

all Directors of Immigration Operations as

discussions relating to the above matter.

eRCONFIDENTIAL

5170-9-1 <~

September
29, 1972.

Attached are copies of a telex which was forwarded to
the result of .

I understand that

you wish to provide IDISC Committee members with a copy of
this.

2. ' Copies are also b
and Procedures Branch, t

Distribution

Director,

Programs & Procedures Branch.
Director General, Foreign Service’.

Chief, Admissions Division.

Atté~-

{

r

eing provided to the Director, Programs
he Director General, Foreign Service .

and the Chief, Admissions Division, —
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* - Nae nn . 4 “5
Se eeeetion and barra TELECOMMUNICATION- - MESSAGE PAR os

i -Btimmigration and Immigration
ae MESSAGE TELECOMMUNICATION
ty .

IMPORTANT: Moss._ must be typewritten or IMPORTANT: Le message doit étre dactylographié
printed in block letters. ou écrit en majuscule. canton”

Originator’s. Name (in full) Room Taigohone Odte ~TPage Qountor’ B Use
Nom de femployeur (au complet} / Place Téléphone . Page ie ‘° usoge de l’opérateur

C. DAGG 855 2-1921 28/9/72 1 2 ;

Message Priority ~ Ordre de priorité du message Massage Clossification — Classification du messege "

Routine * Urgent e Stand by Flash Unclassified e Restricted e Confidential

Routine Urgent + En attente immédiat Non classitié Diftuston resteeinte Confidentiel

MESSAGE
Peiovity — Priorité Classification ~— Classification Our File ~ Notre référence Your File ~ Votre référence

URGENT 5170-9-1

FROM — OF: TO -A:

DIRECTOR OF OPERATIONS - IMMIGRATION ALL DIRECTORS OF

. MBL IF ae GF 12

DIRECTOR, HOME SERVICES BRANCH P11 et Hee aA _JMMIGRATION OPERATIONS
. Soe -Start Message Here . : we Typewriter'Characters to InchCommencer Ici er wee pei Y mn Nombre de frappes au pouce

v

yy

? Et 2 VASde ne noe if b Stop here for 12 Stop here for 10
Si.12. terminer “y $1.10, terminer ici | .

7

FURTHER TO OUR TELEX MESSAGES OF JULY 6th AND JULY 2st LAST THE

- FOLLOWING GUIDELINES ARE TO BE USED BY OFFICERS IN CHARGE ALL

PORTS OF ENTRY AS BASIS .FOR DISCUSSIONS WITH LOCAL CUSTOMS ,

POLICE AND OTHER GOVERNMENT AGENCIES INVOLVED, TO WORK OUT

PROCEDURES FOR DEALING WITH SUSPECTED TERRORISTS ATTEMPTING ENTRY.
—_

(1) PRIME OBJECTIVE OF SYSTEM IS TO AVOID TRIGGERING VIOLENT

INCIDENTS

(2) SAFETY OF EXAMINING OFFICERS, PASSENGERS, BYSTANDERS,

ETC. MUST BE OF PRIME CONCERN | -_—

AUTHORIZING SIGNATURE

(3) PROCEDURE TO BE AIMED AT SAFE APPREHENSION OF DANGEROUS

INDIVIDUALS ~~ oe ae

(4) POLICE, CUSTOMS, IMMIGRATION AND OTHER INVOLVED ‘AGENCIES

MUST BE ALERTED INMEDIATELY SUSPECT TERRORIST IDENTIFIED

(5) INDIVIDUAL SHOULD NOT BE MADE AWARE OF FACT HE Is UNDER

SUSPICION UNTIL POLICE AVAILABLE TO CONTROL SITUATION -

(6) _IF NEED BE, SUSPECT COULD BE PERMITTED TO FLOW THROUGH -

ENTRY PROCESS WITHOUT REFERENCE TO SECONDARY EXAMINATION

AND IF POSSIBLE KEPT UNDER DISCREET SURVEILLANCE UNTIL

SIGNATURE DE L°AUTORISA TEUR »

M. & bs 230 (10071) 7630-2 1-02 9-62.66 000383
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age: a 
:

F Main-d'seucte “!Manpower TELECOMMUNICATION if

i ar sat immigration — and immigration - . MESSAGE PAE
awe MESSAGE TELECOMMUNICATION
Po

IMPORTANT: Me: 2 MuSt be typewritten or IMPORTANT: Le message doit étre dactylographié
printed in block letters. ou écrit en majuscule.

Originator’s Name (in full} Room . Tgtgphone Odte Page of perator's Use
Nom de femployeur (au complet} Piéce Telephone Page i? usage de l’onérateur

241 2
| .

Message Priority — Ordre de priorité du message Message Classification — Classification du message

Routine + Urgent Stand by Flash Unclassified . Restricted ° Confidential
Routine Urgent En atrente immédilat Non classitié Diffusion restreinte Confidentiel

MESSAGE
Priority ~ Priorité + . Classification ~ Classification Our File ~ Notre référence Your File — Votre référence

FROM ~ DE: TO -A;

Start Message Here oy . Typewritet Characters to inch
Commencer ici

v

Nombre de frappes au pouce

Stop here for 12 Stop here for 10

Si 12, terminer vei | S#10, terminerict |.

ye
4

| PROCEDURES WILL VARY FROM PORT TO PORT DEPENDING UPON RESOURCES,

POLICE AVAILABLE AND ABLE TO TAKE OVER.
snnsorba

FACILITIES AND AVAILABILITY OF POLICE. IMPERATIVE HOWEVER TREAT.

PLANS AND SYSTEMS BE DEVISED TO DEAL WITH SITUATION FOR USE

SHOULD NEED ARISE. SUGGEST REGIONAL ENFORCEMENT ADVISER BE

“RESPONSIBLE FOR PROJECT EACH REGION.
-. *

PLEASE ADVISE THIS HEADQUARTERS OF PLANS FOR EACH PORT OF ENTRY. —

. PRIORITY SHOULD BE.GIVEN TO DEVELOPMENT PLANS FOR INTERNATICNAL

AIRPORTS. IMMEDIATE REPORT AIRPORT PLANS REQUESTED. : a .

THESE GUIDELINES ARE FOR IMMEDIATE IMPLEMENTATION AS A

PREPAREDNESS MEASURE. STAFF SHOULD BE ENCOURAGED TO REMAIN
r

i .

CALM IN PERFORMANCE OF DUTIES. __
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Directors of immigration Operations _ x

oe oe eept ?/ 1-5 /
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Director of Operations - Immigration July 24, 1972

Unlawful Interference with Civil Aviation CO FP J 0 vf )

S)7O~-G TS

1. Unlawful interference with civil aviation in recent
months has placed considerable pressure on authorities to
implement and co-ordinate programs designed to deter and

prevent criminal acts against the air transportation industry.

2. One such program has been instituted by the Law
Enforcement Intelligence Unit (L.E.I.U.) in the U.S.A. of

which our Intelligence Section is a member. In October 1971
the L.E.I.U. was asked to advise the Federal Aviation

Administration, (F.A.A.) of any information or criminal
activity which may be injurious to the security of civil

aviation. The information gathering process began

immediately and the L.E.I.U. has now assembled data concerning:

(a) Actual or suspected criminal activity directed

against an airport, aircraft or FAA facility.”

(b) Arrests or convictions of FAA employees or

individuals who hold FAA pilot certification.

(c) Any movement or activities of dissident groups

or individual leaders which may pose a threat

to some portion of the air transportation

industry.

(d) Illegal use of aircraft.

(e) Identification and activities of groups or

individuals who may be suspécted of planning to:

(1) Hijack an aircraft. (Air piracy)

(2) Interfere with the duty performance of any
of the flight crew or attendants aboard

aircraft.

seoe 2
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(3) Attempt to board an aircraft with an
unauthorized concealed deadly or

dangerous weapon.

(4) Place a bomb or explosive device
aboard an aircraft, at an air

terminal, of FAA facility.

(5) Impart or convey false information
concerning attempts to do any of the

above acts.

3. The F.A.A. has extensive information on aircraft type,

registration and ownership, along with a register of all

individuals who hold pilot certificates. The names and

addresses of F.A.A. Regional Intelligence Officers or local

F.A.A. Security Offices, are recorded with the Intelligence

Section.

4. My reason for drawing your attention to this information

is to make you aware of the facility that is available to us

should we need to use it at some future date. It is true that

this kind of information is available to us through the R.C.M. P.,

but there will be instances where urgency is a prime

consideration, in which case we can go directly to our own

sources, who having primary jurisdiction, will obtain the

particulars we need, more expeditiously.

ORIGINAL SIGNED BY

R. J. Curry

A SIGNE L’ORIGINAL

Director of Immigration Operations - Halifax

Director of Immigration Operations ~ Montreal

Director of Immigration Operations ~- Toronto

Director of Immigration Operations - Winnipeg

Director of Immigration Operations ~- Vancouver
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Unlawful interference with Civil Aviation

1

TH700~5-12 Vol. 3

CoP

June 28, 1972,

OA!
5170 -G_ /

co-ordinate programs designed to deter and prevent criminal acts
against the air transportation industry.

2

gence Section is a member. In October 1971 the L.E.1.U. was asked
to advise the Federal Aviation Administration, (F.A.A.) of any informa-

. Unlawful interference with civil aviation in recent months
has placed considerable pressure on authorities to implement and

. Me such program has been instituted by the Law Inforce~
ment Intelligence Unit (L.E.I.U.) in the U.S.A. of which our Intelli-

tion or criminal activity which may be injurious to the security of
The information gathering process began immediately

and the L.E.I.U. has now assembled data concerning:

civil aviation.

(a)

(b)

(c)

(4)

(e)

Actual or suspected criminal activity directed
against an airport, aircraft or PAA facility.

Arrests or convictions of FAA employees or
individuals who hold FAA pilot certification.

Any moverent or activities of dissident groups

or individual leaders which may pose a threat
to some portion of the air transportation
industry.

Yllegal use of aircraft.

Identification and activities of groups or
individuals who may be suspected of planning to:

(1)

(2)

Hijack an aircraft. (Air piracy)

Interfere with the duty performance of any
of the flight crew or attendants aboard
aircraft,

aele
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CONFIDENTIAL

(3) Attempt to board an aircraft with an
unauthorized concealed deadly or dangerous
weapon.

(4) Place a bomb or explosive device aboard an

aircraft, at an air terminal, of FAA facility.

(S) Impart or convey false information concerning
attempts to do any of the above acts.

3. The F.A.A. has extensive information on aircraft type,

registration and ownership, along with a register of all individuals
who hold pilot certificates. The names and addresses of F.A.A. Regional

Intelligence Officers or local F.A.A. Security Offices, are recorded with
the Intelligence Section.

4, My reason for drawing your attention to this information is
to make you aware of the facility that is available to us should we
need to use it at some future date. It is true that this kind of

information is available to us through the R.C.M.P., but there will be
instances where urgency is a prime consideration, in which case we can

go directly to our own sources, who having primary jurisdiction, will

obtain the particulars we need, more expeditiously,

he 000388
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ALL MANPOWER AND IHMIGRATION POSTS ABROAD. | Co af 2 aL
_5855<1320 a .

S770 - G-/
‘for Director General,

Foreign Service, ; — June 19, 1972.

Palestinian Extremist Organizations 0: $428

oe = S187
1. Thie is further to telex message of September 11, 1970 to
all posts abroad on the subject of “Air Hijacking - Mid East".

TM

2. . Our Beirut office was recently approached by someone

subsequently identified as a member of a Palestinian guerrilla

organization called Black September, Photocopy of Beirut's memorandum —
of May 22, 1972 which is self-explanatory, is hereto attached for your

information together with photocopy of a false non-immigrant visa issued |

by an unknowm person using a counterfeit visa stamp reproduced from

stamp IN-91, now taken out of circulation.

3. Some of the discrepancies noted in the false non-immigrant
stamp are as follows:

i) Crown appears as poor replica;

411i) Fonctionnaire Canadien § d'immigration instead

of "4 l'immigration";

iii) identifying visa stamp number obliterated

iv) characters for English wording somewhat larger;

v) use of circled numeral although only one number

shows in passport and only one visa issued;

wi) the missing 'Y" in word "Entry" is a result of the

worm edges of visa stamp iN-91,

4e: In view of recent events that took place in . Teraet denoting that
certain Palestinian groups are stili very much active, all poste are being

reminded once again to exercise the utmost caution when dealing with requests
f

ye e2 ,

000389 ©
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from Arab applicants for non-immigrant visas or extensions of validity of

visas issued at other visa offices. Applications and requests for

extension of validity should be dealt by the more experienced officers and

in the case of Palestinians or other persons suspected of being connected

with any Palestinian extremist group, their particulars should be referr
ed

to Headquarters in accordance with the instructions of September 11, 1970.

CR.G.NAL SGN. BY

ORIGINAL SIGNE PAR’

G. M. Mitchell

G.M. Mitchell,

A/Director of Operations,

Foreipn Service.

‘000390 —
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S a E rs File DG 5855-1 LAMB E R T / Cc L
ec. Diary Copy

ec. Mr. J.R. Robillard's Diary (1128) : oe

c. Mr. P.G. Lambert's Diary (224F) CONFIDENTIAL

/ pivectors General. | gt ay gF L Y- /

i. Quoted hereunder for your information is a

confidential message sent to all Immigration Posts abroad

by the office of the Director General, Foreign Branch,

Immigration Division at this headquarters.

In view recent hijacking episodes following

diustructions to BE ftoilowed unti: "

notice. Quote all apparent or presumed arabs

regardless of nationality who come to your

office attention asking for information for

vises for Cansda are to. be interviewed by a

visa officer and screened carefully. All

those who turn out to be balestinians or who
are suspected of being connected with any

Patestinian Nationalist Group will be required
to apply in writing and will be informed that

their application will be considered in Ottawa.

Visa telegram as per 7.51 will be sent together

with other relevant information obtained at time

of interview. Visa authorization will take about

three weeks.

The above is not intended as a form of sanction

ageinst arabs but as a precautionary measure

against individuels who may be potential hi~

jackers or saboteurs. |

2. Will you please arrange to pass along this in~

formation to all CiCs in your regions.

=e
J.C. Beat

Distribution

Mr. W.C. Stewart ~ Halifax
Me. T.R. Watt ~ foronto

Me. G. Beaudry - Montreal

Mrs. Jean Edmonds - Winnipeg

Mr. LS. MeGill ~ VYaneouver
000391



I |

e Agcess to information Act -

- in snore dite se ode nope laccés & information

BI SSBI-G LL TL

CONFIDENTIAL | ltt

FM BERUT SEP15/72 NO/NO STANDARD |.

TO TT EXTER 497 DE PARI

INFO CAIRO TAVIV TT DE OTT ATHNS DE PARIS

REF IMMIGOTT TEL UNN ee ce - |
PROCEDURE GOVERNING ARAB AND PALESTINIAN VISA APPLICANTS ,

" DUECADLIKELIHOOD REVISED PROCEDURE WOULD BE INTERPRETED HERE AS FORM

OF SANCTION IF IT BECAME PUBLIC KNOWLEDGE AND (B) SINILARITY OF

REVISED PROCEDURE WITH CURRENT PRACTICES OF INMNIG BERUT INTEND TO

ADOPT POSITION ENTRY REGULATIONS HAVE NOT/NOT BEEN CHANGED IF

QUERIED BY LOCAL MEDIA REPS.CONTINGENCY MAY NOT/NOT ARISE HERE AS -

"WE ALREADY HAVE REPUTATION FOR TOUGH ENTRY REGULATIONS BUT GRA-

| TEFUL IF YOU WOULD ADOPT SIMILAR STANCE IN EVENT OF ENQUIRIES BY

‘CDN PRESS. OR PUBLIC.

Got ete ge Eee tenet ee RE pent nee tte
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DEPARTMENT OF MANPOWER AND IMMIGRATION 9 MINISTERE DE LA MAIN- D*OEUVRE ET DE L’IMMIGRATION

C23, ECOMMUNICATION _ MESSAGE Ge MESSAGE PAR TELECOMMUNICATION
IMPORTANT - MESSAGE MUST BE PRINTED IN BLOCK CANADA IMPORTANT - TOUT MESSAGE DOIT 2TRE ECRIT ALA

LETTERS OR TYPEWRITTEN MACHINE ov EN LETTRES MOULEES

TO: TELEX OPERATOR - A: L'OPERATEUR DE TELEX DATE . FILE NO. - N° pUDOSSIER | CHARGE TO - AU COMPTE DE

ROOM - SALLE | BUILDING - L'EDIFICE . .

F10 ‘ BOURQUS LL Sap 76

ORIGINATOR’S NAME (irl full) - NOM DE L'ENVOYEUR ROOM- SALLE !BUILDING- L’EDIFICE TEL. NO.- NO DE FOR OPERATOR'S USE -"A
{au complet) ' on TEL. L°USAGE DE L'OPERATEUR

‘

CG, DUROCHER/CA 235 | BOURQUE Qu L890 |
TRANSMISSION MEDIA -— TRANSMIS PAR MESSAGE CLASSIFICATION —-— CLASSIFICATION...

TELEX TELTEX TELEGRAM CABLE . TELEX VIA EXT. AFF. | RUSH Norma MAYBE SENT NEXT“: CLASSIFIED
TELEX TELTEX TELEGRAMME CABLOGRAMME TELEX VIA AFF. EXT. | URGENT NORMAL LENDEMAIN MATIN “ CONFIDENTIEL

IF BY TELEGRAM FULL RATE DAY LETTER NIGHT LETTER

S! PAR TELEGRAMME CJ PLEIN TARIF CI LETTRE DE JOUR C) LETTRE DE NUIT

M E SSAGE TRESD 6 EPLDINT IAL

Sy)
VISAS FOR CANADA ARG TO BE INT

_HATIOUALTTY WHO COGS TO YOUR OFFICS ATTENTION ASK

IED BY A VISA

CAREFULLY. ALL THOSE WHO TURN OUT TO BE PY ssi cH

JHG CGIRECTED me TH ANY PALESTINIAN HATECYALIST

FROM /DE: FOR , ._ TO/A: ATy, BETG POSTS ABROAD

ING PCR INP

UNTIL FURTHER NOTICS.. QUO ALL APPA ARENT_OR PRESUMED ARABS REG

VIE REGAN? BTgACITNC BETS ODUS FOLLONING INSTRUCTICHS TO DS FOLLOAD __

TRDLESS OF

PELATION FCR

OFFICER AND SCREENS:

TANS OR WHO ARE SUSPIOTED

GROUP NILL BE SUTeRSQUI P25)

USER APPLICATION WILL Ba

~

cee ven a. WELL TAKS ABOUT THRES WaGKS, UNQOCTS

\ TO APPLY Th WRITING AND WILL BS TEU iD THAT THSTR APPLICATI

CONSIDERED TH PTAAA, VISA T ORAM AS PER 7.51

ao
woe AOTHER _LASLEVANT JHPORMATICON CSTAINGD AT TIM OF INTSNVTSs

WILL BE SEN? TOMER WITH

__VISA_ AUTHORIZATION

ee PRECAUTICHARY MGASURB_AGATNST INDIVIDUALS. VHO_MAY BS POTSHTI.

fee - THE ABOVE IS NO? JHTENDED AS A FOI OF SAHCTICH AGAINST ARABS RUT AS A
\

Til

PUT ON FILE

AL HIJACKERS

-- -- 08 SADOTEURS.

“ype PLEASE NOTE THE ASOVE YOU MAY WISH TO INFORM CICs IN CANADA.
: ONT

: . i : is AT y ACTIMENS

CeCe Director General « of Operations. stP 15 1978
‘fe Di rector, General, Foreign Branch.
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2

FM? Sf EXT
) : NO ___ PRECEDENCE

TO/A ALL FOSSS ISCLUDING LDN EXCPPTING Saigon, Tas | FON 367% | mowprare

COUSiHLeR PORTS oi TEE ILS. at: Tose posts to WHICH M&T ARE ¢
ay WY YJ

INFO | ATTACHED SIMILAK HESSAGE.

SUB/SUy ATR ITGRTACRING = MTDBASE an - at i

IN VIEW REC RT NIGH. CKING EPISOLFS FOLLOWING “UBTRUGTIONS TO BE

FoLLowr D UNTIL, TUR RTT: mT NOTICES

\N

SS Re abn AGP: RENT OR P ABSURD AWS REGARDLESS OF NATIONALITY | WHO
SQ COM” TO. YOUR OFFICE MPTRNPTON ASKT: "G FOR INFORMATION FOR VISAS YOR CDA
SY AXP TO BE INTERVITWED nt A VISA ore, STE CARE=

| FULLY. ALL THOSF. WHO TURE GUT OX PALESS PINIAHS OK WHO “ARE SUSPTCTED

SY oF BRING connote WITH ANY VALESTINEAR RATIONALISIC GROUP WILL BE
. REQUIRED 10. 70 APPLY TX WeTIING AnD WILL EE ISrGIMFD THAT THFIR |

SS APPLICATION vail BF consrperp In OlTAWa. VISA TELE cRat AS PER 7252
SQ oF eite MANUAL WILL BE SENT TOSETHNR WITH OTHER RELEVANT INFORMATION

OBTAINED aT ULE OF INITRVINH, VISA £0 STHORTZA.TON LIXELY TO TAKE

ABOUT THEEE WEEKS.

3. FOR ¥: uP TUFO ONLY THT ALOVE Is Not/:07 INTENDED AS A FORM OF
“eatus

[ION GALE T APABS 302 AS h FIEICAUTLUN ARY MECEURE AGAINST fhRecckixY LNDIVIDU. LS HOY BE POVENLDDL HIGHIACKPRS Of S/GOTEURS »

DISTRIBUTION NO SID PDiig PDGs PDFs; MIN (itr. Vincent); POPs PSI (iire-Rowe)g .. 2

LOCAL/LOCALE FLE (lr. Clark); OUN (Mr. Sharp); GAP (Mr. Delvois)3\W8I (Mrs. Faulimer done

ORIGINATOR/ REDACT: EUR DIVISION TELEPHONE APEROVED/ALTORISE

S18 ue amin emcee |
me ETT OUR NRE fp cemene |) 2e6a70 | OU “Re Ma. SEO.

: Se : } i yd WN g SE oe ao .
EXT 18/BIL (REV 6/64) So , cae .
(COMMUNICATIONS DIV) SF SEP 16 ert

py, 2 eel, :
re a i

Li cemeyemine oe oo _ “—
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ZQR LONDON ONLY ~ AAEDIAIS _

INFORM FOREIGN OFFICE OF ABOVE, SEEK “THEIR CO-OPERATION ues

“INSTRUCTIONS TO SAME EFFECT 10 BRITISH OFFICES ABROAD AaUTHOOTEED Do
GRANT CDN VISAS. AND FNQUIRE, WHETHER THEY “ARE CONTEMPLATED TART

. SIMILAR ACTION, |

yo wisi ox - LAEDLATE
THORN STATE DEPARTMENT OF COVE AND ADVISE. WABTHER THEY 5S

- CONTPHPLATING TAKING. SIMILAR ACTION, .
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