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» SHCURITY REPORT - GENEVA’

Physical Description

: The Ganadian Permanent Mission in Geneva occupies

the 6th (and top) floor of one end of a néw apartment

building at 16 Parc Chateau Ranquet. The building is new

and we are the first tenants. Tt is of modern fire-proof

construction of concrete and re-enforced concrete. ,jAccess

to the top floor is gained by a self-operating Lift and by

a flight of fire-proof stairs.

(ii) our accommodation is virtually self-contained on
this floor as the only other tenant is Letreille, a security

guard who occupies a small apartment adjoining the Chancery.

(iii) Apart from the fact that it is not an "island"
property the accommodation is admirably suited to our pur-

pose. The offices are bright and well lighted, and from a

security standpoint the lay-out is satisfactory.

2o Pxterior Security Features

There is a Chubb lock on the front-door which gives

on to the elevator and stairwell which at the 6th floor

level services the Canadian Permanent Mission onlye A sub-

stantial overhang of the roof on all three sides makes

surreptitious access to the windows virtually impossible.

3. Interior Security Arrangements

Chubb locks are installed on all important con-

necting doors. Chubb doors and grilles are on both the

Communications and Registry areas. Tron grilles secured by

two Chubb padlocks are on each of the windows giving on to

balconies, and on the Cypher Room window.

4, Control of Visitors

Strict and well e@wforced. Visitors enter the

Reception Hall direct from the main entrance door where they

are received by the Receptionist. They remain in the

Reception Hall until the officer required is notified by

telephone, when they are escorted to and from the appropriate

office,

De Access Quiet Hours

Only by summoning security guard to the locked front
door by bell. One key to front.door is held by the security

guard. (See detailed revised instructions to security

guards during guiet hours.)

6. Access Restricted area

All doors locked when office is empty, even when
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officer is absent for only a few minutes. Local staff

and others allowed in this area only in the presence of

Canadian personnel.

7. Access to Registry and Communication Room

only by Ganadian based members of the Permanent

Mission. Instructions in this regard strict and well en-~
forced.

8. Surreptitious Entry. -

Virtually impossible due to the various physical
security features. Guards alert during quiet hours and

meticulous in their observance of standing orders, which

are most satisfactory. ,

9. Security Containers

Adequate, functioning satisfactorily, md in good

state of repair.

lO. Key Control

Exemplary. Strict and well enforced and in accor-

dance with Departmental instructions and practice.

ll. Control and Handling of Classified Material

Most satisfactory. All sensitive material is kept
in custody behind the Chubb door in the Registry and Communi-

cations Room, Jt is carried from there to the offices and

back in envelopes by hand of Canadian member only.

(il) Outside the Chancery it is carried in locked brief-
case by hand of Canadian member, Diplomatic bag to and

from the British Permanent Mission by Canadian hand only.

12. Collection and Disposal of CGlassified Waste

The collection of classified waste is satisfactory.

It is maintained in the Registry pending its weekly destrue~
tion by a security guard in the incinerator at the British

Permanent Mission.

(ii) This method of destruction is not as satisfactory
as it could be, due to the waste having to be taken out of

the Chancery. The problem is difficult to overcome however,

as a suitable incinerator cannot be constructed and installed

on the premises. The only apparent method of destroying

the waste in the Chancery would be frequent burnings in a

small electric incinerator, but from recent correspondence

there does not seem to be too much likelihood of securing

a suitable model. Another alternative mentioned to me by oe

000484



Document disclosed under Be seessyp fomneton Act

Document divulgué en vertu d L linformation

the security officer is the construction of an efficient

incinerator in the Residence, but this also would involve

taking the waste a considerable distance from the Chancery.

13. Security Guards

T was very struck oy the calibre of man we have in
mmerson and Letreille. They are reliable, capable and
efficient and are of pleasant and dignified bearing Their

attitude towards the officers in the Mission is ali that
we expect, and they have a high regard for their jobs
with noticable sense of responsibility. From the admini-
strative angle of their work Emmerson is the superior of

the two men, but both are capable of assuming heavier res-

ponsibility in their particular field.

(il) fmon is a different type of man. He is not of

the same calibre as the other two and, consequently cannot

“produce the same results. His work has not been too satis-
factory until recently and he has been spoken to about

this by the Security officer. I am informed that there are

some signs of improvement lately and it is hoped that this

improvement is maintained.

(iii) Fach of the guards were interviewed separately by
MS »

(iv) The guards log book and other records are main-

tained properly and neatly and with the expected attention

to detail.

143 Intrusion Devices

Installation of these devices should prove very

difficult due to. the physical security arrangements and

to close supérvision by the security guards and other mem-

bers of the Canadian staff of local workmen and chars.

The possibility that this may have been exploited by
workmen however, cannot be over-looked. Present plans do

not call for a full technical inspéction until later this

‘year, but arrangements are being made here with the DWS

for their. man at the British Permanent Mission to go over

the sensitive offices and the Registry and Communications

Rooris.in the meantime. The Canadian officers are aware

of this threat.

15. Security and Combination Settings

Combination settings held in the Taylor safe in
a sealed envelope in strict conformity with Departmental

regulations.e They are changed regularly and reported.

16. Security Procedures and or ganization

Most commendable. See standing orders, security o

oo 4&
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instructions etc. A very high standard is imposed by

the Head of Mission and the Security officer and this

high standard is maintained by all members of the Canadian
staff. The enforcement of orders is strict.

17. Fire Hazards

Virtually non-existent due to the modern fire-

proof construction of the building. Fire extinguishers
are located at strategic points end are serviced by the

security guards.

18. Surplus Material

Negative. There is nothing to report under this

heading in the way of old wiring etc.e, and surplus records
and other material are not allowed to accumulate,

1S. Télephones and Telephone Security

Local Swiss Pp. and T. system, Switchboard has

ten extensions including one to Letreille's apartment

next door. There are three external lines.

(ii) There is reason to believe that the tele phones

are monitored by the Swiss authorities. Strict telephone

security is demanded of, and complied with by, the Canadian

staff.

20. Telephotography

No threat as windows of all offices are protected

by nylon mesh curtains.

ele Power Supply

220 volts - 50 cycles.

SUMMARY «= °

From a security standpoint Geneva might ba termed

a "model" mission. The one serious drawback is that it

is not a self-contained property, but I believe that this

weakness is more than compensated for by other factors.

The many security features which have been installed render

the Mission virtually impregnable, apart from such threats

as probe microphones and so on. |

(ii) I was most impressed by the real meaning which is
given to the word "security" in this Mission. Security

regulations and procedures are intelligent and comprehen-
Sive. A high standard of observance and performance is
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demanded of and received from subordinate members of the

Canadian staff. It is not a question of merely nominal

observance of regulations; as far as security is concerned

the Head of Mission and Security officer mean business.

(iii) While the physical plant is generally speaking
highly satisfactory, there are one or two weaknesses which

should be corrected. In order to increase the physical

security it is recommended that;

(a) In addition to the sound-proofing of the

Registry and Communication Room, which is

now going forward, the walls of Rooms 8,

9, 10, 11 and 12 be sound-proofed.

(o) If the stenographers are moved to Room ll,

the wall connecting this room with Room 10

be sound-proofed and a permanent sound-

proofed wall erected between Room 11 and 12.

ARE bes hf
Re Ae S- MacNeil

Regional Security officer.

London, UekKe

September 50, 1957.
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ee oo DEPARTMENT. OF EXTERNAL AFFAIRS, ‘CANADA. | " (DUPLICATE)
8a ee) NUMBERED LETTER eg

. p@bseacr and Pernsn ent ‘Representative,- we s E Cc R a 2 on,
. } f OR RR SECE TARY HEX S THTEX HORGENEY Ae SECUFLEYE ee eee seer vee ee eee vna evant ees

me | Notes csvievtelivetveyeesteseesterdaee

Oe septonber 50, 1957
. Date: Cae a ee ee eei ry

CANADA, LONDON U. Ke eo, ne a ot. osee ee Oe a * ere ee eesees . wednes ncloaiesjscecsestelfsiesaieesin

Reference: eceaeeede oe . N es we wba: wee. cas View bended: Air or Surface: Mail: ER

‘subjece: SCOPES, Report = Gene wae | Poot File noVN, GHMEVA TO ,

+ ate ba ce eaee . oe vee sated . . woes - ease - wake . we 7 oe Meu . ne Ottawa File No. .

=

| Enclosed herewith ts a copy of a report
arising out of my recent visit to. your. Mission. Oo

2. ‘the only recommendations "in connection with |
security that I have. to wake are those dealing

with the sound-proofing of the walls of certain —

- offfees and some. ‘suggestions. with regard to the
- walls of Room 11 if it “is decided bo | use this

- Room. for the stonographers. |”

. Oe IT am, still in some doubt as to what. ‘might my
- be done to provide facilities for. the destruction ;

. of classified waste within the Ghancery, but :
. this will be followed UP with the British Suthori-
-. Giles. here. oe

he As mentioned. in conversation, T. am arranging.
with the. Forelgn Office for thelr local man in —

- Gene ve. bO "sweep! certain: parts’ of the Chancery.” .

Internal ©.|’ 5, ° Tf T can’ be: of. ‘any. farther help at’all in
‘Girculation ~-}° > . security: matters , please do not . “hesitate to tet

: ime iow. -

(Signed): R. A, 8, MacNeil

a as ReAs Se jtacet 1. mo
a Regt onal Securit ty offioer.. oy

NS

»- Distribution
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oe no, ore Pete, , “August 20, 1957
/. 7 |, “SGANDING ORDERS FOR SEOURTEY GUARDS: ~

a

a . vt , Me . co

“he Head. of: Mission is responsible for tha « securityes i his: at Yr. Jay has been designated by him aa. Post. Sécurity
Officer and is responsible to -him for the enforcement and-control °

of all- ‘geourity:, arrangeients,. ‘including the. supervision and - direction _

at a

Be. oS . Whother. on or: off duty» the: conduct: ‘of the ‘security:
Beas must be irreproachable. When’on duty they are to be neatly
“and properly dressed. . They. will be alert and attentive: to their.

+ duties | ‘and must be polite and courteous. in their dealings with“
callers. and members of the. public. Pe,

wae an Z "Security ‘guards, ‘as all ‘Canadian-based stage, cust A van
“be meticulously careful about divulging information. to unauthorized.
‘personae’ Loose or. unguarded talk can cause incaleulable damage +

os ‘BASIC. DUDTES or SHOURIEY GUARDS) oi Cee 4 oo

“Be ve fthe primiry and avereriding auty of security. guarda
wee, \» is"the protection. of the Chancery in the danger priod of the quiet

’ , OF. non=working hours. Certain tasks may: be. assigned: through the.
" “Security Officer to: guards: during their tours of duty, but. nothing

nust interfere. with the protection provided by the presence, of the-
guard in the Chancery at these. times” Protection of. othe : ‘Chancery .

oF a). carry out syatenatic ingpections « of Chencery offices ee
75. end: equipment with: the’ object of. 7 me Pp

(4). detecting ‘end. reporting any: physical or audible a
na ‘Signs. of surreptitious: entry or physical penes ~-
re "tration: being’ or having been effected or attempteds -

“000489
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* . ae “enauring ‘bhatt ‘security prosedured tpelating: to ihe
Mac safe custody and. handling. of Lassified | material |
ae “have. deen properly observed; Nog ge a, .

ae > eye safeguard: end control’ seourity. Keys ees ce

7 ” 6)" naintasn ané: ‘popair security contadiiers and periodically
“ : *, ehange | ‘combination Settings; ee ‘

| ‘@).~anatell on replace: sécurity locks, pols, ‘bars on oe,
4 > "Chancery | doors, ant. Windows 5 Da eS —

_@)- Gupervise the liar’ start aria any. Local: workmen whilst |
at i On the.’ promisess, “ oo

: : “£) “‘gollect: from the ‘Cofttunicetione Sectior. the white pag:
wo “2 of classified ‘waste, take it’ to the United Kingdom - co

- .,. ‘Permanent Mission and-deatroy its ‘contents every Thureday. ” ae
Se ye o This: task. will be recorded, in the. Logs: mes oe

: as 6). maintain a daily weitten record or og which will “include Pees

oe times when, ands « are posted and welieved,: “

Gi), duties’ perforiod,. *

GAD secustey infractions mnedvered ©:

"be v

ae o : a):

the Post. Security. Officar,. who. will examine all’ entries ae me 7

Gy) -recdipt of ‘telegraina and. messages ‘duping quiet’ hours’

ae “admittance | to ‘Chenoory aiuring quist hours, *
(aa). any: unusial- civetinstances encountered auzing ‘tou of”

1, Guby.s and-action takers

Pye es ‘Within ‘the proad’ ‘framework’ of the: above, the oe ot ve
specific ‘duties of the- guards will, be > perfomed as. Sesoribed- in the". “Yollowing PaTSETOpHS me BT og

“In aidition to performing nowinal guard autieny
te .

report as* directéa ‘with ‘the: ‘Seourity’( Guarda Log: Book to:
and. initial, the’ “books ” Any. special instructions: to guards -

A.

SE WiLL be 6 a 000490
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So
_.. “WEL be- entered in the Task Book by the Post Security

Officer and guards will ensure that they understand

theses

-b) draw up ‘monthly duty rosters for the approval of the .
Post Seourity Officers

'. @) be responsible for the custody, issue and return of
all keys, tools, locks, security equipment and spare

parts arid the maintenance of an inventory of all such

- items on charge to ‘the post; .

d) suggest tothe Post Security Officer any action which '
', they believe should be taken to improve the arrange<

ments in- ‘force for the security of the’ Chancery. -

GUARD DUETES AND SHIFTS 7.

. Be ‘"" When one guard is absent cover is provided in :
. accordance with the attached specimen twoeguard duty schedule

(Annex 1). Otherwise the attached three-guard schedule will’
apply (Annex It). —

GUARD ON EVENING sue -

De , On taking over the evening shift at 5s 50 Pemes
-the guard. will

a) enter in the log the time of his taking over the shift,

and sign the log book to indicate that he has read and

understands any special instructions which. have’ been

entered in’ the book for his guidance and attention;

b) . collect ‘the security guard task book from the Post |
Security Officer and the Key Ring from Registry;

.¢) ascertain from the receptionist what visitors and
| members of the staff are in the buildings:

‘d) collect and return’ to safe.any paper or other matter,
which may have been in-use during the day but must be
kept in the safe at. night;

e) confirm that three boxes of weve aro in the safe 5.

£) shut and « « « e'.«

. . 000491
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yO tee oo , . fe. . ° wt, 7, us wotay - 4 . an tl fou wo so o 7 my oo hoes , a
7 - Lo teu ’ , v. - on . . an 4 Ot, “pe . " : : a . fs ” 75 ; 2 on

iy . * See - TAs - a ett) wo a3 - * . he yea . “ an wt oy te a

ee fc anit and lock poten ve ae = ceabae oe o | “ oan a se Bn 2 : ° nn ne 8 .

act “3 ne

We oe 7 hs members, of ‘the staff: Leave. the’ ‘premises; ‘the - we a
guard will.’ take’ ‘custody: of their office :door. heyss- The ‘receipt of | se cad on
“key will | be recorded, individually on the ‘Daily. ‘Key ‘Control: “Sheet,” Po

MO “Sand ‘the keys. will then be placed: ona board provided ‘for the purposes! he oe
He" will also: replace, on his: Key. Ring. the key ‘fo the: > egistay, ‘Chubb © oe Ne
e's snitrusted % to. fhe: ‘etendg grapherss 7 Day =.

a

wy ie ae ee “then att ‘the. ‘stare. and ‘visitors have lett, the. ce
oo ae renises,’ ‘ axcaptrthbse. rémeining” ‘after. the ‘normal closing. hour, the ~ 3

co 8; guard will: securely. lock thé! main entrazice. (ordinary ‘lock only) and. 2
eos barry. out his’ fire quick | round: of. the promises. with: the, object. of.’ ans ta

ela ES ae “ay ‘dneuriny that. all “windows, the entzance’ ‘door, ‘the: doors 7 Le
. Telus” © tothe offices ofthe Accountant arid. the. Officers, andthe 05 8 2r

a eo. ‘era doors ‘are. secured and that no. fire or. water Ce ED ae
“hazards: from buraing cigarettos|¢ ‘or. sunning ape, eters Sy

Oe ekists i eee

eb)! exeniniig, possible hiding, places in’ which, an: _antzuded
. io may congeal: hingelts 4

et
ts

“ >e) . ‘endure: thats. no clasaitiea file, docament. or ‘other sen- a 2
2 ee material has. ‘been, ‘Lett on dsske: Ox" fe otherwise _

: f | “wbbroteotade: one Be OE ES

se “ae pee Be E : fis, rid 1 aside log, in. and supervise ‘the ian * ae Je os i
. womarie | eG A elite -

bet
a

: sae . wees Poss
te a runt Pa a hae et

oO Having. assumed ‘pesponsdbslity, for the, eusira’ of
Le the “chancery: his. host daportent ‘single: concern: otherwise. will’ be |
. athe close’ supervision. of the’ char womaries This. supervision Goes nob 2a

oe ee So imp Ly oecasionally checking’ fier’ presence, - ‘but the close and un* MR a
poe, DEinterrupted. surveillance of her. activities. . are

a woh - . . a x " 4 a st

- Ade oe othe.‘chars wwoinan: wild nat’ clean. ‘either, ‘of ihe 3 ‘rooms.
Ay the Conninications: Sections. Her work in. the - ‘Accountant's. office; -

-* the officers* offices and in- the: back arca’= Aneluding: ‘the’ Registry - .
ee Eel “will: ‘We- ‘especially: closely : ‘watcheds . The: guard, will open ‘the first
“ °" ¢. of thesa offices to be cleaned, adait the char woman =" checking her. ,

coe ess equipment * =. and’ koop’ cher under’-the closest: surveillance’ until. that’ *
ctfae, 3) woom ia -cleeneds. de will théa see her ‘out, of the’ DOOM, ; “Peelock$ oer.Pear oy eit . ‘the ‘door, and proceed wi ian’ the’ cleaning of ‘the other: offices: and. | =

8 As artheTM ‘registry ‘in ‘She sane way” ‘until.:all have ‘been cleaned. | While:
Bo Baa ‘dt'ts "desirable to-elaan the. vagigtry, as often as possible, it (0000 J
Sh wiv): apy not! “pe. convenient: to’ do.so every night ‘Hecause of: late works (2
Ce Se Tt amt tt any ‘ean “be ‘eleaned: at, Least: as. often’ as y every wonday: PEE

ees. 900492,. oo “ah es oe “worning Meh,
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moming. Whenever the char’ is in | the Registry, all classified material
should be locked away. and the key hoard locked in Room Le

1. "+ ‘When all of her work for the ‘evening has been 7
~ completed, the guard will log out the char womane Then, with the ene..."
trance ‘re-locked,- (Chubb lock ‘only) he will make a thorough . inspectidn »
for signs of poasible tampering with the premises or equipment.

16. - .* After all visitorg, all Loeal staff and Canadian
members of the staff other .than thoge remaining very late have left

the premises, the suard will carry out his: first main round of the
shift in ‘the course of which he will

a) reechack all security. containers not ‘still in use to . a
- ensure that they are properly locked; :

, ») . reecheck whether. any classified Liles, documents or.
-. “other sensitive material has been left on desks or

'- otherwise unprotecteds, ,

* @)- carefully ‘Teeexamine all rooms, ineluding doors, windows, |
‘walls, containers, stc., for any Signs of. tampering or.

_ attempted entry eo

, a) - amlock and leave open the doors except: ‘the entrance door .
and the two eral doorse

iT. > . (= When the Last Communications employee leaves at
onight, the guard will ensure. that he has left the Chubb door to the
Comnunications Section locked and has left the accordion grill. in

Room 3 shut and locked, with the shutters all the way dow »

1B.. ; ’ When the last person has left the ‘premises he’
will lock all security ‘céntainers still open, will completely lower —

. the shutter in the Registry and will shut and lock the Chubb door

_ on the Registry.

19.” the ‘guard may - then proceed with certain incidental
. tasks which have been assigned to him, such as repairing locks or other -——

equipment, exanining material or furniture which has been returned to:
the Chancery after repair, stamping envelopes, stapling or sorting
paper, etc. The completion of these, tasks is to be recorded in the

» MOB and,in the task hooks.

oar ne mT , a, Guard On « « «4 + «
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Guard on Wight’ Shift

*. 306 oe the time of takeover of ‘keys -and responsibility
_by the oncoming guard will be. logged both by him and by the guard

: coming off datys as described in paragraph 9a

D1. . oe j Although he is: ‘permitted to sleep on duty ‘on
the late night’shift, the guard should ensure by means of an alami

clock: that no period of sleeping is longer than three hours “durations
- Between naps the guard will carry out additional inspections of the.

prenises along the lines described ‘gbove. Times for.these chacks

will be staggered fron night to night and work on incidental tasks
- will be adjusted to the necessity of carrying out rounds ag ordered.

226. ° “On Friday nighta the guard will open each of the
- boxes in “the safe to verify the contents against . the inventories cn=° --

tained :therein. He will also check the general contents of the safe

. againat. ‘the inventory: of thé items kept in it, a copy of which is ‘to
be ‘found’ on the second shelf of the safe.

23 - mee o oo On Monday mormmings the guard will admit end ,
supervise the char in the manner described above.s On Thursday ~

mornings he will go off for breakfast after 08145 hours and will’
2 return to the office for ‘the burning exercise at 10:30 Hours e

. 246 sO | ‘Each morning the Last regular inspection should
be ‘carried. out at approximately 07400 hours. During the hot weather

the guard: will use his discretion about airing out the offices and
lowering blinds to provide shade from the hot morning suns By 072350

hours: he should: os " .

“(a)” rerLock the offices of: the accountants and officerss
(b) - open the Chubb door. in’ the rogistry, ensuring howe ,
- - aver, that the grill door. is locked; . :

. (e):, open the folding gratis. in ‘ell’ rooms other ‘thaxi room 5
SO- equippeds

(a). remain ‘on: ‘duty until: he has issued from the key poard =<
* ‘against recording. on the daily control sheet +- keys ree .
my quired by members of the Mission (he is not. obliged to ..:

stay later than’ 08: 45 for this purpose) «

256 - No ere ee .

000494 ©
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a “ot te
ee . a, CO a

. oo re “Go facilitate the. issuance of: keys the Key. board
o . May be hung temporarily in Rooms By but | ‘the guard must take care to
‘-\ ensure that it will not. be viewed by unauthorized eyes and that it-is -

-. xeburned to the registry before he leaves the office. In the course
‘of this operation he will also remove from the Security Guard Key Ring

and entrust to the stenographers his key for, the Chubb grill léading |

into the. vegistrys The Security Guard Key Ring will ve nung on, the .
Proper ‘peg on ‘the’ board bette the” guard Leavese. °

- 266 cet, tp the course. of cartying out his duties, ‘the:
’ guard: on any. shift will also be responsible for ‘re-admitting menbers _

. Of the staff ‘ard. réturming to them their Keys. receiving messages and
‘telegrana, ‘dealing with callers, etc. If nembera of ‘the ‘local. staff .

return to work after hours or early in the morning, the guard will _

: rexlock any sensitive offices which have been left open and keep them ~
'. . - Locked until such, local members have left the promises. Particulars

.. of all staff admitted, massages. received and | callers dealt with will

bo entered in. ‘the tog ;

O74 : on, - On Saturday ‘mornings’ during the pario’: of trio=
| guard cover the Canadian: ‘staff member on ‘duty’ will take over from
the departing Security Guard responsibility for custody. of the keys.

AG 12: 30 pome the Seourity Guard who is to be.on duty on Saturday
.. ight will relieve the skeleton staff of this responsibility and will

| Femgin in the office at least. until 1:00 pom. Before leaving ‘the

offices he will nake a final round and log ite On Sunday mornings
-. it will be’ the res ponsibility of the guard who ‘is going off duty to ..

Sugure | mo, ;

(a). that the offices ws enya aeons 45 the offices
Bre lockod,, and ts Se mo .

a -(b), chat’ ‘the Security ‘Guard Key * iting is given to the: guard
- who will be on duty ovex Sunday night.

254 So . On. Saturday mornings during. three-guard cover
the. guard on duty should’ arrange to go for his Lunch and to return.

_ +, to-the office before 100° Delle : :

"Seourity. infractions

. 20, In “the ‘event. of -any. real” ox suspected security.
infractions or security threats being discovered by the guards. dur="
ing the quiet hours, they will be dealt with as Tollows: .

- (a) If the eo * . o

Pe - 900495
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Oe e =. co ‘ee, wae Lv | a Le

Po € eye Te “the sedurity: “infraction: is” Of the. ‘sort. hich 3 te- a = ee
De “grettably. may occasionally occur (aecurity containers © ge

a. fox. rooms not. properly locked, classified: material ' Left.” . 7 Me
oo ; about. in exposed: ox: ‘vulnerable’ positiona) ‘the’ guard .- ea f wee
lA WALD ta ake Aumediata. action .to protect the material ine os oR
i volved.” Tf a security- container is discovered, to ‘be

; _. ‘mproperly locked,, : Lt should: ‘be locked. ‘and ‘an. entry’.
oS). madevin the log for the information of the Post, Seousity ce

¥ Officer's | ; if Glassified material:is: found exposed,” it ong Po
‘+ ghoulé be sealed in’an envelope; addressed’ to ‘the ‘Post ieee :
a Security. Officer, and. placed in his drawer in the ‘Regiatay« . vO

(of. She envelope‘should’ contain ‘a- report by."the guard outlin~ :

Oo “ing. the circumstarices | of the infraction and the action “ee,
oe Ae So takers” ‘The’ ‘incident should. be, logged." In. this ‘connection,-
Lh TM as ol obb shouldbe cleatly understood: that the: esponsibility of 00 yt
a awe es the. guard ends - when he. has discovered . ‘the. infraction «and ee

“. -takon the’ ‘proper, safeguarding’ actdione’ the. ‘Post. Security Let
.-, OPPicer is: responsible - for, any. subsequent. investigation fe ON

| and. corrective: actions: a ee wa we oe :
ok fe

‘ Ee,‘the,‘gidbinetanced are ‘of an.“unusual: nature and ify an
othe ‘opinion. of. ‘the : “guard, .an: emergency: ‘or threat: existe’

or. is* “daminenty he should immediately. ‘communicate byt).
.,, telephone. with - the Post Security Officer. . Af this officer’
““eannot be located’ and heis. unable’ to. contact any other.“ ° ae
“officer, and: he considers. such action warranted.by the. nature Re

eae cs . Bot the, éierzency, che - ‘should communicate. directly with the oe ee
a Sy ’ Mead of Post,’ -If unable’ even to- locate: ‘the Head of Posty <nr acer

\ Up ag os oshe should. instruct. the off-duty ‘guard. + report. to* the: ky SPs
CE : Chancery, explain: the situation. to. him, ‘andhave hia.” Se :

_ pequaint the appropriate officer with’ the facts ‘in person
eg , With;the’ least possible selay. These: events ehould, be

Fe “Logged. : A
By eae, Sa. AC!

a Be Supervision, of ‘Loeds Tiobimon a ° Jos
Wee

poe 300°" me the ‘recerit’ présence of ‘Joeal ‘worknan during, wale SS
-;2 the preparation of ‘these new offices. constitutes : a security threat, oe
py the’ ‘danger ‘of: which ‘cannot. ‘be over=estimated. ft. is s situation = -. eo 4

~. which has ‘been. suecessfully ‘exploited. many times in’ ‘the’ past: and ~ .
; “1” ean Be: exploited. ‘whenever ‘the utmost vigilancé' is even. momentarily os ee ae
“ : Pelexeds ~ It: should always ba assumed: that an alien /workmian Thows 0

ever. ‘well-known. and. trustedy isa 2 highly: ‘skilled technician ‘in an wT! “
oe ae offengive. -intelLigence service.:: Poly . a es

‘ eae 4 sore . se ee Et oe we vhs . an .
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3le . Once the basic preparations in the office have
‘ been completed, work involving repairs and maintenance should be
carried out by the guards. When this cannot be done and when the

enploynent of local workmen is NeCeBSary s the following steps will -

.. be taken to minimize or eliminate the security threat which their.

presence in the Chancery involves:

(a) Arrangements, ee possible, Will be made to have work —
' carzied out on Saturdays or Canadian holidays so that

certain aréas of the Chancery may be locked off and ~

the defensive action concentrated on the room or

rooms where the Work: is being done.

- (db) If more than one workman is involved, and depending on
. the nature of the work, the ‘offeduty guerd should be

recalled and, if necessary, a member or members of the
Canadian staff may.be required to ensure the necessary

close individual ‘supervision of workmene

_(c) -AlL tools and equipment should be carefully checked on
the arrival and departure of the workmen, and a most

careful examination of the rooms involved will be made

at the | coupletion of the job.

Deliveries to the Chancery

326 os An effective method of penetration is the
installation of certain devices in furniture or equipment which

has been sent off the premises for repairs. All such items will

be subjected to the most minute examination on their return bee

fore being re-installed, Every delivery, even that of the most

routine nature, made during the guard's tour of duty should he

carefully checked and an entry to this effect. made in the log.

Deliveries made ‘at other times will be brought to the attention

of the guard next on duty, so that he may carry. out an inspection,

the results of which he will record in his loge

334. oo ‘the orders promulgated for the guidance of
security guards in discharging their responsibility for the pro-

tection of the Chancery are not designed to meet a security threat

based on forcible entry or physical attack. This possibility is
discowmited « . ;

346 , The danger lies in surreptitious entry being
. effected, leading to the installation of intrusion devices and
the gaining of access to clasaified material without the knowledge

000497
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of or-aiousing of: the suspicions’ of the officers of the. post. ‘Thethreat is a real and ever-present onés and can only Successfully be‘combated’ by tae most constant vigilance and scrupulous attention- t0 deteil by security guards and all other members of the Canadiana tatf.

|. M, H. WERSHOF

| Max Wershor
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o Guard Scheduel.
IO rT Lt i 20 ai 22 CNneva.

Goard Av 5)

Guard BR, fs

G vard C .

Total hours worked by

Guards 527 hrs.

Hours worked per week

per Guard. 44 hrs.

Meee

4

No ssion wor O ;

Skeleton Staff in on gat. morning until 1230. Guard on duty allowed th brs. for lunch
Guard duty Thurs. morning allowed I hr.;: for: breakfast before destroying. classified material. : : ‘

duty on Sun. jallowed i hy} e fbr meals, but’ these hours. mst not be regular’ and} mst be staggered.
‘ > . ‘ . : ! : . ‘ .
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Ln Cauard Se Lede!
1g 19 20 21 22 h ( 7 Ce neva.

Goard A: tory

Goard B,

‘Total hours worked by
Guards 232 hrs.

Hours worked per- week

per Guard 58 hrs.

Normal Mission wor hours 8.30 to 12.30 T4.00 to I7. i

, ~~. Skeleton Staff in onSat. morning until T2.30. , ‘ : :

b Si Guajygmon duty Thurs.} morning allowed J hn. for breakfast before destroying classified material. : .

' Guamevon duty on Sum; allowed 4 ITs dor meals put these hours must not be regular and must be staggered. '
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(Mr. MacNeil)
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Internal

Circulation

Distribution
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Be The second possibility - and a solution which appeals

As you know from earlier correspondence having to do with
our move to the new offices now occupied by this Mission, we are very
satisfied with our accommodation subject to one rather important

reservation. This reservation concerns the room - No. 3 on the floor
plan available in Ottewa ~- allocated to house our stenographers. -

Measuring only 17&feet long by 94; feet wide, with its walls broken by
three doors (one of them a ponderous Chubb door) and one double window,
room 3 is not comfortable for even two stenographers. Since we have,

and require, three stenographers on our strength, one girl is now

forced to share the Accountant's office - room 17. This reduces the
efficiency and productivity of that busy senior clerk andseriously

diminishes the usefulness of room 17 as a place in which he can

transaci/and other personal business with visiting officials. It should

also be pointed out that since room 3 has a predominantly northern

exposure it receives a good deal less sunlight than other rooms on the

more favoured side of the building, Moreover, a glance at the floor

plan will show you that it is a crossroads on the way to the registry -

room 2, and the store room (also serving now as the teclutacian's work
room) ~ room 1. You will note that the technician has no window of any
kind.

Ze With all of this unsatisfactory situation very much on our

minds since our first occupancy of the new premises, we have contimed

to study the possibilities offered for improvement, especially as

regards our stenogmphers, by a re~arrangement of the uses of the rooms

available. One obvious possibility might be to evict Mr. Latreille

who now occupies the sunll adjoining apartment. That accommodation

might then be altered to become an integral and easily accessible part

of the office as a whole. While that may be a drastic step to which

we might come in the future if our forseeable space requirements were

to increase significantly, this is not something that we would now

recommend. We would not recommend it because we are not sure we could

put all of the rooms to good use, because the work would be difficult

to accamplish, and because it would be costly. In passing, however, it

may be useful to record that we understand from Mr. MacNeil, who has

recently visited us from London, that there is no real need to have

® guard continue to live in this small apartment

very strongly to us - is to convert rooms 11. and 12 so as to accommo-

date. all of our stenographers in the former room. These two rooms

which are at present divisible only by-a folding fabric door, were

originally intended as"°conference room (11) and a small library (12).

eo2
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Ao After nearly one year of experience here we heve learned
that, attractiva ns the conference zcom may be and logical as its
intended use may hava seemed in theory, Room 11 will virtually never
serve the purpose for which it was mainly intended - namely ag a meeting
place for visiting Canadian delegationa. Delegations to TLO have

good versons, including the fact of their tripartite compeeition,
intend to keep on deing so, Gur delegations to WO are never large

enough te warrant using a room the size of Room 11, which in any case
they would use only infrequently. Islegetions to GAT? are normally

in the same position as those to WHO. When this ie not the cases, as
during the remaining months of this year, the officials concerned
with GAP? prefer to have their center of activity, including their

delegation meeting place, at the Palais des Netions. More ao an

exyorinent thet a reflection of conviction, the delegation te the
recent July sesaion of ECOSOC used Room 11 as its prinedpal meeting

plsce. So far as we Gen tell none of the persone concerned in really
enxlous to repeat that teat aince tho efficlency and the worlcing

senfort of an HCCSOC delegetion would undoubtedly he enhanced by keaping

Lts necting place and its headquarters together at the Palais des Naticns.

Se Thais we are left with the tro necessary elements for ea

change # first the serious need for some improvement in the acconmedation
of our stéenographers and second tue presenca of on eninently suitable

eves, virtually ineffective for any ather useful puspose. docordingly -

wa recomend that wo be given authority to begin as soon as possible

with the necessary smell alterations, that is to say the construction

of a solld wall out by one door between Reams 11 and 1lé which would

follow the red line shown on the attaehed rough drawing (Annex 1).
She approximate cost of the wall is Sw.Fr. 496.~ a8 ahown in Annex IT.

This estimate does not include the cost of tho door, but we have been
advised by the building architects that they will install the door at

a cost of approximately Swef'r. 200e-. At the same time ve would point

out that reasonable sound proofing of Rooms 3 (Messrs. Clark and
Bourbenniéra), 9 (Mor. Wershof), 10. (Mr. Jay) and 11 and 12, is idkoly
to be recommended by ire Uacheile

6. The solution we are vecoumending woud heve the advantage
of providing the stenegrephers with a reomy well-lighted and ventilated
area, convenient to the officers and to visiting delogationa. The
necessary work would cost relatively Little and would be easy to executes

This solution would still leave the libravy ~ Room 12 - (slightly
erilarged by having been squared) availeble es & smaller conferénce
room for ad hoc meatings as required by visitors. The table in that

roon can seat ten persons. confortebly. Finally, although the separation

of Roome ll and 12 will defeat their intended combined purpose as a

projection room, it is a fact thet our projector is rarely used in the

office end when necessary sould still be exployed in Zoom 11 alone.

fo: fhe only residual problem that would-be created by the

recommended siteration would be the need to dispose of the particularly

large conference table (and possibly some of its chairs) now in Room Li.
if you approve our recommendation, as we very much hope you will do by

telegram, you might wich te indicate what should be done with this

valuable, hodsome but bulky piece of furniture. Perhaps 1+ might be
sent to a larger Niseion for use, perhaps, es a library table. At the

sare time you might wieh to let us kiow whether it would be in order

for us to allow our technician to make use of Reom 3 for his work

shop, should the stenographers in fact be moved to Room li.

_.M. H. WERSHOF
Permanent Eiasion
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| FROM: THE UNDER-SECRETARY OF STATE FOR Date: S@Phis. Ade t2P 22.
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References

Please retain despatch case No. 118

as requested. The keys are being sent to you

under separate cover by air courier. Would

you kindly acknowledge receipt of keys and

case in the customary way.

J, TIMMERMAN
Under-Secretary of State

for for External Affairs.

EY
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Distribution
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¢ a 3 | -
, os Ottawa, “oPtomber 13, 1957

FROM: THE DEPARTMENT OF EXTERNAL: AFFAIRS, CANADA | -

To, TE CANADIAN PRRMANENT DRIEGATION, GENEVA, SUI'RZERLAMD.

We are forwarding by ( alk COURIER 5 ) the fol lowing: -
ONE (1) ATPASHE Cash #118 - ( This cause is clrcady in your

possesion was brought over by Mr. Hawnond for the

recent 24th session.)

‘TiO (2) RE¥YS SL 46 for the above cage attached heregith.

Please refer to your letter No. 590, of aug. 27, 1957 and our
reply DSS523 of Sept. 15, 1957.

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R. .

J. TIMMERMAN

Under-Secretary of State
_ For for External Affairs

Att: C. dfOrnano, @. Lh. 2, Rn. 252 Hast Block.

This is to certify that the above mentioned items have been received in
good order.

Place Date Signature

Ext. 278 (Rev. 2/53) 
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EM LDN SEP 2/57. UNCLAS”
. TO. EXTERNAL 2261

FOR DL¢ay a | |
MACNELL TO BERNE AM SRD THENCE, 0 GENEVA “1TH RETURNING LDN ABOUT ‘43TH.
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~. “References. 22

“Nae Folie’ Hammond; who was Bbtacned. 4 to. ‘the’ Canadien: Ty
lo, Delenetion’ “to: ‘the. 24th Session. of thé Economic. and Social. ‘Council,
* “Tleft. by mistake Despatch casé Noe 118 here in, Genéva. He. had. troneht a

. ‘this : gase: over BS a ‘Gdplonatig Pouche. ;

ay ooo ‘Rather then’ send this ‘rather. bulky ¢ case ; “pack. ‘to “Ottawa
“wee aie: wondering 4f:it would not be simplet to forward the keys

For.’ ‘ib, Bo | us cand we: would teke Ait into, our Anventory.: Jo

3: _ me oe present, we heve two. déepaton’ cases ‘on: “inventory and -
‘can, 1 almags use a third: when. we have’ delegations, here.’ oe ee,

WE H WERSHOF
- Permanent Bission.

ae Internal, Ta:
o\¥.Circulation.. 3] wey

ae D
|
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We have ‘recently incorporated a umber of ainor
exenduents in our Standing Orders for Security Guards. <Accorde.

_ ingly we are attaching.a copy of the revised standing orders
dated dugast 20, 19570

You will note that attached to this revision
are sample duty schedules for the period when all three guaris
are on duty and for the period when one guard is on leave.

In the former case exch guard works approximately 44 hours
per week, and in the latter approximately 56 hours per weeke

Perzanent Mission
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COMPIDENTIAL

—— kagast 20, 1957
STANDING ORDERS FOR S TY GUARDS

The Head of Mission is responsible for the security

of his poste Mre Jay has béen designated by him as Post Security

Officer and is responsible to him for the enfereement and control

of all security arrangements, including the supervision and direction

of the security guards in their conduct and faithful, diligent and

efficient discharge of their duties.

2e Whether on or off duty, the Gonduct of the security

guards must be irreproachable. When on duty they are to be neatly
and properly dressed. They will be alert and attentive to their
duties and must be polite and courteous in their dealings with
callers and menbers of the publice

Je Guards will familiarise theuselves with the Depart=
mental regulations, the Standing Security Orders of the post, ani the
foll@winge

de _ Seourity guards, as all Canadian-based staff, sust
be meticulously careful about divulging information to unauthorised
persons. Loose or unguarded talk can cause incalculable damage.

BASIC DUTIES OF SECURITY GUARDS

56° - The primary and overeriding duty of security guards
is the protestion of the Chancery in the danger grioa of the quiet
or noneworking hourse Certain tasks may be assigned through the:

: Security Officer to guards during their tours of duty, but nothing
must interfere with the protection provided by the presence of the

. guard in the Chancery at these times, Protection of the Chansery

will require the guards tor

a) carry out systematic inspections of Chancery offices
and equipaent with the object of

(4) detecting and reporting any physical or audible

signs of surreptitious entry or physical pene»

tration being or having been effected or attempted;

(14) ensuring »« « «© «

000509
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(44) ensuring that security procedures relating to the
- gafe custody and handling of classified material

have been properly observed; .

b) safeguard and control security keys;

c) maintain and repair security containers and periodically
change coubination settingss

-@) install or replace security locks, volte; bars on
7 Chancery doors and windows;

-e@) supervise the char staff and any local worken whilst
on the premises;

f) collect from the Communications Section the white bag
of classified waste, take it to the United Kingdon

Permanent Mission and destroy its contents every Thursday.
This task will Ge recorded in the Logs .

@) maintein 6 daily written record or log which will include

(4) tines when guards are posted and relieved,

(41) duties perforned,

(441) security infractions uncovered,

_ (iv). receipt of telegrams and messages during quiet hours

(v) adnittance toChancery” during quiet hours,

~~ (vi) any unusual circumstances: encountered during ‘tour of
duty and action takene -

be Within the broad framework of the above, the
specific duties of the guards will be performed as described in the
following paragraphs

Te Oo In sddition to performing norsel guard duties,
the guards wills .

a) report as directed with the Security Guard Log Book to

the Post Security Officer, who will examine all. entries

and initial the booke Any special instructions. to guards

‘Will be « 0 «© « 000510
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will be entered in the Task Book by the Post Security
Officer andguards will ensure ‘that they understand .
these; ._.

b) draw up monthly duty rosters for the epproval of the
Post Security Officers

c) ‘be responsible for the custody, issue and return of
all keys, tools, locks, security equipment and spare

‘parts and the maintenanee of an inventory of all such

items on charge to the post; .

a) suggest to the Post Security Officer any action which
‘they believe should be taken to improve the arrange=

ments in forces for the security of the Chancery.

GUARD DURIES AND SHIPRS =.

8e ‘When one. guard is absent cover is provided in
accordance with the attached specimen twoeguard duty schedule

(Annex 1). Otherwise the attached three-guard schedule. will
apply (Annex 1).

GUARD OM EVENING SHY -

% _— - ‘On taking over the evening abift at 5:30 pete,
the guard will

a) ‘enter ‘in the log the time of his taking over the shift,
' and sign the log book to indicate that he has read and

understands. any special instructions which have bem

entered in the beok for his guidance and attentions

b) collect the security goard task book from the: Post
Security Officer and the Key Ring from Registry;

c) ascertain from the receptionist what visitors and.
menbers of the staff are in the building;

d) collect and return to safe any paper or other matter,
which may have been in use during the day but must te —

kept in the safe at night;

e) confirm that three boxes of keys are in the safes

f) shut and... .-
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e f) shut and lock safe.

10. As menbers of the staff leave the premises, the
guard will take custody of their office door keys. The receipt of
keys will be recorded individually on the Daily Key Control Sheet,

and the keys will then be placed on a board provided for the purpose.

He will also replace on his Key Ring the key to the Registry Chubb

grill entrusted te the stenographers.

lle gen ‘eit the steff and visitors have left the
prenises, except those Yeaaining after the normal closing hour, the
guard will securely lock the main entrance (ordinary lock only) and
carry out his first quick round of the premises with the object of

a) enéuring that all windows, the entrance door, the doors
to the offices of the Accountant and the @fficers, end the
two grill doors axe secured and that no fire or water -

_ kRazards from burning cigarettes or running tapa, etce,

exist;

b) exanining possible hiding places 4n wnich an intruder
may conceal binmself; .

Gc) ensure ‘that no Classified file, document or other sen-
sitive material has been left on desks or is otherwise

unprotected.

12. So Hewill einit, log in and oupervise thecher
WOMB « 

.

136 | Having assuned responsibility for the guard ‘of
the Chancery, his most important single concern otherwise will be —

the: close supervision of the char woran. This supervision does not

imply occasionally checking her presence, but the close and un-

interrupted surveillance of her activities.

14e The char women will not clean either of the rooms
- in the Communications Section. Her work in the Accountant's office,

the officers' offices and in the back area = including the. Registry

@ will be especially closely watched: The guard will open the first
of these offices to be cleaned, admit the char woman « checking her |

equipment = and keep her under the closest surveillance until that

room ie cleaned. He will then see her out of the room, reelock

the door, and proceed with the cleaning of the other offices and

the registry in the same way until all have been cleaned. While

it is desirable to clean the registry as often as possible, it

may not be convenient to do so every night because of late work.

It must in any case be cleaned at least as often as every Monday

000512
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mornings Whenever the char is in the Registry, all classified material

should be locked away and the key board locked in Room 1.

15 e When all of her work forthe evening has been
completed, the guard will log out the char woman. Then, with the ene
trance re-locked, (Chubb lock only) he will make a thorough inspection

. for signs of possible tampering with the prenises or equipments

16. After all visitor#, all local staff and Canadien

‘meabers of the staff other than those remaining very late have left
the premises, the guard will carry out his first mein round of ‘the
shift in the course of which he will

&) reecheck all security containers not still in use to
ensure that they are properly locked;

b) rescheck whether azy classified files, documents or: ..
other sensitive material has been left on desks or

otherwies unprotected; |

o) carefully reexamine oll rooms, inoluding doors, windows,
Walls, containers, etc., for any signs of tenpering or
atteapted entzys -

a) unlock and leave open the doors except the entrance door
and the two grill doors.

Lio - When the last Communications employee leaves at

night, the guard will ensure that he has left the Chubb door to the

Communications Section locked and has left the accordion grill in

Room 5 shut and. ‘locked, with the shutters all the way domi

186 - 0 ‘When the Last person has left. the premises he
will lock all- security containers still open, will ccnupletely lower

the shutter in the Registry and will shut and look the Chubb door

on -the | Registry.

19. oS The guard may then proceed with certain incidental
tasks which have been assigned to him, such as repairing locks or other

equipment, examining materiel or furniture which has beex retumed to

the Chancery after repair, stemping envelopes, stapling or sorting

paper, eto. The completion of these taske is to be recorded in the

log and in the task book.

mutes cee
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2. § The time of takeover of keys and responsibility
by ‘the oncoming guard will de logged both by his and by theguard,
coming off Gutys as described in paragraph 9 a)e.

2le sO, Al though he is permitted to sleep on n duty on
the late night shift, the guard should ensure by means of an alam

clock thet no period of sleeping is. longer than three hours duratione

‘Between naps the guard will cerry out additional inspections of the
premises along the lines described above. Tines for these checks
will be staggered from night to night and Work on incidental tasks
will be adjusted to the necessity of carrying out rounds as ordered.

4 eee On Friday nights the guard will open ‘eact of the
boxes in the safe to verify the contents against the inventories ane

tained. therein. He will also check the general. contents of the safe
against the inventory of the items kept in it, a copy of which is to

be found on the second shelf of the safe.

23e ‘On Monday mornings the guard will admit and
supervise. the char in the manner described above. On Thursday
mornings he will go off for breakfast after 00245 hours and will

return to the office for the burning exercise at 10230 hours.

24e 7 Each morning. the last reguiar inspection skouvld
be carried out at approximately 67:00 hours. During the hot weather
the guard will use his discretion about airing out the offices and
lowering blinds to provide shade from the hot morning sune By.07230
hours he shoulds mo

(a) reelock the offices of the accountant and officerss
. .(b) open the Chubt' door inthe registry, ensuring how.

- ever that ‘the grill door is locked; .

(co) open the folding grills in all rooms other then room n 5s
80 equippeds

(a) - remain on duty witdl he nas issued. from the key doar
against récomiing on the daily control sheet -- keys ree

- + uixed by members of the Mission (he is not obliged to
stay later then 08245 for this purpose) o
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256 To facilitate the issuanse of keys the key board
may be hung. temporarily in Rooms 3, but the guard must take care to

enaure that it will not be viewed by unauthorised eyes and that it is

returned to the registry before he leaves the office. In the course

of this operation he will also remove from the Security Guerd Key Ring

and. entrust to the stenographers his key for the Chubb grill leading

into the registry. The Security Guard Key Ring will be hung on the

proper Peg on the board before the guard leaves.

266 _.s Tip the course of carrying out his duties, the
guerd on any shift will alac be responsible for re-admitting nenbers

of the steff: and returning to them their keys, receiving messages ond

telegrams, dealing with callers, stc. If meabers of the local staff

return to work-after hours or early in the morning, the guard will

re-lock any sensitive offices which have been left. open and keep then

locked until such lecal mexbers have left the premises. Particulers.

of all staff adwitted, menseges received and callers Gealt with will

be entered in the Loge”

270 ' On Saturday mornings’ during the period of two=
guard cover the Canadian staff mexber on duty will take over fron

the departing Security Guard responsibility for custody of the keys.

At 12230 peme the Security Guard who is to be on duty on Saturday

night will relieve the skeleton staff of this responsibility and will

remain in the office at least until 1:00 pem. Before leaving the

offices he will uske a final round and log its» On Sunday mornings

ait -will be the responsibility of the guard who ‘is going off duty to
ensure

_- (a) that the offices are secure, that all doors in the offices
. are locked, end

(bo) that- the Security Guard Key Ring is given to the guard
who will be on duty over Sunday night.

266 - On Saturday mornings during three-guard cover

the guard on duty should arrange to go for his lunch and to return

to the office before 1200 Peo ~~ ;

Security Infractions

29 - Ty the event of any real or suspected security
infractions or security threats being discovered by the guards dure
ing the quiet hours, they will be dealt with as. follows:

(a) Tf the « « « © e

, , 000515
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If the security infraction is of the sort which re-
gvettably may occasionally occur (security containers
or rooms not properly locked, classified material left

@bout in exposed or vulnerable positions) the guard
Will take immediate action to protect the material in-
volved. If a security container is discovered +o be

‘dmproperly locked, it should be locked and an entry

made in the log for the information of the Post Security

Officer. If classified saterial is found exposed, it

should be sealed in an envelope, addressed to the Post

Security Officer, and placed in his drawer in the Registry.

The envelope should contain a report by the guard outlin-

- ing the circusstances of the infraction and the action

taken. The incident should be logged. In this connestion,

it should be olearly. understood that the responsibility of

the guard. enis when he has discovered the infraction and

taken the proper safeguarding action. The Post Security -
Officer is responsible for any subsequent investigation .

and corrective action.

If the circumstances are of an unusual nature and if, in

the opinion of the guard, an eaergency or threat exists

‘or is imminent, he should immediately commmicate by

telephone with the Post Security Officer. If this officer
cannot be located and he is unable to contact any other
officer, and he considers such action warranted by the nature

oof the emergency, he should communicate directly with the

Head of Post. If unable even to locate the Head of Post, ©
he should inetruct the off-duty guard to report to the

Chancery, explain the situation to him, and have hin

acquaint the appropriate officer with the facts in psrson
with the least possible delay. These events should be

logged.

Supervision of Local Workaen

30 The recent preseuce of local worksan during
the preparation of these new offices constitutes a security threat,

the danger of which cannot be over-estinated. It is a situation

which has been successfully exploited many tines in the past end
can be exploited whenever the utsost vigilance is even momentarily

‘ pelaxed. It should always be assuned that an alien workuan, howe

ever well~knom and trusted, is a highly skilled technician in an
offensive intelligence service.

Sle Once e « « «
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31. - QOnee the basic préparations in the office have
been completed, work involving repsirs and maintenance should be
carried out by the guards.- When this cannot be done end when the
enployment of local workzen is necessary, the following steps will
be taken to minimize or eliminate the security threat which their
presence in the Chancery involves:

(a) Arrangements, if possible, will be made to have work
carried out on Saturdays or Canadian holidays so that

certain areas of the Chancery may be locked off and
the defensive action concentrated on the room or
“rooms where the work is beingdones

(b) If wore than one workman is involved, and depending on
the nature of the work, the offeduty guard should be

‘recalled and, if necessary, a meaber or wembers of the
Canadian staff may be required to ensure the necessary

close individual supervision of workuen.

(c) All tools and equipment should be carefully checked on
the arrival and departure of the workmen, and a most
‘careful examination of the rooms involved will be made
at the ‘completion of the jobe

Deliveries to the Chancery

320 "an effective method of penetration is the
installation of certain devices in farniture or equipamt which

has been sent off the premises for repairs. All such items will

be subjected to the most minute examination on their return be-

fore being re-installed. very delivery, even thet of the most

routine nature, made during the guard's tour of duty should be

carefully checked and an entry to this effect made in the log.

Deliveries made at other times will be brought to the ettention
of the guard next on duty, 20 that he may carry out an inspection,
the results of which he will record in hia loge

330 fhe orders promulgated for the guidance of
security guards in discharging their responsibility for the pro«
tection of the Chancery are not designed to meet a security threat

based on forcible entry or . Paysioal attack. This possibility is
discounted.

| Bde The danger lies in surreptitious entry being
effected, leading to the installation of intrusion devices and...

the gaining of access to classified material without the knowledge
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| t. Theof or arousing of the suspicions of the officers of the poste

threat is a real and ever-present one, and can only successfully be
‘coubated by the most constant vigilance and scrupulous attention

to detail by security guards and all other mexbers of the Canadian

eteff. , .

Max Wershof
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- STANDING ORDERS BOR, SECURITY GUARDS
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sy oP

' The Head of iiaeion is responsible | for the. security
of, his posts Mr. Jay has: béen designated by him'as Post Security
Officer’ and is: responsible ‘to him for’ the enforcement: and ‘control
of all security arrangements, including ‘the. supervision and: direction
of the security guards ‘in. their conduct and Eedtetuky: diligent and.
efficient: discharge of their dubias.

“August 20, 1951"

t 20° Yhether: on or: ‘aft duty, the conduct. of the ‘seourity vo
guards” must be. irreproachables When on. daty they” are to be neatly
and: ‘properly dressed. ‘They will be alert and attentive to their
duties and must. be polite and courteous in their deskings with’:
gallers and members of. ‘the Public.” " . .

30 os Guards: will, ‘familiarize themselves: with thie Depart-
mental regulations, the Standing Security Orders of the Poaty and ‘the .
followings | re Pe

re Ae a " Security guards ag all Canadian-based | étage, must
be meticulously careful about divulging information to unauthorized
personse -Loose |or unguarded, talk | can cause incalculable. damage . wots

BASTG burrs OF: SECURITY GUARDS 3

is the protection of the Chanéery | in. the danger. | riod of the quiet:
y"sOr noneworking | hours. Certain tasks may be assigned through the |

- Security Officer to guards during their. tours of duty, but nothing .

nust interfera with the protection provided by the presence of the .

will require the guards tos .
oo

a). ‘carry out systematic’ Jrispections of Chancery offices, a aL
and. equipaent with. the object of a “ a

2) detecting and reporting any. physiéal or audible
signs of surreptitious entry or physical pene- -

_ tration being Or having, been effected |or attoapted)

Be oF Whe: primary ‘and overstiding duty of security guards.

* guard. in’ the Chancery at. sess, times, Protection of. ‘the Chancery oa
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Via ne ay '

. 4 s 4 ,

4

af tae

aa ‘ensuing ‘that? security procedures ‘belatane t ‘to. the me io as
vs...) safe! custody and-handling of classified ingterial” we

hays: ‘been. properly observads ° vO SS Osea

satéounn ana cout) ‘Beourtty: Keyes
: , “ 

“V ‘Ab

:. -@). “naintain and repair “eoourdity containers and } peribat cseaty
ne mat change. combination, settings; _ ar J

Me: ¢ “Sristal’ ox’ wages: ‘pocuitity looks, ‘bolts, are on” Te , fee ‘ ee
7 a Chancery, doors ‘and. ‘windows; ns Ot, OS Me ey

ee). ‘supervise: “the char state, arid any Yoeal orien, whist > i. .on ‘the promisoss ee moe fee, wed pt : me os mo
i. ». ‘gollect ‘from ‘the Conmundestions § Section. ‘the white. a bai oS ; re
wt ’ -of classified waste, take it: to the United Kingdon age o-

. ” Permanent: Mission and. destroy its. contents: every. Bhuroday.. 7 © “
~ This. task wiLT te _Fecorded. An, 2 ths Logs .: ye Oo he .

: - - 6) ‘néintain: a’ daily weitten "veeord, ‘or “Log whieh: wii, ineluae .
we .he o

S (2), times, when guar ‘ate posted ‘and, relieved, : o . a : ee ae

. ae fem r eo ny Reii) duties: pevfoimed, Pn Sag .
“Ge ii ys security: infractions uncovered, ene ie

fi Focsizt' of, telegram, ana | sede guring auset, hours e , vl

7 oa) any’ ‘addeua, cirounsinces encointeta ain ‘tou of s one ‘
oe Buty and; action taken. . ; ua : 2

Ge a ‘ith: the ‘broad: ‘Gramowork < of: ‘the. above, ‘the - tespecific. duties ‘of the guards. will: ‘be Perfomed as. {deseribed in tho’ oo
following peragraphes sony ad ae

gy , report ¢ as - digested. “With the. Security. Guard: Log ‘Book to i a
the: Post ‘Security:, Officer, who will examine all: entries, me,
and. initial ‘the; books a Any. Special Anatructiong; ‘to enars- aaa

: “ vind te eee “8 990520
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“- will be entered in the fask: Book by the. Post Security
Officer and. guards will ensure that they understand
these;

b) -drax up monthly. duty rosters for the approval of the
. Post Seourity Officers

c) be responsible for the custody, issue and ‘return of
all keys, tools, locks, security equipment and spare
parte and the maintenance of an inventory of all such.”

items on charg re ‘to the posts

ay: suggest to the Post Seaurity Officer any action which.
_ they believe should be taken to improve the arranges .

_ments in force for the security of the Chancery.

oe Guany bye 2S AUD SUIFIS ~

‘Be : Vinen one guard. is absent cover is provided in
accordance with the attached specimen twoeguard duty schedule
(Annex 1)» Otherwise the attached three-guard schedule will
apply: (Annex It)»

GUAT) ON - EVER ENG SUIFT =

oe | . n taking over the evening shift at 5130 Deliles _
‘the guard: wild . ; .

a) enter dn thie log the time of his taking over the- ‘ghift,
and sign the log book to indicate that he has read and

' understands any special instructions which have been”

entered in the book for ‘his guidance and attentions

b) collect the security. guard task book from the. Post ©
ae Security Officer and the Key Ring from Registry 3 —

_¢). ascertain fron the receptionist what visitors and
' ., fgembers.of the staff are in the building;

- a) collect and-return to safe any paper or other matter,
‘Which may have becn in use during the day but must be

kept in the safe at nights . .

a) confirm that three boxes of keys are in the safe;

£) shut and e we oe -
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o£) “shut andi deck safes: ch TS eas s oT os PAs
Sy ae Sige ie " + is 7 “ . oy : LY : : ’ a a at a : we Po ts

whe de ° he menbers of the start Leave the premises, ‘the
+, guard “will take’ custody oF their office door: key3s ‘The receipt ‘of.
“keys: will per recorded individually, on the: Daily Key’ ‘Control Sheets. =

le and. the: ‘Keys: “Will. then, be: ‘placed on & board ‘provided for the purpose... ok
Fs He will: ‘algo- ‘replace on his Key, Ring ‘the Rey, to, the Registry, Chubt-. =

eral entrusted’ to the Stenographers : - a

BO a ly “Athen ‘all, the staf? and: ‘visitors’ have left the os aeprenisés; éicept. {hone ronaining after. the normel closing: hour, } the: o ae
guard, will: ‘securely Lock: the. main: entrance‘ {ordinary Lock. only). and. 6 Dre?

, carry out, his first; :quick: round: .of the premises with the ‘object. a eS

oe a) exisuring- that all. “windows. the entrance : door,’ the ‘doora 2 = Sy Sans
RTE OTS tg thé offices of. the. Accountant and the: Officers, and. ‘the a

TLS Hs ele oO RWO: grill doors are secured and that no‘fire or. water _
BY ae nt Hegards from. burning cigarettes or Tanning ‘tapsy oteas a se

- oxists , ne . Bee

)- exanining possible hiding ‘places in’ gol an intauder S . a a
oe may bpriceal himself;- wo fs ee sy So So

aoe

:) - ensire ; ‘that. nd ‘classified Site; document or. other. gene. \ te
a sitive material “has. heen. left, on desks or is: 3: otherwise” net : . ar

o ‘unprotecteds: . ; . 2 . oe oa Tepes oy . cs “ee . oy a a a S " ae : Ae a

“He mall anit, los! in and supervise the cha 7

co ea es * Hadi assumed | responsibility ‘for the ‘oad ‘of Oe ey“tie Giiandeny, hie’ most important’ single concern otherwise Will be. °F ts
er, wa the: Glose Bupervision of .the char’ wonans This: supervision doas nob: we eee HEP
oS Fok os imply occasionally” checking her’ presence, but the close and, une are

_insexrupted: surveillance, of. her: activities. me a v af a

oe mags oe ° he: ‘char’ ‘woman wil not lean, either. of. the: rooms :watt - oo ‘in’ the: Communications : Section. - Her work-in the. -Accountant's office, | * |
‘ *. the: officers offices and “in, the back area = ineluding ‘the ‘Registry.

. ‘= will ba especially. closely. watchieds:: ‘The’ guard , WLLL open the first .
OF these offices 406 ‘be ‘cleaned, admit. .the ‘char’ woman - checking her.
eqidpnent -: ‘= and keep her: ‘under thé closest’ surveillance until that
= TOom | ‘is: ‘pleaned. . He. will then - Bee. her out of “ane, TOOM,: teelock |
the’ door,: “anid: proceed ‘with, the’ ‘cleaning of. the: other offices. arid vote ve,
the ¥égistry. in the same Way until all have bedn cleaned. While yea 2 akties desirable :to clean the negistiy.as. often'as possibles' it: * 0 54Spte!) may. not. be: ‘convenient: +O do” SO ‘every night : -because ‘of. ‘Late works et -

nt ‘end Et, ni tn! any’ case. be: ‘eleaned at least 6 as often, aS every. Monday es
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ee 5 oS os
r* es rs ° ane

' goming: “inalave “the char de. in: “the Hopistzy “ald ‘olessitied. materiel. oes
_ Should | be: locked, emay and the, key: board locked in ‘Room ie Mea, Po 8 a :

We US . then. ‘dll of her ‘noxk. for. thie’ ‘ovelting es ‘been’ MOR
“Teoaplsted “the” gies WiLT log ‘out. the ‘char WOMAT«.- . Then, with the-ene

rarice re-locked; : (Chubb | lock only) “he will make ‘ ‘a thorough inapaction * ee
for:‘Signs. of. Possible, ‘tampering. with ‘the premises or oquipment

“166. a “after ‘ali. visitors, all’ ‘Goeal: stare and Canadian | ce FT
ae ca ae . members” ‘of. ‘the ‘State. other than’ thosa- remaining vary late’ ‘have left: 3.0.5 0. 8

the premisés, ‘the guard ‘will curry. out hia’ fitet main, ‘round of. the aa ae
Shift: in. ths, course of which he! waLL as, a SR

wt a

eons ye ve-cheek whether.“ang elansified ‘piles, ddcunenta « Or ee,
7 ; ‘ <pther : ‘sensitive material hag been’ lant On. agsks: or 7 - -

ve otherwise unprotecteds’ ae . et oy

|

|

reer a ' ey vearefully ‘re-examine. aia rooms,’ including “aoors;, windows. Bem,
es eS ag MOLLE 5” containers, etees: ‘for Bay signs’ of tampering. or. vos vs *

|
|

|

oe Ba . o | _sttemptes, entzys aS oo

on Sa a a): ‘unlock’ ‘and. leave: ‘open the: doors axoont ‘the’ ‘eitrenoe | ‘oot ‘ Cth gg ee
; oes ent, < 3 : aad the. ro: grid: doors: Mit ee cele eS

' “aye 27: When. the: last’ Conmunieations: ‘euployes Leaves ae’ a * me
“night, the: Giora will? engure thet he has left the-Chubb door: to the eg
‘, Communicationa Section.‘Locked and. -hes left the accordion, grill in.
~-Room 3 shut and, i, Locked,’ with, ‘the Shutters all. the way. downy,

5 1é. Co a When the’ Last: ‘person ‘hes left. the. premises he vad fay
«WELL Look: ‘all. seourity containers. still open, will completely. lower: °
“the shutter. in: the: Registry | and. wal, shut: and ° ‘hook, the: Shubb door '

: | on, theReeiotry. yt ee + - os oy

oe a 198" aren - The jmard, may. ‘then: procied with ‘certadii ineidentel” se
Bees oe tasks ‘which - ‘have. been assigned °to ‘him; such as ‘repairing. Locks or. other’ . 7 e Maw

setespmenty examining* material: or. furniture which has. béen: retumed: FOU Ee
coe the Chancery after: repair, ‘Statiping ‘envelopes, stapling or. sorting = oe
4 cS ae ‘papery. ates” The ° ‘completion:of. ‘these: tasks: is ‘fo. ‘be recorded in the: Te

tie tee ‘aud ini the task’hook. So TE Oe eS as
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hy 208 | > oe boc} thie tans. ‘of takeover: of keys anid | seaponsbisty
_.s by the ohoomiag. guard will ‘be Logged. both by hin and. by the guard,

; “eae off. Anti. a5 “described. in Paragraph 2ales ; .

wom ble: Soy ded ne Ll “yuthouh ‘he. 49 ‘permitted . 0 sleep of ‘auty: 0 on”
oe 3) Uthe Late ndent shift,’ ‘the’ guard’ ‘should ensure by means‘of, an, alaxn |
at f ‘*". Lock. that, ‘nod period of. “sleaping | is ‘Longer than’ three hours durations 7
ce bl ~_ Between’. naps,. the guard. wil) carry out additional” ‘inspections of the.

va ‘prémises, along: the. Lines ‘deseribed. above. - Timas for. these: checks 7 ve *
hos” WALL be. stagaered from:night. to" ‘night and work on: -ineddental teaka! 0S

a ‘will be, adjusted to thenecessity: of carrying out’ rounds oe ordered. _ tas

|
|

me Be.” : eres “oe on “"Priday nights the guard wil open’ ‘each of: the. no Ph

|

ts _ ‘yoxes in the ‘afe 40, verify the contents against the, inventories - on= * oo
2 tained therein. | He: will also check the. general. contents of the safe:

: . against: the’ inventory of the items kept Jin: it, a Sony SE whieh, ia to.
pos Be found on the second Shelf of the safes fo 8: Lo noe “a Se

ee mee wl Cott aN

oe Qe: Lethon oy On Monday: horninga ‘the.‘quar. wil adniié and Y rare
a supervise: ‘the ‘hee’ ‘in. the. manner described. above. | On. Thoreday — wool
‘mornings “hewill go: off: for breakfast after08345 hours and will’, re
~ voturn. ‘tO. the office for. the. burning exercise at 10350 |hours. oo a eg

ns chi

. wie ~ ot * vey 4 fe,
eo

Bhe CR et ‘Bach morning. the last regular inspection: should. - woe
be, carried’ out. at ‘epprozinately ‘Q7200 hours. -During the hot: weather. EN
the guard ‘will. use.his discretion about airing.out. the offices. ana. res Dae

; “Lowering blinds’ to: provide, ‘shade’ from the. “hot. morning |‘Sane’: Py 07#30 .
“ hours. ‘he, should” OE race OE Ba one

a

Sey fay retlock the: offices of “the ‘gecountantTM and:oreiodray
y

(22g, Cb) sopent the ‘Chubb doce. ‘in the sédiotry,. ‘ensuring howe a | eee
wee ae, o saver that ‘the er door. is’ lockeds : : oles

Me (8). abst | the folding efilis ih, al rooma other: ‘than Toon. ee CES sg
oe "80" equippeds. oe mee Re a os

tb oo opel ar . wa

wwenain. ‘on, duty, until he hes dsgued: “Som the, key: beara 2 we ad ye
against ‘Fecording, on. ‘the daily ‘control sheet we ‘kaya: ree OO

' quired: by members’ of the Mission (he is not: ‘obliged to woe Eee eee
a sey, later than. ‘08: 45 for this. Burpose) et tee a A,

. . wis

. . oe *

ot : Los d ‘

. . 3) 3 “ a‘
“t mw .

- e 10 .e@ -e--e «© .¢ .
~ oy , -- s a
, * i y wa

a , mt wo a

a? tot
. We,
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250 mS To facilitate the issuance of keys “the key board
. May be hung temporarily in Tooms 3, put. the. guard must take care to
: ensure that it will not be viewed by unauthorized eyes and that it is

_ returned to the registry before he leaves the office.;- In the course

of this opération he will also remove from the Security Guard Key Ring

and entrust to the. stenographers his key for the Chubb grill leading

‘into the registry. The Security Guard Key Ring will be hung on thas

proper peg on the board ‘before. the. guard leavers .

26. So ‘In the course of carrying out his duties, the | .
guard on any shift will also. be responsible for: re-adnitting. members —

. of the staff and returning to them their keys,. receiving messages and

' telegrams, dealing with callers, etc. If members of the local staff

‘return to work after hours or darly in the. morning, the guard will.
/ veelock any sensitive offices which have been left open and keep them

Locked uitil such local members have left the premises. Particulars —

of all staff admitted, messages. received and callers dealt with will
be entered in the loge ..

2Te . , - On- Saturday mornings during the period of twoe
guard cover the Ganadian staff mesber on duty will take over from
the departing ‘See ucity Guard responsibility for custody.of the keyse

At 12:30 peme the Security Guard who-is to be on duty on Saturday

‘night will relieve the skeleton staff of this responsibility and will

-wenain. in the office at Least until 1:00 Pele Before leaving the _.

offices he will make a final round and log-it. On Sunday mornings: .

it will: be the responsibility of the guard sho is (going off duty to
ensure

(a) that the offices are ; secure, that all doors”in the offices
' are locked, and

(b) that. the Security. Guard Key Ring is given to the guard
‘Who will be on duty over Sunday night.

286. - On: Saturday 1 mornings during throe-guard cover
the guard on duty should arrange to go for his lunch and +o return

to ‘the office before 1:00 Pane , o

; Security Infractions

the event of any ‘real or suspected securityinfractions’ or security threats being discovered by the guards dureing, the quiet hours, they will he dealt with as follows: “

(a) If thes...

, 000525
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fa) 3p the ‘security infraction is: of the sort which re-
- grette ably may. occasionally occur (security ‘containars

.or rooms not properly locked, classified material left
- about in exposed or vulnerable positions) _ the guard
‘will take immediate action to protect the material ine -

' volved. If a security container is discovered - to. be”
improperly’ Locked, it should be locked and an entry
made in.the log for the information of the Post Security .
Officers If classified material - is found exposed, it
should be sealed in an envelope, addressed to the. Post
Security. Officer, and placed.in his drawer in the Registry.

_ The envelope should ‘contain a report by the guard outlin-

- ing the circumstances of the infraction and the action

takene The. incident should be logged. In this connection, ©

it should be clearly understood that the- responsibility of.

the guard ends. when he has discovered the infraction and

taken the proper safeguarding action. The Post Seourity . .

Officer is responsible for any ‘subsequent investigation
,and corrective actions ~~ .

(b) Te thé circumstances. are of an “unusual nature and. af, in >
the opinion of the guard, an emergency or ‘threat exists

or ia inminent, he should. immediately communicate by

telephone with the Post Security Officer. If this officer
_ cannot be located and -he is unable to contact any other

officer, and he considers such action warranted by the nature

oof the emergency, he. should comaunicate directly. with, the

Head of Poste. If unable even-to locate the’ Head of Post, --

hie. should instruct the off-duty guard to report to the

Chancery, explain the’ situation to him,: and have him

../ @cquaint the appropriate officer with the facts in person
+ with the Least possible delays. These events should be |

Logged. : ST ,

Supervision of Local Yorkmen

“B06 : me che. recent pres ence of local. workmen during
_ the preparation of -these new offices constitutes a security threat,
the danger of which cannot be. over-eatimated. It isa situation |

which has been successfully exploited many tines -in the past and oe
can be exploited. whenever the utmost vigilance is even nomentarily

-welaxede It should always be assumed that an alien workman, how-

“ever woll-lnown and trusted, is a highly skilled technician in an
offensive intelligence services

Ble Gnee ne

000526
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31s. ; .. once the! , pasie preparations in the office have |
been completed, work involving repairs and maiiitenance should be
carried out by the guards... When this cannot be done and when the

employment. of local workmen is necessary, the following steps will
be taken te minimige or eliminate the security threat which their
presence in the Chancery involvess .

(a) Arrangements, if possible, will be made to have work
_ carried out on Saturdays or Canadian holidays so that
‘eertain areas of the Chancery may. be locked off and

the defensive action concentrated on the room or .

rooms where the work is being donee

(b) If more than one workman is involved, and depending on
- . the nature of the work, the off-duty guard shold be ~

recalled and, if necessary, member or members of the

Canadian staff may be required to ensure the necessary

' Glose individual supervision of workmen.”

(c)) all tools and equipment should be carefully checked on
: the arrival.and departure of the workmen, and‘a most .

. .tareful examination of the rooms involved will be made
. at the completion of the jobe

_ Deliveries: to the Chancery

324 Lo an effective method of penetration is the
installation of certain devices.in furniture or equipment which

has been sent off the premises for vepairse All such items will
be subjected to the most minute- examination on their return be-
fore being. re-i installeds hvery delivery, even that of the moat — .
youtine nature, made during the guard's tour of duty shovid be .

“ garefully checkeé and an entry to this effect made in the log.
~ . Deliveries made at other times will. be brought to the attention -

of the guard next on duty, so that he may carry out an inspecticn, -

. the results of which he. will record in his loge

_ BBs po he. orders: promulgated for the guidance of - .
" security guards in discharging their responsibility for the pro-

tection of the Chancery are not designed. to meet. 2 security threat.

based of forcible entry or _ ‘physical attack. This possibility is.
Aiscounteds . Cat

34e: —_ .. Phe danger lies in surreptitious entey peing
_etfected, leading to. the installation ‘of intrusion devices and. ve,
the gaining of access to clas sified naterial without the imowledge |

- 000527 ©
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_ threat: Ae a: neal ‘and ever-presént one,

- stati«. r ,

‘officers ae the: Cpost's:
‘and can. only. auecessfully be: es Pl

“! coubeted: ‘by. “the. most: ‘constant vigilance and sorupulous., attention co ee
8, detail bY. security guarda and Bhd. other:
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: S Guard | Schedule _ | ee
Geneva @

Gerard A ER

Goard Bo Ge

Goard G.-

Total Hours worked by

Guard. 527 hrs.

Average per week 44 hrs.

per Guard.

Guard coming o uty on Thurs. our: Tor terial.
Guard on duty on Sat. morning allowed ~ hours for lunch. :
Guard on duty pn Sun. allowed 4 hours for meals but these times must not be regular.
Regulair ibs ion hours 3, 0830--1230 | 1400--2730. - ot |
Skeleton Staff, plus guard in on Sat. morning. . : : eee ee

ee wa

“

~~
*

~— — --
~-_. —

bo, DG BO 000529
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Gooed A po

Gourd B.

Average per week 58 hrs

per Guard.

$

i of | poy, - yy | Do
3 t : » 7 . ‘

i , Foo | : ‘ ; : ot
: ; : i , ‘ : :
i : ; : . i i \ : : : . :

3 i : ; : ; , : : i ,
~ $b G4 ; i Sr 000530
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Z Coord Sehedele ~
Geneva.

Total Hours worked by

Guard 527 hrse

Average per week 44 hrs.

per Guards

Guard coming off duty on Thurs’ morning, allowed I hour for breakfast before purning classified material.
Guard on duty on Sat. morning allowed I% hours for lunch. 

:

Guard ion duty fon Sum. allowed a hours for meals but these times mist not be
Regulat Mission hours3!8. 30 Ae M. -+12,. 30 1460-- 17.30 :

\ Skpletbn Staff plus guard ‘in on Sat. mornihg. RG

i i ; ; i
j : . 3

8 : . it . . : £ > .

3 . : : : f : !

regular. |;

i

4

: . ‘
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G ”eneva. @

L

Guard Ao

Guard Bo fe}

Average per week 58 hts.

per Guard.

i { i ;
4 j | ' : : ‘ ‘

g 3 . ‘ ‘ : : t
i : : : : . : t ; ‘ : : '
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER ~

Security: .... Procter esceeseeesTO: ‘4..¢ UNDER-SECRETARY OF STATE FOR

EXTERNAL AFFAIRS, OTTAWA, CANADA.

ewes ene es ee eee ses scenes eeteseeeeeteseroarse sr neneeonenesere

esmoreereseeseoere ees eeererneeser nese

eT re oe Kars thn wae Pe awe eh da Tite bee nes ee eee

, jt * vier oF

No: ... sees Jb seeeeeene eee eeees

Date:.....006 Ce ee eS

ee

Air or Surface Mail:...

Past File No:..... Daa useveeeeens beeen:

. Ottawa File No.

Oeees ne ee see erene we

S00LS: LILA;
se

In accordance with the instructions contained

in Cireular Document Admin. 8/56 of February 20, 1956, the@ || [oles
20 AUGII57.

combinations of all locks in use at this Mission have been .

The settings of the new combinations in

current use are listed in the attached sealed envelopes

_A C ba
ermanent Mission

Circulation

Distribution

Ext. 182A (Rev. 2/52)

a
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OTTAWA, July 9,.1957.

PERSONAL AND CONFIDENTIAL

Dear Bob:

I have just received a copy of Max
Wershofts letter to you of July 2, 1957, to
which I expect you will be replying shortly,
if you have not alveady done so, with a copy
to us.

This is just to say that both we and
Communications Division do not object to shutters
being fully raised during working hours, and agree
that it would be desirable for Geneva to have on
hand dust covers with which to cover machines at
night and whilst foreign workmen are required::to
work in the Communications Room, We suggest that
these dust covers be purchased loedlly,

Yours sincerely,

Men
Je eran,

R.A.S, MacNeil, ESQ. »
Office of the High Commissioner far Canada,

Canada House,

LONDON, 5 elt, 1.

000534
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MISSION PERMANENTE DU CANADA AUPRES

FAN OFFICE OF THE UNITED NATIONS DE L’OFFICE EUROPEEN DES NATIONS UNIES
one .

Ops WED
My a 16 Parc du Ch&teau-Banguet,

Bip nt uy D Fe. , :
CDignr yr uo vf A o yp ie. Geneva, Switzerland.

Top Secret Stepey iady 25 1957s| po aut
I refer to my letter of February 20, 1957, in

which tr enquired about the possible time at which we might ex=
pect to receive a.visit from the British Foreign Service Tech-

nical Maintenance Service. I have heard indirectly that Mr.
Timmerman may now be visiting the Hague and it has occurred to

me that he might be there in conjunction with a technical ser-

vice inspection by the BPSTMS, and that there may be a desire to

have the inspection team come on to Geneva in the near future.

Bear Mr. MacNeil,

While we are of course anxious to have this

service as soon as it can be conveniently arranged, you should .

know that we are now in the middle of the most hectic period of

our conférence season. In the circumstances we would much prefer \

to have a visit from the BFSTMS at some later stage, possibly \
after the middle.of September when the heavy conference season

will be over and when both Mr. Jay, the Security Officer, and

myself will be present in Geneva after our respective holidays.

IT would very much appreciate hearing from you about the plans

for inspecting our premises.

I might also take this occasion to mention

another matter relating to security. As you will have noted

from paragraoh 4 (5) of our letter No. 131 of February 19,
copy of which was sent to you, we have been relying on outside

vision proof shutters to comply with the letter of the regula-~

tions which seeks to avoid the possibility that cypher equip-

, | aye -ment can be overlooked. It has been our practice in this

ReAeS» Maclleil Esqe,

i

‘
.

+
a

ee 8 @ 2

- Regional Security Officer,

Office of the High Commissioner

for Canada,

Canada House,

London, SeWoly .

"Engl and 000535
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regard to insist that the shutters be raised not more than one-

quarter during working hours. You will appreciate that during

the hot weather considerable discomfort is occasioned to our

commmications personnel. Taking advantage of a recent visit on
leave to Geneva of Mr. Hamilton Southam, I drew his attention to

this difficulty. In his view, with which I entirely agree, there

would: seem no real purpose in continuing to insist that these

blinds not be raised to the full extent possible, since the windows

of the cypher room look out over a large park on the side of Lake
Geneva. Because of this, and because we are on the sixth floor

with no building opposite, it is hard to envisage how unfriendly

eyes could be so placed as to look into our cypher room. In

these circumstances I should welcome your concurrence that it

will be permissible for us to authorize the communications per-

sonnel to raise the shutters fully during working hourse

Another matter on which I would welcome your

views concerns the occasional time when it is necessary to have

workmen enter the communications area. It has come to my mind

that it would be highly desirable for such occasions to have

on hand duster covers similar to those used as covers for auto-

mobiles or washing machines and the like, which can be throw
over our equipment as necessary. Indeed in the interests of
maintaining the maximum efficiency of our machinezy there would

seem to be some point in putting such duster covers over the

machinery at any time that it is not in use.

Perhaps you could let me have your view as

to whether you think this might be a useful suggestion for

consideration in Ottawa. ,

Yours sincerely,

M. H. WERSHOF

Max Wershof

cc: D.b.(2) Division,
Ottawa.

000536
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Copy for Defence Registry, Room 335 East Block, fig, BOSH? divute ee 4g ge rac rman
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Jane 6, 1957.
Ottawa,

- FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS,, CANADA
TO: Tes CANADIAN PERMANENT MISS SLON, GENEVA, SWITZERLAND.

Qu
Air Courier DP _ 4) the following; -We are forwarding by (

SIX (6) SPINDIE KEYS - These have been PLled to fit & M6730 - - EP
Combination Loek.

Please vefer to your Requisit ion No. 6, of May.1, 1957 to
Supplies and Properties Divi gion. Requests for parts for

Security Eauipzent, locks, etc. should be addressed directly ee
(Hod StteE, £°,P dead 2), Part as pay Se ERR PE aR eR ane.
filing but may be made to fit'M Loeks quite well. )

a og

When the above has been received and checked, would you kindly. sign and
return the original form Ext. 27K. — -

a

J. TIMMERMAN

Under-Secretary of State
. Por for External Affairs

tb;.G. d a'ornano, De Le 2 Dive Rae 251 East Block. .

This is to certify that the above mentioned items have been received in
. good order,

Place . "Date . , ‘Signature

Ext. 27R (Rev; 2/53) .
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ns DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. __ me

NUMBERED LETTER yy

x | | | O7, RETTO: MP NDER- SECRETARY OF STATE FOR SepGpity: 1. PAGn ir seereeee eeteeereeee
~EXTERNAL AFFAIRS, OTTAWA, CANADA. - 2 39d |. ; No:eeeseaee ee aee a) cofreceens see eeceeeees

From: . Permanent Mission of Canaday 3... Date:... MAY79, L957! oc ecceeeceee |
Hee Geneva, Switzerlande a, Enclosures; 89... csecceeeereeees |

Reference: . Our Letter 115 of February 12, 1957 oo... | Air or Surface Mail:.....A9T 00.00.00...

Subject:... Change of, Combination Settings oo... Past File No:....0ff%. 257%. cee.

Lecce ee eee ene D EA ee ERE Ee EAE EEC E GEER DEE EERE HERD EE EEE EE EGGS Ottawa FileNo. : a

SF OOY VPL-YO

References .

‘ D — : - In accordance with the instructions contained

—— in Circular Document Admin. 8/56 of February 20, 1956, the

2 ;
je 4H. combinations of all locks in use at this Mission have been
“ae : ;

“3 Yeo reset»
6 | oo —_— ; . . ; +

Te Qe The settings of the new combinations in current

| ~ . - use are listed in the attached sealed envelopes

MAY 14.1959

Irony bie b,
Permanent Mission

Internal

Circulation

Distribution

to Posts ©

: 0 oo ea ae ed ay ol ee

. . _ 000538* A (Rev. 2/52)
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8 | s2.,
OTTAWA, April 4, 19957.

PERSONAL AND CONFIDENTIAL

Dear Bob,

As requested in your letter of 19 February,..

I attach some extracts from our Geneva file on the

security arrangements of our new Chancery there.

These I hope you will find useful.

Yours sincerely,

J. Timmerman.

R. A. S. MacNeil, Esq.,

Office of the High Commissioner for Canada,

Canada House,

LONDON, S.W.1.

000539
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- Pp. ' Notes, for the London File 4,
\ 1 New Offices = Geneva -

a

|” Extract from Geneva File Wo. 50048-aL=40-

‘October 9, 1956. ae
Post Book

Permanent - Mission to the United Nations, Geneva. .

Security . .

ae Security is.a matter of special concern at posts
' abroad. While; the maintenance of good security is a con-

‘. tinuing process, the ‘requirements of security must be -
; particularly borne in mind. at. such times as when contemplat-.

“ ing a move .to:new premises, the re-arranging of office ‘Space,
- the engaging: of. local Staff, etc.

‘The requirements of security, therefore, will be.a |
matter for particular attention during the forthcoming move

of the Permanent Mission to new quarters, and in the months

'. thereafter when the Mission is adapting itself to new :

‘ surroundings. and new office procedures, The advice and

assistance. of the Regional Security Officer at Canada House,
. London, will be available, if needed, during that period and |
“ag any time thereafter in’dealing with problems of security,

: “Among ‘the basic: principles: governing security § at
- posts abroad are the followings.

1. Locally-engaged staff are a ha jor Security hazard
/ and therefore: .

(a) ‘must. néver ‘have access. to classified information
. (except in rare instances involving departmental .

approval in each case) 5

(b). must never be permitted alone, ‘that is, in the
-"- absence of Canadian supervision, in Chancery-

premises (which means, among other things, the

.superyvi sion by: Canadians of the work of the.
char’ staff);

(co) mist never be issued with keys;

(4). must never. be allowed alone in offices where
classified material is unprotected ;

- . Ce) must’ be segregated from Canadian staff in-an .
0 Office or offices devoted to non-classified |

work; oot of :

(f) should only be ‘engaged « after a satisfactory -
. background check has been made, through either.

“British or American facilities.

‘2. . The premises ‘should be made as physically secure
as possible. This: includes

. (a) the installation, wherever practicable, of
: - departmentally-supplied locks.on outside
a _ entrances, and the strict ‘control of | keys
pe co thereto; :

Cb) . the. provision of an adequate security roomwith barred or otherwise adequately y room, :
' entrances equipped with departmentally-suppli edooos4o
locks; " _— i 2
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7 *aCe yo the: Location’ ‘in “the security: réom of ‘au .
“ao Security. containers used forthe ‘storage: of.

‘ - material: classified Secret . and . rabove,. .

a 3. < he. strict, ‘observance. by all. Canadian: ‘State of
oy. departmental. sécurity ‘regulations,’ including, :
in addition to. the.above ensuring: that.

8 a) seat: classified. material is Toeked during |
i : abet. hour's’ 7in “security containers; ihe

So cee Gb). ea’ élassified materiad. in: transit, “whether.
oekra .. (J. Outside the Chancery.premises or petween -
Peg “offices: ‘within‘thé building, is. always | in.
Jl a) 2S the eare-of ‘a ‘Canadian staff. member 5 ;

(co) office’ ‘doors: are. always:‘locked during. even”
. brief absences by -the- occupant,‘ uriless ‘all.

»v¢lagsified, material ‘hes: previously been locked
oo) RS Pe ows . a Eke

Cd) © telephories,’ are. “never, aged - to discuss’ ‘ clagsifiea
Soe informations: . cae eens ie a wee

Ce) . the. post” ‘security, officer ‘takes ‘frequent ‘cheeks,’
- particularly at’ closing | time, to’ make certain

‘that: Security regulations. are: beingostrictly:
. observed © * : te “

“the: basic. departmental ‘security pegulations are-
-.Gontained in Section..200: of the Manual.of Regulations: arid «

s_~ Instriétions, ‘Thésé have ‘been supplemented ‘by direct
/ =. "> correspondence -with the; ‘Mission and. also" ‘by: the, following ’
oe -eireular documents3\ 0-025" te we ae

CS Mos As 74751. oF October: 195. aos. ne
Seis teat. oeNow Be 116/51 of December 29, 1951, my
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Now Be. 99/52: 0f' Noveniber: 8 2 192. ss oe
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. 9" Now By 54/53 of Tuly 8, (1953. ee, a
. «Nos. A. 39/55of March boy 19056 ae “Sie
"NO. By 17/55-of April 4, 1955... nok
“le Noe Be“41755- of July "2751955."

Now Be 51/55: of: September 275 1988, a
/Now Admin. 45/55-of November’ :15,. 19556

Now An 2/56: 0f. January /16,,1956. 7 Pees
“No. Admin, - 8756. “of February. 20 19565 oe wy
“No. Admin.-‘21/56 of: .May. 4, 1950. ° Si a

| No. Admin 34/56 of June’ ‘hay. 19560 8 _ a ee
» No. Admin. ANS 58 | of: “August iby 1956. : er ©

Coe RT it is of: ‘the ‘greatest. importance that: ‘all Canadian’
PO ay stare, mémbers be.famtliar with; -and strictly observe, the:
Vos dnstruetions and egulations, contained: in. the-~Manual, eek

+.” 3°" supplemented by ‘the | above..documents. Good ‘security- ‘ts,- a
“basically y | the apptication: ‘Of care. and common sense and <-

ai". its price,-to ‘paraphrase a well~ “known Sepression,,, is.
ce ebermaL vigilance. 08.00 0% fee
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Document disclosed under the Access-to Information Act

a Qetober 224 1956 - Letter No 435 from Geneva. .

“In: your letter No. Fa 156 of May 10, 1956, you
mentioned sixteen doors which are supposed to be fitted

' with-Chubb 3G-74. type Security Locks. For each: reference -
. these are listed as follows: . —

‘Door between Room 1& Room 3 (Para 3 (a) (iv) of your
ns letter}

: ". ae "DT & danding (Para. 4 (vi) >
thee ot. 8 CMT G )

ot no. 4-17 " Room 16. ( " a nd
moot — yu on 13. ( nt " it )

; moo wqjo2" ww 43°C 8 " it )

Sa “wuz mo43¢q 8 Yn >.

; 7 n° Wyo "43°: it n .)

ee en mogm. m 43 ¢ 4 a " )

Te to # gu tt 13 -( on tt i )

" moo ho an 3°( % " " )

aM i mh A mh n i" ‘)-

‘Door to balcony from Reom 8 ( * " A ?)
Hoo mht " 9 ¢« W tt uo)

Lito at ” i oat 12 (oo 1 " .)

2. In addition to the above sixteen doors, maximum -
security and the logic of the exercise suggests. it’ to be.

necessary to have a similar lock on the door leading from

Room’ 10 to thé small’ balcony adjoining. There should per-.

_haps also be one on the door between the Guard's kitchen
.= Reom 18 - and the outside balcony which runs outside | of.

room forming part of the office proper. —

“36000 If we are right, the total number of locks which
may be required. is 18 and we have asked the local Architect
to prepare the relevant. doors to receive them, To-date, .
however, the Chubb Company has sent only 10 locks. Accord-

‘ingly before moving to our new offices on about December 1
we shall have these ten locks installed on the Following.
important doorss |

‘Door between. Room 21 and Landing .
it ."1 az Woo4G "

a On GB tt Reem 13:

aM “4 "12 " palcony:
Ww 4 10 " tt

‘ At a moo. o, it 9 “ow tt

Mom, te 8 " "

to | 4 Room 5

; 1t , Mo 13 uo 7

OM moo hat ou 3

7 ase “You will note ‘that these inelude both’ the entrance -
- to the Guard's quarters and all other doors giving access to
the outside, In addition the most important internal doors

. will be given priority.

Be: If you feel that it is really. necessary to equip the
remaining doors listed in paragraphs 1 and 2 above we should
be grateful for ‘an additional 8 hooks which should reach us

- in good time before December Ist.
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65 We should ‘perhaps also draw your attention to para-
graph 4(iii) in which you state that Room 5 must be fitted
with a steel rolling shutter fixed to the ceiling and fast-
ened to the floor at floor level by means of three Sargent

'and Greenleaf Manipulation-proof combination locks. As. -
these locks will be on the. inside of the screen it hardly

_ seems necessary that this special type be required. If
combinations are used it would mean that every morning before

starting work the communications clerk would have five locks
to open (besides his cabinets) - two on the door to Room 4.
and the three on the shutter. It has occured to us that a

‘bar arrangement or.at most key padlocks would be more econo~.-—
- Mical and efficient, ;

November 7, 1956 - Defence Liaison (2) Memorandum to Supplies
_ and. Properties Division.

We agree that there appears to be no reason winy any
changes should now be made in the plan arrangements for the’new |
quarters of the Delegation. The eight Chubb locks mentioned
.in paragraph-6 of the letter under reference should be provided

‘and installed, and the original plan to secure the steel shutters

‘on Room 5 with combination padlocks should not. be changed in
favour of key-operated padlocks.

December. 7, 1956.

Tool kit and spare Sargent and Greenleaf and Taylor
locks parts shipped.

December 10, 1956 Telegram No. 281 from Geneva

Twelve combination padlocks needed for folding grills
in new office. Would therefore suggest fifteen be sent _

immediately. .

‘ December 14, 1956
Fifteen Sargent and Greenleaf padlocks and one Sargent

and Greenleaf M.P. Lock for Chubb cabinet forwarded.

January 24, 1957 - Letter No. 70 from Geneva - requesting
authority to stamp identifying marks on keys for Chubb locks,

January 2 29. 1957 : ~ elegram No. DS-28 to Geneva - - approving:
marking of keys, Sugeest keys for each lock be lettered A to
J and keys in each series be numbered individually from one

to four.

January 30, 1957 - Letter No. 86 from Geneva, requesting
. authority to build shelves in Rocm No. 1 and in the basement,

February 4, 1957 - Letter No. DS-54 to Geneva, confirming
our. telegram in which we approved the marking of keys and
requesting Geneva to advise the R.S, O., London, to similarly.

mark the duplicate keys retained in Canada House.

|
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Notes for the London File
New Offices - Geneva

Extract from Geneva File No.. 50048-AL-40

October 9, 1956.
‘Post Book

Permanent Mission to the United Nations. Geneva.

Security .

' Security is a matter of special concern at posts

abroad, While the maintenance of good security is a con-

tinuing process, the requirements of security must be

particularly borne in mind at such times as when contemplat-

ing a move to new premises, the re-arranging of office space,

the engaging of local staff, etc.

The requirements of security, therefore, will be a

matter for particular attention during the forthcoming move
_ of the Permanent Mission to new quarters, and in the months
thereafter when the Mission is adapting itself to new

surroundings and new office procedures, The advice and

assistance of the Regional Security Officer at Canada House,

London, will be available, if needed, during that period and
at.any time thereafter in dealing with problems of security. —

Among the basic principles governing security at
posts abroad are the following:

1. . Locally-engaged staff are a major security hazard
and therefore

(a) must never “have access to classified information
(except in rare instances involving departmental

approval in each case); 4

(b) must never be permitted alone, that is, in the
absence of Canadian supervision, in Chancery

premises (which means, among other things, the

supervision by Canadians of the work of the
_ char staff);

(ec) must never be issued with keys;

(d) must never be allowed alone in, offices where
-- @lassified material is unprotected;

Ce) must be segregated from Canadian staff in an
office or offices devoted to non-classified

work 3

(f) should only be engaged after a satisfactory
background check has been made, through either
British or American facilities.

2. The premises should be made as physically secure
-as possible, This includes

(a) the installation, wherever practicable, of
departmentally-supplied locks on outside
entrances, and the strict control of keys
thereto;

(b) the provision of an adequate security room
with barred ‘or otherwise adequately protected
entrances equipped with departmentally-suppllecoggs4,

locks3 a)
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(ec) the location in the security roo of.all.
security containers used for the storage of
material classified Secret and above.

-3, The strict observance by all Canadian staff of.
departmental security regulations, including,
in addition to the above, ensuring that.

(a) all classified material is locked -during
quiet hours in security containers;

(b) all classified material in transit, whether
- outside the Chancery premises or between —
offices within the building, is always in

the care of a Canadian staff member;

(c) office doors are always locked during even
brief absences by the occupant, unless all

ups

(d) telephones are never used to discuss classified
7 information;

classified material has previously ‘been Locked

Ce) -the post security officer makes frequent checks,
particularly at closing time, to make certain
that security regulations are being strictly

- observed:

The basic departmental security regulations are
contained in Section 200 of the Manual of Regulations and
Instructions. These have been supplemented by direct

correspondence with the Mission and also by the following

circular documents:

Mo. A. 74/51 of October 19, 1951.
- No. B. 116/51 of December 29, 1951.

- No. B. 60/52. of: June 3, 1952. -
No. B. 99/52 of November 8 » 1952.
No. A. 112/52 of December 31, 1952.

No. Admin. 21/53 of June 19, "1953,
No. B. 54/53 of July 8, 1953.

No. A. 39/55 -of March 30, 1955.
No. B. 17/55 of April 4, "1955.
No, B. 41/55 of’ July 27, 1955. .
No. B. 51/55 of September 27, 1955.
No, Admin. 45/55 of November "15, 1955,
No. A. 2/56 of January 16, 1956.
No. Admin. 8/56 of February 20, 1956. :
No. Admin. 21/56 of May 4, 1950. 7

- No. Admin, 34/56 of June 13, 1956.
No. Admin. 41/56 of August 16, 1956.

It is of the greatest importance that all Canadian
staff members be familiar with, and strictly observe, the

instructions and regulations contained in the Manual, as
supplemented by the above documents. Good security is,

basically, the application of care and common sense, and.

its price, to paraphrase a well-known expression, is -
eternal vigilance,

; : . |
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) Ogtober 22. 126 ~ Letter No. 435 from Geneva.

In your ‘letter No. F- 156 of May 10; “19565. ‘you
mentioned, sixteen doors which are supposed to be fitted
with Chubb 36-74 type Security Locks. For each reference
-these are dlisted as follows: —

-Door® between | Room 1& Room 3 (Pava 3 (a) (iv) of your .
. . letter)

re 21 & landing” (Para. 4 (vi) )
" ca "6 tt .. )

We om oa yan Room 16 C " moo)

" tt nqy60 U3 -(C om oum moo

ts oo "you on 13-( "8 no.)

ne on on pw mo13 ("ow no

moo Mt. : ' 190". - Ww 13° ¢ “mh 7 oat 1 )

i" wo Hoge um Tz Cot " a

Po AH no Qo " 413 ¢( 8 tt tt )

nw n tt 7 " " 3 ¢( " " " )

a a ga B.C HM " " )

“Door to balcony from Room 8 ( ©" 4 H )
,. tt Wo 9 ¢ tt n mo, )

“tt a “nn a tt 12 ( tt 18 u ) .

Qe . In addition to the above sixteen doors, maximum
' security and the-logie of the exercise suggests it to be
necessary to have a-similar. lock on the. door leading from

Room 10 to the -small balcony adjoining. . There should per-"

haps also be one on the door between the Guard's kitchen

- Room 18 - and. the outside balcony which runs outside of
‘room n forming ‘part of the office proper.

3.7 If we, are ‘right, the’ total number of locks | which
may be required is-18 and we have asked. the local whch
to prepare the relevant doors to receive them. To-date,

however, the Chubb Company has sent only 10 locks, Accord-

. ingly before moving. to: our new offices on about December.1
we shall have these ten Locks installed on the Following

. important doors:

Door ‘between Room 21 and Landing |
. ' tt8 oH 16 it ,

wnt " 16 - ". Room 13

woe He 2 paleony.
a mu th 0 Ww. "

, ow Hg Hoe

Jt on HB

On Teg n 4 " Room 5

ot a Mm wo Un 7:

re ce to " 9 a 3...

oA You will note that these include both the: entrance
to the Guard's quarters and-all other doors giving access to
the outside. In addition the. most important’ internal doors

“will be given priority.

ae Tf you feel that “it is - peally necessary to’ equip the
remaining doors listed in paragraphs 1 and 2 above we should
be grateful for an additional Locks, which should reach us ©
in good time before December ist.

000546 —
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6. | Wwe “should perhaps also araw your attention to para-
graph 4(iii) in which you state that’Room 5 must be fitted

with a steel rolling shutter fixed to the ceiling and fast-—
ened to the floor at floor level by means of three Sargent
and Greenleaf Manipulation-proof combination locks. As.
these locks will be on the inside-of the sereen it hardly
seems necessary that this special type be required. If
combinations are.used it would mean that every morning before
starting work the communications clerk would have five locks
to open (besides his cabinets) - two on the door to Room 4
and the three on the shutter. It has occured to us that a
bar arrangement or at most key padlocks would be more econo ©
mical and efficient. ;

November "7, 1 1956 ~- Defence Liaison (2) Memorandun to Supplies
a and Properties Division.

: We agree. that there appears to be no reason why any
changes should now: be ‘made in the plan arrangements for the new

quarters of the Delegation. The eight Chubb locks mentioned ©
in paragraph 6 of the letter under reference should be provided,
and installed, and the original plan to secure the steel shutters

on Room 5 with combination padlocks should not’ be changed in

favour of key-operated padlocks.

“December Zs_1926.

fool kit and spare Sargent and Greenleaf ‘and Taylor .
‘locks parts. shipped.

December 10, 1956 Telegram No. 281 from Geneva:

Twelve combination padlocks needed for folding grills
in new office, Would therefore suggest fifteen be sent
immediately.

- December 14, 1956

Fifteen Sargent and Greenleaf padlocks and one Sargent .
and Greenleaf Me P. lock for Chubb cabinet forwarded,

January 244 1997 - Letter No..70O from Geneva - requesting
authority to stamp identifying | marks on keys for Chubb locks.

. me a om ow 0 ecm mr ceeen an om ae

January 29, 1957 -. felegra m No. DS=28 to Geneva - “approving °
marking. of keys, ‘Suggest keys for each lock: be lettered A to
J and keys in each series be numbered individually. from one

o four.

January 30.1957- Letter No. 86 86 from Geneva, requesting.
authority to build shelves in Room No, 1 and in the basement.

February A, 1957 - Letter No. DS-54 to Geneva, confirming
‘our telegram in which we approved the marking of keys and -
requesting Geneva to advise the R.S.0., London, to similarly

mark, the - duplicate keys retained in Canada House.
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bp DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

ff NUMBERED LETTER
TO:.. Sas . CANADIAN - PERMANENE: MESSION gs... eeee ee Security: CONFIDENTIAL ...........0.

wee ee et eeeens GUND Ay -GULEZERLAND asc ete cee eee eae ees No: Die. A222 ececceeceeerees

FROM: THE UNDER-SECRETARY OF STATE FOR Date:.. March .139.19570.........05,

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Reference: ..Ygur- Letter: Now: L3L-of -Feb.s- 19-1957 .Air or Surface Mail:. Be ‘

Subject:...-: Seaurd by. ATTANZOMON LBs .. 0. cece cece ee eens Post File No:...ecceeececscneecneeuvences

eeeneaoaeeaeemee eee ee ee esse ecaensrereeseeeseaoeseeeeeastteeeeesesetandaeseenenes Ottawa Fi leNo °
50048-AL=40

o 3 oO

References

Thank you for your detailed report on the security
measures now in effect at your post. This letter wiil
deal with some of the points you have raised which have

not been answered elsewhere,

2a Your paragraph 4 (3) - Cypher Room. We agree
that it would not seem necessary that a safe be provided,
You may, however, wish to consider using the Taylor
security shell which we understand is now en route to
you in place of the present bar-locking cabinet.

36 Your paragraph 4 (5) ~ Vanatian Blinds, As you
know, the security function of the venetian blinds is
to guard against telephotography. In order to perform
this function, the blinds must normally be partially
closed. We doubt if this could be achieved by the
external shutters to which you refer, In their normal,
every day position, do these afford protection without
shutting out all light?

4. Your paragraph 4 (6) - Peepholes. We agree with
your suggestion that the originally planned peephole be
abandoned, and agree with your alternative proposal that

| standard peepholes be provided in the entrance doors of
Internal both the guard's apartment and the Chancery proper.

Gireulation 5, Your paragraph 4 (7) ~ Ghubb Locks. We note that
you now believe that the existing installation of ten
Chubb locks is adequate, and that the original plan to

install an additional number might be abandoned. We
have examined the present distribution of these locks
and are inclined to agree, with the exception of the
three balcony doors which we feel should perhaps be
equipped with these locks, or, alternatively, with secure

inside bolts. We suggest you discuss this point with the
Regional Security Officer during his forthcoming visit.

6. Your paragraph 9, We believe that you are in a
better position than are we to recommend any "relaxation"

of your present security arrangements, and will be pleased
Distribution to receive your suggestions at any time. You will, of

to Posts course, wish to review your arrangements and problems

~Reot h with the Regional Security Officer during his visit.
tegi onal

Security 7° Your paragraph 7. As you know, the cuestion of
Officer, overtime for security guards is a difficult one and is
London. as yet not resolved.. Ye see no objection, however, to

Mey ye
Tk’ ? ae 2

Ext. 181B (Rev. 2/52) 000548
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~ Dw

your recording overtime in
ber week, but hope that you will be able to keep
such overtime to a minimum, The employment of
your guards is another point which you might findit useful to discuss with the Regional SecurityOfficer. We are pleased to be able to inform youthat we expect to be able to provide you with athird guard in the near future, which should helpconsiderably in solving the question of overtime,

excess of fifty hours

. Under-Secretary of State
for for External Affairs,
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- FROM: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

oe NUMBERED LETTER

Security: . UNCLASSIFIED

the Access to Information Act
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(FILE COPY)
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Reference: . Your Letter. No,.152.0f.Reh.. 2151957. | Air or Surface Mail: ALT, ..............

Subject:... Secunity. Guard Tool .Boxes..........:..5.. | Post File No:sscccicceccsscececceccceeee
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bY | 62
References

Internal

Circulation

rn reenpereee!

Distribution

to Posts

a

Ext. 181B (Rev. 2/52)

Shortly after we despatched tool boxes to a

number of our posts abroad, we were informed by the

shipping section that a set of keys had been found
which had apparently become detached from one of

these boxes. The shipping section had no idea to

which set of tools the keys belonged.

2. We are sending you this set of keys in the
hope that 1t will fit the lock on your set of tools.

Under-Secretary of State
for External Affairs.
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COPY FOR HEAD OF DEFENCE LIarsonD¢@iment Siye om under the Acces.
wh

MISSION PERMANENTE DU CANADA AUPRES‘PERMANENT MISSION OF CANADA TO THE
a DE L’OFFICE EUROPEEN DES NATIONS UNIESEUR FAN OFFICE OF THE UNITED NATIONS

16, Pare du Chateau Banquet,Geneva, March 4, 1957. I

‘|
SECRET . Loe fee he L ify

Dear Mr. Macllesl, = ss | om. | I

Although I am relieved to be able to begin this

report with the assurance that our security has in no way been

compromised by the events that I shall relate below, I never-

theless feel that the nature of these events requires me +o

bring them to your attention.

260 You will have seen our complete description of the

security arrangements we have inaugurated in our new premises.

You will also no doubt be aware that we were forced, by the cire

cumstances of our move from our exceptionally cramped quarters in

the previous accommodation to the relatively large quarters we

now occupy, to put these arrangements into force by stages, with

the result that over the first days of our occupation of our new

premises our arrangements were not, of necessity, working as

smoothly and as effectively as they are expected to work now that

we have settled in.

4. In addition to the normal disturbances and confusion

attendant on any such move as we have had to undergo, has been

the difficult and disruptive task of destroying several years!

aceunulation of unwanted material, a good deal of which was

classified. It is because of our desire to have our offices

working smoothly and securely as quickly as possible that we

proceeded with the task of destroying unwanted material rather

more rapidly than it would seem, in retrospect, to have been

prudent to dos

Office of the High Commissioner for Canada,

Canada House,

LONDON, England.

(Attention: Mr. R.A.S. MacNeil,
Regional Security Officer.)
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4. During the course of this operation the 15 spare keys

for the ten Chubb detector locks, the spare key for the grill door

leading into the Communications Section and the 8 change keys for

the combinations on our two Chubb doors, were inadvertently included

in one of our very many bags of classified waste for destruction.

As you will have seen from our security report, our classified waste

is for the present being burned once a week by our security guards

at the United Kingdom Permanent Missions During the day of February

21 they burned something like a total of twelve bags of material,

using an incinerator inside the office of the United Kingdom Mission

and an oil drum incinerator on the grounds of that Mission. The

keys were among the papers burned in the outside incinerator.

5. The disappearance of the keys was first noted on

Tuesday, February 26. & thorough search of our offices on that

day and on Wednesday morning failed to turn up the missing keys-

We determined that the 24 keys mentioned had been placed in @ box

on the morning of Sunday, February 3rd, the date on which the keys

in service were first placed on our Key Board. The box had then

been placed in the safe. As far as we could reconstruct the sub-

sequent course of events in the hectic period alluded to above, it

seems to us most likely that the keys were removed from the safe

during the course of our intensive review of our files for the pur-

pose of weeding out those papers we might destroye This review

took more than a week, but it seems probable that the inclusion of

the keys with waste material would have occurred on Saturday,

February 9, when the contents of the safe were subjected to a parti«

cularly thorough-gding revision. I should perhaps explain that in

‘La Pelouse" it was necessary to keep in the safe a great deal of

material that we are now ablé to have incorporated in our normal

filing system; in fact, the safe was so jammed with papers that

no one knew just what was in it.

66 Exactly how it came about that a box of keys could

have been placed among the material for destruction, we cannot says

In extenuation of an occurrence for which we realize there is no

excuse, I would emphasize that all of the staff were working at a

hectic pace and in some degree of confusion that could not be avoided.

Be that as it may, the keys did get swallowed up in a bag of material

for destruction and were, as I have said, subsequently throw into

the incinerator at the British Mission.

000552
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Te When this possibility was finally borne in upon us

at noon on n Wednesday, February 27th, one of the security guards
went to the site of the burning and, after some time spent in raking

through the mud and accumulated debris, managed to locate 21 keys.

When he had returned to our offices with this collection and it was

realized that some of the keys were still missing, the second security

guard returned for a further search in the remaining hours of day=

light available to him. His search brought forth one more keye

Although this result afforded us a much-needed sense of relief,

especially as the spare key for the Chubb grill leading into the

Communications Section was among the first ones located, we could not

feen satisfied until all the missing keys had been literally "unearthed",

Accordingly, a further intensive search of the area, involving removal

of some two or three inches of topsoil and its minute sifting, was

carried out on February 28. In the morning one of the two remaining

keys was found and, to our great relief, the last key was located in

the afternoon.

8. -All of the keys have been cleaned and found to be

unimpaired. It goes without saying that our spare keys have now

been separated into categories and placed in the safe in clearly-

marked boxes containing an inventory of the contentse We have, of

course, also issued instructions that the presence of these boxes in

the safe is to be checked daily by the guard on duty and recorded in

his log book. Once a week the actual contents of the boxes containing

security spares will be checked against their inventories and this
operation will be recorded. All of these safeguards will be closely

controlled by the Security Officer.

De I am sorry that this report has had to be lengthy.

However, I believe that the events described deserved a full explana-

tions I am also hopeful that you will agree that the fact that the

keys lay for some days in the mud at the burning site, while regrettable

and, indeed, most disquieting especially to us, can in no way have com-

promised the locks providing security protection to us. Certainly we

have given careful thought to this matter from every conceivable angle

and we are confident that our security remains intacte Every key en=

trusted to us is now present and accounted for,

10. I am sending a copy of this letter to the Head of

Defence Liaison (2) in the Department of External Affairs, Ottawa.

Yours sincerely,

M.A. WERSHOF
Max Wershof,

. 000553
Permanent Representative.
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| SUPPLIES AND PROPERTIES DIVISION RESTRICTED

Feb. 26, 1957.

DEFENCE LIAISON (2) DIVISION S00%8-ALA0|

Geneva Letters 86 and 88 of Jan. 30 :

and 31 respectively, and Telegram No. 54 of aie 8
Feb. 14, 1957. #

Office Equipment - Destroyer Room hy | Ol o4-C-l

The only aspects of this correspondence which directly

concern this Division are those relating to a provision

of facilities for the destruction of classified waste.

2. You will note that Geneva are now questioning the

desirability of being provided with a Somat 12 pulper

because

(a) it allegedly is messy and smells;

(b) it is now desired to use the room in which the
pulper was to be installed for other purposes;

(c) the Somat 12 pulper will not destroy tapes;

(d) arrangements may be made for the destruction
for both tapes and ordinary waste by installing
a drum incinerator in the grounds of the official
residence,

3- We suggest that in replying to Geneva you deal with
these particular points as follows:

(a) The Somat pulper is inclined to spill over and to
create a mess when overloaded either with waste,
water or both. It creates a smell only when an

acid solution is used in place of water for the
more effective and easier destruction of certain

special types of paper.

ec 2
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As the size of a Somat 12 pulper is only

28" x 19" x 39" high, and the room in which

it is to be installed approximately 8' x 12!
the installation of a pulper as planned should
not deny use of the room for the other purposes

Geneva have in mind. For example, it should
comfortably house the pulper, shelves, a desk

or work bench for the security guard, and,

perhaps, a stationery cupboard, although

insofar as the latter is concerned we would

much prefer to see the space which would be

taken up by this item used by the guard as

additional working space.

Although the pulper will not destroy communica~

tions tapes, it will provide a convenient and

ready means of destroying daily ordinary classi-

ied waste, We suggest that communications tapes

could be partially destroyed and kept in the

vauit type communications room until completely

destroyed, say once a week, by burning.

We are not much enamoured with the idea of an

oil drum incinerator being installed in Mr.

Wershof's garden. We would prefer to see tapes

destroyed weekly by burning either in the U. K.
Embassy's incinerator or in a small stove suit-
ably modified located in the basement of an
officer's house. However, if circumstances
rule out both these methods , we would not take
serious objection to Mr. Wershof's garden being
used, provided the incinerator is properly design~
ed and secure procedures are evolved and adopted
governing the actual destruction.

Defence Liaison (2) Division,
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Distribution

to Posts

Ext. 182A (Rev. 2/52)

lhe ‘ [ 3< - tg f
Permanent Mission.

We have received the tool box containing tools and

equipment for work on locks but so far have not received the

me keys to the small Yale lock fastening it. ;
(

a See | 26 If these keys have not yet been forwarded would you

2S please send them as soon as possible as we do not want to have

Soh:[ser es to cut the lock off unless it is necessary.
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~ CPER ENT MISSION OF CANADA TO THE MISSION PERMANENTE DU CANADA AUPRES~ ]EURO OFFICE OF THE UNITED NATIONS itDE L’OFFICE EUROPEEN DES NATIONS UNIES

16, Pare du Ch&teau Banquet,
Geneva, February 20, 1957.

t

TOP SECRET Cran coed | 7 2-74-79 |
Po pel ¥

Dear Mr. MacNeil,

I am attaching a copy of our Letter No. 131

of February 19, 1957, which is a general survey in some

: detail of the security arrangements we have devised for our

a new offices, where we are at last installed. While we
—| have devoted a considerable amount of time and careful

thought to this matter, it may well be that persons more

expert than we would be able to suggest desirable modifica-

tionse In view of this we are especially looking forward

FEB 27 1957 to your first visit to this Mission.

You will note from the comments we have made

in our survey that there are some refinements - such as a

peephole from the Security Guard's kitchen, a "Somat" pulper

for Room 1 and a safe for Room 5 ~- that we think might now

be umnecessarye If the Department holds a contrary view we

may have to receive a further invasion of workmen.

Apart from this possibility it would seem

that the period in which workmen need to be in the premises

is now largely over. There are bound to be small tasks that

will require relatively short visits by workmen of various

kinds from time to time, but these should be no more than is

normal for any office.

ith this in mind, it has occurred to us that

it may not now be too early to make definite plans for a tech-

nical survey inspection by the British Foreign Service Tech-

nical Maintenance Service. The purposes and methods of such

an inspection were explained fully to us in the Department's

| ’ Office of the High Commissioner for Canada,
Canada House,

LONDON, England. «+ Top Secret Letter

(Att 'ns Mr. RAS. MacNeil,
Regional Security Officer) 000559
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Top Secret Letter No. DS-100 of April 6, 1956. At that

time it was thought that we would soon be entering our new

offices and it was planned to have an inspection carried

out on April 28, 1956. In fact, of course, no inspection

has been made of these new offices in which great numbers

of workmen had been steadily employed prior to our entry

at the beginning of this month.

You may already have been given a copy of

Letter DS-100 for your background information. If not,

you may think it desirable to obtain one from Ottawa, with

whom I assume you will be in touch in respect of our need

for a technical security inspection. I shall, of course,

be grateful to learn in due course when we can expect our

inspection to take place and whether the suggestions laid

down in Letter DS-100 for our behaviour during the inspec-

tion will still apply.

Yours sincerely,

M. H. WERSHOF

Max Wershof,

Permanent Representative.

CCe Department of External Affairs, Ottawa.
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OFFICE OF THE

HIGH COMMISSIONER FOR CANADA

PERSONAL & 19th a
CONFIDENTIAL

son els bits
BS eed

Thank you very much for your letter of the llth inst;
in connection with notes extracted from the Ottawa files

to be used for reference here.

Dear John,

The failure to cover neither Geneva or vienna was due

entirely to an oversight, and was only noticed when I went

to read up the background on Vienna before leaving for

there a couple of weeks ago. J will open my file on Vienna

with the material gathered during my recent inspection,

and it seems rather a waste of effort for anyone to dig

up material on the old Chancery. I should be very grateful

however if one of your staff could put together some notes

on Geneva for me and send them over here when convenient.

Yours sincerely,

Vm She Ss pov .
a é /

Pliaa 2 daipcch, M odirtk Don
= od f (ReA-eS- MacNeil)

ie 7 qe “a K So

bie ae

J. Timmerman, Esqe,

Department of Bxternal affairs,

Defence Liaison (2) Division,

OTTAWA,

CANADA. RASM/dew
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DEPARTMENT. OF EXTEANAL AFFAIRS, CANADA. Ke
NUMBERED LETTER D3 qk

EXTERNAL AFFAIRS, OTTAWA, CANADA. No: oo. of: eee co ceeeeces

aoae Feb 19, 1957

FROM: ....THE CANADIAN, PERMANENT. MISSION,......0.0005 Date:...0. ebruary 199 1 2Ole

cece eee GENEVA, SWITZEREAND cc ceee eens Enclosures:. .ccscssavecteseeransesevens :

Reference:. Your letter DS-422 | of December, 13, 1956. wee Air or Surface Mail: ae = a

Subject:.... Security -- Security, Guards: |... .: eee Post File No:.. SECURITY, (S) bieeetr nese

acme ene een ee wre eee eee e eres ereseaessesesesees eters ernest oeeseenee Ottawa File No.

SEOY F-APA-7O

3 Co

References

FEB 27 1957

l

In compliance with paragraph 3 of your
Letter under reference, attached are copies of our

a) Standing Security Orders, and

b) Standing Orders for Security Guards, to which

is appended a sample of the two-guard schedule

on which we are operating.

Ze Also attached are the following papers

requested in paragraph 3 of the security brief prepared

for the Inspection Tour - 1956 of this Mission, a copy

of which was left with us by the teams

a) Security data sheet,

b) A plan of our new premises at 16 Pare du

Chateau Banquet, which is, as you know, 2

new apartment building in which we occupy

the whole of the top or sixth floor of one

wing facing along the lake.

36 While the above provides you with a complete

picture in some detail of our security arrangements, both

your Letter under reference and the security brief already

mentioned invite our additional comments. We have

thought it best to accept both invitations at once, since

each paper raises questions relevant to the other and

security seems to us to be one package, all aspects of

which should be dealt with together. e

4. Specifically, you asked us to describe

any changes made to the plans which have been outlined

in Letter F-156 of May 10, 1955. The significant changes

are as follows:

(1) Room Noe 1 - Destructor Room

| As you know from our Letter No. 88 of January 31
and our telegram No. 54 of February 14, no means of

destroying classified waste has yet been made available

to us from Ottawa. Nor are we at all certain that

(. +. we can or

| Le oO,

ifs
' /

hen!oy Lo 000563
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we can or would wish to receive an electric pulper, as

suggested in paragraph 3 of Letter No. F=156. We are in-

vestigating the cost of providing a rough but secure

incinerator to be located at a remote place on the grounds

of the official residence. In the meantime, our guards

are burning classified waste at the United Kingdom Per

manent Missione

(2) Room No. 3 - Stenographers

While the window grills in Rooms 2 and 4 are, in

strict conformity with paragraph 4 (VII) of Letter F-156,
swinging grills which will remain shut and locked with

security padlocks except on exceptional occasions as may

be authorized by the Security Officer for the purposes of

cleaning and the like, the window on Room 3 is guarded by in the Library

the same scissor-type grill as/in the offices of the and

Accountant and the officers (Rooms 17, 8, 9 and 10, res-
pectively). The decision to change the order for a

swinging grill to a seissor-type for Room 3 was taken by

me, with the concurrence of Mr. Monette, during his last

visit to the offices before our occupancy, at which time

there was not time to consult youe At that time we

recognized that a swinging grill of the type which had

already been installed in Room 2 could only be opened at

the expense of using up the already cramped area available

to the three stenographers expected to use Room 4e We

agreed that, even if the windows themselves could be changed

to open outwards without the necessity of opening the grill

itself, the grill should be opened during the day to avoid

a heavy psychological burden falling on the three girls in

questione Moreover, we could not see how a change to a ,

scissor-type grill in Room 5 - which would be opened only

during the day and would be locked with security padlocks

at other times - could offer any less security to the office

ag a whole than those authorized for Rooms 8, 9, LO,aand Lf;
some, at least, of which were only a few steps further re-

moved from the particularly sensitive Registry and Communi-

cations areas.

(3) Room 5 - Cypher Room

Paragraph 3(D) of Letter F~156 is, of course, out of

datee In fact, more cypher equipment is installed in

the room than was originally envisaged. Of more importance,

no safe has yet been provided nor do we think one is neces-

SAary e At the present time a bar-locking cabinet has been

placed in the room. Considering the other exceptional

measures that have been taken to ensure the security of the

room, this would seem to be sufficient and suitable for the

storage needs of the Communications personnel. Not only

would it be extremely costly to transport and instal a safe,

its installation at this late date would be a difficult

operation and would unnecessarily use up an already limited

amount of space in this room.

(4) Room 5 = Cypher Room

Paragraph 4(III) of Letter F-156 called for a special
type of rolling window shutter. In fact, a scissor grill

has been installed and is locked securely with two security —

padlocks: whenever the Communications staff are not on duty.

coon 3
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I understand that this change had been approved by you

with Mr. Monette at some time subsequent to the Letter

to which we have been referring.

(5) Venetian blinds

Although paragraph 4(I) of Letter F-156 called for
venetian blinds fitted internally on the windows of all

offices, in fact such blinds have been installed only in

Rooms 3 (Stenographers) and 5 (Cypher). However, in
view of the closeness with which the grills on these

windows hug the window frames, it is virtually impossible -

and certainly most inconvenient - to make any use of themebétnw.

Nevertheless, the situation from the security point of

Ry view would seem to be acceptable, since the building itself

| has been fitted externally with vision-proof shutters which
ee can be raised and lowered by a mechanism installed inside.

mall While it is true that a potential intruder can, with diffi-

va culty, raise these shutters from the outside, this would
be an exceptionally perilous operation in regard to Room 5,

outside the window of which there is no balcony.

(6) Security Guard's Quarters - Peephole

Paragraph 3(K)(b) of Letter F-156 envisaged a glazed
‘tpeephole" to be provided in the wall between the guard's

kitchen and the staircase hall. In fact, although that

wall has been finished in all respects and the Security

.Guard is now installed in these quarters, no such peephole

ue has been provided nor do we think one is necessary. The
architects are having a great deal of difficulty obtaining

even an estimate for the cost of what would be a tricky

exercise in optics if a guard inside the kitchen is to have

any useful field of vision into the hall. Even if they

should be successful in solving this problem, there would

remain the disturbing business of having to knock a hole

through the wall. In view of this, and in view of the

fact that we do not look upon the Security Guard living in

the quarters as having anything to do with the security

_of the office while he is off duty, since the other guard

will be on duty or the offices will be in operation, we

| Ceanot see the necessity for, nor the sense in, pursuing
this notion. We shall be writing you separately with

regard to the possible desirability of having the usual

small and relatively inexpensive peepholes placed in the

entrance door to the guard's quarters and, more importantly,

in the entrance door to the office itself. ~

(7) Chubd door locks

In paragraph 4(VI) of Letter F-156, mention is made
of the need to place Chubb-type 3G-74 security locks on

fourteen doors. In fact only ten such locks have been

sent to uSe Their strategic distribution throughout the

offices will be clear to you from the security data sheet

and the plan of the premises, attached. Having in mind

their position and the other security arrangements we have

built around their employment, we do not consider it neces~

sary to send additional locks for the other doors originally

‘mentioned, although the provision of a spare would facilitate

| the work of the Security Guard.
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‘5. You will appreciate that we have devoted a great deal

of time and thought to the perfection of what seemed to us to

be almost foolproof Beano the security of these

officese You will appreciate,that if we are to live up to

the letter of all of these arrangements, a significant call

will be made on both the time and the patience of all Canadian~

based members of the staff. Accordingly, in addition to sug=

gesting any improvements which might occur to you, we would

welcome any suggestions you might care to make that would relax

our arrangements in the interests of the quick and wuntroubléd

performance of our normal tasks.

66 There is one aspect of our arrangements that I should

like to draw to your attention at once. That is the fact that

so long as we have only two guards on, our establishment they
are each putting in at least 104 hours on duty every two weeks.

This total of approximately 52 hours weekly, which.takes into

aceount the fact that on Saturday afternoons and Sunday mornings

and afternoons only spot checks are required, seems to us to be

more than any Civil Service employee: should be asked to work on

a regular basise It is true that part of this large total is

made up of the time during the evening when your suggested two-

| guard schedule envisaged that the guards would be off duty, but

during which our guards prefer to remain on duty in the interests

of good security. Since our char woman will only work in the

evening and does not complete her labours until between 8.30

and 9.00, the guards could only avail themselves of the leniency

in your suggested schedule at a rather late hour when, certainly

in so far as Emmerson is concerned since he lives on the other

side of town, there would be little point in leaving the offices.

Te The position of the guards is, in fact, even less

satisfactory than the foregoing suggests. As has been pointed

out above, it is necessary for them to take our classified waste

to the United Kingdom Permanent Mission for destruction by fire.

For obvious reasons this can only conveniently be done during

the daytime, and each guard is required to spend approximately

four hours one day of every second week in the performance of

this task. Their total hours on a two-weekly basis is there-

fore close to 108. In these circumstances, and until a third

guard has been provided for our establishment, it has occurred

to me that you Would wish to authorize me to record overtime

for the two guards in respect of any time worked in excess of,

say, fifty hours a weeke ‘ I should be grateful if this ques-

tion could be discussed by the officers concerned both in

Defence Liaison 2 and Personnel Division, and a decision trans-

mitted to me as soon as possible. While Mr. Emmerson and Mr.

. Latreille have apparently been most willing to work such extra

hours as are necessary for the proper performance of our res-

ponsibilities in regard to security, I am reluctant to continue

to impose on their good will without some promise of their

position being placed on a footing more closely equal to that

* of the other Canadian-based staff here.

JA cay Lh ee
Permanent Mission. /

, | P-5- A copy of this Letter with its enclosures is going
to London under. cover of a letter to Mr. MacNeill.
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¢ February 15, 1957.

CONFIDENTIAL

STANDING ORDERS FOR SECURITY GUARDS.

GENERAL

The Head of Mission is responsible for the

security of his poste Mr. Jay has been designated by him as

Post Security Officer and is responsible to him for the enforce-

ment and control of all security arrangements, including the

supervision and direction of the security guards in their conduct

and the faithful, diligent and efficient discharge of their dutiese

26 Whether on or off duty, the conduct of the security

guards must be irreproachables When on duty they are to be neatly

and properly dressed.e They will be alert and attentive to their

duties and must be polite and courteous in their dealings with

callers and members of the public.

36 ; Guards will familiarize themselves with the

Departmental regulations, the Standing Security Orders of the post,

and the following.

4. security guards, as all Canadian-based staff, must

be meticulously careful about divulging information to unauthorized

persons » Loose or unguarded talk can cause incalculable damage.

DUTIES OF SECURITY GUARDS

5° The primary and over-riding duty of security guards

is the protection of the Chancery in the danger period of the quiet

or non-working hourse Certain tasks may be assigned through the

Security Officer to guards during their tours of duty, but nothing

must interfere with the protection provided by the presence of the

guard in the Chancery at these times. Protection of the Chancery

will. require the guards to:

a) carry out systematic inspections of Chancery offices

and equipment with the object of

(i) detecting and reporting any physical or

audible signs of surreptitious entry or

. physical penetration being or having been

effected or attempted;

(ii) ensuring that security procedures relating
to the safe custody and haridling of classified

material have been properly observed;
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b) safeguard and control security keys;

c) naintain and repair security containers and
periodically change combination settings;

d) install or replace security locks, bolts, bars

on Chancery doors and windows;

e) supervise the char staff and any local workmen
whilst on the premises;

f) collect from the Communications Section the
white bag of classified waste, take it to the

United Kingdom Permanent Mission and destroy

its contents every Thursday. This task will

be recorded in the Log;

g) maintain a daily written record or log which

will include

(i) times when guards are posted and
relieved,

(ii) duties performed,

(iii) security infractions uncovered,

(iv) receipt of telegrams and messages during
quiet hours,

(v) admittance to Chancery during quiet
hours y ,

(vi) any unusual circumstances encountered
during tour of duty and action takene

66 Within the broad framework of the above, the

specific duties of the guards will be performed as described

in the following paragraphs.

Te In addition to performing normal guard duties,

the guards will:

eo » e 3
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report as directed with the Security Guard Log Book

to the Post Security Officer, who will examine all

entries and initial the book. Any special instruc-

tions to guards will be entered in the/book by the
Post Security Officer and both guards will ensure

that they understand these;

draw up monthly duty rosters for the approval of the

Post Security Officer;

be responsible for the custody, issue and return of

all keys, tools, locks, security equipment and spare

parts and the maintenance of an inventory of all such

items on charge to the post;

suggest to the Post Security Officer.any action which

they believe should be taken to improve the arrange-

ments in force: for the security of the Chancery.

GUARD DUTI“NS AND SHIFTS -

8. Guard cover is provided in accordance with the

attached specimen two-guard duty schedule.

GUARD ON NIGHT SHIFT -

96 On taking over the night shift at 5.30 peme,y the

guard will

a)

10.

enter in the log the time of his taking over the

shift, and sign the log book to indicate that he

has read and understands any special instructions

which have been entered in the book for his guidance

and attention;

collect the security guard task book from the Post

Security Officer and the Key Ring from Registry;

ascertain from the receptionist what visitors and

members of the staff are in the building.

As members of the staff leave the premises, the

guard will take custody of their office door keys. The receipt

of keys will be recorded individually on the Daily Key Control
. gn,000569
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Sheet, and the keys will then be placed on a board provided for the

purpose. He will also replace on his Key Ring the key to the

Registry Chubb grill entrusted to the stenographers.

il. When all the staff and visitors have left the pre-

mises, except those remaining after the normal closing hour, the

guard will securely lock the main entrance and carry out his first

quick round of the premises with the object of

a) ensuring that all windows, the entrance door, the
doors to the offices of the Accountant and the officers,

and the two grill doors are secured and that no fire or

water hazards from burning cigarettes or running taps,

ete., exist;

b) examining possible hiding places in which an intruder
may have concealed himself,

12s He will admit, log in and supervise the char woman.

136 Having assumed responsibility for the guarding of

the Chancery, his most important single concern otherwise will be

the close supervision of the char womans This supervision does

not imply occasionally checking her presence, but the close and

uninterrupted surveillance of her activities.

14. The char woman will. not clean either of the rooms

in the Communications Section. Her work in the Accountant's office,

the officers! offices and in the back area - including the Registry -

will be especially closely watched. The guard will open the first

of these offices to be cleaned, admit the char woman - checking her

equipment - and keep her under the closest surveillance until that
room is cleanede He will then see her out of the room, re-lock

the door, and proceed with the cleaning of the other offices and

the Registry in the same way until all have been cleaned.

15.6 When all of her work for the evening has been com=

pleted, the guard will log out the char woman. Then, with the

entrance re~locked, he will make a thorough inspection for signs

of possible tampering with the premises or equipment»

16. After all visitors, all local staff and Canadian
members of the staff other than those remaining very late have

left the premises, the guard will carry out his first main round of

eee the shift in
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the shift in the course of which he will

a) check all security containers not still in use to ensure
that they are properly locked;

b) ascertain if any classified files, documents or other
“sensitive material has been left on desks or otherwise

unprotected;

¢) carefully examine all rooms, including doors, windows,

walls, containers, etce, for any signs of tampering or

attempted entry;

ad) unlock and leave open the doors except the entrance door
and the two grill doors.

17e When the last Communications employee leaves at

night, the guard will ensure that he has left the Chubb door to

the Communications Section locked and has left the accordion

grill in Room 5 shut.and locked, with the shutters all the way

down e.

18. When the last person has left the premises he

will ensure that all security containers are locked and will shut

and lock the Chubb door on the Registry.

196 The guard may then proceed with certain incidental

tasks which have been assigned to him, such as repairing locks or

other equipment, examining material or furniture which has been

returned to the Chancery after repair, stamping envelopes, stapling

or sorting paper, etc. The completion of these tasks is to be

recorded in the log and in the task book.

206 In the course of carrying out his duties, the

guard will also be responsible for re-admitting members of the

staff and returning to them their keys, receiving messages and

telegrams, dealing with callers, etc. If members of the local

staff return to work after hours or early in the morning, the

guard will re-lock any sensitive offices which have been left

open and keep them locked until such local members have left the

premisese Particulars of all staff admitted, messages received

and callers dealt with will be entered in the loge
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21. Although he is permitted to sleep on duty, he

should ensure by means of an alarm clock that no period of

sleeping is longer than three hours! duration. Between naps

the guard will carry out additional inspections of the premises.

Times will be staggered from night to night and work on incidental

tasks will be adjusted to the necessity of carrying out rounds as

ordered. During the last of these rounds, at approximately 07.00

hours, he will re-lock the offices of the Accountant and the

officers. He will open the Chubb door on the Registry, ensuring,

however, that the grill door is locked.

226 Each morning, at the end of his final round, the

guard will open the folding grills in all rooms, other than Room

5,so equippede He will then remain on duty until he has issued

from the Board - against recording on the daily control sheet -

the keys required by members of the Mission. He will also remove

from the Security Guard Key Ring, and entrust to the stenographers

jointly, his key for the Chubb grill leading into the Registry.

The Security Guard Key Ring will then be hung on the appropriate

peg on the Boarde

236 Saturday mornings, the Canadian staff member on

duty will take over from the departing Security Guard responsi-

bility for custody of the keyse At 12.30 peme the Security

Guard who is to be on duty on Saturday night will relieve the

skeleton staff of this responsibility and will remain in the

office at least until 1 pem. Before leaving the offices he will

make a final round and log ite On Sunday mornings, it will be

the responsibility of the guard who is going off duty to ensure

a) that the offices are secure, that all doors in the
offices are locked, and

b) that the Security Guard Key Ring is given to the

guard who will be on duty over Sunday night.

SECURITY INFRACTIONS

24. In the event of any real or suspected security
infractions or security threats being discovered by the guards

during the quiet hours, they will be dealt with as follovs:

a) If the security infraction is of the sort which re-
grettably may occasionally occur (security containers

or rooms not properly locked, classified material left

about in exposed or vulnerable positions) the guard
ee Wi000572 >
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will take immediate action to protect the material

involved. If a security container is discovered to

be improperly’ locked, it should be locked and an entry

made in the log for the information of the Post Security

Officer. If classified material is found exposed, it

should be sealed in an envelope, addressed to the Post

Security Officer, and placed in his drawer in the Registry.

The envelope should contain a report by the guard outlining

the circumstances of the infraction and the action taken.

The incident should be logged. In this connection, it

should be clearly understood that the responsibility of

the guard ends when he has discovered the infraction and

taken the proper safeguarding action. The Post Security

Officer is responsible for any subsequent investigation

and corrective action.

b) If the circumstances are of an unusual nature and if,

in the opinion of the guard, an emergency or threat

exists or is imminent, he should immediately communicate

by telephone with the Post Security Officer. If this

officer cannot be located and he is unable to contact any

other officer, and he considers such action warranted by

the nature of the emergency, he should communicate directly

with the Head of Post. If unable even to locate the Head

of Post, he should instruct the off-duty guard to report

to the Chancery, explain the situation to him, and have

him acquaint the appropriate officer with the facts in per-

son with the least possible delay. These events should be

logged.

SUPERVISION OF LOCAL WORKMEN -

256 The recent presence of local workmen during the

preparation of these new offices constitutes a security threat,

the danger of which cannot be over~estimated. It is a situation

which has been successfully exploited many times in the past and

can be exploited whenever the utmost vigilance is even momentarily

relaxed, It should always be assumed that an alien workman,,

however well-known and trusted, is a highly skilled technician in

an offensive intelligence service.
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26. Once the basic preparations in the office have

been completed, work involving repairs and maintenance should be

carried out by the guardse When this cannot be done and when the

employment of local workmen is necessary, the following steps will

be taken to minimize or eliminate the security threat which their

presence in the Chancery involves:

a) Arrangements, if possible, will be made to have work

carried out on Saturdays or Canadian holidays so that

certain areas of the Chancery may be locked off and

the defensive action concentrated on the room or rooms

where the work is being donee

b) If more than one workman is involved, and depending on
the nature of the work, the off-duty guard should be

recalled and, if necessary, a member or members of the

| Canadian staff may be required to ensure the necessary

| close individual supervision of workmen.

| ¢) All tools and equipment should be carefully checked on

the arrival and departure of the workmen, and a most

careful examination of the rooms involved will be made

at the completion of the jobe

DELIVERIES TO THE CHANCERY -

2Te An effective method of penetration is the installa-

tion of certain devices in furniture or equipment which has been

sent off the premises for repairse All such items will be sub-

jected to the most minute examination on their return before being

re-installed. Every delivery, even that of the most routine nature,

made during the guard's tour of duty should be carefully checked and

an entry to this effect made in the loge Deliveries made at other

times will be brought to the attention of the guard next on duty,

so that he may carry out an inspection, the results of which he will

record in his log.

286 The orders promulgated for the guidance of security

guards in discharging their responsibility for the protection of

the Chancery are not designed to meet a security threat based on

forcible entry or physical attack. This possibility is discounted.

ee ee FJ
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29 6 The danger lies in surreptitious entry being

effected, leading to the installation of intrusion devices and

the gaining of access. to classified material without the knowledge

of or arousing of the suspicions of the officers of the poste The

threat is a real and ever-present one, and can only successfully be

combated by the most constant vigilence and scrupulous attention

to detail by security guards and all other members of the Canadian

staff.

vex [S.._, [-s .
Max Wershofe

000575



Document disclosed under the ape Ange to Information Act

Document divuB@Panrery deta Ldkat acces a I'information

. CONFIDENTIAL

GENERAL STANDING SECURITY ORDERS

In accordance with instructions sent from Ottawa,

the following Security Orders have been prepared for this Missions:

GENERAL

26 As Head of the Mission, Mr. Wershof is responsible

for securitye Mre Jay has been designated by him as Post Security

Officer and is responsible to him for the enforcement and control of

all security arrangementse While the guards are directly respon-

sible for the implementation of most of these arrangements, it goes

without saying that all Canadian-based members of the staff have a

personal stake in, and share in the responsibility for, ensuring

that the instructions governing the safeguarding of Canadian Govern-

ment property and documents is one hundred per cent efficient.

Accordingly, in addition to the commitment to familiarize themselves

each half year with the security regulations, every individual should

voluntarily keep himself up-to-date with respect to the material on

the security file, the standing orders for the security guards, and

the following.

CLASSIFIED WASTE -

Be All personnel should ensure that classified waste
is placed, as soon as possible, in the red bag provided for the

purpose in the Registry. Hach evening before the Registry and the

Communications Room are closed, the Registry Clerk will empty the

red bag into the large white bag kept for the purpose in the Com-

“ munications Roome Until destructor equipment has been provided for

the Mission, the guards will arrange to take the white beg of classi~

fied waste to the United Kingdom Permanent Mission each Thursday,

where they will burn the contents.

KEYS -

4. Hach person is individually responsible for com-

plying with the instructions laid down for the use of keys, in so

far as those may apply to her or hime Each morming the Security

Guard who has been on duty during the night will remain until he

has issued from the Key Board - against reeording on the daily control

sheet - the keys required by members of the Missione He will also

‘ remove from the Security Guard Key Ring and entrust to the steno-

graphers jointly, his key for the Chubb grill leading into the e

eo Registrye «6
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Registry. The Security Guard Key Ring will be hung during office
hours on the appropriate peg on the Key Board.

5. Each individual will be responsible for ensuring
that keys entrusted to his or her, care

a) are never seen by unauthorized persons,

b) are returned to the Key Board - through the Registry
Clerk or one of the stenographers - before the person

concerned leaves the offices, even temporarily,

during the day... (A record of this is to be kept on
a temporary Control Sheet)... As an exception to this,
the three: keys used by Mr. Lebeau should be turned

over to Mr. MacKinnon whenever the former leaves the

offices, as, for example, during the lunch hour.

c) are returned - against recording on the Daily Control
Sheet - to the Security Guard on duty before the

persons concerned leave the offices in the evening.

(The Guard will replace on the Security Guard Ring
the Registry grill key entrusted to the stenographers,

and will hang the other keys on the Key Board.)

6. Saturday mornings, the Canadian staff member on
duty will take over from the departing Security Guard responsibility
for custody of the keys, At 12-30 pem. the Security Guard who is

to be on duty on Saturday night will relieve the skeleton staff of
this responsibility and will remain in the office at least until
1 PeMe

Note: The only keys which may be taken from the premises are
those used by the Guards (on Saturdays and Sundays) and
the entrance key kept by Mr. Jay. This key will be

entrusted to the Communications Operator on Friday night
and ‘returned to Mr. Jay on Monday moming. All. staff

should note that in the event of an emergency, eegs the

illness of the Guard on duty, Mr. Jay or the Communica-

tions Operator - as the case may be = should be contacted

at Once.

a)
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OFFICH DOORS AND WINDOW GRILLS -

Te All doors giving access: to the rooms of Canadian

members of the staff must be locked when they are left unoccupied,

even temporarily. Responsibility for shutting and locking the

Chubb grill on the Registry will be shared by the stenographers

and the Registry Clerk. They will share with Communications staff

the responsibility for shutting and locking the door leading to the

reception room whenever the stenog raphers! room and the Registry

are left vacant. ~

Be The Chubb grill leading into the Communications

pection is to be kept locked during the daye At noon the key to

this Chubb grill should be placed on the Key Board and this action

recorded on the temporary control sheet. The Chubb door itself

will be opened in the morning by the Communications Staff and

closed by them at the end of their working day. Whenever the

Chubb door is locked, the grill will be left unlocked and the key

will remain in a secure place in the Communications Section.

The swinging grills on the windows in the Registry and the Teletype

Room will normally remain locked. They can be opened for cleaning

or repair of windows only with the authorization of the Security

Officer.

96 The accordion grill in Room 5 may be opened by the

Commumications S,aff while they are on duty. That staff will be

responsible for shutting and locking the grill before they leave

for lunch (one lock) and before they leave in the evening (both

locks). In addition, they will lock their cabinet in the evening.

10. The accordion grills in the other rooms will be

opened in the morning on working days and on Saturdays by the Guard

on duty, and closed by the Guard on duty at night and at 1 pem. on

saturdayse In order to avoid the burden of locking accordion

grills in these rooms during the quiet hour at lunchtime, it will

be necessary for all classified material to be returned to the

Registry and for all office windows and doors to be shut and locked,

including the Chubb grill to the Registry. The shutters in the

Registry, ‘stenog raphers! room and teletype room should also be

lowered. It is expected that on the great majority of days Mre

MacKinnon will be in the office during the luncheon period. On

those-occasions when he will wish to leave the offices he will make

arrangements for someone else to remain on the premises.

REGISTRY -

ll. Apart from the normal responsibility of ensuring

that the Chubb grill is locked whenever necessary, the Registry

Clerk will also ensure that the Taylor safe is kept locked at all 000578
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times when not in uses Moreover, before the luncheon break

he will ensure

a) that his window is shut and locked;

b) that all papers and files have been placed in file
drawers, all of which will be shut, though they

will not have to be locked;

c) that the keys used by him are turned over to Mre
MacKinnon.

In order to facilitate the bothersome task under (b), all
members of the staff are asked to make every effort to return

their papers to the Registry before 12.30. If it is not pos-

sible to return papers before the Registry Clerk leaves for

lunch, latecomers are asked to obtain the key to the Chubb grill

from Mr. MacKinnon and to place their papers in the drawer pro~

vided for them at the same time as they return their keys to

the Key Board. The grill must then be locked again and the key

for the grill should, of course, be returned to Mr. MacKinnon.

SUPERVISION OF LOCAL WORKMEN AND DELIVERIES TO THE CHANCERY =~

12. The recent presence of local workmen during the

preparation of these new offices constitutes a security threat,

the danger of which camot be over-estimateds It is a situation

which has been successfully expldited many times in the past and

can be exploited whenever the utmost vigilance is even momentarily

relaxede It should always be assumed that an alien workman,

however well-known and trusted, is a highly skilled technician in

an offensive intelligence service. For this reason, and because

the offices - apart from the Communications Section - are not

soundproof, all personnel should exercise discretion when speaking

about sensitive subjects.

136 An effective method of penetration is the installa-

tion of certain devices in furniture or equipment which has been

sent off the premises for repairs. All such items will be sub-

jected to the most minute examination on their returm before being

re-installed. very delivery, even that of the most routine nature,

should be carefully checked by the Accountant and the delivery re~

ported to the Security Officer, who will ask the Guards to make

what further check is possible. 000579 5
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14. The orders promulgated in regard to security

are not designed to meet a security threat based on forcible

entry or physical attacke. This possibility is discounted.

15. The danger lies in surreptitious entry being

effected, leading to the installation of intrusion devices and

the gaining of aceess to classified material without the know-

ledge of or arousing of the suspicions of the officers of the '

poste The threat is a real and ever-present one, and can only

successfully be combated by the most constant vigilance and

scrupulous attention to detail by security guards and all. other

members of the Canadian staff.

Max Wershof
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2 . ‘Fhevicus DELEGATION

SECURITY GUARD SCHEDULE

DELEGATION DU CANADA

GENEVA. 1957.

( FEBRUARY)

ReLatreille Feb.l 1730hrs. to O0830hrs. Febe2 Se:

A.Emmerson wv 2 1230hrs. to 0830hrs. Feb.3 Qn

ReLatreille 8 3 0830hrs, to O830hrs. Feb.h

A. Emmerson mh 1730hrs. to O830hrs. Feb 5 qu

R.Latreille os m5 1730hrs, to 0830hrs. Feb.6 wal

A. Emmerson 9 1730hrs. to 0830hrs. Feb.7 “Il.

R.Latreille = 7 1730hrs, to 0830hrs. Feb.8 ‘i

A. Emmerson mg 1730hrs to 0830hrs, Feb.9 Sx”

R.Latreille n 9 1230hrs. to O0830hrs. Feb.l0 *~ —

A. Emmerson # 10 0830hrs. to O830hrs. Feb.1l wu

R.Latreille t 12 1730hrs.tto 0830hrs. Feb.12 1“

A.Emmerson " 12 1730hrs, to 0830hrs, Feb.13 Wii

R.Latreille _ # -'13-0-s«1730hrs, to 0830hrs, Feb.14 thm

A. Emmerson " 14 1730hrs. to 0830hrs. Feb.15

R.Latreille n 15 1730hrs. te 0830hrs. Feb.16

A.Emmerson " 16 1230hrs, to 0830hrs. Feb.17

R.Latreille " 17 0830hrs. to 0830hrs, Feb.18

A.Emmerson " 18 1730hrs. to 0830hrs, Feb.19

R.Latreille = $=" 19 1730hrs. to 0830hrs, Feb.20

A.Emmerson ‘TM 20 1730hrs. to 0830hrs, Feb.21

R.Latreille " 21 1730hrs. to 0830hrs. Feb.22

A.Emmerson n 22 1730hrs. to 0830hrs. FEB,23

R.Latreille n 23 1230hrs. to O0830hrs. Febs2h

A. Emmerson " 2h 0830hrs. to 0830hrs. Feb.25

R-Latreille t 25 Q730hrs. to 0830hra. Feb.26

A. Emmerson - * 26° 1730hrs. to 0830hrs. Feb.27

R. Latreille 9 27 = -1730hrs, to 0830hrs, Feb.284_

A.Emmerson " 28 1730hrs. to O830hrs,. Mar. 1
wre
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“flown: ‘FEBIA ‘RESTD, a ene
TO ‘EXTERNAL OTT Su. -

- REF OUR LETTER 88. ANSE , py es

OFFICE, EQUIPHENT- DESTRUCTOR: fe oon | | os
IN WRITING ‘OUR LETTER WE WERE: UNAWARE oF A ‘SERIES OF. ‘ADDITIONAL. .

| _ SEROUS: ‘DRAWBACKS. TO THE: USE: OF A PULPER. EMERSON, ONE OF OUR.
“GUARDS, SAYS: THESE MACHINES CREATE, SUCH: A MESS” THAT I WOULD: BE |

IMPOSSIBLE ‘TO USE THE. DESTRUCTOR ROOM AS ADDITIONAL “STORAGE. SPACE
WE bESPERATELY NEED AND THAT THE SMELL wouLD UNDOUBTEDLY BEY |
“INTOLERABLE | or STENOGRAPHERS: AND. OTHER. STAFF occuPYIne: BACK ROOMS. os
-2.IN VIEW OF THESE POSSIBLE OBJECTIONS AND, OF THE OBJECTION THAT 7
fa. PULPER CANNOT’ DESTROY CYPHER ‘TAPES; PLEASE CORRESPOND urTH us.

‘FURTHER BEFORE MAKING any. COMMITMENT.” TO, SENDE
. COBOMAT PULPER. WE ARE.

- INVESTIGATING POSSIBILITY OF INSTALLING. , AN ort. DRUM INCINERATOR on

f THE GROUNDS OF oy RESIDENCE, To wHECH WE: ASSUME THERE WOULD. BE NO! |

SECURITY "OBJECTION. a,
. | WERSHOF oo

wt
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oO DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

rs NUMBERED LETTER 7 3 |
TO: Ti” UNDER- SECRETARY OF STATE FOR Security:..... SeteROOD,

EXTERNAL AFFAIRS, OTTAWA, CANADA. Note. ke

FROM: ..#2 CANADIAN PERMANENT MISSION, Date:......... February , 12,1957...

ese GENEVA, SWITZERLAND... ......... | paetomuren. ech Crt ts ccccceecee
Reference:.. Our Letter : No °. 213 : of, December, 1/54 Air or Surface Mail:... Air vecetaerenece

: Subject:....2 hange of combination settings... Post File No:.... SECURFTY.($).......

ereeuee Sumer e tree cere eee etens Ottawa File No,

SOUYS -~-AL- YO

SS 5s

7) -

2 (| ., As soon as possible after our
alr arrival in our new offices we either

Ah . changed the combinations on our locks

1A in use or set combinations on the
5 additional locks required.

a Re The settings on all combinations

now in use are listed in the attached

sealed envelope.

FEB 1% 198%

Vey [res Lf
Permanent Mission. /

Internal

Circulation Y fl f Oran

2 tots a
J WH 4

Distribution Wh VO.
to Posts a

\

SS

Bue 1004 (D.. a/ear 
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

— | NUMBERED LETTER .

TO:. &. CANADIAN PERMANENT .MISSION,........... Security: ....0 ONFIDENTT AL beceaeenes
cutececereceerss GENEVA 5, SWERZERLAND So. ccccce, No: seeeeee DBO Geececsenceceeee,

FROM: THE UNDER- SECRETARY OF STATE FOR Date:.. Fabruary. Dy. 195 Z0.......6.

EXTERNAL AFFAIRS, OTTAWA, CANADA.

,., your Letter of Jan. 315.1957. 49. the| air or Surface Mail... ALR. .ceec ec eeeesReference: .. Regions Security orfiger, London, r or Surface

50048-AL-40
Beso e este ees teresa reese eesees eee ceseese se peereeetrereneseuunene

cvcevuseueenes Security - Telephones ................. Ottawa File No. | | “|

qt
R

| References

In the temporary absence from London of the
Regional Security Officer we are replying to your
enquiry concerning the telephone in Room 4, the
teletype line room. It is correct that there is
no objection to the installation of a telephone
in this room, and, indeed,it is desirable that
one should be available to the Communications
Clerk, Our, Letter No. F-307 of September 12,
1955 erred on this point, since the line room
houses no classified equipment.

2. _ No telephone should, however, be installed
in the cypher room.

, 
for Under-Secretary of State

Internal for External Affairs,
Circulation

Disthi bution
to Bosts

London
(Regional

nxn SecurL

Weer
f "S

Ly 9 .——____. 
000584Ext. 181B (Rev. 2/52)
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FROM: THE UNDER- SECRETARY OF STATE FOR Date:... Rebruary.4,.19.57.0-.---+---

EXTERNAL AFFAIRS, OTTAWA, CANADA.
Enclosures: ....:sccccecseeneacres ses veneee

Reference: ... Your. Letter. Now. 48. Of Jans. Ay. 1957 » Air or Surface Mail:.. ADD... ccee cee a

Subject:.....: S@CUPLty .m K@YS.... cece beeen eeenee Post File No:...cecceecese ene recerevenere:
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Ottawa File No.
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This will confirm our Telegram Ne. 28 of
January 29, 1957, in which we approved the marking
of keys serially and individually to facilitate
their identification. We would prefer this method

of marking rather than the use of actual room numbers,

as it may prevent anyone who might gain access to a
key from useertaining the room to which the key belongs.

2e Your attention is directed to the Specimen
Standing Orders for Security Guards at Posts Abroad,
paragraph 10, attached to our Letter No. DS-422 of

December 13, 1956, and we suggest that you institute
the procedure described therein for the safe custody
Oo CYS«

36 We assume that the duplicate keys forwarded
to the Regional Security Officer, London, were suitably

tagged. Would you, therefore, please advise the

Regional Security Officer to mark these duplicates

serially from A to J to correspond with the keys in
use in the Chancery, and to stamp each key with the
nuaber 5, thus continuing the numerical sequence of
all series,

Under-Secretary of State

for for External Affairs.
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OFFICE OF THE

HIGH COMMISSIONER FOR

I wonder therefore,
if IT could impose upon you to have one of your staff reply

to Mr. Wershof's letter to me of the 31st January headed

"security, Geneva - Telephones",

, ITt.does seem a roundabout way of doing it but as I
will not be back here and have a chance to study this before
the 16th February it would give Mr. Wershof a satisfactory
reply long before then. Will you please send nie a copy of

your reply.

Yours sincerely, -

(ReA.S. MacNeil) | : |

Je Timmerman, Hsqe,

Department of Rxternal Affairs,

Defence Liaison (2) Division,

OTTAWA, ,
Ontario, -

CANADA. os _-RASM/dew
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NUMBERED LETTER

TO: é .CANADLAN, PERMANENT MISSION. ..........005 Security: . GONFIDENTIAN
ceeeuees GENEVA,, SWITZERLAND» ....cccccccccscecee [Notes ROHL ccccccccc

FROM: THE UNDER-SECRETARY OF STATE FOR Date: AHRUATY. 3459.19.20 0.00.0...
EXTERNAL AFFAIRS, OTTAWA, CANADA.

SPOR Rem Rem eee meee eee emer me meee eee eer ener ere eterna eivnesessesere Ottawa File No.

50048-AL=40

42. | oD

References f

As requasted, to complete your file attached
is a copy of Circular Document ADMIN. No. 21/53
of June 19, 1953, although you will note that this
document is not primarily concerned with security.

2. You are correct in assuming that we are aware
of the desirability of an up-to-date consolidation
of the various existing documents relating to security.
It is intended that this consolidation take the form
of a separate Security Manual, which, it is hoped,
will be completed and distributed this year.

for Under-Secretary of State
for External Affairs.

Intemal
Circulation

~ Lstribution
‘ Posts ,
London |
(Regional
Sec iy

NY, Office
Ah \

Ext. 181B (Rev. 2/52) | 
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"La Pelouse", Palais des Nations, |

Geneva, 31st January 1957. ..

CONFIDENTIAL
<

ShG¢ FL AR~-LO :
Attention: Regional Security Officer

3 <4]
Dear Sir:

Security, Geneva - Telephones

. In its Letter No. F-307 of September 12, 1955,
dealing with the subject of the installation of tele-

phones in the new office accommodation of this Mission,

the Department mentioned that "to safeguard security

no telephone outlets should, as you say, be installed

in Rooms 4 and 5, As an added precaution, no buzzer

fo. _ should’ be installed in either of these two rooms",

a : As you will see from the plan of our new offices, which

pb . you have already received with a duplicate set of our

‘FEE 2 4957 © keys, Room 4 will house the teletype equipment and Room

CO 5 the sensitive cypher equipment.

Wer boot:
. Although our files show no formal decision

/ doa fi countermanding this instruction, it is a fact that _
do pee? Room 4 has now been equipped with a telephone outlet,

qd’ We understand that the decision to install this connec-
ome tion was taken here some time during September 1956 while

prawn & _7 Mr. Bélanger was making a preliminary inspection of what

- Wr ont pare to be our Communications rooms. So far as the-
Mr "memory of those still on our establishment goes, Mr.
part Bélanger told Mr. Allard at that time that the earlier

worries with regard to telephones in Communications areas

Mo ' had largely been overcome and that, in any event, a xe
telephone in Room 4, separated by a solid wall from Room

ANS 2, would in no way compromise the security of the cypher
2\/ equipment. Moreover, we believe that he mentioned that.

. f the efficient use of the teletype equipment required
- _ that a telephone be readily available to the Communica~

oxrtions Clerk.
ee

Office of the High Gommiss#ofer fem Canada, y — we ria, Sf rety “
Canada House, 7 22? EG CP ak IO let

London, England, “! WOONONA UBS Petes eceees
Sane fom Sa t

*

Vee. ‘Department of External Affairs, Ottawa. 000588
eas ee take, a LA
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Although we have an extra telephone which .we
would very much like to install on the connection |

-in Room 4,; we shall not do so,.at least once the.
cypher equipment’has arrived, unless you, tell us:

that by doing so we are not compromising security.
If you think theré-is some! danger to, security by. .

having a telephone in that situation, we should be |

grateful to learn whether you also think that the. -
mere presence of a ‘telephone outlet | is also COM~*

‘promising. my wo ; me

“To. complete ‘the’ picture, it. need | only be added |
‘that no buzzer has ‘been installed in either Room: 4
or Room 5. .

Yours sincerely, -

M. H. WEASHOF -

Max Wershof,
Permanent Representatives
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DEPARTMENT: ‘OF EXTERNAL AFFAIRS, _ CANADA. 2 ‘(purLrcaTe “
- NUMBERED LETTER oo

UNDER- SECRETARY OF STATE FOR. - Security: RESTRICT seed eegaes .
NL EXTERNAL. _AFFAIRS,- OTTAWA, CANADA. VW Notte cece: SB a

FROM: THE. “CANADIAN: PERMANENT, MESSEOH, cece ‘pate:..... January 31, 1957. _
soe GENEVA, SWITZERLAND». occurs eee fuclosupil. ices oes,

fefereneedun Letter. No. 218. of. Sune. 5s. 1956... Air or ti eM Ea

= ee . “el
References . .. i 

| |

. . “a4 y

; - With our Letter under. reference we ‘neluded.
an. Appendix wAt dealing inter alia with equipment for

the destructor room. . Simple reference was made to —

—_——— i : ae

_-Internal

Circulation

: Distribution
. to Posts |

Ok

paragraph 3(a) of your Letter F-156 of May 10,°1955,
in: which you had Listed the alt ernative suggestions

fa) a “Somat ke Electric Pulper, « or.

“by: an approved incinerator. either was
< or electric fired. .

3, an On reviewing our file we are unable to find
any mention of . a. decision having, been taken as to the
kind of equipment for’ destroying material selected.
It is a fact, however, that Room l‘on the plan of the.

new offices, a copy of which is available. in the Depart-
ment, has been equipped with a drain line, water supply.

and an. electric power outlet, Nevertheless, we can
'. find no reference either to the shipment of a pulper -_ hor to, any decision that a pulper would not be Supplied.
3N _ AS you. ‘cnow, ‘we move into our new offices
tomorrow, February 1 “and will immediately be faced
_ with the problem of ‘destroying classified waste. Since ~
' there is no incinerator anywhere on the premises and .
Since it will be impossible to arrange any temporary
means of destroying: waste, we have made an ‘informal
arrangement with the United Kingdom Permanent Mission .

‘to use their facilities for destroying « “Although

perfectly satisfactory from the security. point of- view,”
_this arrangement has two drawbacks, In the first

place, it is an imposition on the British which I am
. reluctant to, continue indefinitely. Secondly, it.

- necessitates the Security Guards returning to the.
- office on one of the working days of each “week in:

order to collect the waste and to take it the not=_
. inconsequential. distance to the British office.

be “In ‘the circumstances I. should ‘be grateful
.. . if you would give urgent consideration. to this matter
’ . and-let me know what your plans are with: earn ‘to the

- ‘—provision of adequate destruction equipment. You |

will wish to..

wee

000590
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‘will wish to bear in mind our Letter No, 86 of
_Jamiary 30, explaining that in the absence of

sufficient storage space we are hoping to build ©

into Room 1 one wall of shelving. ‘The room would
-also, we would hope, contain one of the stationery |

cupboards, as well as a small work table or desk for —
. the use of the Security Guards. Obviously the size

of any destruction unit must be given careful thought,

since equipment that is at all bulky may require our

removing some of the other furnishings which, under

optimum conditions, we would like to have remain in

Room 1, - :

5. -. In conelusion, I should perhaps draw

your attention to one other aspect of the matter,
I have been led to believe by our Security Guards

that a pulping machine will not adequately destroy

the waste tapes from the cypher equipment » If you

_ should decide that, notwithstanding this possible

weakness, a pulper is to be sent to this Post, l

‘should be grateful for your instructions on how we

should destroy these tapes. J

6. Although the above raises a number of

security questions, we have decided in this instance -

not to follow the procedure laid down in paragraph 7

of your Letter DS-368 of October 31, in accordance

with which we. should write directly-to the Regional |.
Security Officer in London. We have taken this de-

cision because the above deals in large measure with

questions of office furnishings which may not be

familiar to Mr. MaNeil. We have, however, ent him

‘a copy of this Letter under a personal letter of ex-

planation, a

. M. H., WExSHOE

Permanent Mission.

000591
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (DUPLICAn..

6° 4 NUMBERED LETTER

/UNDER- SECRETARY OF STATE FOR
EXTERNAL, AFFATRS,. OTTAWA, CANADA.

Me oneness eee eee ere sr aranee

FROM: . PEE. - GANADEAN. PERMANENT. MIS.SION,.......;
vette ieee GENERA, SHIMZERLAMD 6,
eee ee same aera eee er em ee mer eee Ee OEE eee Om reer eee

| A | , J!
References . rs or . cent —

abs” |
ee As can be seen from the plan of our new offices,

dy A”copy. ‘of which you have, the only readily available fixed’
a% i space for storing ‘stationery, documents and other supplies

CC} ‘ is-in the small cupboard called Room 6 on the plan. Even
\Y with the two stationery cabinets received some time ago

this is not enough for our requirements, . As you know,
apart from the normal items we have to keep two complete j;,
sets of. stationery (delegation and Mission letterhead), as!
well as a. supply of office equipment for loan to delega-
tions,

26 | -. We can see no alternative to building shelves
in room 1,. Although this was originally intended as a
destruction room, we have as yet no assurance that we are¢

. ‘to be supplied wath & pulper. If at a later date it is;
..decided to install a pulper and the shelves are taking u

. too much room, they can be removed, as they will not be |
- attached to the wall.

36 In addition to this shelving for readily
' available supplies, shelves will also be needed in our |

basement storeroom, where we will have to store not onl)
our Entertainment Stockpile but also the balance of our

supplies and the luggage of the Security Guard,
Internal

_Greulation he We have received an estimate of 413.00 S.F.
(approximately $100) for the shelving in Room 1 which |.
will cover the whole of the back wall from floor.to 7

- ceiling. For the basement the estimate is 858.00 S. ¥
(approximately $200) for shelving to cover the left-h
wall and the back wall, In both cases the estimates

call for shelves made of the lowest grade wood, plan

unpainted. A copy of the estimate which gives the

dimensions is attached, When considering this estir

it should be borne in mind that the cost of wood in |

- - . _______ .
” Distribution

to Posts

Fxt. 182C (Rev. 2 /52)

is very high. . oe ; oS |

5. It would be appreciated if we could be ge
necessary authorization for these expenditures by ti «
as we shall be moving into the new offices in two d

_ time and our need for storage space. will be pressin

/\ 000592
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~2-

“6, As an alternative that may be cheaper,
you might wish to consider the possibility of

supplying manually-assembled: metal shelving. We

know that this can be purchased in Canada and the

United Kingdom, but we have not. been able to locate

it in Geneva.

M. H. WERSHOF

Permanent Mission

000593
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F@BENEvA Jane9/57: COND co OS .
TOEXTERNAL 31 Co : a

"SECURITY ARRANGEMENTS | | oo

YOU WILL HAVE RECEIVED OUR LETS. 68 AND 70 JAN2H IN BAG DESPATCHED oe

THAT. DAY.WE REGRET INADVERTENTLY. THESE WERE NOT ADDRESSED

TO. THE SECURITY OFFICER IN ACCORDANCE WITH PARA7 OF YOUR LET

DS368.OCT31. YOU. MIGHT WISH TO SEND COPIES To HIM OFFERING OUR

APOLOGIES FOR PROCEDURAL ERROR
- WERSHOF

000594
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BEElon, Permanent, Wisaton....... Levseeeeens [Senn ye eS ca eeeeteee

Lee _Suitgzertand......... Neceeveseceeeeens oP HL. iveseeehevesteeenneee
vaca, oe a ) “g 29, 1957.
FROM: THE UNDER-SECRETARY OF STATE FOR. parennery,.290. 1921s Lleleseeeee

: EXTERNAL: AFFAIRS, OTTAWA, CANADA. Enclosures: weeeee beaee cu eeeceeeeneeeeeess

Reference¥OUr, Letter 20 Of. January. 183.1997... : ‘| Air or Surface Mail: . . be eeweeeeete oeeeee,

gubjectStfice, Furnishings > File cabinets, ..... Post: File Nore.ssseseee velesecesseeeeees

cages livscuscsessteneeseetes ccc lncutecalebersesnseseee | Obtava File No.

cece eee ene t eee eee eee nese rac esaeaseoerenserseseruseroverss ees : 3 0-0 ¥ = f? & = ve

73: :

Referees J ie ty ape om Some “AL Ho
- beege at on (O10 -C 1 8-

We are: pleased to inform you that an.

order is being place through Canada House, for

h=fouredrawer non-locking filing cabinets (grey)
for use of the four officers of your Mission,

Nor-locking cabinets are being provided on
_ the understanding that under no circumstances will -

_ they be used to maintain classified material,

_. -Unfortunatly there has been some delay on

delivery of the Taylor security shell and inserts.
however wo are informed that shipment is being made-
from St -Jonn N.B, on Feb, 6, via the 5.5, Beaverlodge.

Internal :
Circulation

ORIGINAL SIGNED. BY -

. AM. GRANT

"Under Secretary of State

| °. for External Affairs © |

. Distribution

to. Posts

ooo 000595
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BY EXTERNAL. Biosilk! S82 00" 7 S
NUMBER PRECEDENCE

r | DS- 2%

(‘TO PERMANENT REPRESENTATIVE GENEVA | |

INFO -

gUBsENT

APPROVE MARKING OF KEYS.

‘SUGGESE KEYS FOR BACH LOCK BE LETTERED FROM A TO
 J

AND KEYS IN EACH SERIES BE NUMBERED INDIVIDUALLY

FROM ONE TO FOUR, LETTER FOLLOWS. ,

OERDISTRIBUTION “i
ORION ATOR “T 2EvISTON PHONE BPPROWD
BF. Keyes/tk | D. L. (2) 22-5124 Je amerman

eee are
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TO: THE UNDER- SECRETARY OF STATE FOR Security: lees Baar reat eee,
EXTERNAL AFFAIRS, OTTAWA, CANADA. n / e

Ole eeeneees Oe,

. eeeemerenett

, FROM, ..2HE, CANADIAN, PERMANENT MISSION, Date:. sss eee: January, 245.1957...

Yr eae GENEVA, a. SWITZERLAND. Lee e vere eet eeeae Enclosures:....ccc sce ec cenceter etaeceen
Beference:... ccc ccc ccc ne cece eee e ence estes eee cee e eet eet anees Air or Surface Mail:..... ALP oe,

Subject:....... SeCUrity == Keyse ee Post File No: SECURTTY, (8)...

cede eben eee eee e tee eee et ence eee eee teen ee eeeb eet eeneenans Ottawa File No.

Soot g@-A ho Yo

43 sO

Re ferences

‘You will have received a copy of our ,

letter of January 17 to London, marked for the
attention of the Regional Security Officer and

enclosing a set of the ten keys for the Chubb

locks that have recently been installed. at our

new offices, As you know, this leaves in our

care four additional sets of these keys, or a

total of forty. In addition, we have two

sets of the keys for the grills installed with

the Chubb doors on the Registry and the Com-

munications Section.

26 It has occurred to us that the custody
and efficient use of these keys would be

- greatly assisted if we were permitted to stamp

on them an indication of the room served by
the key and the set to which it belongs. I

understand from our Security Guards that it

~ would be a simple matter for them to identify
the keys in this fashion.

3. However, before authorizing the
guards to undertake this task, I should like
to have confirmation from you "that this pro-
cedure in no way contravenes security regula-
tions. In this connection I should point out
to you that, with the exception of the keys

which the Security Guards may carry with them
outside of the office during the days of

Saturday and Sunday when the offices will be
guarded only by spot checks, and the extra key
to the entrance door which will be entrusted
to Mr. Jay, I can foresee no need for our keys
to be removed from the office premises. I
would personally hope that you will be able to
authorize us to stamp all of the keys. If you

cannot do so, I would hope that you would be

able to authorize us at least to stamp those

keys which are not likely to be removed from
the office premises.

Ae In view of the fact that we mould be

installed in our new offices net—Leter—thean on
February lst, I would appreciate receiving your

Jey Loews (
Permanent Mission. 000597
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In accordance with instructions contained

in Circular Document B.51/55 of September 27, 1955,
all members of the Department serving at this

Mission have read the Departmental security regula-

tions. ,

Re I should like to add, however, that this

routine. responsibility is perhaps unnecessarily

complicated in the absence of a concise consolida-
tion of the basic regulations. As you know, there

are, in addition to Section 201 of the Manual of

Regulations and Instructions, many circular docu-

ments bearing on the subject of security which have

been issued

19, 1951.
at the foot

prepared at

A review of

these —- No.

since Document No. A.74/51 of October
A list of seventeen of these is included

of page 2 of Chapter 11 of the Post Book

the time of my appointment to Geneva.

our files has disclosed that two of

B.116/51 of December 29, 1951 and No.

B.60/52 of June 3, 1952 - have been destroyed in
accordance with instructions. The rest of these

are on our files with the exception of No. Admin.21/53
of June 19, 1953. If you think that this document is

still relevant, would you please forward a copy to us.

3 In this connection it has occurred to us
that a number of these circulars seem to have been

overtaken by Section 201 of the Manual, and may there-

fore be redundant. We presume that you have in mind

the desirability of, and perhaps are now engaged on,

preparing an up-to-date consolidation of the many

regulations and circulars.

thee Sa ~\
ermanent Mission.
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JSOPY FOR THE DEPARTMENT OF EXTERNAL Ss } x

Geneva, January 17, 1957 [
SECRET "ha PelouseTM, Palais dés Nations

: LoothAl. Ly
of+ Recess

In accordance with Mr. LeFeuvre'!s Letter
of May 24, 1956 and paragraph § of: the Department's
letter to this Mission No. DS=-365 of October 31,
1955, a copy of which was sent to you, I am |
enclos sing the following :

Dear Sir,

1) A complete set of ten keys for the Locks
installed at the new offices of this
Ferman one Mission, Parc du Chateau Banquet
No 16, and -

~ fo. A plan of those new offices.

A copy of this letter is being sent to
the Department for information.

Yours sincerely,

ATTN. DL-2

Myx Wershof .
i hermanent Representative

Office of the High Commissioner for Canada,
‘Ganada House,
LONDON, England.

000600
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D.L. ( 2) bem Pa eyeet, de la Loi sur l’accés 4 l'information
DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

a

. ?

i

TO: roalt) GANABTAM DEBEGADEON. LO. THE CUROPBAN. | Security:....CQNETRENTTAL 00.0...
: a

OFFICE. OF. LAE. UNLTED . NATIONS, GENEVA. beeeeee No: BE..72/, been eebeeteneeeeennee

é

FROM: THE UNDER-SECRETARY OF STATE FOR Date:.. Recembarx. 17, .19586........
EXTERNAL AFFAIRS,. OTTAWA, CANADA.

secssesstsecsviececesseseee ceccssttttttesssssesssesse |.[Oem Bee
50043-ALH40

Bem o meee meme err Oe emer eee eres eweceneaeeee eevee eevsesusensveesse

PITS
References

| We are forwarding by freight shipment fifteen
Sargent and Greenleaf combination padlocks as requested
in the telegram under referance,

2.. Included in this shipment is one M-6730 Sargent
and Greenleaf M. P. combination lock as requested in

your Requisition No. § of October 26. The following
instruction should enable you to install the lock with
little difficulty. These instructions should be checked
with the exploded diagram attached herewith:

(a) Remove the lock cover and pull out the slide cam
and inner spindle assembly M-67300MP-16A which,
in this lock, is in ons piece.

(b) Carefully pull out the spindle key M-6730-lP~53, -
hold cam NP-6730-5A with the fingers, and unscrew
the dial splndle.out of the cam.

(c) Remove the hexagonal nut from the end of the tube
andi take off the dial ring 6916-MP.

(4) Unscrew the bolt screw M-6730-MP=-35 and remove the
lever UM-5730—8MP=4 and spring 6730-102, Push the
bolt M-6730-MP-3 back into the lock case.

Internal

Circulation — (e) Place the lock in position on the container and
fasten in place with the four case screws. The

heads of the two lower case screws should not

touch the wheels. If they do touch them, remove

the screws and reduce the diameter of the heads

so that they wlll not rub at this point.

(f) Plece the dial ring in position and secure with
the hexagonal nut and two dlal screws if these
are 190d.

(g) Replace the cam U-6730-UP=5A and screw dial spindle
into cam until spindle is snug. Unscrew spindle
until the keyways in the cam and spindle coincide.

Distribution Insert the spindle key with the crook of the key

to Posts facing away from the centre of the dial spindle.
Regional Kec= fap key in as far as possible.

eurity Officer
h) Replace the lever M-6730-uP~4 and it ring and

Lorie (2) BRP eeeube wth Bolt. Geren ieePS-AFcOSe thon
eae tightening this screw make sure that a coll of the
Mee alee, spring 18 not caught under the Lever.
Tz

Ext. 181B (Rev. 2/52)

=

oo

* ‘000601
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"Document disclosed under the Access to information Act
Document divulgué en vertu de la Loi sur l’accés 4 linformatio,

ao =

Replace the lock cover and dial the combination
‘Which has been set on 20=40+60 and operate the
iock, As this combination was set with the lock
unmounted, it is possible that when mounted as
outlined above it may not open exactly on these
numbers. However, by setting the numbers on the
side mark, it showld be possible to insert the
change key whereupon the lock should be reset to
new numbers,

Operate the lock several times with the door or
drawer of the unit in the open position.

for Under-Secretary of state
for External Affairs.
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~ Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi surl’accés 4 linformatiog)

. ‘

a

- pha 0ee OC (Seo 48

oe | | Ys.

Ottawa, December 14, 1956

ra Mccpgnmezereatce 2h ere +
FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: THE CANADIAN PERMANENT DELEGATION TO THE EUROPEAN OFFICE
, OF THE UNITED NATIONS, GENEVA, SWITZERLAND.

| We are forwarding by ( FREIGHT ) the fol lowing: -

FIFTEEN (15) SARGENT & GREENLEAF COMBINATION PADLOCKS #8088
| Nos. E12, E13, E14, E15, B16, E23, E24, E25, E26,

E27, E28, E29, B30, E31, E32. @ #9.00 ea. ~- $135.00

, Please refer to your telgran No, 281, December 10, 1956.

| , . ONE (1) SARGENT & GREENLEAF COMBINATION LOCK FOR CHUBB CABINET
(M+6730 MP) Combination is set on 20 ~ 40 ~ 60 $30.00

Requested in your Req. No. 5, of October 22, 1956.

Please see letter being sent to you for special instructions

concerning installation of the combination lock.

TOTAL ESTIMATED VAIUE $165.00

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

a
a

er-Secretdry of State
for | for, External Affairs

Attention: C. d'Ornano, D. L. 2 Div. Rm, 251 E. 8B.

: 2
Att

- . att *This is to certify that the above mentioned items have been received in ye iz 4
good order, Oe . 4 “ oN

J) Clee Zz :
JB te

/ Aah 4) /f 4 as (
fae ae 4 c :Le ed (3 oot Ay

hd * ' A pe ch Fue

# i ¥ ; ad x

: i oY a 3 re

Eb AAS
Place Date Signatuve d

Ext. 27R (Rev. 2/53) 000603

_



Pee

D Tin dreradir alice SAORZEE Lo sur lacoos 3 lintormaton
DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

TO: wpe CANADIAN PERMANENE DELECATION' TO THE | Security:..CONFIDENEIAL.«...........
. AOEUROPEAN OF FICE ‘OF ‘THE ‘UNITED ‘NATIONS, ‘GENEVAL,N°---+--- psx": LL ecrrecrrrreess

FROM: THE UNDER- SECRETARY OF STATE FOR Date: . December -dhy:-LO56~0-.--..66

EXTERNAL AFFAIRS, OTTAWA, CANADA.

tee eceeene Ooo pn Re Latpek be ccc essen eeeees Ottawa File No. .

50048-AL@4O —

p> sO

References

Internal

Circulation

eae

Distribution

to Posts

—$—$—$ —_________|

Ext. 181B (Rev. 2/52)

We are forwarding herewith the personal notes taken
by Messrs. A. Emmerson and R. Latreille during the depart-
mental course for security guards which they attended last

Maye

-2. We are pleased to inform you that a complete tool kit
and sets of spare parts as requested in your Requisition
No. 5 of October 22, have been forwarded to Supplies and
Properties Division, Shipping Section, for inclusion in

- their next shipment to your mission.

3. The only item which has not been sent is the spare
Sargent and Greenleaf combination lock which is now on
order but which has not yet been delivered to the Depart-
mente -

for Under-Secretary of State
for External Affairs, ©

000604



NX Document disclosed under the Access to Information Act |
oe ey” «Document divulgué en vertu de la Lgisur I’accés a Iinformation

. : . DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. ds g |

é . sd NUMBERED LETTER Sf
¢ . oo

TO: THE UNDER- SECRETARY OF STATE FOR ee Security: bese SEG E Be cece ee

* EXTERNAL AFFAIRS, OTTAWA, CANADA. No: .scsseees IA oc cccececeuecbcceeeee.

FROM _ THE, & ANAD TAN, PERMANENT: MISSION, beaeeens Date:........ Pacember, 11/58.........
Cc

saees GENEVA, (SWETZBREAND 8... coccccccceecee pctewures,. OR oe .
Reference: Circular. Document | spurts 8/86. 956 Air or Surface Mail:. ALD. eee, .

Subject:...Change of combination | settings. ee Post File No:. SECURITY, (8) bocneree:
ce we eee eee ee ew eee hee meee Ree ee Ha He oe seneeeEeeeareereteeeeas Ottawa File No. — .

ccceceuecuttecuevevatersecatenes (S00 YS-AL-YO

48 | SO.

Re ferences

D-2 a In accordance with the instructions

; (K contained in your Circular Document under.

Cy . reference, new combination settings for the
5 . : . .

a safety containers in use at this office were

2 ‘put. into effect yesterday, following the
9 . : . . .

10 departure of Mr. Allard from this post.

bhee 1b, p9SE .

Circulation

SET = a ©COSSS . = . “= = = —TM _. Cc S . * ar Se
nw <

Distribution - | 4: ! WMto Posts" () Ww 5 ‘)
Phe

| 1B2A (Bev. 2/52)

2. . ‘The settings now inuse are listed

in the attached sealed envelope.

Internal : °° The Permarmt Mission?

000605
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4% --¥0see of EM

an

FM GENEVA BEC10/56 CONFD

TO EXTERNAL 281)

INFO TT EMBASSY. PARIS FM OTT

MEF PARIS TEL 880

‘NEW OFFICE--

TWELVE COMBINATION PADLOCKS NEEDED FOR FOLDING GRILLS IN NEW OFFICE.

WOULD THEREFORE SUGGEST FIFTEEN SE SENT IMMEDIATELY.
eT

aa Reap: yf So
6 |

Do \ ohh /s /
po altindin TZ

000606
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| : Document disclosed under the Access to Information Act

Sistem Document divulgué en vertu de la Loi surl’accés aJ information: 9 eees

e f 3
Ottawa, BEOGIRER 7 1956

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: je CANADIAN PERMANENT DELEGATION TO THE EUROPEAN
OFFICE OF THE UNITED NATIONS, GENEVA, SWITZERLAND.

RE AA

ee, 
| spovs- \AA- e o.|

| | We are forwarding by ( FREIGHT SHIPMENT the following:- 00 7 |" *
j
j

|

| “1 Gube of iubraplate No. 105 17s |
“4 "“ © DIXON Microfyne GRAPHITE Powder. Bh iliac

Fl /l Stick DIXONS Graphite 1-G-1

pe | YL O41 Stone Carborundum No. 108
4 | “4 Set of High Speed Drills 1/16"

un Standard 2 Gell Flashlight with batteries

1 Set of Pin Punches 1/16" to 1/8"

“L Centre Punch 1/16"

YL Ratchet Brace 10" sweep Ko. 1410 John Richardson

“4 Expansion Bit 5/8" - 1 1/2"
up © Wood Chisel 3/8" wide.

~U0 1994 4 " ” 3/4" wide.

“1 Hand Drill ~ chuck to accomodate up to 1/4" bit.

/L Hacksaw 12" adjustable
“1 Best of Saws No. 725

vl O11 Can 1/2 pint with flexible spout.

“1 Westcott adjusteble wrench 6"

“1 J. B. 5/16" #rench

1 106" Mill File Flat

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

hi Ai \

for || for_External Affairs

ATTENTION: C. @*ORNANO, De Le 2 Dive Rm. 251 Ee Be

This is to certify that the above mentioned items have been received in “Th begood order. i I A I>,
\ e U/ S <Ay olin “1

: } bri U

Ls Wnrol / hé |Ser tice Wp ee h 7. F -Jf. G5 re 4 PAMHAALOH
7 Place Date Signature

Ext. 27R (Rev. 2/53) 000607

a ee
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Document disclosed under the Access to Information Act |
Sah mene Document divulgué en vertu de la Loj sur/’accés a l'information

page 2.

Ottawa, Hi ¥2o8 1956
DECEMBER 7

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

To: THE CANADIAN PERMANENT DRLEGATIG@I To THE RUROPRAN
OFFICE OF TSE UNITED NATIONS, GENEVA, SELTZERLAND.

We are forwarding by ( FPRUIGHE SHIPMENT ) the following: -

“l 4” Slim Taper File

“A 6” Half Kound smooth file.
‘A etel Tape Ruler © to 72"

“ @@ HACKGAY BLADES medium at 0.12 ea.

“l 4 om. Machiniat’s hammer

-1 74 on. Row Hide hawer ( J. lichardgon )

“lL Wo. 1055p 6" Pliers
‘l] Fr. Ho. BL Ay pliers,
“1. Pr. Wo. 1661 x 6 " pliers.

“i. No. 46 x 4 Screwdriver
vl Mo. 5¢ Serewdriver.

vl 42" Screwdriver

‘l Metal Vise 4"

‘] Set of Alphabetical Dies 1/4" letter.

vy * © Numerical Dies 1/8" mambers.

“] Metal Tool Sox with tray.

“1 Small Yale Padiock with two keys.

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

Under-Secretary of State

for for External Affairs

2 Div. Hit. 251 ke Be

This is to certify that the above mentioned items have been received in
good order.

Place Date Signature

Ext. 27R (Rev. 2/53) 000609



- Document disclosed under the Access pee e sor Act
eos Document divulgué en vertu de la Lo/ sur l’a¢ces a l'information

Oxtemn, DECEMBER 7 1956

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

THE CANADIAN PERMANENT DELEGATION TO THE EUROPEAN

TO: OFFICE OF THE UNITED NATIONS, GENEVA, SWITZERLAND.

We are forwarding by ( FREIGHT SHIPMENT

#
“3 SABGENT & GREENLEAF combination padlocks Nos. El, E2, £3.

) the following: -

*25 We-5-32 washers (for M6730 MP only)

“6 W5-34 horseshoe washers (M6730)
A2 W 11-33 washers (6730)
¥2 tabes of "lubraplate"

~2 tubes Dixon's Microfyne Graphite powder.

v6 R Spindle keys - TAYLOR 4 wheel.

“5 U Horse Shoe Keepers - TAYLOR - 4 Wheel

v12 W Washers - TAYLOR - 4 wheel.

“6 Brass spacer washers - TAYLOR - 4 wheel,

fi S - Cateh Wheels - TAYLOR - 4 wheel

Please refer to your Req. No. 5, of Oct. 22, 1956.

When the above has been received and checked, would you kindly sign and
| return the original form Ext. 27R.

for Under-Secretary of State

for External Affairs
Attention: C. d'Ornano, D.L. 2 Div. Rm. 251 E.B.

maseasiienn

This is to certify that the above mentioned items have been received in
good order.

Place Date Signature

Ext. 27R (Rev. 2/53) 
000610



Dele (detent arta |
DEPARTMENT OF EXTERNAL AFFAIRS ba a 7 a aw a

cs. MEMORANDUM H Hietn GO as!

TO: 3...

Se Abtortions Mr. Bel lvtalth 3
File No. ;

FROM: ey. oe DEPENOR. LIAESOM (2). DI¥EGEON.---------- caom § -§C-49

REFERENCE: ... 000.0 cece scene scccntecpeescsccebeecgaceneeceecence nag 2 a
227 {Ae

SUBJECT 00555. Ss Ploor. Plans.» CanadLan Embaceles...-..------ccecce ete e cece e est eeees

Such as we have we give you.

Ze Attached are the floor plans we hold for

(a) Madrid

(bd) Dublin

{e) Berne

(d) Geneva.

36 You may find the report enclosed with the Dublin
plan interesting in the light of your discoveries.

4. Sketches os rene for which we hold no plans
would be most helpful, and we would be gied to receive,

therefore, any you are in a position to provide,

CIRCULATION

Defence Liaison (2) Division.

Ext. 326 (6/56) 000611
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sears ” Dogument dis d ~ynder the Access to Information Act

SG v Fl SPL ~%'2 Cpewe-ebeghetcn vl & ertu de la Loi sur ’'accés a l'information
fe? $7. SECRET

3 L~ Pate “ho S046EES-YfO

@ Vammsmrcrenn PEPE ARRANGEMENTS - GENEVA

The Permanent Mission will shortly be moving
to new quarters and there is therefore no point in commenting on

security measures in the present offices at the Villa la Pelouse",

Qe Security arrangements for the new premises
have been planned in advance and there is little more tht can
be done until the place is occupied and in full operation, The
liaison team left with the Mission copies of the Security Data

Sheet, with instructions to send the completed form to the
Department as soon as the office layout and procedures are firm.
The Mission was also asked to forward an architect's plan of the

‘premises with all security data clearly marked on it, as a supplement
to the data sheet.

3e . It is not anticipated that any special security
problems will arise in the new premises. With two security guards
already at the post.and a third arriving shortly, complete protec-
tion should be ensured from the first day of operations. One of

the security guards (probably Latreille) will move into the
apartment adjoining the Mission offices as soonas it is ready.

Inspection Service.

November, 1956.

qs 1 ype S/¢, Freeh o0ls7
whe f :

ye

6 o04F Aes
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FM LONDON Nov2i/56 RESTD

TO EXTERNAL 1638, IMPORTANT

ae

CHUBBS SECURITY EQUPT FOR, GENEVA. EA 27548- A Jan 2 ,
- CONTRACTOR HAS. “NOW “REQUESTED FROM MONETTE ASSISTANCE OF CHUBBS

. TECHNICIAN ‘TO. SUPERVISE INSTALLATION OF STRONG ROOM DOORS. EXTIMATED

. COST INCLUDING PLANE FARE LONDON/ GENEVA ‘AND - RETURN is ONE HUNDRED

‘POUNDS. -AS CONTRACTOR. WILL BE READY IN TWO’ WEEKS TIME TO START .

_ INSTALLATION ‘PLEASE FORWARD TO LONDON NECESSARY AUTHORITY AS SOON AS

POSSIBLE.

aca ET EY

je PLTES

. ny co

SP _srorrR. 7, ~, E o %. ya: “ht iL LE Pn]
, ACTION TABEN

rence. .
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Document disclosed under the Access to Information Act
D.L Peayegt Svelueenunyeae Loi sur l'accés a l'information

a
SUPPLIES AND PROPERTIES DIVISION CONFIDENTIAL

Nov. 79 1956.

On et

DEFENCE LIAISON (2) DIVISION — 7 101L04=Pa1-40
“Gast eect 0

CPDUN Geneva Letter No. 435 of

October 22, 1956. SFOLEVA L #|
New Office Accommodation ~ Geneva wo

We agree that there appears to be no reason why any changes

should noy be made in the plan arrangements for the new quarters |

of the Delegation. The sight Chubb locks mentioned in paragraph 6

of the letter under reference should be provided and installed,

and the original plan to seeure the steel shutters on Room 5 with

combing ton padlocks should not be changed in favour of key-operate

padlocks. .

GH. S.

Defence Liaison (2) Division.

000614



Document disclosed under the Access to Information ‘Act
. Document divulgué en vertu de la Loi sur l’accés 4! ‘information

¢ DUPLI CATE )DEPARTMENT OF EXTERNAL AFFAIRS; CANADA,
». NUMBERED LETTER SS zo

Security: sie GOR TORITLAL..TO: : THE UNDER- SECRETARY OF. ‘STATE FOR. eeeeeeees
EXTERNAL AFFAIRS, OTTAWA, CANADA. “No. veeconbenaese “3. Trine veeseeosews

FRotts ZH CANADIAN PRRNANIR, MISSION... ; Dates... Oataber 1225. 1956.. beneees
oe GENEVA: /SWLTZERLAND », vee ee eeeureeeenetees Biclosures: vedi. tee raeees See neeenee.

Reference: lass Zour, helena. Ne». Pn216. af. Oot», ‘LO Sisor Surface Maid. ARR cere cee
“Subject Leseeees New PETES: Anenmmadatione sep vennnees Post File Noz. + OfPmemL..... teeter eee

oe : . we : ccbavecerveleuvcuaces Ottawa File. No,

References a . -
: » 7 .

- In your ‘Letter No. Fel56 of I May 10, 1956, you '
_ - mentioned - sixteen .doors which: are Supposed to be fitted

: “with Chubb. 3G-74 type Security. Locks. Por easy. reference
| these: are listed: as. follows: ’ .

0 co fe ae Door between ‘Room L & Room’ 3 (Para. 3 (A) (iv) of your
Joo. Um - letter): ts
Poe Swe 27 é& landing (Para & (vi) )-

- yes tt ml meg t . ( won ‘) .

Ls ona’ FF. We tt ae Room 16 toa ty “Mt. ) .
geste a “" 16 1 13 a i )-

yas om a Yow om 13-( Wome mya,

| Co em thm pan - 3. (tom. tj:

oo yom SQ mC mom Oy

; yet at Qrowe eB. (moms th),

- Me Woe om a ot 13-( -TM 1 wo)
aster at 7th: ie 3-( th om ” -

gi Si ott 5 howe Cm

OO Phage ~—Door to: “balcony “from Room 8° (° meth)
aides pe ome tm 1. OP wR 9. Tee )

4 Sul.) ne wo no us ot 12° tw wt. on )
Ce Quay os Ds -

me | 2, In. ‘addition to the above sixteen doors, maximum
a “security and the logic.of the exercise suggests it to be.

Internal : -necessary to have a similar lock on the door leading from
Circulation |...

Distribution: soap
to Posts m

“+ Room 10 tothe small balcony adjoining.

-. may be required is l

Ext. 182C (Rev. 2° /52)

.

There should per

haps also be one on the door between the Guard's kitchen

“f= Room 18 = and’ the outside balcony which runs outside of .

e- {oo Pooms forming part of. the office proper.

to prepare the relevant doors to receive them.

important doors:

' Door between Room. 21: and Landing— mer Dwr o
ft . ‘wo nt ‘tt 16° — H2s

- moot oe 16" Room 13 ~ yes
a - tt ct - yQ tt _baleony— 1m ~qatlt

it fw... ft 10 ee ag o guilt

Mt to-go ‘" ome ~ alla

If we are. right, the total. number of ‘Locks which —
and we have asked the local Architect

To-date,
however, the Chubb: Company has sent only 10 locks.
ingly before moving to our new offices on about December 1
we shall have these ten tocks installed on the following

_ eeee 2

Accord

000615
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Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur /’accés a l'information

~ 2 «

Door between Room 8 and balcony - 7. qalk
’ tr ' t L mw Room 5 a yes

a 37 v iL 3 nt rv 7 — 25

$1, e4 ft 7 it Tr? 3 4

he You will. note that these include both the entrance
to the Guard's quarters and all other doors. giving access to

the outside. Jn addition the most important internal doors.

will begiven priority.

be If you feel that it is really necessary to equip the
remaining doors listed in paragraphs 1 and @ above we should

be grateful for an additional 8 locks, which should reach us

in good time before December lst, .

6. We should perhaps also draw your attention to para=
graph 4 (iii) in which you state that Room 5 must be fitted
With a steel rolling shutter fixed to the ceiling and fast-

ened to the floor at floor level by means of three Sargent

and Greenleaf Manipulation=- proof combination locks. As

these locks will be on the inside of the screen it hardly

seems necessary that this special type be required. If

combinations are used it would mean that every morning before

Starting work the communications clerk would have five locks

to open (besides his cabinets) - two on the door to Room 4
and the three on the shutter. It has occured to us that a
bar arrangement or at most key padlocks would be more econo}
mical and efficient.

R, HARRY JAY

for Permanent Representative,

000616
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Document divulgué en vertu de la Loi sur l'accés a l’information

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

SECRET
TO: THE UNDER-SECRETARY OF STATE FOR Security: . 6 See RR erREs cece eee ees

EXTERNAL AFFAIRS, OTTAWA, CANADA. No: 407

FROM: .. 2HE, CANADIAN PERMANENT MISSION, |... Date: .....0. October 10, 1956

sae e wenn eeees GENEVA, SWITZERLAND» oo... Enclosuresic rscscs cceentvnerarer renens

Reference;.. Circular, Document . APUTN HL 28, OF oe Air or Surface Mail:.. ALT. 0000.00...

Subject:... Security. - Local Staff. Post File No:... SECURITY(S) 0.

Do ccccevrsetiseusvitassevatidasvassetevstessatestsens pb | | PRRs Bere

so cceeeteavese oc ceetetttettecstesetaeseectiteafll see Smug AL~Ye

References

Internal

Circulation

Distribution

to Posts

e

Ext. 182A (Rev. 2/52)

) aX The Permanent

You will recall our Letter No. 281
of August 5, 1953, explaining in some de-
tail the peculiar circumstances prevailing
at this Mission so long as we continue to
occupy our present offices in "La Pelouse".
In view of the fact that it is impossible
to improve the situation described until
we have moved into our new office accom-
modation (which is expected to be on

December 1st this year), you suggested in
your Letter No. D-204 of August 17, 1953
that "for the time being the status quo
should be maintained with regard to the
security arrangements",

Re There has in fact been no change in

our arrangements since that date,

x

000617
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DoLel QeGrentinnuB@kedsRikce la Loi sur 'acoss 8 information

@ go
UNITED NATIONS DIVISION CONFIDENTIAL

October 9, 1956.

DEFENCE LIAISON (2) DIVISION

Your memorandum of Sept. 20, 1956. sve eh All to

Jry \ 129
Post Book ~ Permanent Mission, Genev

As requested in your memorandum under reference,

samen attached in duplicate is a section on security for inclusion
in the Post Book now belng prepared for the Permanent Mission
to the United Nations, Geneva,

G. H, SOUTHAM

Defence Liaison (2) Division.



Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Loj sur l’accés a l'information

Security

Security is a matter of special concern ai

posts abread, While the maintenance of good security

is a continuing process, the requirements of security

must be particularly borne in mind at such times as

. when contemplating a move to new premises, the ree

arranging of office space, the engaging of Local

staff, ote.

The requirements of sacurity, therefore, will

be a matter for particular attention during the forthe

coming move of the Permanent Mission to new quarters,

and in the months thereafter when the Mission is

adapting itself to new surroundings and new office

procedures, The advice and assistance of the Regional

Security Officer at Canada House, London, will be avail-

able, if needed, during that period and at any tims

thereafter in dealing with problems of security.

Anong the basic principles governing security

_ at posts abroad are the following:

1. lLocally-engaged staff are a major security hazard

and therefore »

a) must never have access to classified informa~

tion (except in rare instances involving

departmental approval in each case);
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must never be permitted alone, that 1lsy

in the absence of Canadian supervision,

in Chancery premises (which means, among

other things, the supervision by Canadians

of the work of the char staff);

must never be issued with keys;

must never be allowed alone in offices

where classified material is unprotecteds

must be segregated from Canadian staff in

an office or offices devoted to non-clas-

sified work;

should only be engaged after a satisfactory

background check has been made, through

either British or American facilities.

The premises should ke as physically secure as

possible, This includes

a)

b)

c)

The strict observance by all Canadian staff of

departmental security regulations, including,

in addition to the above, ensuring that

the installation, wherever prestieable, of

aepartnentally-supplied Locks on outside

‘entrances, and the strict control of keys

therate;

the provision of an adequate sécurity room,

with barred or otherwise adequately protectad

entrances equipped with departmentally~supplied

Locks 3

the location in the security roon of all

security containers used for the storage of

material classified Secret and above.
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a) all classified material 1s locked during

quiet hours in security containers;

b) all classified material in transit, whether

outside the Chancery premises or between

offices within the bullding, is always in

the care of a Canadian staff member;

c) office doors are always locked during even

brief absences by the occupant, unless all

classified material has previously been

Locked ups

d) telaphones are never used to discuss

classified information;

@) the post security officer makes fraquent

checks, particularly at closing time, to

make certain that security regulations are

being strictly observed.

The basic departmental security regulations are

contained in Section 260 of the Manual of Regulations

and Ynstructions. These have been supplemented by

direct correspondence with the Mission and also by

- the following circular documents:

No. As 74/51 of October 19, 1951

No. Bs 116/51 of December 29, 1951

No. B. 60/52 off June 3, 1952

No. B. 99/52 of November 3, 1952

Nos fs 112/52 of December 31, 1952

No, Admin, 21/53 of June 19, 1953

No. B. 94/53 of July 8, 1953

No. As 39/55 of March 22, 1955

No. Be 17/55 of April 4, 1955

No. B. 41/55 of July 27, 1955
No. B. 51/55 of September 297, 1959
No. Admin. 45/55 of. November 15, 1955
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No. A. 2/56 of January 16, 1956
No. Admin. 8/56 of February 20, 1956

No. Admin. 21/56 of May 4, 1956

No. Admin. 34/56 of June 13, 1956

No. Admin. 41/56 of August 16, 1956.

It is of the greatest importance that all

Canadian steff members be familiar with, and strictly

observe, the instructions and regulations contained

in the Manual, as supplemented by the above documents.

Good security Ley besleally, the application of care

and common gence, and its price, to paraplwase a well-

known expression, is eternal vigilance,
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Oeil. Dive ik aire #ulton/jet Ae
DEPARTMENT OF EXTERNAL AFF IRS

wt, . | co Beare ai
@ So MEMORANDUM

TO! ceceee Defence Liaison Division (2) 00 Security ...clecesssssseseeeeeee es

ee Lecce tence eee cee eee ethan ebb ene be teen eaes Date “Odsdber Bb, 19sG

. . File No. |

PROM: ---- United tebions “‘Divielan f al | ob Hf Al -¥6
REFERENCE: «wee wenn Guin oF Sepee BOS uge6 | | _ 1 f i“

In our Memorandum under reference we neglected

to state the form we should like your contribution for the

Geneva Post Book to take, te should appreciate receiving

Tp | bwe copies of your material, double spaced, om long paper.

il,
a |i
(3% '

5 awe ee eee]

<7
a :
et” . | |

2}: . . | United Nations Division
1 ; ;

| 4 locT1956

Ext. 326 000623
(2/53)
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DEPARTMENT OF EXTERNAL AFFAIRS, CGANADA.

NUMBERED LETTER |

ECRET

TO: THE UNDER-SECRETARY OF ‘STATE FOR Security: oe 3 rer ecce cre ree SCn One eared
EXTERNAL AFFAIRS, OTTAWA, CANADA. Nove cececeeces 372 oo cecceccerucece!

THE CANADIAN PERMANENT MISSION, October 25 "1956
FROM: cccvcccusecccuctewevevcecstrenescoeewereeseceeesaenaee Date: scceieccsecerenceneneteneeasesacetee

GENEVA, SWITZERLAND. one t~-
Cech ween ce eet ee eee ee eee eee ER eee REE eee E nee Enclosures:... sees csseeeese nner ence eens .

Reference: Circular Document. MOT wake 2c: 1956 Air or Surface Mail:. Air Pek e hence

Subject: . __ Shange of combination settings: Post File Nor SECURITE(S)
“ccccccutetetntetees ccc ceceeecutrevurassasssssasssesees | [ Ottawa File No.

obececuuceeuuceuueesaeteeeeseeaslesuestiiseetenecenes fas Seog? — AL-40

| ss | Se
References °

10 uct 1956

Internal

Circulation

Distribution

to Posts

0

Ext. 182A (Rev. 2/52) -
,

I enclose, in the attached sealed

envelope, new combination settings for the safety

containers in use at this offices

A. cua
Permanent Representative.
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. ‘BEST AVAILABLE COPY” Doeument disclosed under the Access to Information Act
L, a : SO . ‘ Document divulgué en vertu Je Ja Lol Suey agcés 4 l'information

: . ‘ boat TOPs ya poSecurit cece ee eeereey ane cece ees

a "MESSAGE FORM file Ne tes1 NE, eyo 78 ict!
ate Pits - am _—

CC

he ep 7 | Date. ; — ° CG ications Section Onl
Message To Be Sent No. 2&7 ~ Bevtoier Phy A99be -_ For Conmunicattons Sectie *.

: " ~ Oo. we . .AIR CYPHER = [7 7) ve
EN CLAIR —T To

CODE. ~ 2 [) REFERENCGE: «hut ToL ahs LP art. MER a9.
CYPHER’ ws] ne a

I. Priority a Le ce a 36RD, / . BEST AVAILABLE COPY
| So, _ | SUBJECT: ° AE het oe

ORIGINATOR pinaat 3 ay hoe is eRaw mae Ta LP ¥ Tyas RTD, F on - SAUTE | i

po agigaatarss te BIR ae pests
Late Beans gi . .

(Name Typ. ed)

Diy Pareecsy: sh

- cay SPL MEE SO Yan Bob (arnt
aE oe sueuskn CERAUA, ang LS CP ais

L 1 T 1 i954, . “ , io . Wty wm ie oF ae gay oe MR $F ee £G
oca e . - .

APPROVED BY " RYS © “cont ih ANDES BWA | EP PSP AT oF ie “ssa hy
OLVIN sss

ccc SACOM |. SNR SaveReet,

a Name ipod)”
F — we _ 0 .. a SHOR STs

Internal Distribution: ‘ - , fe inet Ho ie
S.S.E.A. - ULS.S.E.AL |”

Fen

Ser

Prt. &: Ores ee - | QRIGINAL As IS

Copies Referred To: - .
. uo - ORIGINAL AS |S .

‘Ext. 97 (Rev. 1/52) 000625
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“@@ oe, ee es . me “MEMORANDUM, fh.

Docunient “disclosed under ve Access to inermation. Act -
UeNe: ‘Div. fi Bocanienoyign§ eye os Pa Beisiy eso salinformation

DEPARTMENT OF EXTERNAL AFFAIRS - a Wt ge
Z v Boe,

pe Oe —

| FRom: otal Nations. fe Diviston as | SOD oor de- ie

(2/53)

TO: “- whe Detenee Liaison, Division’ (2) . i<— ‘Restricted.

| cecteleeetbertepecegin eipeebevethesiouuecnrsnttereicees | ‘Date September. 20,.. 3986. |
f File ‘No.

Swe eee eee eee meee ee ee ee eee eee eee e eens eee

“Totter of 2 Appointment ‘for. ie Max WWershor, Perma ent -
susyect:, ..Rapresentatixe. 456. .the. European .0ffice .of..the. Un ted Nations,....
— __ feanayea. and Preparation of a Post Book for the Parmanant—

Mission ia Geneva.

we As. you know, Mr. Wershot has been, appointed — L
Canadian Permanent Representative to the European Office of -
the United Nations and is. expected to take up his duties in -

- December.. It is the responsibility of. this Division to
prepare a Letter of Appointment and a Post Book for the o
Permanent Mission in Geneva, ‘(The old Letter of Instructions --

- has been discontinued and the following has been substituted:

. a) A brief Letter of Appointment (oz: about 5 or. 4 pages” in:
"+ “ength) outlining succinctly the main interests of the’
. * Mission and.mentioning the principal + ‘fase confronting

, “She new Head of Posts a :

ft ») A Post Book containing ‘the | ‘basie information on ‘the work | os
“° ‘of the post. The Book also contains information regarding ~~
-.+ the administration of the Post and its establishment, The

-..-, Post Book is reviewed poriodically by the Mission and the
_: | “Department, and the information in it is Kept up to date

., in both places. This. means that there is no need. for'a -

‘long and detailed Letter of instructions each time a new -

Head or: Mission. is appointed. oe

Bye .“ 2 should be grateful : ie you would foxtexd to this
.. Division not lster than October 23, 1956, material for ine
”~ g@lusion in the Post Book.on any or She Following sec tions.
- which are the responsibility of your Division: , oe

co 2) Introduction, : inoluding: ‘thé (This wild -be dealt!with °
‘.-" work of the Huropean Office ‘by the United Nations | oT

of the United Nations. =~ | - Division):

De aE Ne me) can o oo vee 2 ‘000626
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9 Seourity, Precautions. ee
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ee

rey sot - *

a Dm.
4

Co,

2) Saenonise ose ip Mtemton ~ : “uaitea Nations 5 Division)
era The Benne Th tor)

ie eee a te bj

Sey (a) BOSC: ania. the: FunotionelCommissions - Te "toa ston tat .
ob). The: Regional: Sorin ssions:

‘and “their. Committees - |) (Beonomic Division) _
he, ‘ay, GATT “eet | “"peonomte Division) |

1 4 . w= vg

ee BY Narcotic Drugs: supervisory’ Body:and ‘The. Permanent Gentral Opium. 2 ae
/ Board. ee Eee | (patted Nations Division)

&

S “6 specialized: geneides oc
"Introduction Bye ee (uniter x Nations piviston)
(a) TIO | “(united Nations Division and’ Departaent

oe: of Labour) .

“(b) WHO oo (United Nations Division ‘and Department
. 7 FATS 0S "of National Health and Welfare) —

_ 748) weu S,. WUnited Nations: Division) . .

(a) UNESCO. . “(Infomation Division)”

(a) FAO.” PO -

\" (Bednomic: Division) —

(3): ne

oD ‘Office. of” the Hien ¢ Commissioner - eo co
for “Refugees - So ES a (United Nations Division) |

8), ‘Intergovernmental Commi ttes wo a eo oe a
"for: European’ Migration wai", ‘(United Nations Division)

" (Derence Liaison Division
See (BY)

ee 3 "000627 »
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#: mo ; wd . 5

(gstablishments and“1o) Administration 
)

Te Organization Division

11) Post Report (January, 1955) - (The last report ..
prepared by the Mission is part of the Post Book, )

3, - You will note that your Division is responsible
for preparing material on Security Precautions at the
Permanent Mission in.Geneva.

' United Nations Division.
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2 OOLS “Wy, be
oe | Seo

ween| ngage ARE ATTN, D2 or
Ottawa, August 30, 1956

FROM: THE DEPARTMENT QF EXTERNAL AFFAIRS, CANADA

TO: THE CANADIAN PERMANENT MISSION, GENEVA, SWITZERLAND.

Ct ud Ai

We are forwarding -by ( Air Courier ) the following: -

' Two (2) KEYS EACH FOR BROWN ATTACHE CASES NOS. 236 and 238.

The cases are being shipped to your mission under separate
cover direct from External Depot.

Forwarded upon request contained in Supplies and Properties

. Division, Memorandum of August 29, 1956 ;

When the above has been received and checked, would you kindly sign and |
return the original form Ext. 27R.

Gaffigl LO
Under-Séeretary of State -

. -- for External Affairs

__ Attention: C, a*omeno, dD. Le 2 Division, Room 251' East Block.

This is to certify that the above mentioned items have been receive
good order,

al . a

Place . Dates, tN A oO Signature
G enju B LF :

: Ses [53 ya

Ext. 27R (Rev, 2/53)

f,
a
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"DEPARTMENT OF 5 “EXTERNAL AFFAIRS

@ . MEMORANDUM:

- pe oe ‘Unclassified1 TO: DEFENCE. LIAISON. a): DEVESIOW: 0s “Stour « sees e ne eee connate ese wee

: Atvbantion. 2 Mary. DAOrmanosss.se-sssereesetcsseseceerteneens | Date....es “Aaeast 293" 195 renee
to || File No.

FROM: : Supplies. and. Properties: Division: wesertesenees Sh i Hi Lib \ “ “A key

REFEREN CE: Requisition Now:“hak: of ‘August: 24/ Sb: settee [>7 1 y
GONEVA .. 2. ese cece ee eeeee aha lc caeneuaeceeccessebenbedbiebeges , |

SUBJECT: .....°% fa . Abbach6---cageg cs cscs c ec cece ee ene eee enema nade e nen ence ene ene can anaaca snes

“>” Attaché eases 236 and 238 are being shipped _

to the Canadian Permanent: Mission, Geneva, Switzerland. :

mo It. would be appreciated if you would send the Heys

for same to Geneva, :

oY TNF ,

‘’_ Supplies & Properties Division |
os ye

\A . a

vA ‘
sod

‘ 4

" °

v4 :

ne LS
-" dit

un '

Ext. | 326 . os

(2/53) w 000630
- : . - . . . . . - A om
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, vy DEPARTMENT OF- EXTERNAL’ AFFAIRS, CANADA. 7

, NUMBERED LETTER
(0 OO .

TO: InE UNDER-SECRETARY OF STATE FOR. Security:..5-H GR BT ee

EXTERNAL AFFAIRS, OTTAWA, CANADA. Not ec ccccecceuece LOT. oceeceeees ve

From: ..THE, CANADTAN PERMANENT, MISSION, 0... Date:.....4! July, 4s, 4926, Leeeeeeenes

be eeeeeeeee G NEVA, SWITZERLAND ec eeeceee | Enclosures:....6., ORG cece

Reference: Car cular, Doce, AGMine., 8/ 19, Of, Feb. 20,1 Air or Surface Mail:.. AIM...
Subject:...change, of, combination SObEINES......., Post File No: SECURITY, (8S) 000.0...

a, & 2 Ottawa File No.Leek e eee eee ee eee ence eee eee e eee ete eens estan een tenes frre - Aj 2

cccceceleveteeteceueveceetestvtenutttessieteveeseveveneeteess 5 00 YS -AL-&-

90 | 4d |.
References . |

I enclose, in the attached sealed

envelope, new combination settings for the

safety containers in-use at this office.

Ws at r (" fae
“@ Permanent Representative,

f
7 A v4

Ky If IP,”
Internal ul A | 4b :

} (yen

Distribution

| to Posts

|

en

Ext. 182A (Rev. 2/52)
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TO: THE UNDER-SECRETARY OF STATE FOR

Reference: 19,. -1951L.and. Circular. Document. No...

B. 51/55. of September 27, 1955.

“DEPARTMENT OF: EXTERNAL AFFAIRS,

Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loj sur l’accés a l information

CAN ADA.

NUMBERED LETTER

EXTERNAL AFFAIRS, “OTTAWA, CANADA. | No: QS 8

FROM: ‘THE CANADTAN, PERMANENT, MISSION, ceceeeees Date: ..... June, 25,,.1956 veeveaaes
nee GENEVA, SWITZERLAND: nclosures:.scccsccsecsuececvavecsevess
Circular Document No. A.74/51 of Oct. ‘ a

Air or Surface Mail: fe eeeeeers Air. beeen

Post File Nor. SECURLTY..(S)....0.0-.

a4 Jub 1968

Subject:.. Departmental. Securiby. Regulations...

cnn eeeee seeeeeeneeneteereresetsctseteetesse sss A heil ay Ottawa File No.

clue eeeeneeeeees sc cccauueeecceelecanteseeeleseessntmmeseoeens Seoyeo Ade F0

Sr

References ,

Wes Loy
1

CNC In accordance with instructions con-=
4

ran | ee tained in Circular Document No. B.51/55 of
6 .

a September 27, 1955, all members of the
8 

: .

pep Department serving at this Mission have
Li

J read the Departmental security regulations

of October 19, 1951.

Internal

Circulation

Distribution

to Posts

Se
Q

Ext. 182A (Bev. 2/52)

as outlined in Circular Document No. Ao74/51

Permanent Representative.

000633

f - ae



Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loi sur l'accés a l’information

| > | yoq_| sy

DS11/173

FM PERMANENT MISSION GENEVA JUN19/56 CONFD : ole

TO EXTERNAL 144 IMPORTANT

REF YOUR TEL SX136 AND SX143 JUNi1 AND JUNI5

COMMUNICATIONS EQUIPMENT FoR Ecosoc

IN PLACE OF ARBUCKLE, BULLOCK HAS VISITED GENEVA AND TALKED TO

KAECH CONCESSIONAIRE FOR INSTALLATION OF COMMUNICATIONS EQUIP-

MENT. WITH WRAITH OF THIS OFFICE, TREY AGREE THAT THE MOST

EFFICIENT AND ECONOMIC METHOD WILL BE TO PERFORATE TAPES

BEFORENAND FOR TRANSMISSION BY AUTOMATIC TRANSMITTERS.

2. ACCORDINGLY THE FOLLOWING FACILITIES WILL BE INSTALLEDs

(A) APPARATUS FOR CALLING DISTANT SUBSCRIBER AND CONNECTING TO

NETWORK |

(B) MEANS OF PERFORATING TAPE

(C) PAGE COPY CHECK OF TAPES —

(D) AUTOMATIC TRANSHESSION OF OUTGOING TAPES AT A SPEED

ABOVE AVERAGE KEYBOARD SENDING, WITH ITS CONSEQUENT SAVING

IN LINE RENTAL |

CE) PAGE COPY RECEPTION OF INCOMING TRAFFIC.

3. ON THIS BASIS CONCESSIONAIRE'S QUOTATION IS

(A) INSTALLATION PRICE = 128 FRANCS

(B) SEPARATE RENTING OF EQUIPMENT = 261 FRANCS PER MONTH

(C) TRANSHISSEON CHARGES 3025 FRANCS FOR TRE FIRST 3 MINUTES

GENEVA TO LONDON AND 1025 FRANCS FOR EACH ADDITIONAL MINUTE.

he IN ACCORDANCE WITH YOUR INSTRUCTIONS NO PRIVATE TELTYPE

CIRCUITS TO LONDON WILL BE TAKEN.

5, BULLOCK SAY ROOM 280 AND 282 AND IS SATISFIED THAT THEY

000634
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DS12/173

PAGE TWO £44

WILL BE SUITABLE FOR MACHINERY HAVING IN MIND THE DESIRABILITY

OF KEEPING MACHINE CYPHER ROOM AND REGISTRY SEPARATE BUT CLOSELY

CONNECTED. HOWEVER UNTIL WE KNOW EXACTLY WHICH ROOMS ARE TO BE

OURS WE CANNOT TELL CONCESSIONAIRE TO ORDER EQUIPMENT WHICH

WILL TAKE S DAYS TO OBTAIN AND INSTALL» WE ARE PRESSING THE

SECRETARIAT FOR DEFINITE REPLY TO OUR REQUEST FOR SPACE AND WILL

ENTER CONTRACT ON THE ABOVE LINES WITH THE CONCESSIONAIRE AS SOON

AS WE HAVE THAT REPLY UNLESS WE SHOULD HEAR FROM YOU TO THE CONTRARY

ENDS «
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PERSONNEL DIVISION CONFIDENTIAL

| May 25, 1956.

DIFENCE LIALSON (2) DIVISION rn

S00 ¥8-AL-fLo

aionot:

Security Guards ~ Geneva

As you are aware, it has been decided that ©, A. Emmergon
and R. Latreille are to be posted to Geneva, and that travel
arrangements have been wade, We understand that they will
reach Geneva about June 23, approximately a week in advance
of the scheduled date for the instellation of machine cypher,

2. According to the latest Information from Geneva, the
machines wlll be installed, for the duration of the duly - .
August ECOSOC Conference, in the suite of hotel rooms booked
for our Delegation te the Conferencao. Since cypher machines
require 24-hour guard, and particularly so when they are not

installed in our own premises, it is essential that a third
guard be provided for Geneva for the duration of the Conference,
or until such time as the machines are moved from the hotel to

the offiees of our Permanent Delegation.

3. FPF, le Hammond, a single man,whom we have had in mind for
Prague or another Tron Curtain post as a fill-in until accou-
modation for a married guard can be located, might be sent to

Geneva as a third guard for temporary duty for the duration

of the Conference, At the conclusion of the Conference, which
wil] be approximately mid August, Hamuond could then proceed
to his permanent posting, which de should by then have been
possible to arrange without undue difficulty.

4, tnammond has been undergoing treatment for a thyroid

condition and is te have an operation very shortly. He says
that his doctor states that he should be fit for duty by June 30,

Since 4% would be desirable for him to reach Geneva as soon as

possible after thet date, 1t+ will be necessary that he travel
yy ante

ere
000636
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f a
5. if for any reason Hammond cannot be sent to Geneva,
J. E. McManaman, a guard who is, we understand, to report

to the Department at the end of this month, might be sent

in his place,

G, H, SOUTHAM

Defence Liaison (2) Division.

ec. Communications Division
United Nations Division

000637
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oy 7 TRANSMITTAL SLIP _ (fh =
Ww \ . . a .

TO:. Beever ment, of External Affairs, Ottawa, Canada |security.... UNCLASSIFIED

eevee ce veeee see eceeeseeeceeeeeeeeteeecendeedadeeeeeebeeeb en Date. ....... 25¢H, May», 3956.00...

FROM: The Office, of the High Commissioner for Canada, |. | air or Surface... APT. 00.0.0...

Li eeeeee London, England, Lives eset eeseeeeeeeeesesertsteesees [Now of enclosures, _ ONE
— ee TD .

The documents described below are for your information. (pl S00gG he AO

Joos curumt | |®\|
Despatching Authority.... ee eee eee cc cccceeee ees

ee

Copies 7 Description sO Also referred to:

Copy of our letter dated 24th May to Geneva,
concerning shipment of security equipment.

Ext. 250 (Rev. 10/51) (Instruction on Reverse Side) , 000638
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INSTRUCTIONS.

. This form may be used in sending material for informational purposes -

from the Department to posts abroad and vice versa.

. This form should Nor be used to cover documents requiring action.
4

. The name. of the person responsible for authorizing the despatch
of the material should be shown opposite the words “Despatching

Authority". This may-.be done by. signature, name stamp or by any
other suitable means. : ot

. yt wp
1 - - woth, :

. The form should, bear the. _security “clagsification “of ‘the material
it covers.

i

. The column for "Copies" should indicate the number of: copies of
each document transmitted. The space for "No. of Enclosures" should

show the total number of copies of all documents covered by the

transmittal slip. This will facilitate checking on despatch and

receipt of mail.

37 re We | be | IaH = 3 sot
Ob. & -%

Document divulgué en vertu de la Lo/ surI’accés a aman

Be oo
,

‘

| A.
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ra ASB/jw

London, 24th May, 1956

Admin 1/3/11

Dear Mr. Allard,

We are forwarding herewith a package

containing 10 sets of keys, 5 keys per set, for the Chubbs

Mortice deadlocks ordered for your Mission under External

Affairs Authority No. B.A.27548-A,

In accordance with instructions from

the Department one key of each set is to be returned to Canada

House, duly labelled with the corresponding room numbers, for

safe keeping pending requirements for duplicates when necessary.

fsb ort coos ee together-yith the
Strong’ Roem dooerg’ 2. ivigle peephele A went fovward on the
s.S. PLingstkom"(fvom London on the ates 8 ifping bills
will be jforwarde@l fo you as|sdon as Bech

£ HTS Letter w been sent to
iL Karis.

Ll Sincerely,
qsigned) S. G. LeFEUVRE

(S. G. Le Feuvre)
Administrative Secretary.

oO

A copy

e| Ottawa and t¢ Mel

Hector Allard, Esq.,

Permanent Representative

Pertianent Mission of Canada in Geneva,

"La Pelouse", Palais de Nations,

Geneva, Switzerland.
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When your telegram under reference was received I -

inmediately wired you back to tell you that the new office accom

modation would unfortunately not be ready until October 1. As

you may be aware, the new office space was first of all supposed

to be ready on January 1, 1956, The date was then postponed to
the ist. of August 1956. However, following the meeting which

was arranged on April 25 with representatives of the owners of

the building, their architect and the Departmental architect

Mr. Monette, the date now set for entry into the new premises

is October 1. As the owners of this property are anxious to

get returns for their investment as soon as possible, I can only

hope that they will not be as long in completing this building

as the Canton and City of Geneva have been in finishing

small building (the International Centre of the Place des Nations)

which had its walls completed when I arrived in Geneva at the

end of November 1953 and which has been occupied only on the

Ist of May, 1956,

ae _ During our meeting referred to in the above paragraph,

the superintendent of the buildings comptained that he could not

get the workers which were needed to get the work done rapidly.

There were 250 men of various trades working on the buildings-~

three in number-—-being put up at the Pare du Ch&teau Banquet and he
could have used another one hundred men of various trades, but they

were simply not to be had,

Be All of this introduction is to explain why we have suge=
gested that the arrival of guards be delayed until further notice,

Fyrom your letter P10 of May 9, 1956, I realize that recruiting

difficulties will be great and while I would not like to miss the

“relatively

opportunity of getting the guards assigned to Geneva, in all faimess

early as mid-June.

picture,

Distribution

to Posts

security or communications,

Ext, 181C (Rev. 2/52)

to other posts who may require guards more urgently than we do here,

I believe it would be spending money unnecessarily to send guards as

If the first arrival could be delayed until the

middle of September, I believe this would fit more readily into the

he We have received notice that some of the equipment for

communications have already arrived in Antwerp and the reinforced

doors for the strong rooms in the office have also been ordered and

will otwiously be received before they can actually be installed.
When Mr, Monette was here, he suggested that the best place to keep

whatever equipment comes before we can install it would be to store

it in the basement of the official residence or in the residence gar-
age, as the superintendent of the buildings being erected has refused
to accept any responsibility in the safe~keeping of any equipment
which we would consider restricted, claiming that they have no

facilities whatever for storing anything connected with é4ther

000641
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5. In the circumstances, Fupresume that you will understand
why the suggestion of delaying the arrival of security guards Was

made in our telegram No, 99 of May lle °

signed Hector Allard

Permanent Representative
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FMFERMANENT: MISSION GENEVA MAY 17/56 CONFIDENTIAL

TO EXTERNAL 108: ‘ '

REF YOUR LET P 140 AND TEL P87MAY 9

SECURITY GUARDS -

SEE MY TEL 99 MAY’ 12

LETTER WILL FOLLOW BY BAG NEXT WEEK

ALLARD
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In our correspondence under reference, we

informed you that we were arranging for the arrival of one.

Security Guard approximately mid-June, and that we hoped -

to send you a second guard a month later. However, because
of the installation of additional communications equipment

for the ECOSOC Conference that will be held during July, |
1956, it is considered necessary that a minimum of two guards
be provided by that date in order to ensure adequate security.

26 _ For this reason Messrs. C.A. Thmerson and R. Latreille
have been selected for posting to your mission as Security Guards,

Be - Mr, Emmerson is married with two ‘children, a son
. aged 9 years, and a daughter aged 13 years, Mr’. Latreille, who

is fully bilingual, is married without children.

he ot . We have been unable, as yet, to obtain firm travel
accommodation for Messrs, Emmerson and Latreilie, but we are -
endeavouring to arrange for their departure from Canada approximately

mid-June, accompanied by their families. As soon as definite travel
arrangements are known, we will inform you. .

5, oe With reference to your telegram } Wo 99 of May ll, 1956,
J. We are aware that the Security Guards will be arriving in advance
i} of the expected date of completion of your new premises, However,

for the veasons mentioned, we have no choice but to proceed with

gar plans for the. arrival of Security Guards at your mission during

the latter part of dune.

be It is expected that Honors. Eumerson and Latreille
will occupy aceonmodation outside the Chancery premises. When the

third guard arrives possibly-towards the end ofthe year, consider-

ation should be given to having him occupy the accommodation which

will be available on the new Charicery premises, ; We would, however >

appreciate receiving your coments in this regards

tt. B. COLVIN
Under-Secretary of State
for External Affairs,
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As you may be aware, with effect from April 1 of this

year, the Department's security guard establishment has been

increased, to a total of fifty positions.

enable us to meet, at least in part, the long-felt need for

guards at many of our posts abroad,

is a copy of a memorandum entitled "Provision, Employment and
Duties of Security Guards in Canadian Posts Abroad",

This increase will

Attached for your guidance

. Because of recruiting difficulties it will not,

unfortunately, be possible completely to fill our establish=

The first group of guards recruited by

Civil Service Commission competition, numbering about ten, are

due to report in Ottawa early this month,

at later dates, and, since the past competition did not produce

a suificient number to fill our establishment, a second con»

These guards will be trained

in Ottawa before being sent abroad,

security principles, regulations and instructions, the instel-

lation, maintenance and repair of locks and security containers,

the duties of security guards, including the manner and ways

. in which these duties may best be performed, report writings

Each course, which we are planning to make fairly

_ intensive, will take at least ten days to complete,

Others will report ©

Their training will cover

As you may know, a complement of three Ottawa-~based

security guards hab been approved for Geneva, partly because of
the expected installation this summer of machine cypher.

of this latter, we are planning to send you one of the first

group of guards, and hope that arrangements can be made to have

him leave Ottawa towards the end of this month,

Because

We have in mind a married man with two children, and

have selected him for your post because the accommodation and

educational facilities in Geneva are, of course,. much better than

at many other posts for which we must reserve our. present limited

Although we understand that accommodation

for a guard is available in the Chancery premises, it may be

desirable that the man in question obtain outside accommodation,

keeping the Chancery accommodation for an unmarried guard or

guards which we may be able to provide at a later date,

hope to send you a second guard perhaps one month later, and
possibly a third towards the end of the year.

you separately providing furthor detalla conterding tho wen whe

have been seleeted for popting te your edesion.

We

No will be urltise to

2 eee
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Se '- In the meantime, if you have any comments which
would affect our present plan to post a married guard with

two children towards the end of this months wonld you please
let us have them by telegram. Your comments, by letter, .

/ . on accommodation or other problems which may arise in con=

-_- nection with the posting to your mission of the second and
7 third guards would he. > appreciated, - Lo ;

Ld. PICK

Under-Sécretary of State
for External Sfairs
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I enclose, in the attached sealed

envelope, new. combination settings for

the safety containers in use at this

Permanent Representative. |
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“ Circular Document No. B.116/51 of ae b

References... cece cccc eee cece ect ee eee December. a2, 1951. | Air or Surface Mail:... 7° iP abe,

Change of combination settings.
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*@rpeaeeveeese eee eveweeseaeesenevseseenoeseeeeeoseaeeneeveeewteoseeee ease nee eseeoanan Ottawa File No. |

See eee eee ee teem ete ene ee rae eee eee eet eee eee eesenres 70 G- AL poo

References

po I enclose, in the attached sealed

. envelope, new combination settings for

- the safes in use at this office, These new

- settings were put into use today.

2

8

93

‘ iA. ots. hie 7—

Permanent Representative,
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AFFAIRS, CANADA.
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D

In accordance with the instructions contained

in paragraph 7 of the above-mentioned Circular Document,

I wish to advise you that all members of the staff of .

this Office, with the exception of those on annual leave,

have read the Departmental Security Regulations. The

personnel on annual leave will familiarize themselves

with the Security Regulations upon their return.

BBM pr natee
Permanent Mission

000650



Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Loi sur l'accés a l'information

vee 
gay

oot: 

“Mot ;

i. } & io ih o frm (FO PPA RO ene bt ap Lae

4 ne i
GaP OMe oe ay)

‘ 
v 1

‘

- 

; ; 
;

, ; ads

oot ‘4

a8 
;

. roa et .

, an Le >
;

, 
3

‘ 
.

‘ . ‘ 4 Leus

' 
. 

; 
.

\

sy

. 
_ ' 2 :
L 

~

000651



. ms: ’ 5 ument ¢ disglg r the Access to Information ActCOPY FOR: D.L. (2) Division ppet qu Pepun: ‘divulgué en pe: rtu de la Loi sur l’accés a l'information
lal

a , DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (DUPLICA? ‘E)

: _. NUMBERED LETTER
é a

a

ieemtnaat . . nensegeccee | SCCUFLLY: «002 oes cqesizee
TO:.; OPE LOIS URC EHS STEGH MMLESEOwR FOR SS AWADA, WAST,

Zo
ee ee emcees cere serene oles tleneels S se gegteyieyis css strc eee No: seme eee rc nres vfige scdee Be rreeee he

¢ oA is Ae

TMSSTE LY see eeeceoe

FROM: THE UNDER-SECRETARY OF STATE FOR Date: sees ak cggenbal Lob oo

EXTERNAL AFFAIRS, OTTAWA, CANADA.
Enclosures: ...-...ee.eees bee eeececereeese

Reference: Your. det ten fo.693 of: Gevewber- By LGGe ree Air or Surface Mail.. ae

Subject: .. UIA 3 SiGe PLANT TAPME SL cee ee cee eens Post File Nor... .cceee eect cere ence eaeees

. Ottawa File No.vee ee eens sew e eee eee ee nee eee seeee ween eceenee ec ec cee eee eane ore Zed doves

Lee eee eet e nee een ee eee ee eases shee eee eo eee sec ea eens 10660-6-Ho |.

7 | igen lor jotkent fo / OF
References nee hiv / wh CA a

eee

re aes
le Dod, (2)

Invision “oo ag- AQ ~ Yd

fry
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that on order hee been reised for the

purchase oni shipment as enrly ae poasible

of a Borminion gate file enclosure enbinet
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SUPPLIES AND PROPERTILGS DIVIGLON CONPZ DENIAL
Oct. el, 1955.6

x Gye ee De

DEFENCE LEALSON (2) DIVISION ofp ree Epo 440
Nv 5G04 Gh Le

Security Arrangements - New Ghanceries Under Construction

iim, Honette called yesterday and we discussed various
problems which he had encountered with regard to security
arrangements in the new offices at The Hague end Geneva.
Ce were able to reach agreement on ali the points which he
raised, but I told hin that authority for altering the
existing plans would have te come from yous

2, In general, this Division has no objection, from the
security point of view, in the case of fhe Hague and Geneva
and other new chanceries te be constructed, to the use or
internal erilles on windows when it ig not possible to
instali fixed internal bars, fir. Monette suggested that.
such grilles should consist of 6 solid metal frame with the
barg welded in, The frame should be secured to the casenent
by the use of haspa and fargent and Greenleaf combination
nadlocks, one te each sides This appears reasonable.

3. in ¢ases where it is extremely difficult or impossible
to use Venetian blinds, in order te prevent teLephotography 5
there is no objection to the use of heavy glass curtains,
from the security viewpoint. lr, Monette suggested that such
curtains should be fixed at both ends.

4, With vagard to the peapholes, used to see inte the
communications rooms and registries without che necessity
,of having to enter, Ur. Monette suggested that there be

some sort of mirror arrangement on the wails in order thas
the security guard checking the offices would be able to
gee all parts of the rooms. Thais is a very good suggestion
and i think should be impleaonted.

ee 2
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S, With particular regard to The Hague, Mr. Honette
mentioned the problem of the French doors giving ac

cess
to the Ambassador's office from the palcony over the
front entrance of the Chancery. Shatter-proof glass
43 to be used in these doors and he recommended that
dnstead of having to use doors of metal co:ctruction,
which were heavy, expensive and difficult to obtainthat we consider using doors of strong ocak conatrucyion.
the shatter-proof glass would be secured by the used
of internal metal beading. This is acceptable to this

6. In the case of Goneva, Ur. Monette raised the
question of the rolling metal shutter from the large
window in the Communications office in which machine
cyphar is to be inatalled, Tnere is no balcony outside
this window and accens to it could only be by use of the
voof immediately above or the window below. lit. Honette
suggested that instead of using heavy, elmost solid,
rolling shutters that we use a Grille A Rovleaux Gauger
or a Grille A Ciseauz Gauger. These are illustrated on
the attached sketches which ir, Monette kindly left with
me. I spoke to Communications Division concerning this
and they stated that of the two they prefer the Grille
2 Ciseaux Gauger, which is the folding one. This would
seem to provide the required protection. There should
be, of course, a hasp arrangement on the grille so thet
they may be secured by at Least two Sargent and Greenleaf
combination padlotks.

9, A&lso, in the case of Geneva, ip, Yonette pointed out
thet it may be very difficult to 4natall fixed internal
bars on the other windows in the Gomuunications offices
end Registry and on the doors and windows giving access .
to balconies in other parts of the Chancery. There is
no objection, from our point of view, to the use of
folding or rolling grilies, ef the type mentioned above,
in such cases, If a Grille & Roulsaux Gauge? is used,
the metal bars should be at least 3. inch thick.

Document disclosed UNGEE WIE Meee oe nn ge pg
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i. I am attaching an extra copy of this memoxandum
which, if you have no objection, you may wish to give
to Mr. Monette.

ww

Defence Liaigon (2) Divisions.

ee, Comnmications Division

¢
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- os DEPARTMENT OF- EXTERNAL AFFAIRS, CANADA,

NUMBERED LETTER

TO: @ UNDER- SECRETARY OF STATE FOR _. | Security: SECRET ee, |
EXTERNAL AFFAIRS, OTTAWA, CANADA. Not. cceceee, 349. a

prom: THE CANADIAN PERMANENT DELEGATION, | pate:.,., September, 21.1955...
ag secseees GENEVA, SHITZEREAND. Brolosures:.. OBC. .ccsccscseesceese «

Reference: Circular Document No. B,116/51 of... Air or Surface Mail:. Air, bag.........

ee ve cerca Tener e rcs ee ae es ene e eres e ee ere sense errtsnseecsseseanse § FUSL PILE INOe se err anne ssn ne rs oar traetrerer ne

Ottawa File No.

ovetevteeaeens ES Se048AlL-Y

179 1 S90

I enclose, in the attached sealed

envelope, the new combination setting for

the office safe, which was put into use

t oday.e
19

il _—

26 SEP 1955.

/) / Permanent Representative.
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DEPARTMENT OF EXTERNAL AFFAIRS ft

22 MEMORANDUM . j~Y 0
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Ext, 326
(2/53)

TOs ...0. Defen Ce. iiai son. (2) DAVISLON Si ceaees Security ... Restricted coeccese

sasseseauesenssees scsseessuecessescsesesssasecssssessssesessvessse | Date seve. MY, 26), 1985...

FROM: .. SUPR:,,& Prop:, Division/P.J.Price/HR.. || MleN.,0 8 Vom Ah Yd

é é

New Office Space--Installations--Security, Requirements...

1. .Forwarded herewith for your files in connection
with the above, are copies of the following correspondence; -

(i) Letter No.£/5Gto the Post dated 10/5/55.

(11) Letter No.F$22to the Paris Embassy dated 10/5/55,
for the attention of our Architect, Mr. Monette.

Be The Security details described in this corres-

pondence are the result of discussions between Mr. Dougan,

Mr. Belanger (Communications) and Mr. Price, Departmental
Architect, Ottawa.

ppl¥es & Properties.

+
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EXTERNAL AFFAIRS, OTTAWA, CANADA.

,,, your Letters Nos, 311 pk, 18/3/55. and Air or Surface Mail:....... sree renee ees i
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l. With reference to previous correspondence in

this matter we have now given consideration to the most

efficient use of the accommodation available to us, and

, a layout of offices and other space - taking account as
: far as possible of all the varying requirements, and

‘which has been developed from the print of the archi-

tects’ floor plan, - is shown on the attached drawing (A).

Before going into details of planning and |

installation requirements it may be fitting to point

out here that the architects' attention should be

drawn to the possibility of problems arising in deliv-

ering heavy equipment--such as safes, safe filing

cabinets and communication installations--to the space

allocated tous, : oS

- oe .. For ease of reference offices and other spaces~
are numbered on the layout - Drawing (A) - from (1) to
(23) inclusive and are as follows;-- - :

(A) Room No. 1 ~ Destructor Room-~This must be equipped
either with (a) a "Somat" 12 Electric Pulper

Do, or a

(b) an approved incinerator either gas
' or electric firedInternal

Circulation

depending on what is allowed by the relevant District
Building Authority, which should be approached for

» its ruling in the matter. If alternative (a)--which
Defence is our preference--is allowed the following pro-
TAaison (2)|’ visions must be met:

(i) A drain line sufficient to carry off pulp of a
"thick-soup" consistency--connected to the
publié sewer.

(ii) A good water supply

(ii1) An electric power supply

Distribution (iv) A Chubb 3G-74 type Seourity Lock. fitted to theto Posts access/exit door to Office 3. ,

Mr. Monette

Paris

ceed

: 
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(GC)

(D)
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If we are required to. provide alternative (b) then the pro-~
vision of the following must be borne in mind ; ~~

(a) An electric power or gas supply

(b) A suitable flue from the incinerator through and to
the required height above the roof

(e) Means of disposal of the ash residue

Room No. 2--Central Registry--This room will be equipped
with security containers for the safe guarding of classified ©

material. For information in arranging for delivery of this
equipment to the space allocated to us in the building the
relevant unit weights--uncrated and oupty--are approximately
as follows:--

(a) Cabinet--Filing--120 lbs. _ 55 kg.) each

(b). Cabinet--Safe-Chubb--550 lbs. (250 kg.) each

(ec) Cabinet--Safé-Preston-310 lbs. (140 kg.) each:

(a) Safe--Taylor--2250 ibs. ' ( 1023 kg.) each

The Architect should make the necessary provisions to ensure

that the flooring in Room 2 will support a superimposed

load-wéeight of containers plus stored contents--of some
8,000 ~ 10,000. lbs, (pounds) ranged alongside the party wall.

Room No. S--Canadian Stenographers--The sole access to Room
No. 8--Céntral Registry--will be through this office.

Room No. 4, 4a (Cupboard), with Room No. 5--These spaces
together comprise the Communications Section, space 4a to
be fitted up as a cupboard to Room 4 and ‘provided with five

(5) rews of shelving--each shelf of some 18" in width--the
bottom shelf being fixed 24" above the floor. The Archi-

tect should be informed that the weight of equipment and

installations in the Communications Section will be as
ollows:

- Room 4--3 pieces of: equipment each weighing some 450 lbs,

(F)

one placed alongside wall between 3 and 4 and one
_ placed against the opposite wail.

Room 5--2 pieces of equipment each weighing some 450 lbs. one
- placed alongside wall between 4 & 5 and one placed:
against the opposite wall.

“In addition, a safe, of a total weight--including
stored contents--of some 2600 ibs. will be placed,

in this room. . .

Space No. 6--Will provide needed storage space.

Space No. 7--Is a passage connecting Central Registry
(Canadian Stenos). and Communications Section with all other
orrioes and rooms in the layout, via the Reception Foyer
Oe e ' . / .

o20d
- oon 4
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® (G) Spaces No. 8, 9, 10, 11, 12 and.17, are for office use,
‘the suggestion being that No. 9 is for Head of Post; 8 and

10 for allocation between senior and second adviser; 11

could be used for Library/Reading Room and 12 for visiting
_Dignitaries. The.two (2) rooms together could be used as

one for conference purposes by making the dividing wall be-~

-. tween in the form of a folding sliding partition. By this
‘use of the space the day to day functions of the Post could

- be carried on even if offices 11 and 12 were in use for con-
ference or other activity, as access between all other.

offices and parts of the layout via the Reception Foyer 13

‘would not be interrupted. . - oo,

(H) Spaces Nos. 14 and-15 are Female and Male Toilets respect-
ively.

| (I). Space No. 16 is the main entrance lobby to the Delegation. -
-Offices,

(J) Room No. 17 is office space for the Accountant and office
messenger.

(K) Spaces 18, 19, 20, 21,..22 and 23 comprise the Security
Guard apartment and are respectively, kitchen, bed: recess,
living room, hall, W.C. and bathroon. oO

(a) It is suggested that to separate 19 and -20 when required
either ; - -

' (i) a-curtain and track or, oo

(ii) an installation such as a "Modernfold" door or
i " gome such similar equipment, be provided for

. the purpose. -

(b) A glazed "peephole" should be provided in the wall be-
“ - . tween Room 18 (kitchen) and the staircase ‘hall so that

‘the guard can unobtrusively observe the office entrance
at any time. The glass to the peephole should be fixed
on the kitchen face of the wall and the sides--on plan--
of the deep aperture'to the staircase hall should be
.Splayed to give a "line of sight" to include the office
entrance ‘door.

For security reasons the following arrangements and
provisions must be made: -- |

(I)

(IT)

(122)

All windows of all offices must be fitted internally with
Venetian Blinds, which, when in the "down, half-closed"
position will be a defence against long range photography .
of the office interior. ,

The small sidé door opening--on to the loggia--in Office 5.
must be built up solid.

The large window to office 5 mist be defended “by a manual~-
operated steel rolling window shutter fixed to the ceiling
Some .50 m. back from the window wall. The shutter to be
similiar in ‘width to that of space 5, and when in the "down"

'. position the shutter mist extend from floor to ceiling. The ~
shutter must run in-steel channels sections--one at cach
side strongly fixed to each wall. Provision must be made
for locking the shutter securely at floor level by means of

- three. (3) padlocks--~one (1) at each side and one (1) in the
“eentre of the shitter--each equipped with a Sargent and

Greenleaf. Manipulation-proof Combination Lock. For practical

7 “we 4
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reasons 4% would be preferable to ensure that the locking
stubs or holdfasts,.at floor level, should be fixed into~
the fioor construction so as not to protrude above the

' final floor finish, Fix in the space between the shutter

and the window a Venetian sunshade--which will be of the
width and height of the room and should always be inthe
"down half-closed" ‘position so as to conceal the shutter _
Sor the room interior from external view, as the rolling |
shutter must be rolled up out of the way during duty. hours
and lowered into the "down" position during off-duty periods.

The walls between spaces 8 and 5, 5 and 6, 6 and 4a, 4a and
7, 4and°7, 4 and 3; 3 and 2, 2 and 1, 2 and party wall, must
be. ‘on the Strong Room wall principle,. doubly reinforced. |
Spaces 4a, 4 and 5 must also be insulated at floors, walls
and ceilings: against sound-transference to the exterior of .
‘the building and all adjacent rooms or stores of whatever
nature. .

“fo the openings between spaces 2 and 3, 4 and 7 provide and
‘fix Chubb Standard Strong Room doors and Metal Grilles. The
strong door hetween spaces 2 and 3 to open into Office 3
and that between 4 and 7 to open into passage 7. Each of

these’ strong doors can be either left or right hand. hung as
you may decide on the spot.. In addition to the emergency

locking device provided with the Chubb Standard strong room

door, the looking. mechanism must Gonsist of,

(a) To the Strong | Doors--two (2) Sargent and Greenleaf Manipu-
lation~proof Combination Locks and

(b) To the Metal Grille Gates-~one (1) lock having a detector
and monitoring;device similar to the Chubb 3G-74 Security

Lock.

To the conventional doors at main entrance from Staircase Hall—=
to the doors to the balconies from spaces 8, 9 and 12--and to the

doors. between spaces 5 and 7, 4 and 5, 16 and 17, 15 and 7, 8, 9,

10; 11, 12, 16 provide and fix a Chubb type 5G-74. Security Lock.

To cut off access from next door property to the loggia outside

spaces 2, 3 and 4, a barred defence grille--which can. be: decor-.
ative-~should be provided extending the relevant width and
height and built into the wall, ‘floor and ceiling.

(vrrz) The windows in spaces 2, 3 and 4, must be defended by pars

(xz)

spaced not more than 6" apart, built into the structure fabric
inside the window. In the space between each window and the

bars, Venetian blinds must be fixed so that when these are in

the down half-closed Position the bars will be concealed from

view externally. ;

JA decorative iron grille ‘fixed into the fabric of the pbuilding,
either internally or externally--as governed by the window or =

door-swing (in or out), &/or. the type of window-door unit and
its fixed position | in the wall--must be provided” to the foll-

owing openings:

- (a) Space 8--door to Balcony
(b) Space 9--Door/Window to Balcony
a Space 12-Door/Window to Balcony

d) Space 17-Window to Balcony
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AX) fo enable the guard on patrol to survey--without entering--
the interior of Room 5, provide--in the wall between space

. °-§ and.6--a "peephole", double glazed for sound proofing

‘,purposes. Fit externally and adjacent thereto, an electric |
| Light switch so that the guard can operate the room lighting

. ~ from that point. This "peephole" is to be concealed. from.
-- Wlew on the space 6° side, by the provision and fixing of a

': steel Security Access Trapdoor and Frame similar in prin-:
- G@iple to a small safe door. ‘The Trapdoor must be hung to.
“Swing, on concealed hinges, and fitted with locking lugs--
on the Taylor Safe principle--and a Sargent and Greenleaf

~ Manipulation-proof Combination Lock (such as. is. found on
the Remington Rand Safe Filing Cabinet).

(XI) To satisfactorily deal with the Communication System, Elec-
trical arrangements--ancillary to conventional. requirements--

, must be as follows:--. Se,

| (a) Blectrie light ana power supply - 220V 30-amp--to Roomss. 4 and 5 must-be separated at main building input panel.

__<(b) Provide four. (4) power outlets at baseboard in each of
- Fooms 4 and 5, i.e..two (2) to wall between 5 and 8,

two (2)-each side of wall between 4-and. 5.and two (2)
| “to wall between 4 and 3. One (1) ceiling electric light.
“outlet also should be provided for each room.

“(e) Blectrie: light and power for rooms 4 and 5 must be con-'
~~ trolled from room 4 by means of a fused service panel

with breaker having provision for six (6) circuits...

= (a) Circuits will be as follows:--— | .
Ho: (i) Four’(4). power outlets to each of rooms 4 and 5-~

total eight (8)--to be fused in pairs making ©
>four (4) circuits. 9° me,

(44). Bwo (2) ceiling light points, one (1) each for 4
“+. + end 5 to make one (1) cirouit. | _ .

"~~ (441) One (1) oirouit will’ be ‘spare..

. (e). Fusing bo. be dealt with as follows:~- .

(4a) Each pair of power outlets--fused for 5 amps.
. (11) Lighting points--fused as necessary--5 amps.

| (f£). Electrie Light and Power Supply to rooms 4 and 5 must

5.

the building.
-lighting of Reception Foyer 15, however, it would. be well. to

be grounded’ (earthed).

Generally all partitions between spaces and offices--other than
as described at Para. 4 (IV)--can be constructed of the same
materials as specified by the Architect. for the remainder of

As to, reasonable cross-ventilation and natural

request the Architects’ advice regarding the provision--in the
full-height partitions surrounding this space--of «—

(a) glazing-—in spaces above door-heads .

(b) opening portions=-in such glazed areas--for. ventilation.

verd
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We have sent a copy of this letter to the
' Paris Embassy for the attention of. our architect, Mr. —
Monette, and a copy of the covering letter to him, which

is self-explanatory, is forwarded herewith for your in-
formation. and retention. As regards the cost of these
‘works--para, 4 of your letter No. 111-~18/3/55 refers-~-

Plan "A"--attached hereto--and described above, are less
Simple and more extensive than was at first envisaged.
We will therefore be glad to know as early as possible,

it will be seen that the particular requirements shown on

|

what we must expect to pay in order to have these pro-
-posals executed and you should now arrange for the prep-
aration of the necessary estimate of cost by the Land-

_ lord's Architect--who will no doubt find it necessary to .

7.

make use of Mr. Monette's knowledge of our requirements
in all these matters. ;

linally, and as an additional precaution we
think that you should obtain for our consideration--from
the landlord, and other sources, if necessary--all the
information possible regarding the tenants of the aparte
ments on the same floor alongside, and on the floor
immediately underneath, the space allocated to us.

Under-Secretary of State

for External Affairs.
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References

1. Having recently secured accommodation

| for the permanent delegation offices, we have now

given consideration to the layout of individual

office space and the consequent security require-

ments. These are described in detail in our

| letter to the Post dated 10/5/55, copy of which
: is forwarded herewith for your information and

necessary action.

Qe As the apartment block in which we have
leased space is now under construction, we are

hoping that we can occupy the premises on or about

March 1st 1956, and we shall; accordingly, be glad

if you will communicate with the post to assist

as you may feel will be necessary in connection

with any problems as they arise, so as’ to ensure

that amongst other things the security installa-

tions required are dealt with in accordance with

our present policy, That is to say,

(1) Security Locks

These should be ordered from Chubbs through you,
and arrangements--similar to what you have

Internal planned for the new Chancery, Paris--should be
Circulation made for the fixing of the locks at site. When

the order is placed, the supply of 5 keys for
each lock should be specified, one of each to

be forwarded to us in Ottawa, the other 4 of
each set of 5 being sent on to the post.

Defence

Liaison (2) (2) Security Doors and Frames

The order to Chubbs for these should be sent
through you and arrangements for the installa-
tion of the equipment required should be made
with the manufacturef in accordance with the
procedure which has been adopted for the new
Chancéry, Paris.

Distribution
to Posts (3) Security Generally

You will see by reference to the contents of
the copy letter to the post herewith that

Head/Post security arrangements generally are patterned
Geneva on the requirements in connection with the new

Chancery, Paris. It is expected that there

“Exes 1810 (Row 3/50) | "+2 000804
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will be many queries concerning our special requirements in
the sensitive area and other spaces, which will require

answers, and we hope that you will be able to deal with

these amongst the other calls on your time in connection

with the two new building projects and other matters neces-
sitating your attention, which have recently arisen.

3. Regarding the cost of these works, you will
note our remarks in that connection in the copy letter

herewith. We shall accordingly be glad if you can make it
possible to visit Geneva for consultation with the Post as
may be required, and to assist the local Architect as he
may wish--when the Estimate of Cost of the Works is being
prepared. | .

tion with these proposals, no payments may be made and no
work may be put in hand before full details as to the cost
thereof including

‘(a) Construction works, installations and equipment
of the conventional kind,

(b) Security Installations, and

(c) Fees--both professional and municipal--payable in
connection with the scheme, have been forwarded

* 4s. You will be aware, of course, that in connec-

to us in Ottawa, for consideration and approval.

Under-Secretary of State

for External Affairs.
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NUMBERED LETTER ‘
t

oe UNDER- SECRETARY OF STATE FOR Security: EE
EXTERNAL AFFAIRS, OTTAWA, CANADA. Not ecceeceeseee 1 Soc

FROM: ...THE. GANADI AN. PERMANENT, DELEGATION... Date:.. APLAL. 195.1903 ee .

GOEL NBM A ccc cece cece een reenter ne, Enclosures:.... ONE oc... cere cer ee ees

Air or Surface Mail:.. ALD... |

Post File No:sscccsscccceeveveteortearens
\

Ottawa File No.

ae cornu Borne beg SOILS ~ BL. ~b

| } S22 | $s

ST

I am enclosing in the attached envelope2 I
4 ees -

a the combination of the office safe which was

6 ;

7 changed on April 13.
=

3

oy

Smee De ‘oo peat hehe25 APRI955
Permanent Representative

Internal 4 ~
Circulation iV Yd

|

| (P , |

Distribution

to Posts
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CONPIDIUITYIAL

)\ ¢ December 26, 19S
Defence Liaison (2) Division

LOLA Daal G
Your memorandum of December 23, 1951,

Office Space for Canadian Permanont Delegation, Ceneva,
Switzerland.

£. asaume tnat Geneva will be one of our posts
where the inetallation of machine cypher will be civan
priority. Machines ahould be availeble in late 1955
and consequently could be ready Cor installation in the
proposed new premises in early 1956.

Ze . If machine cypher 1a installed, wo should have

to provide security cueard protection. The establishment
for security suard positions for the forthcoming fiscal

yoar, however, ta such that it is very doubtful if more

than ons guard could initially be posted to Geneva.
Consequently, if the guard were provided with quarters
within the Chancery, such ag in Bonn, botber around-the-clock
protection could be obtained than if he were ilving out.
Zhe posplbility exists, of course, that the establishment
for security guards may be Increased after tho neat fiscal

year. If 80, we may be abie to muke additional guerds

avelieble, as we consider that a minimum of three cua de
is required to give complete 2hehour protections

Be However, if you are able to obtain approval
for renting the proposed premises on the basis that

machine oypher is te be instelled and three rooms are

to be used as living accomodation for a seeurity ruard,
t think thet oven if the nunbor of secarity cuarda were
increased, the rooms could still be put to cood use. In

the evant that they were not occupied by a security guard,

we ahould then require at least one room ag a guard rooms.

(Signed) G@ G CREAM

cee Tire Nacdonnell; Defence Liaison (2) Divisioniotablishments & Organtveti one t (2) Divisione goo667

oe |
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My. Macdonnell. Unclassified
Copyto---listablishnents & Organization

vo fi-—-fefence Iiaison (2) Decenber 23, 1954

Supp. & Prop./d -Zoubie/HR
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Office Space for Canadian Permanent Delegation, Geneva,
Switzerland.

For some years the offices for our Delegation have
been located in the Villa La Felouse, a short distance fron

the Falais de Nations. ‘The total office space consists of

two rooms--one approximately 37 by 17 in slae and the other
approximately 17 X 14 (abont 700 square feet in all). Five
people work in these two rooma. The rental charged is 9490

franes or about $2150 per dnonth, 7

Because this apace is obviously too small the Dele-

gation hag been engaged for some time in a gearch for more
adequate accommodation. Very little has been found in the

area in which it is necessary to have our office located.
Me. Allard now vaports thet. a syndicate is eresting three
apartment blocks on 4 very desirable site midway between
the Hotel de la Paix and the Palais de Nations and is offer-
ing the Delegation a top floor apartment at the end of one
of the buildings looking out over the lake and the Pare Mon
Repos. ‘the area of this apartment is approximately 4000
square feet. As planned by the syndicate it will comprise
a very large reom, about 1500 square feet in area, two large
bedrooms of about 200 square feat each, four bedrooms of
about 100 sauare Peet each, a large Eltchen, three bath-
reons and two W.G.'s. Mr. Allard gtates that "Since work
on this building is just commencing arrangements can be made
to have this area divided in any way we wish", The syndicate
has asked for a Gefinite commitment by January ist and clains

that the apartment will be available on January 1, 1956.

(2) |
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The following is a summary of the proposals in
respect of this apartment meade by the delegation:

{1) That the large room be sub-divided into six smaller
offices, three of which, by folding back the walls, .
could be converted into a flim-showing room or 4 con-

ference room.

(8) That the following be the allocation of rooms: |

~- one as an offiees for the Head of the Mission.
-~ one as an office for the senior adviser.

-~- one as an office for the second adviser. when -
appointed. ’

-- O16 45 @ reading reom and office for delegates.

~~ one @S 4 reception room and office for a re~
ceptionist-telephone operator.

~- One as an office for the two Canadian stenographers.
-- one as an office for the accountant and driver~

messenger. ;
~~ one aS @ registry.

~~ One as a supply room. |

~« one a8 a cypher room.
W- three rooms adjoining. the cypher room to serve as

a residence for a security guard,

(S$) That authority be granted to sign a lease for these
premises.

It seems to me that before consideration can be given
to these proposals a number of other matters must Pirst be
dealt with, viz.,

{a) Would the Department, if we were to take this space, be
prepared to install cypher equipment? I understand that
for conferences we now fly in machines.

(b) Mr. Allerd mentions a "second adviser when appointed” and
"receptionist-telephone operator''. Is it the Department's
intention to increase the staff by these two persons?

(c) If cypher machines are installed, will the Bepartment be
appointing one guard who will live in or two or more
guards who will live out and who will require only one
room to serve as a guard reom?

(3)
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(a) If cypher machines are installed will this not necessitate
the increase of the staff by one or more operators?

(e}) Mr. Allard appears to think that Delegations te conferences

wilk use office space in these quarters from time to time.

In support of this he points out that for the Korean confer-
ence and the G.4.T.T7. conference approximately {1140 and
#600 respectively was paid out for office accommodation in
the Hotel de la Paix. The last mentioned figure is an estin-

ate to the end of February. Perhaps someone in the Depart~
ment can say whether or not this aspect of the matter warrants
serious consideration.

{f) Mr. Allard states thats he *can foresee no other suitable
accommodation being or becoming available". This may be
quite true in connection with other building projects but

it seems more than possible that other, and smaller apart-
ments should be available in one of the three syndicate

puildings. Because we are informed that the syndicate re-=
quires & commitment before January 1st, and because the

_ Delegatiocn'’s letter has only just been received, it is not

possible to obtain the details we would need before the
eadline.

I anticipate that we might have difficulty in convinc-

ing the Treasury Board of our need for this large space. Nor-

mally we would not ask for more than about 2000 square feet for

a iaisston of this size (5 Canadians and ons local messenger-
river).

We might be able to prepare & reasonable case, however,

if cypher equipment is to be installed, if a guard is to live
in, if space must be supplied for any long period for use by

Delegates to international conferences, if additional staff is

to be taken on and I should be grateful for your direction.

(4)
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pays oe

'_--« Gopies of this memorandum ave being sent to theEstablishments and Organization and Defence Liaison (2)Divisions in order thas they might be in a postition to
answer the questions above, so that a reply might be givento Geneva before January ist.

. A copy of Geneva letter No. 433 of December 18this attached for your further information.

Supplies & Properties,
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. Security . CONFIDENTIAL. ......

q ~ MESSAGE FORM [Fie te.
fe OUTGOING roe! y | -, ie? | 72 | 60

TO ee ea ee eee ee ee oie caw crnnnecnnurtescatst enn net en tte tee

_— Hee ee Oey Cee’ oc cceccsceccteecteenteretteerneeeees

Message To Be Sent Date. ab For Conmunications Section Only
Mes . Rem 4

AIR CYPHER ~ Noo yar A | October 49, 1954. SENT — OCT I 1954
EN CLAIR / /

CODE = yp REFERENCE: Our Telegram No¢ 97‘of June ah 1954
CYPHER py 7 f° para BC ;

| Priority - ; . ;

SUBJECT:

AD...

Ue I RSkenatare) : “Please arrange! to make [svastavie cor!
|

: Jerks. Grenans bis rete use hoy! canadian Delegation’ to /cortheoning cart!
piv, Defence. Liaison. meeting’, cb! filing cabinet shipped to you

2Local Tel. 5L24...... (2) _ last/spring cor/use! vy Canadian! Doregation tof
A a) BY korean Gonterence/

veel? fA decayed .

ye, Go CPe@AM.........
(Name Typed)

Internal Distribution:

§.S.E.A.7 U.S.S.E.ATM

x . Secretary of State
Done... AOE cece . for External Affairs.

Date... On: 42 v sees .

Copies Referred To:

Done. cccccscccevocsesscccsuecs m :

Date... ccceeececeaes eee eeeeee : - , .
-. ; 000672
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San

Ad

OTTAWA FILE

@ | we SOULE “SDL SeTe phe a uh OO

Letter No... 52. ence eae eecceccees . SECURITY CLASSIFICATION

| Date. ecee July.195..195...... SECRET

"- FROM: THE CANADIAN PERMANENT DELEGATION, GENEVA Yie
TO: |THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

“| Reference....... Circular, Document. B.116/51. of. December. 29,.1951...........Pee Te ae ewe ee ede Meee wes wes ove

| Subject: Combination of Office. Safe

“23. JUL 1984

I am enclosing in the attached envelope

the combination of the office safe which was

changed on July 19, 1954.

Copies Referred p \ Le C. Douro

Permanent Delegate

Post File

\
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June 23, 1954

@ . File

50048 - AL - 40

MEMORANDUM FOR FILB: st Is

Reference: Our telegram of March 23, 1954, to London.

Subject: Security Equipment.

In our telegram No. ery of June 17, 1954,

(on file 50117-C-40) the Canadian Delegation to the

Korean Political Conference, Geneva, was instructed

to turn over their Chubb filing cabinet to the

Permanent Canadian Delegation at La P use.

J.<Y. Grenon

000674



~ 28 APR 1954.

Copies Referred

TO. scenes ceeecaee
Canadian
ee eee cet eee ote one

No. of Enclosures

Post File

Document disclosed under the Access to Information Act
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ve OLE ATA S|

_ Se Sd
SECURITY CLASSIFICATION

UNCLASSIFIED

~ 4D p/ FROM: THE CANADIAN AMBASSADOR TO SWITZERLAND (erp O\4

A

sang

ee TO: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CA

Camm t et ees eset ewes eneseeset anes eaeese Fens e seer eesennee rete eeaseneoesseenesneeneterene

Cer ee ee ew esa seasaeeBeaneseraet eet enseseeesessen nee reese eeeaereeenseersnaern er soeren

I attach note p.B.73.Corée.0.4. (b)-
AH- dated 20 April from the Swiss Political \

Department informing us that in the in- j

terest of maximum security for delegations |
to the Asiatic Conference in Geneva, the

Swiss Federal Council has decided to re-

inforce the Geneva Police with army de-

tachments.

I am sending a copy of this note to

the Permanent Delegation in Geneva for

their information.

Ambassador.
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Pe vossiscues POLITISCHES [iSpy ars,
DEPARTEMENT =~ Uf fil re

DEPARTEMENT POLITIQUE FEDERAL HES Ly

p.-B.73.Corée.0.4,(6) -— AH —

Bitfe dieses Zeichen in der Antwort wiederholen

Priére de rappeler cette référence dans Ja réponse

Le Département Politique Fédéral a l'honneur de

faire savoir aux Missions diplomatiques des pays dont les

gouvernements seront représentés & la conférence asiatique

que, soucieux d'assurer au maximum la sécurité des délé-—

eués, le Conseil fédéral a décidé de renforcer la police

de Genéve en mettant & la disposition du gouvernement ge-

nevois des détachements de l'armée,

La t&éhbe qui sera plus particuliérement confiée a

ces unités sera d'effectuer la garde des résidences occu-

pées par des chefs de délégation ainsi que celle des vil-

las ot les délégations auront installé des bureaux.

Le Département Politique prie les dites Missions

diplematiques de bien vouloir attirer l'attention des dé-

légations intéressées sur le fait que ces mesures sont pri-

ses exclusivement dans leur intérét et que les autorités

militaires leur seront reconnaissantes de bien vouloir en

faciliter 1'exécution.

Le Département saisit cette occasion pour renouve-

Ler aux Missions diplomatiques l*assurance de sa haute

considération. /

: 4; VV
“a * Ww ari > .

Berne, le 20 avril 1954. a

8649
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v

Securit SORFEDRNTEN.

MESSAGE FORM [Ree

OUTGOING USN
2y¥\ SY

' FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

THE PERMANENT DELEGATE OF CANADA TO THE EUROPEAN OFFICE OF- THE

UNITED NATIONS, | GENEVA, SWITZERLAND ® oo oeceeeeeeeeeeeeeneees

x * » . .
Message To Be Sent Ne Lo Date ‘April 15, 1954 For Communications Section Only

AIR CYPHER ‘LY ~ APR 15 1954
EN CLAIR ‘ -

CODE p REFERENCE:
CYPHER yy r x |—_— .

Priority SUBJECT: Security Guards for Geneva Conference. /

Sooo oa a a“
ORIGINATOR “The ROMP “is providing three security guards for”

7 —cee n cece e ese ne ences seenenseee this Conference ¢~ othey “inelude:
(Signature)

a oo xGe P,. Kidd /..mer (i s/set Re “>, “Robertson stationed “At ROMP Headquarters,
Wet dia ely 7 Z /

. OHNE “who wilt be in hares of the detail;
Ds, bs, 2) cece e eee teeeee, 7 ”(2) Constable Je “Euake”: stationed 4 in “ondony”
zal tel. ..0391 sees een ceens ‘ te 7 . 4 off, / ~_ (FS Constable D. J. fickerman’ “stationed in ‘{erlsruhes

APPROVED BY -_ Les 7 “07
?. 92. Ro s/set~ Robertson is ‘Leaving Ottaya f for the U.K. by

we TR ea A tee eee eens - a

Rietature) air onhori /20. v Together without commmications “supervisor y
~ y y

Ga Ge GRAD. neeeerees Mr~ Richards, he will be acting“as a a courier “tor the cypher”
\ . _ * 7 -y f ”
srnal Distribution: yeruipnent from London to( Geneva. He “will “travel with this
's. B.A. U.S.S.E. ir oo y Joe

J

Ned a vreni tron condor ont. oho sth’ Prien’ 280 Covent,
quipment from London on April 24 by BEA flight 250 arriving in

an se a a ‘ So oe =
Geneva “at Tro p.m. L should be grateful if you could arrange|
/ ZO . a“. ; .

to meet the aircraft with a station wagon or small truck to

Cc L a
transport the equipment’to the hotel. .

: - va 4
7

The Sther two Guna are making their own arrange-36

| ments to proceed from their Coste in Europe to Koneve’ Eney bi have
( 4 “44 Lm :‘been instructed to report to Mr. MeIlwraith by noon of fora 24. ~

an EXTERNAL
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Qfument divylgué en vertu de la Loj sur l'accés a linformeINCOMING mes oAMme

¢ O RIGINAL
- 

Security ClassificationFROM: THE HIGH COMMISSTONER FOR CANADA, LONDON ,
ENGLAND . UNCLASSIFIED

File No,

G ~ G. ~ EeTO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA FO. LL LZ he ae.

277 | SY

Done___

Priority System
— 

i. 

Date 

.

LETTER TELEGRAM | kN CLATR No 388 wa April 13, 1954,Departmental
Circulation Reference: Your telegram No. 468 of April 12. \VMINISTER

UNDER/SEC Shinn.
D/UNDER/SEC Subject:
A/UNDER /SEC’S 

—
eC q 

2 t BOQ, y 8 & AVS Pea - ye ° 2 og

POL/CO-ORD'H 
Addressed Ottawa No. 38 repeated Geneva No, 12

SECTION Chubb safe Pile shipped from Londen April 6 due Y?
at 

Saale April 12, No confirmation of rrivel at Basle fiesie o Peceived but understand agents, Lampreeht and CQ»
zg 48 Peter Herian Str., Basle, will advise Canadian3

4 
Delegation on arrival.5 Pon

fanE- Conim: S S short0y
Ce ate en tn we eee ee we OD ee ne

0

Plante rm te andy ene enenar een eeerengc ane

freooeoe nh Ge APR 1994

Referances

Date...

E>. 230 (rev, 3/52)
SSP. a7

nn 0 eins ain Ontireaiciamemaie 7

000678a
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KLL CORRESPONDENCE TO BE

ADDRESSED: —

R. 2 ROYAL CANADIAN MOUNTED POLICE
A

i HEADQUARTERS

IN REPLY PLEASE QUOTE

ne wo._D_1426-1-9-10 pi / OTTAWA.
Your Ref. 500k8-AL-L0 = pe » Pol

AWhe aber LP, April 13, 1954.

Tae“Py CONFIDENTIAL SY ay F ve

Attention: Mr. G.P. Kidd. | |

Further to previous correspondence re-

garding your request for security guards for the

Canadian delegation to the international meeting

at Geneva, Switzerland, on April 26, 1954, this
is to advise that S/Set. R.D. Robertson from
R.C.M. Police Headquarters, Ottawa, will proceed

to the U.K. by air on April 20th to take charge

of,and set up,the security guarding for this con-

ference. Two’ members. from our overseas staff have
also been appointed for this duty. They are

Constable J. Burke, who is at present stationed in

London and Constable D.J. Vickerman, who is at pre-

sent stationed at Karlsruhe. Instructions have

been issued that these members should report to

Mr. K.D. McIiraith, Advisor to the Canadian Perman-

ent Delegation, European Office of the United

Nations at Geneva by noon of April 24th.

\14 APR1954

26 It is understood that S/Sgt. Robertson
will be required to assist Mr. Richards of your

Communications Section with the custody of coding

equipment from London to Geneva in the A.M. of

April 24th.

3 It is understood that the Department of
Bxternal Affairs will be responsible for all ex-

penses other than salary of the members attached

The Under-Secretary of State

for External Affairs,

OTTAWA, Ontario.
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. Document disclosed under the Access fo Information Act

a ’ Document divulgué en vertu de la Lo/ sur l’accés a l'information

for this duty. Instructions have been issued to our

European personnel to secure their transportation to

Geneva, if possible obtaining receipts for same and

they will apply for reimbursement to your Treasury

Officer at Geneva.

for Commissioner.

000681



» MESSAGE FORM

REPEAT LO GENEVA

Document disclosed under the Access to Information Act
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MD: 3 g

Security . Unclassified......

S00 up-Al- yo
- No. Saran ts 2 |

.Message To Be Sent

AIR CYPHER
_|No.

Date

April 12, 1954

For Communications Section Only

guwr — APR 12.1954
EN CLAIR yt v7

m~!

CODE

CYPHER :

Priority

ORIGINATOR

ee eee eens (Signs ee eeeees

STM, Déry/er,
(Name Typed)

Div.. DL : ( 2) see e ewe neeee

Local Tel... 124 wee neeeeens

(Name iyped)

Internal Diseri ‘tion:
S.S.E.A. o S.E. Gs

. byte

¢

Copidd Referred To:

Ext. 97 (Rev. 1/52)

Vets.

REFERENCE: Our telegram No. 357 of March 23, 1954.

SUBJECT:

- Please confirm that Chubb Safe File

has been shipped and will be in Geneva

before April 26th.

EXTERNAL
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. . Defence a ment, (us rab edu Pike o/ sur l'accés 4 I'information

e

- OTTALA, April 1, 2954

CORPIDFRTLIAL

Your File Ho. DB 1426-1-0-16 —

Qur File foo 500/8-AL-49

The Commissioner,

Royol Ganadisn Mounted Police,

OTT AHA.

With reference to your Letter of Merch if,

1954 coneerning the prevision ef three nembers of your Farce

to act as security guards for the Canadisn Relegation ta the

forthcoming meeting om Eorea to be held in Geneva, I should

now be grateful if yeu could proacesd with the orrangerants

for putting your prepesed pian inte speration. fhe conferences

is scheduled to open on April 25 but, since it is expected

that the cypher machines will arrive in Geneva on April 24,

it would be helpful if the security detail could reach Geneva

by the latter date.

Present plans ere thet the Cmoadian Delezstion

| 211 de cecupying a onlte of tuenty rooms in the Hotel DiAngise—

terre. Host of these rooms will bo used for the living acecomne-

detion of the members of the Delegetion includin: the threes

security guards, bus a small number of rooms are being set aside

ap offices. The eypher machines +111 be housed in ono of the

offices, together with a filing cabinet for the storage of clausi-

' fied material. One of the twa cyphor operators secempenying the

Delegation will be in the "Gypher Gifice" during normal working

hours. The securlty detail elil therefore be required mainly

during quiet hours, although it may be necescary on occasion to

arrange for guard duty duting the daytime. This, hevever, is @

matler which cua be vorkes out uLih the Secretary of the Dele+

gation in Geneva. In addition it vould be helpful if the Senior

2
eet te
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ne

Ron~Coumissioned Officer coaulé exercias general sumer-

vision over the security arrangements for the whole

suite of reoms. _ -

In order that the administrative orrange~

mento for the transportation und accommodution of the
seturity guards may be completed, I should appreciate

/ eur Letting me know as soon as possible the acme of the

Ron-Goumiseioned Officer who will be in charge of the

vetall, es well as ‘the nazes of the tyo memvera of the

Force who will be tqmporerily detached ftom their posts
in inrrope. ’

“-~-2Bhowld alwo like te teuke this opportimity
of thnking you for your cooporution in assisting us in

providing guards for this cenference.

(Signed) @ G CREAN,

Acting Under-Secretary of State

for Extermad arfoirs

ec. Mr. de Lotbiniere bignt-
EB. & O. bale
Finance bye

000685
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, . Ot ~~ -bay “
£60 “r~ A - ¥ iSecurity _UNCLASSIFIED......

File No. 5 OO “en A | - Up

| «TOBE
Copy:=For=50043=K=40.. le

| " Y 50046-AL=40 7

MESSAGE FORM

OUTGOING

'- FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: ..... THE HIGH COMMISSIONER FOR CANADA ............. ve ee bebe sees eeeenen anes

leeees LONDON, ENGLAND oo eise..... REPEAT, GENEVA oo.
No. 357 No. 24

. Message To Be Sent : Date For Communications Section Only
ATR CYPHER —|No. March 23, 1954 Sent - Mar. 23, 1954

EN CLAIR x

CODE REFERENCE:
CYPHER CT

Priority ; .

SUBJECT: le
bee e cena gat eneaeeeeeenee ees . [fe

ORIGINATOR et off!

Original signed ty aoa
Lene need HAs. Hunter... i Oe

(Sienatare) Please have Chubb Safe File
HA. Hunter/NG a OE a

(Nane Typed) now ready under Authority No. B.A. 8378 A

piv... SUPP2& POPs, immediately shipped c/o Allard in Geneva

Local Teles CAB? teeeeee to be put at the disposal of the Canadian
APPROVED BY. Delegates attending April 26th conference.

beveaeees Me He Cs, | .
_ (Signature)

MH. Coleman

(Name Typed) 
EXTERNAL .

Internal Distribution:

S.S.E.A. - U.S.S.E.A.

-Donesscccacscceveseseccuacaces

Date. .ccccccncccccccvcerscuces

Copies Referred To:

Done. ccccaccaceccccvcucusceece

Date... .sccccsereccccecunccces
a 

000686
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ALL, CORRESPONDENCE TO BE

ADDRESSED:—

THE CQNMIMISSIONER,

& rouse, = ROYAL CANADIAN MOUNTED POLICE
BF rawa

. HEADQUARTERS

IN REPLY PLEASE QUOTE . CONF: IDEN TIAL

OTTAWA, 12th March, 1954.
Fie No_D_1426-1-9-10°

Your File No. 50048-AS-40 oo

é.,

Moe 4
The Under-Secretary of State LLs for External Affairs, Saye: — a XM

i Ottawa.

[— Re: International Meeting at Geneva, | x \\
=| Switzerland - April 26, 1954

With reference to your letter of the 25th+3

pene}

| ultimo, please be advised that arrangements can be made
Po to supply three members of this Force to act as security
a guards for the Canadian Delegation to the above noted

meeting.

It is proposed to send a Senior Non-Commission-
16 MAR i954- ed Officer from this Headquarters to take charge of the de-

tail. The other two members can be obtained from among our

personnel at present on duty in Europe.

Tt is understood, from a telephone conversa-

tion with your Mr. D.W.: Munro, that your letter under ac-
knowledgment is to be considered in the nature of a request
for information as to what arrangements can be made, if re-

quired, rather than a firm request to provide three security

guards. We will, therefore, await further advice from you

before making any definite arrangements.

allerceH. Prime) Insp.

Asst. Adjutant.

000687
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Letter No...... 96 ve cuceccuceceuevcees SECURITY CLASSIFICATION

Date...

Document disclosed under the Access to Information Act
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L

i OTTAWA FILE

¢8aN S ~2

ce SO

. March. 25.199 SECRET

FROM: THE CANADIAN PERMANENT DELEGATION, GENEVA

TO: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

ee er eat re et ee at ee Se ee eS ee
Dd 22. Reference se ceeeeee Circular. Document, B.116/51.of December, 29,1951

I am enclosing in the attached

envelope the combination of the office

safe which was changed on March 2, 1954. (oe.

re

be" |

Ne. of Enclosures

Post File
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Pees Ss

Ottawa, February 255 1954.

your Pile Nos pegs gH 500 b- AL

The Foumi stoners sy¥ 2
Royal Canadian Mounted Police,
Ott awa.

Abtgnttone Spetlal Branch

YI wish to refer to my letter of July 7,
195% and subsequent cerrespondence conserning the
proyision of security guard services for Canadian

gations to international conferentes,.

AS you are probably aware, there is to be

an international meeting in Geneva.on April 26th
to iseuss a number ofquestions relating te the
Paz) East. Temporary offices fbr the Canadian

legation to this meeting are likely to be set up
injone of the hotels in Geneva. In additian to
thd documents which it will be necessary for the
Delegation ta have at its disposal, it is planned

to (provide machine cypher facilitias in order te
Spded up communications with Ottawa. In these

eipcumstances 1t is highly desirable to have the

office quarters in the hotel under constant guard.

sears
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~ Be

I would be most grateful, therefore, if
you could arrange, as in the past, to assign three
members of the Force who might act as & guard detail.
wider the general direction of one of the securit .
guards now serving in the Department,

Tt is not known how leng this meeting will
éontinue, °

’s in the past, of course, this Department
will make all the netessary arrangements for trans~
portation, accommodation and meals for members of the
guard detail.

(Signed) C, G. CREAN,

Aoting Under-Secretary of Stats
for External Affairs
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: DEPARTMENT OF EXTERNAL AFFAIRS no

J _ MEMORANDUM Oo | Sadid
La = f Yo att OD ‘
f i’

TO: .... UR. .Gs. G, GAR seach Security .9..B,0,. RBZ...
ecs: Mr. L oteeuvre, Est. & Org.

beees Mr.. Belanger.,.Gammunications tut | Date...24.February..1254...

Dig We MUNRO. ceed A daw File Ros GE do
S60 44-

a OF Sf
HLS (por or

Gyphen. Machines. £OL..GAMCVA...ccccccccee tee e eee e eee n ee ee eee e eee eee e eee eennnees

In view of the forthcoming meeting in Geneva

to discuss Far Eastern questions, it seems very likely

that we will be called upon. to supply cypher machine

services to the Canadian Delegation. According to

what Mr. Lefeuvre said to me yesterday, it is to be

hoped that the equipment could be in Geneva at least

one week before the date of the meeting which you will

' recall is scheduled for April 26th. This means that

we have between now and April 16th to make all the

necessary arrangements.@iIn the first place, I under-
stand that the Canadian Delegation to this Conference

will be established in a hotel. From my memory of the

accommodation at present occupied by the Permanent

Delegation of Canada to the European Office of the

United Nations at La Pelouse, there will be no space

in those offices for cypher equipment, This means

that the machines may have to be set up in the hotel.

2. The technical problems connected with this

plan can be dealt with by Mr. Belanger of Communications

Section. Two of the three machines which are now stored

in London, together with their ancillary equipment,

could be sent to Geneva by air without too much dif-

ficulty. Installing them in the hotel should not be

too much of a problem provided the machines are wired

to operate on the current available.

eeele
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3. I understand that arrangements are being

made by Personnel and Establishments & Organization

to supply two qualified operators to run the machines.

Servicing and maintenance is to be done, as needed,

by the technician in Paris,

4, This Division will be expected to see that
guard facilities are made available. It is on this

particular matter I would be glad to have your advice.

5. With two operators who will. be in more or
less constant attendance on the machines for the

greater part of the working day, the guard services

will be required to cover only the quiet hours.

However, if we are going to provide guard services

to the Delegation we might as well try to have guards

available to protect the whole suite in.which the

Delegation will be working in much the same way as

we did for the Delegation to the United Nations in

New York. We obviously do not have a sufficient

number of guards in sight to provide these services

but we might ask the RCMP once again to help us out

as they have done in the past (3 RCMP Special

Constables under the command of an NCO have provided

these services to at least the last two Delegation

meetings in New York). Would you agree to my asking ,-

the Commissioner if he could make available to us a

Similar detail for this forthcoming meeting?

6. Mr. Perrault, one of the guards in the East
Block has indicated his readiness to go to Bonn as

a guard as soon as he could be replaced here. Might

it not be worthwhile considering the possibility of

having Mr. Perrault named as one of the guard detail Vv

assigned to the Canadian Delegation to the Special

Meeting. I.have not spoken to Mr. Perrault about this

yet but I feel reasonably certain that he would be

prepared to accept.

Te With full guard facilities at the disposal

of the Delegation, it will not be necessary, in my

eoese
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7

opinion, to have a safe sent to Geneva to protect
the tapes and inserts. I think I could make
arrangements, however, to have at least one, and

possibly two, Chubb cabinets sent to Geneva in
time for the meeting. When the meeting is over

these cabinets could be turned over to the

Permanent Canadian Delegation at La Pelouse.

D. W. Munro

Defence Liaison (2) Division

000693
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The department le vesexanining the problem of providing

. adequate security arrangements at posts where it is planned te install
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< of developments in thin matter.
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‘Your memorandum dated Ge tober Ts 1953.

eecrevsccce Sa wec eee c cae eseareneeen esses nssesesecesetosnsoceens eseees

sopyecr, 1ets1lasion of Roohine Syphax Bgpipmont ob Comowee ace
"

“The Eatablishnent Board, at its wecent series of nectinca,
approved the inatalletion of cypher egulpment in Geneva, but deferred

- approval of the necessary staff positions until the espace hes been wade

availeble end the equipment is raedy for installation. J shovld he

grateful therefore {f, in accordanca with the undertaking giver in the

. first paragraph of your. menor ‘andum referred. to above, stens will be

.. taken to sesk avitable prenises so that. the installation may be proceeded

with. ead & ssourity are accommodated on the prenisese

Be - Og separate Yerter WILL be sent to Goneva “inform ming then .
of the Establishment Board's decision and. chat they will be receiving -

_&@ further lettse concerning acoommoadattion for the equipsient, ateff and

a weourity guards , -
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Establishmente & Urcanization
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e Permanent Kepresents BERED. Lee to SECRET

TO:..... ‘he, United. Nations ; Geneva, Switzerlank Security: Rig ritrresmesteses eg

Cece eect cere cece nee eee eteeeeetnens NO: ce cece eevee serecceeeesetceaennseen es
meeeee seers ees Yanuary 5,1954

FROM: THE UNDER-SECRETARY OF STATE FOR Date: sec sese sere ee ecnecenee sereneunenenes

EXTERNAL AFFAIRS, OTTAWA, CANADA. boob bebe cece
Previous correspondence Enclosures:

Reference nstallation: of: Machine ‘Cypher Air or Surface Mail.....-...eeeee eee eee ed

Subject: .. Wqudpmentercccrteereeeeee ees eee e teen t eee eeenns Post File Noz....cceeseeene reece etre enced
i... VE

Beara Pilg deo
11556-65-40

eeeCr er eS

References

This is to inform you that, at a recent mecting,
he Establishment Board approved the installation of machine
ypher equipment at you post, but while concurring in principle
n the necessary staff establishment, deferred action on the
Stablishment of the personnel positions until suitable space
In Which to house the equipment, staff and security guard
ave been located, and the equipment is ready for instehl-

ation, In this regard, you may expect to receive a sepa-
te letter fyom the Department shortly concerning the

accommodation required.

ct

be (bee

Original signed by

H.¥. Davis
| 

Acting Under-Secretary of State

for External Affairs.
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OTTAWA FILE. 6 "°

pp? 354 f/f a@
< “SECURITY CLASSIFICA TION —

THE CANADIAN PERMANENT DELEGATION, GENEVA

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

I am enclosing in the attached

envelope the combination of the office safe

changed on December 1, 1953.

presi hun
Permanent Delegate
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DEPARTMENT OF EXTERNAL AFFAIRS ath

> MEMORANDUM ‘s a bi |
F. PE

TO: SUPPLIES AND PROPERTIAG. DIVISIONy. Rels (2). DIVISION Security SERRE, Bel...

Scieeed PERSONNEL DIVISION, COMMMNIPATIONS ............06 Date... O¢h@bOR .5— .4992.........

FROM: , Seteblishmente and, Organization, PAvAeten...... [File No sondtaeg
Cony fr S008 Mfc #0.

REFERENCE ©: os co. ccc cas 0 Che vet 00305 C805 6s 001g aie'e sine sien ss 62° * 9,58 e 5 Lot

DR ae ae a EP Oe Ue PR EE RR ie aN dy Racket Saari Sagar me

supyect: , lestelletion, of Meehine Synbex Pauioment at Yan. Delii,. Kerachi 4. fenaves.....

|

Attached for your information is a copy of

the memorandum we are submitting to the Establishment Board

on the installation of machine eypher equipment at the

above poste

Re Ag there will be some deley in the installation

at both Karachi and New Delhi, we are proposing that we go

ahead with Geneva as soon as possible. However, new offices

will be needed there as a first step, and Supplies and

Properties Division may wish te suggest that Geneva do some

exploration in this direction in order that there wil) not

be undue delay should the Board approve ovr proposal.

att 7c?

[ AV to

Henry F. Davis,

Este & Org. Divisione
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D <t + Cornettsab —

7 Geteber 5, 1953

Subject: Installation of Machine Cypher |
Equipment at New Delhi, Karachi |

At ite meeting on June 17, 1953, the Board agreed

"(a) To approve the installation of machine cypher equipment.

in Hew Delhi;

(ob) To approve in principle {te installation in Karachi
subjeet te the completion of satisfactory ar
Serangneee

(e) That Gonows should be sexed for sucgestions conterning |
possible security arrangements and the provision of |

sviteble space should it be decided te extend the

installation programme to that posts and

(d) That the Sstablishments and Organization Division
(Communications Section) be authorized te proceed with
the placing of orders for the required ancillery equip-

ment, and Personnel Division be asked to study the staff
problews arising from this decision with the poste

concerned and the seeurity arrangewents with D.l. (2)".

The following paragraphs disevss the present situation

in the light of further informition available from each post, and
suggest what action might be taken in eeeh instance.

eeeevege 2
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The High Commissioner's Office, in replying to our
letter about the installation of machine cypher equipment, has pointed
out that the office epace and steff accommodation required to implenent

the plan covld not be provided in the present premises without great

inconvenience and a good deal of expense. Apparently the only living
peg ye teri for the security guards would be in whet are degeribed |
ae “temporary hutmonts" at the back of the residence, now used for

storage purposes. These, one gathers, are not very suitable; the

further peint is made that security guards showld not be accompanied
by families because of the lack ef living accommodation. Now Delhi
dees not digseuss in detail the question of whether there ie a room

suitable for « communications effice, but the impression one gets is thet

provision of & room vould mean overcrowding in the rest of the chencery,
or additional construction.

New Delhi reletes the decision to install machine eypher

equipment to the question of purchesing lend in the diplomatie enclave

and building chancery, residence and staff accommodation. They are of

theopinion thet a full complement cf stenographers would be rell able

to handle the present cypher traffic. Obviously, they consider our
propose) to install machines now i]l+timed heenuse of the problems of
office space, staff living accommodation, and related matters whieh ere
partioulerly difficult in New Delhi.

In view of the points raised by the High Commissioner's

Office, it would be our proposal thet action on the New Delhi installation

be deferred for the present, and thet the visiting team be asked to
— the situation with the High Commissioner and his staff early

Pears

Sarseht

The High Commissioner hes stiggested that action be deferred

until the visiting team arrives in the New Year when various eomplica ting

factors ean be gone inte on the spot. In brief, the chief problema are

eneeeger 3
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{a) lack of space for a cypher room despite sdditionel offices
secured this summer;

(b) Ho accommodation for security guards in the offices. The
best they can do is a bedroem adjoining the offices but
without an inter-connecting doors

While agreeing thet machine cypher equipment would ultimately prove

a@ great benefit, Mr. Kirkweed seems reluctant to push aheed vith the
installation immedietely owing te

(a) the additional eadminietretion involved for two security
guarda without any compensating inerease on the stenorrephic

or "produetive" side ef the mission —

(b) ‘the prospect of one of the stenographers fariliar with
conditions in Karachi heaving to be replaced by a stenographer
from elsewhere trained tn Typex operation, and

(c) the initial heavy coste involved for equipment, for alterations
to the offices and personnel changes.

The cost ef necessary structural alterations te provide « communications

office ig estimated at $250, The electricity supply is suitable.

In the Light ef comments from the post, it is reconsended
that further consideration of the installation at Karachi be deferred

until after the visiting team has examined and reported on the situation.

Geneve

| The Deputy Permanent Delegate in Goneva has advised thet
there is no suitable space for a comeunications office in their present

offices, ant thst in any event, the promises would net permit of adequate

security srrangerents. Installation of machines would, Veraterty: mean
neauraty new office accommodation.

Cescesee 4
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a -he

Larger sie: $00 tootesiion ielnextiesta ertiae teaakptionaccommodation. The Austra s
of five rooms plus a reception hall, kitchen, and bathroom (the latter
fisted out os & cypher room) may becone available et a mont rent of
500Swiss dceums tated ing heat. Suitable offices would not be
obtainable for less than this amount. Mire Williams alee points out thet
new offices rould mean additional expense for furniture ag what we are
now using belongs te the United Netions. There is ne problem regerding

electricity supply in Geneve, —

Ae the installation ot mac! ee at beth Kereehd
andNew Delhi willprotebly be delayed, it ese
our delegation in Geneva be asked to lock into thequestion of acorns
lerger offices including space suitable for « communications offtee
living accommodation for one security guard. The offiees of the
Australian Delegaticn would not appear to be suitable unless it would be
possible to have the communica ts ons office elperhere than in the bathroom.

The present administrative steff estab) tghment in Geneva
consists ef one Steno Grade 3, one Steno Grade 2B snd one clerk Grade ds

The installation of machine eypher equipment 11 necessitate the addition

of two seeurity guards as this te ‘the minimum requirement at posts where
nachinos ere ingtalled. Tt will algo be necessary to add one toletypist —
Grade 2 peaition. The incvmbent would perform conmunfeationa duties and

while not thus engaged, a Ee ai ee te ae
teske such as filing, It is recommended thet the administrative
etaif establishment of Maries to the Burcpean Office of the United
Nations be inseam te as oe tion of the following:
ete

(| Beletypist Grede2 1

4 ae fee
WPA Goer beet i SS eedo & Sle

i oa. 13/0 S

me
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September 30, 1953

Attached are copies of our letter Pel$5 of July 27 to Geneva

and their reply, letter No. 316 of August 24 concerning the suggestion of

the Establishment Board that Geneva be considered for the installation of

machine cypher equipment.

2e As we expected, the installation of machines will mean our

delegation will have to secure larger office accommodation. Ags you may

recall, our progrem for installing machine cypher equipment this year was

originally New Delhi, Karachi and possibly Geneva. Since both Karachi and

New Delhi have raised problems which will delay installation at these posts,

we intend to suggest to the Board that Geneva be asked to look around for

alternative offices which would be large enough to include a communications

room and living accommodation for at least one Security Guard in addition to
thoir other requirements.

3e . Attached is a copy of our proposed submission to the Establish-

ment Board. We should be grateful for your comments on this, and for any

other points which you consider “oe appropriately be brought to the Board's
attention.

\

Z)
Henry F. Davis,

Est. & Orge Division.

ec fort Personnel Division

Defence Liaison (2) Division.
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“: fot The Permanent Delegation of Canada to the Security Secret

. Byxopean Office of the United Nations, Geneva, ~

Gq er. No. Pel85

Fromt Thé-Under-Seeretary of State for External Date July 27, 1953
Affairs, Ottawa, Canada

Enelosures <«

Reference: Wil : Air or Surface Mail Air

Subjects Installation of Machine Cypher Equip- Post File No.
ment, Typex Mark 22.

Ottawa File No.

The Departwental Establishment Board recently considered

the question of installing machine cypher equipment (Typex Mark 22)
at additional posts this year. It was agreed that you should be

asked for suggestions concerning possible security arrangements and
the provision of suitable space should it be decided that the volume

of telecommunications traffic warranted the extension of the installa-

tion programme to your Post.

ae It was pointed out to the listablishment Board that the

provision of office space would be difficult as your steff is now

accommodated in two rooms of a villa which also houses the offices

of other delegations. As far as was known, there was no addition

space available to provide for # communications office. Consequently, if

it were decided to install the equipwent in Geneva, it might be

necessary to seek other accommodation for the Chancery. If possible,

an indication of the probable cost of alternative accommodation

would be helpful.

Be The following are the requirements which would have to

be met in providing a room suitable for conversion into a communica-

tions offices

(a) the room in which the typex machines are insialled showld
be situated in a secure part of the Chancery, and the room

should be fitted with a strong door as well as with a secure

lock which wovld be sent from Canada;

(b) windows should be secured against unauthorized entry,
preferably by being barred, and should be fitted with

translucent glass so that the interior would not be visible

from any point outside;

(c) access to the cypher office would be forbidden to un-

authorized persons at all times; the office would be used

for working on communications only, whether by machine or,

on occasion, by one time pad;

(ad) as a part of the installation programme, we would
provide, for installation in the communications office,

& Taylor Safe for the storage of ancillary parts and

documents.

ee@eercene 2
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Ae Once machines are installed, it is essential that the

premises are occupied at all times by a member of the Canedian staff

and, therefore, one or two security guards would have to be added to

the establishment of your Mission. It wovld be desirable if one or

both of these guards could live or at least sleep in or immediately

adjacent to your offices, including the communications office.

50 4& further consideration is the electric current needed to

run the equipment. The machines are built to operate on 110 or 220

Volts = 50 or 60 cyeles AC and consume very little porer. The maxi-

mum drain when first switched on is abowt 240 watts and this is

reduced to 120 watts while running. Could you confirm thet the cur-

rent at your post would be suitable for these machines.

Ge Your comments and suggestions on the points discussed above

will greatly facilitate our planning, and we shall lock forward to

receiving a report from you in the near future.

(sgd.) J... Gote
Under-Secretary of State

for External Affairs.
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OTTATA FILE

NO.

oo , ang SECURITY CLASSIFICATION
fetter Now 316 <euaa?

Date August 24, 1955

FROM: The Canadian Permanent Delegation, Geneva

TOs HR UNDER-SECHETARY OF STATE FOR EXTERNAL AFFATNS, CANADA

Referencet Your letter No. P-185 of July 27, 1953

Subjects Installation of Machine Cypher Equipment Typex Wark 22

You will recall in your letter under reference asking

“ for our views concerning possible security arrangements and the

provision of suitable space if it were decided that the volume

of teleconmunications traffic warranted the installation of

machine cypher equipment at this Post.

2e In this connection I should like to confirm that there

is no gyitable space in the Villa "La Pelouse" for the installation

of cypher equipment. Moreover, the required security procedure
could not be cbserved in the Villa, even if suitable space could
be found. In view of this situation, it does, I think, follow

that the installation of machine cypher equipment at this Post

would necessitate our securing new office accommodation. This

would not, I think, be difficult of achievement although undoubtedly

it might take a little time to find suitable accommodation. I

might also just add that, in our letter No. 281 of August 5, 1953,
we raised the question of new accommodation in connection with the

installation of new locks on the doors of this office. There is

also the additionsl consideration, which we mentioned in our letter

of August 5, 1953, that working conditions at this Post are not

‘particularly ideal and might, under certein circumstances, be

unsatisfactory.

3e Although I have not made any detailed enquiries conéerning

alternative accommodation, you might wish to know the curreet monthly

rental payments by the Australian Permanent Delegation which occupies

an apartment on the Quai Tilson. This accommodation consists of

five rooms in addition to a reception hall, kitchen and bathrooms the

latter has been fitted ovt as a cypher reom. The monthly rental for

such accommodation is 500 Swiss franes per month, which includes the
cost of heat. The Delegation, however, is responsible for char

staff and telephone and electricity. I would not think that one could

obtain suitable office accommodation for less than 500 Swiss francs

per month.

he I might perhaps add that when I spoke to the Australian

Delegation about their rental payments, they indieated that their

present accommodation might become available since they are finding

it somewhat inadequate, principally because of lack of space.

Se If a decision is taken to install machine cypher equipment

in Geneva, and new accommodation is found, I should bring to your
attention that there will be additional expenditures for furniture

‘since most of the furnishings in ovr present accommodation are the
property of the United Nations. ;
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6. In conclusion, I wish to confirm that it would appear

that the electric current in Geneva would be suitable for our

machine cypher equipment. The voltage here is 22050 cycles (AC).

Bl. W lliams

Deputy Permanent Delegate.
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Se | SECRBI

Geneva

The Deputy Permanent Delegate in Geneva has advised that

there is no suitable space for a communications office in their present

offices, and that in any event, the premises would not permit of adequate
security arrangements. Installation of machines would, therefore, mean

securing new office accommodation.

Mr. Williams considers it would not be difficult to find

larger accommodation. The Australian Delegation's Offices consisting

of five rooms plus a reception hall, kitchen, and bethroom (the latter
fitted out as a cypher room) may become available at e monthly rent of
500 Swiss francs including heat. Suitable offices would not likely be
obtainable for less than this amount. Wr. Williams also points out that

new offices would mean additional expense for furniture as what we are

now using belongs to the United Nations. There is no problem regarding
electricity supply in Geneva.

As the installation of machine equipment at both Karachi

and New Delhi will probably be delayed, it would be our suggestion that

ovr delegation in Geneva be asked to lock into the question cf securing
larger offices including space suitable for a communications office and
living accommodation for one security guard. The offices of the

Australian Delegation would not appear to be suitable unless it would be

possible to have the communications office elsewhere than in the bathroom.

_ The present administrative steff establishment in Geneva

consists of one Steno Grade 3, one Steno Grade 23. and one clerk Grade 4.
The installation of machine cypher equipment will necessitate the addition

of two security gvards as this is the minimum requirement at posts where

machines are installed. It will also be necessary to add one teletypist

Grade 2 position. The incumbent would perform communications duties and
while not thus engaged, would be available to assist in other clerical

tasks such as filing, typing, etc. It is recommended that the administrative

staff establishment of the Delegation to the European Office of the United
Nations be inoreaged the addition of the following:

eet Ae 2

f Teletypist Grade 2 ame

000708



TO:. Canadian. Permanent. DeLegation.to.United.. SecuFity: REN reais peepee

: Nations, -Geneva y: Swi Peeeeae td es, oc re eas NOE ih cesses eaeeecee

FROM: THE UNDER-SECRETARY OF STATE FOR Date:. September. ety ee sa

EXTERNAL AFFAIRS, OTTAWA, CANADA.

woe eee reese eosese

eee eee een aeeeenee

eee cess eee eree eee eereereeoeeeeeeeeeeeeeoeeoeeeese S-00Yf-, QL~ +~O

eee eee ere eee or se eeereeeseeevroeseseoeeyeeveeevose

Document disclosed under the Access to Information Act |
Defence Doctumentdivulgué ep vertu de la’ ee: al information

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. . —~. .\

3 OF
NUMBERED LETTER |

ENCIOSUTES=. ¢ isiceiis wevs kek Ce ae

Bee iae A Eee U eine « Se Oak COS DER, oUt eee eee Air or ee

Wilisole Gr eneicl bss kik 0b eal s Ga Fre Wa Vibe Nien s SHEL POSE! PELE NOSc.us coca ea Rote a eee eae cae

Ottawa File No.

5 0O4¢6e3—4.0

9 22
References

Internal

Circulation

Distribution

to Posts

~ Ext. 181A (Rey. 2/52)

A

4 op f
1 éife If

| -

I herewith attach a breakdown of the four-wheel

combination dial lock on your model 2210 or 222

safe together with a direction sheet for operating

this lock. This illustrated chart is sent to your

Mission in order to facilitate the task of any of

your officers or of an authorized lock expert who

may have to take apart and re-assemble the lock

either for repairs or cleaning purposes.

Be We believe this breakdown to be sufficiently

clear to enable any officer or Ottawa-based member

of your staff who has had some training in locks

to clean the mechanism of the lock without having

recourse to the help of a local locksmith. This

cleaning could very well be done at the same time

that the combination settings are changed, i.e.,

every three months.

Ke Particular attention is drawn to the fact that
no oil should be put inside the lock elsewhere than

on each of the two posts inside the lock case.

Under no circumstances should you use more oil on

the lock. There is real danger that if the oil

gets in between the tumblers they will slip and

you will be unable to open the safe. If the lock

has to be examined by an expert, he should take

care to remove any oil which might have got into

the mechanism.

; po oe

Acting Under-Secretary of State

for External Affairs.
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interest.

office from the standpoint of security shows clearly that arrange-

Your letter under reference has been read with

Your exposé of the difficulties encountered by your

ments made with the Director of the European Office of the United

Nations to install new locks on all doors leading to the two rooms

occupied by this delegation in the Villa "La Pelouse" would not in

itself solve the problem since some of the United Nations personnel,

€.g., the door-keeper and the charwoman, would still have access to

our keys. It is therefore suggested that for the time being the

status quo be maintained with regard to the security arrangements.

Sf po. Ww. MUNRO

’*Acting Under-Secretary of State
j for External Affairs
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We have noted in your circular document

under reference that it has been decided to use _
standard types of door locks at all posts abroad
and that it is your intention that posts should
submit requests for the types of locks which they
think will be most effective for their respective }

office premises. <

|

gvly ‘

ee As we have explained in earlier letters

concerning the physical security of this office,

there are certain factors which may make it dif-

ficult to comply with your wishes that Yale locks /
be installed on all doors leading to the two rooms! |

occupied by this delegation in the Villa "La iy
Pelouse". In the first place, it would of course ~| /

be necessary to obtain permission from the Director |/

of the European Office of the United Nations, since ~
the building is United Nations property. Although

the Director might not have any objections to new

locks being installed, he might at the same time

insist that the work be carried out by a technician

on his own staff or a locksmith hired by his of-

fice for the purpose. This could conceivably be

arranged, on the understanding that the locksmith

would carry out the work under the "constant super-

vision" of a Canadian member of the staff of this

office.

x There is, however, a second problem which

may be more difficult to overcome. As mentioned

in paragraph 6 of our letter No. 206 of May 26,
1952, a United Nations door-keeper is on duty in

the entrance hall to the Villa "La Pelouse" from

8 A.M. to 8 P.M. every day of the week, except
Sundays. This door-keeper holds duplicate keys

for all exterior and interior doors in the building,

mainly as a precaution against the outbreak of fire

in an office which may be temporarily unoccupied by

Delegation staff. When he goes off duty in the

evening, the door-keeper closes and bars (from

ineide) all shutters to exterior doors, and finally
locks the main door and its protecting shutter.

The key of the main door and shutter is then handed

000713
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Nations. In the early hours of the morning, the
cleaning women assigned to the Villa "La Pelouse"TM

(of whi/ch there are two) obtain the key to the main
door of the villa from the Palais des Nations.

Having entered the villa, they take the keys for the

interior doors from a drawer in the door-keeper's

desk. These keys are checked by the door-keeper when
he comes on duty at 8 A.M. each morning. There is

therefore a period between 5.30 A.M. and & A.M. when
the building is open with only two cleaning women on

the premises.

i One of the most important points made in

your circular document is that "keys (for the Yale
locks) should never be given to or even seen by persons
not specifically authorized to have keys". The

question therefore arises whether or not you would

agree to a duplicate set of keys being made available

to the United Nations door-keeper in this building

for his own use and for the use of the char staff in

the early hours of the morning. We assume from your

circular document that you would not be satisfied

with such an arrangement, and if this should be the

case the further question arises as to whether the

Director of the European Office would agree to the

installation of new locks on our office doors for which

no duplicate keys would be available to employees of

the United Nations whose duty it is to ensure the general

security and cleanliness of the building.

5. I should mention that I have not yet raised

this matter with the Director of the European Office

since I would prefer to have some direction from you

before doing so. Although it might be difficult to

secure the Director's agreement to all the stipulations

made in your circular document, it might be possible to

come to some compromise arrangement which, though not

ideal from our point of view, would ensure a slightly

greater degree of security for this office. On the

other hand, if you do not think that any compromise

arrangement would be satisfactory, I can see no other

alternative than to seek new office premises for this

Delegation elsewhere in Geneva. In this connection

I should mention that, while there are certain obvious

advantages in having our Delegation office close to

the Palais des Nations - and closer still to the six

other Permanent Delegations which have offices in "La

Pelouse" - we are constantly faced with the disadvantages

of inadequate security and insufficient office space.

This latter disadvantage has become more apparent during

the past year or so as a result of the introduction of

a larger number of filing cabinets to house the files

and documents which are kept by the Delegation. There

is also the fact that both Foreign Service Officers on

the Delegation staff are required to work in the same

room - an arrangement which is reasonably satisfactory

when both officers are of similar rank and are able to

adapt themselves to one another's methods of work. If,

however, a more senior officer was ever sent to this

post, the limitations of the two rooms at our disposal

would probably be found even more unsatisfactory than

is the case at present.

2
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Si Although I am chiefly concerned in

this letter with the security aspect of this

office, I thought I should mention the question

f of office space in order to assist you to decide

| | whether some attempt should be made to improve

4 security by installing new locks or whether it

‘} would be better to think in terms of acquiring

(\uo , yn new office premises elsewhere in Geneva. If you
we - A think that the latter alternative would be

owen wt desirable, I should be glad to send you in due
luv V | ee course my views on the feasibility of obtaining

(or » WY yw suitable new office space.
y" ? Uv BY

A A Lybi av y (" ‘

ria EU we
cv a qk as

Y yw Wee (207 ea)
Deputy Permanent Delegate.
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Defence Liaison (4)

The Departmental Establishment Board recently considered

the question of installing machine eypher equipment (Typex Mark 22)
at additional posts this year. It wis agreed that you should be
asked for suggestions concerning possible security arrangements and

the provision of suitable space should it be decided that the volume

of telecommunications traffic warranted the extension of the installa-

tion programme to your Post.

Ze It was pointed out to the Establishment Board that the

provision of office space would be difficult as your staff is now

accommodated in two rooms of a villa which also houses the offices

of other delegations. As far ac was know, there was no additional |

space available to provide for a communications office. Consequently,

if it were decided to install the equiment in Geneva, it might be

necessary to seek other accommodation for the Chancery. If possible,

an indication of the probable cost of alternative acconmodation

would be helpful.

Se The following are the requiresents which would have to

be met in providing a room suitable for conversion into a comunica-

tions office:

(a) the room in which the typex machines are installed should
see Seer eeae be situated in a secure part of the Chancery, and the room

Internal should be fitted with a strong door as well as with a secure

Circul ation lock which would be sent from Canada;

(>) windows should be secured against unauthorized entry,

preferably by being barred, and should be fitted with

translucent glass so that the interior would not be visible

from any point outside;

(c) access to the cypher office would be forbidden to un-
authorized persons at all times; the office would be used

for working on communications only, whether by machine or,

on occasion, by one time pad;

(a) as a part of the installation programe, we would
provide, for installation in the communications office,

i cic a Taylor Safe for the storage of ancillary parts and
stribution documents.

to Posts

eee Be

000717
Ext. 181C (Rev. 2/52)
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& cat

he Onee machines are installed, it is essential that the

premises are occupied at a1) tines by a member of tle Canadian staff
and, therefore, one or two security mards would heave to be added to
the establishzent of your Mission, Tt would be desivable if one or

both of these guardscould live op at least Sle@p in or insediately
adjacent to your offices, inelucing the commmications office,

Oe ' § farther consideration is the electric current noeded to
yun the equipment. The machines are built to Gpamute on 110 or 820

Volts — SO or GO qyeles AG and consume very Little power, The mxie

mum drain when first switched on is about 240 watts and this is

reduced to 120 watte while running. Could you convirm that tho cure

ront at your poet would be suitable for these machines.

Ge Your soaments ond suggestions on the poinia discussed above
will greatly facilitate our planning, and we shall leok forward to

receiving a report fraa you in the near futures,

.

900 Wt

Under~Searetary of State

for External Affuirs.



Letter No..... i. gx ee cisiaie

Pare, NGC: Bo Lanes

6 
ee

Sco

~8 JUN1953

Copies Referred

eo cero oreo eee ee
ee

Sites ath (0 e700. 0: 6:08:04 8578

Shatis 6.010 6070 e680. 6.04. €

coerce eee t ee estes

No. of Enclosures

coe ee eee ee we,

Post File

SUDFETH: 20. eee eee ee eee

eoeveeee .

Circular Document No.B.116/5
COR COne eC eae Sa OFS ROE CEOS R Sie 6 0:0, 558 CSCS ONT TS

Pe ECT he ae Oe Oo oe On UK OK Es

I am enclosing in the attached envelope

ee on May 29, 1953

-~ :
ent disclosed uncer tne ACCESS (0 HHO Iathn! fw.

nt divulgué en vertu de la Lo/ sur Vaccés 4 l'information

OTTAWA FILE’

oeeoeoeveewe

\

3% DB
é SECURITY CLASSIFICATION

§.¢¢2 3.7

(GENEVA

Ticks bie nis Wiese wee blu se 66's CUO SPE S eres Cee € 8 Sere.

Oe COTA Ee ie OOS LO LELEu OOS RCS. 050 LARC OH ee 18s Si:850)-0) €18t eae 0 ORR S

pe the combination of the office saf

a
S

*

*

be vires
Deputy Permanent Delegate.
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the combination of the office safe which was changed
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SECURITY CLASSIFICATION

CONFIDENTIAL

THE CANADIAN PERMANENT DELEGATION, GENEVA

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Moan. betuen iiss]. OL, We CAMNOT clog OOS. a, sick vive per cua ce ees

SLE yeu LpMe Nh 6s Gi oo eee sO FTA a wd eee Pen

In accordance with the instructions

contained in your letter under reference, I

am enclosing the Security Questionnaire and

Inventory with the appropriate amendments.

Deputy Permanent Delegate

>
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ie . fr: Day

fl oy ena Re: il ¥
Mission : Comments

A. Chancery Premises

1. Has plan of premises, including ’

allocation of rooms, been sent fee 7S No.206
; .

to Ottawa? yes (Yes or No)

lst floor - Permanent
2. Is the building detached? Telacati

en elegations of France
Whole (or shared) floor of Turkey and Norway. ’

office building? shared villa

If the latter, mention floor and
list immediate neighbours in

comment column.

3. Allocation of rooms:
(a) Is there a security room
in. which all classified material

is kept during quiet hours? _No
(b) Are the windows of this

room barred? N/A
(c) Is there a room set aside for

Canadian clerical staff only? _No
(d) Is there accommodation on the

premises for a resident security

guard? _No.

(e) Is there at present a security
guard in residence? _No.

4. Special Installations: °

(a) Telephones, Four (4)
Locally installed? Yes

Specially installed by U.K.

engineer?

(b) Alarm system? No
Type

B. Cypher Facilities

1. Manual yes or Machine _No.

2. Is there a separate communications office? No.
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EQUIPMENT

C. Safes

Manufacturer Model No. Make of Lock

Taylor Pte

History, as far as is known, including any .

difficulties you may have had with the

locking device or any other part:

Delivered in 1949 - No difficulties with locking device.

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the

locking device:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:
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2 } .

EQUIPMENT

C. Safes

Manufacturer Model No. Make of Lock

History, as far as is known, including any

difficulties you may have had with the

locking device or any other part:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:
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3a

EQUIPMENT (continued)

D. Filing Cabinets

Type No. Comments

Reming ton=-Rarid Nil

Chubb 1 - on order for early delivery
(Received December 3, 1952 in good order)

6 a ee ee
Bar and Hasp (B) 4 - Four drawer

1 - Two drawer

1 =- One drawer

E. Door Locks

Position Type Purchased locally No. of

or sent from Keys

Canada

Entrance Doors Local

Security Room

Cypher Room

Elsewhere

_(@.g. spring locks on office:doors, etc.)
pe

F. Padlocks used to safeguard classified material

Type No. Purchased locally

or sent from

2 Yale Pad- Canada
locks (xtra) Sent from Canada.

Key operated

Sargent & Greenleaf (not applicable)

Combination

(6)
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G. Miscellaneous

1. Facilities for destruction of classified

waste;

(a) Large fireplace in one of the rooms occupied
by the Canadian Delegation.

(bo) Ample garden for large scale d&struction‘with
chemicals in an emergency.

2. Despatch Cases (Red type or Brown) Number

Nil
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We have recently had extracted from the files

inventory is incomplete.

a list of the security equipment being used at your

It is conceivable, however,

I am, as a consequence,

that the resulting

attaching

a copy of the list and would be grateful if, after having

checked it against the actual equipment in use, you would

return it to the Department with appropriate amendments.

Ze As you are, of course,

supplied to our missions abroad

the best available container to

documents. Since most missions

it is essential that this piece

good repair.

operation, therefore,

aware Taylor safes are

for the purpose of providing

safeguard the most sensitive

have only one of these safes

of equipment be

immediately so that we may suggest a remedy.

3.

kept in

Should you have any difficulty with its
I would like you to report it

In addition to the Taylor you may have another
type of Canadian safe - a Dominion or an Office Speciality -

and perhaps even a locally purchased one. None of these

other Canadian safes, of course, should be used to protect .

anything more highly classified than confidential; the

locally purchased ones should be used for nothing more

vulnerable than petty cash.

4,
concerned,

As far as the lower grade Canadian safes are

since they may well be used for the safe-

keeping of certain documents, you will want to keep them

in good repair. If we are to help you do this, it would
be useful to have on record the type of lock fitted

to such safes.

place for such details.

The attached inventory is the obvious

You can see that with this

information on our files, replacement parts can be ordered

without delay as soon as we have been notified of a

breakdown.

Be

your post,

Commercial Secretary.

I should perhaps make it clear that this inventory

is intended to list all the security equipment in use at

By this I mean even such equipment as may

have been provided to your Service Attaché or to your

Although the policy regarding the

provision of security equipment has undergone some changes

over the years, it is now an established principle that

this Department will hold itself responsible for meeting

the physical security needs of all government departments

represented in our missions abroad. It is only logical,
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Ca.

therefore, that we should know the present state of that

equipment if only to assess future needs. It is to this

end that the attached inventory has been devised and is

being circulated.

/- Caring An

Under-Secretary of State

for External Affairs.
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Arrangements have been made to have sent to you

from London a Chubb combination safe file fitted with a Sargent

& Greenleaf combination lock, The present despatch is intended to
explain to you its advantages and its limitations.

2e This filing cabinet was specifically designed to

serve the needs of this Department at home and abroad. It is similar
in certain respects to the Remington Rand, with which you are already

familiar. However, on the basis of extensive experiments carried out

on these two, and on other safe files of the same type, the Chubb

has been found to offer more security. It is for that reason that

we are in the process of furnishing them to all our missions.

3. We have been using the Chubb safe file in Ottawa for

some time now, and are reasonably satisfied with its performance.

Of the difficulties we experienced during the trial period, some we

managed to iron out by insisting that the manufacturer modify certain

features; at the same time rough handling can still cause difficulties,

4 Because the Chubb is not foolproof, we have arranged

that all recently posted personnel receive some training in the proper

handling of this piece of equipment. You may therefore find that some

member of your present staff has had this training, as well as other

training in security devices. For the purposes of the record,

however, I propose to send you a few words of guidance which ere

Internal intended to spare you the miseries (and us the expense) that follow
Gireul ation when drawers or locks have been jammed.

5 In the first place it is well to remember that the
Chubb cabinet was designed to operate smoothly and efficiently with

the minimum application of force. In order to persuade users in

Ottawa that such is in fact the case, we have drawn up instructions

and pasted them on the face of the top drawer at eye level where they

cannot be overlooked. I am sending you a copy of these instructions

and suggest that you have them securely fixed on the front of your

Chubb.

6. So far as we know, there is only one mechanical snag
left in the Chubb. It lies in the drawer release bar which sometimes

ae stick, particularly while the cabinet is still new. This bar runs

Piste bution up inside the cabinet in the front right-hand corner, about 4 inches

to Posts from the front face. When the master drawer is closed this bar is

forced into the "down" position, and in this way engages catches on the

other three drawers, holding them firmly closed. When the master

drawer is open, however, a spring should force this bar inte the "up"

« « 000731
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position, releasing the other drawers. If, therefore, you should

find that even with the master drawer open the other drawers

are still firmly held in place, this bar may be stuck. To remedy

this situation the bar should be prised into the "up" position.

The catches will then become disengaged and the drawers should open

without difficulty.

7. It is this same bar which, when forced inte the "down"

position by closing the master drawer first, will prevent the other

drawers from being closed. The remedy in this situation is to re-open

the master drawer, close all other drawers, and then close the master

drawer and twirl the dial.

8. In the event, therefore, that drawers are apparently

jamming, I would recommend that the position of this locking bar be

investigated. Under no circumstances should you have to resort to

violence to open or close any of the drawers.

9. You are already familiar with the combination lock

itself. It is a Sargent & Greenleaf Manipulation Proof lock, the

same as that fitted to the Remington Rands properly handled this

lock should give you no difficulty - particularly on the cabinets

being sent to you, which ought to have been assembled properly

following a recent protest we made to the manufacturer. The only

comment I have to make on the locks, therefore, has to do with the

frequency with which the settings should be chamged. The settings

on these locks should be changed perlodically, probably when you

change the settings on your Taylor safe. No record of the setting

should be kept wmprotected. If, at any time, you have cause to think

that the combination has been compromised, you should reset it

immediately.

10, I should, perhaps, add that the Chubb safe file,
empty, weighs about 850 pounds. It is advisable, therefore, to

decide before its arrival where you will want it placed.

G. de T. GLA ZEBROOK

ie Under-Secretary of State

fs for External Affairs.
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NUMBERED LETTER —

TO:. e. CANADIAN CONSULATE ,. GENEMA............ .» | Security: CONFIDENTIAL|...
a a NP eo

FROM: THE UNDER-SECRETARY OF STATE FOR Date: .November, 24,1952. 0.
EXTERNAL AFFAIRS, OTTAWA, CANADA.

Enclosures cic cic ciis ine oe'srcs cee

Reference: . ese lektexr. Now. .423. .of. Novembe?..75... | Air or Surface Mail:........c.scecvcueee

Subject:..... Security: Arrangements,.....-- Be ee Post File No: ¢icississecgss epee

eeeeeereeeeeeeeeeeeewnseeeeeeeeeeeeeeeeeeeeeeeeeeereeereeeeeeeeeeee Ottawa File No.

50048-AL-40

a

References

The two Yale locks referred to in your

letter were sent to you as spares, They should

therefore remain in the safe until you have to

bring them into use, at which time you should

notify me so that new spares can be sent out to

replace them,

|

|
|

G. P, KIDD

Under-Secretary of State

for External Affairs,

| Internal

| Circulation

Suppliés & -
Properties to

see,\ |

Distribution

_ to Posts

bine 000733
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Letter No... Tae Ip bvctersteia 318 es 0168

D-3 pc ere botees () e
1 SS
& FROM: ANADIAN PERMANENT DELEGATION, GENEVA

Aa ‘ | TO:

|_6 [ie co 2 Reference..........

[eS 1 Saas Bubjectin ia cese wel Combinatian..of..0ffice..Safe
aba A

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CAN DA

CC |

I am enclosing in the attached envelope

changed on November 11, 1952.

Se
Deputy Permanent Delegate

the combination of the office safe which was

ee ae
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SECRET

File No.| 50048~ 74-40

Novembey TO; a eT

$e | ' )i

eae een
MEMORANDUM FOR FILE

Despatch No. H- 93 of April 15,

1952, to the Consulate-General, Gamure ,

outlined the routine to be followed in the

event that cyphers are compromised.

fl tM
Defence Liaison (2) Division.
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EXTERNAL AFFAIRS

CANADA

CONFIDENTIAL

CIRCULAR DOCUMENT

NO, A. 99/52
Ottawa, November 8, 1952.

One of the points discussed during my recent

meeting in Paris with the Heads of Canadian Missions in

Western Europe was the burden imposed on the staffs of

missions, and particularly of small missions, in preparing

routine reports, I assured the Heads of Missions that on

my return to Ottawa I would have this matter investigated

with a view to eliminating, wherever possible, those

routine report forms which could, without serious cone

sequences, be discontinued,

26 A review of these reports was made andiit. was

found possible to eliminate missions! annual reports

(Circular Document No. &8103/52 of October 16, 1952),
It has now been decided to eliminate the Weekly Security

Report, inaugurated in Circular Document No. 74 of

October 19, 1951.

Se - I am not, of course, suggesting by this move

that there shall be any relaxation of security standards,

The use of the forms over the past months will have served

to concentrate your attention on the vulnerable parts of

your organization, I am sure, therefore, that with this

experience, but without the, forms, you’will continue to

apply the Security Regulations which, you will have noted,

have been recently revised,

4. In this connection I would particularly commend

to your attention Despatch No. H-93 dated April 15, 1952,

covering the action to be taken in the case of a compromise

(suspected or confirmed) of your cypher communications,

It cannot be too strongly emphasized how important it is

that we should know without delay when you have reason to

believe that this material might have been seen by

unauthorized persons,

Secretary of State

for External Affairs.

To the Heads of

Canadian Posts Abroad

excluding Consulates,
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Latter No. cA feces DO lees kena st x \O/ SECURITY CLASSIFICATION

“s AL] posih.
Date....Nomember.7,.1952........ if Ay CONFIDENTIAL

pi FROM: The Canadian Permanent Delegation, Geneva * A
i i -4 hivcincinessestusigile a

| TO: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

(aoe = Ee vevenhe Ba, Ss Your. letter, No. D-305, of October 20, | 1958 Shee os wi Rae eS

1, Subject:....,. Security ArrangementsPATTER 

rie em seer er eiag care epee ate gis Mi bate nota ate + sci pee abtne dt ae

tt

18 NOV 1952
The two Yale locks referred to in

our July inventory and your letter under

reference are super pin tumbler padlocks.

The key numbers are 76F.07 and 80F.96.

Copies Referred ne These locks were received in Geneva

ae on July 1 and were sent in Ottawa's sea bag

a. No. 26, dated June 18.

co ee se These are the only two spare pad-

locks we have in this office and they are

being held in the safe pending your further

instructions.

No. of Enclosures

2 le LON Nao

Deputy Permanent Delegate.

ees Fv aeSR a AG

Post File
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DEPARTMENT OF EXTERNAL AFFAIRS" CANADA. (FILE COPY)

NUMBERED LETTER

| TO:" Canadian. Permanent. Relegationy.............. Security:.. cote

ao ee Geneva,. Switzerlands...................006. nee 605, 2
FROM: THE UNDER-SECRETARY OF STATE FOR Date:., OOtOber 20) 1952,

; EXTERNAL AFFAIRS, OTTAWA, CANADA.
Bnclosurési. se oisi 52s ea eee

| DONG hi sap 55 ees cae clus wy arg bo’ 5 10k G ae Air or Surface Mails ¢ 33 oe

Subject:... Security. Arrangements.......... ech Post File No:SOOO 0.068 O88 66 O18 0 0.0 216 © 80 9 068

Be sis ae teats + Gioia she elope ncargiale’atdip sere D eae tee 2

Afy ad Lblafe: [tl ofa... \\" am 4)

a if oe toe
References

In your inventory, which has recently

been received, you make mention of "Two Yale locks
and four keys received by sea bag from Ottawa."
You admit to being somewhat mystified about these

locks and request a word of explanation.

26 Unfortunately, you do net specify whether

the locks in question are padlocks or door locks.
If you would do so, and would, at the same time,
let me know either the number of the sea bag by
which they were received or, failing that, the date

of their arrival, I might be able to shed some light
on the problem, As things stand now, I am not sure

whether these particular locks were intended for
you, or whether through an error they merely got

into a sea bag addressed to you. There is a

possibility, therefore, that some other Mission is
still waiting for two locks (padlocks or door locks),
but until I have the additional information mentioned
above I cannot be certain.

36 Meanwhile, the two Yale locks, and any
other spare locks you have, should be kept ina safe
place to prevent their being compromised.

Internal

Circulation

S. & P,

for the Under-Secretary of State

for External Affairs.

SS ASSN

Distribution

to Posts
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10104-E-40

4 June 1952

MEMORANDUM FOR DEFENCE LIAISON (2) DIVISION lout
Re: Office Premises for Canadian Permanent

Delegation - Geneva

I am attaching a copy of Letter No. 206

of 22 May 1952, and attachments, from Geneva,

describing the office premises. Also attached is

a photostat of a plan sent forward with this letter.

2e You might wish to retain both attachments

pean and the plan for your records,

’ Se I should be grateful if you would returm

the letter to me in due course.

wah | arbors
J. H Cy,

pplies and Properties Division,

oe MMM yr
_—

000742
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(COPY) (Ottawa File No.10104-E-40)

CONFIDENTIAL

Letter No. 206

Date: May 22, 1952

FROM: The Canadian Permanent Delegation, Geneva

TO: The Under-Secretary of State for External Affairs,
Canada

Reference : Your Letter No. F-126 of May 7, 1952

Subject : Office premises

In answer to your request, I am attaching

a scaled drawing showing the lay-out of the rooms

occupied by the Canadian Delegation in the villa

"La Pelouse". This plan is in fact a tracing from
an office floor plan produced by the United Nations

Secretariat. This accounts for the fact that the

scale is in centimetres and not in the more convenient

foot measurement. You will see from the key to the

plan how the main items of office furniture, including

the safe and filing cabinets, are arranged and also

the amount of space allocated to each member of the

staff (the driver of the Delegation car has no

particular space allotted to him).

oe I am also attaching a brief description of

the office safe and each of the five filing cabinets

which should provide you with all the information

you require on these items.

De As regards the locking devices on windows

and doors, it is rather difficult to describe them

accurately in view of their unusual pattern. As far

as the glass doors facing the terrace are concerned,

I am attaching a diagram which atempts to show the et and
locking bar device which secures one side of these ae

double doors. The other sides of the double doors

are in two cases secured by key loetks and in the other

two cases by simple rotating catches. It should be

noted that the floor plan does not show the hinged

wooden shutters which cover the glass doors at night.

These shutters are secured from within by heavy locking

bars similar to those on the inside of the glass doors
and in our view it would be difficult to force open
these shutters from outside without damaging them
extensively.

4. I regret that it is not possible for us to
give you the name of the manufacturer of the door
locks of any of the office doors. As we pointed out
in an earlier letter on this subject, these locks and
keys were made many years ago, presumably by a Swiss
firm, since the pattern of the keys is similar to
that generally found in the oider houses in this part
of Switzerland. Short of sending you a sample key,

vee
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it is impossible to give you a completely accurate

idea of their size and "cut". I am, however,
attaching a small diagram of the keys to two of the

doors to our offices in the hope that these drawings

will give you some idea of the various key shapes.

Ss The double doors between our Delegation
office and those of the French and Norwegian Delega-

tion offices are permanently locked, the keys bein

held by the Palais des Nations. You will note that
we have a bookcase across one set of doors and our
filing cabinets blocking the other set of doors. The

double doors between the two rooms occupied by our

Delegation are left open, except when cypher material
is in use in the room occupied by the administrative

staff. Om such occasions all the doors leading into
? the administrative staff room are locked from the in-

side.

web, The United Nations door-keeper, who sits
in the entrance hall immediately outside our office,

is in possession of duplicate keys to the entrance

doors to both our office rooms. The reason for this

is that it is his duty to enter our office in the

evening to close the wooden shutters covering the glass

doors and also to let in the cleaning women at 5 A.M.

each morning (except Sundays).

Ps As pointed out on previous occasions, it is

difficult in this building to obtain the same degree

of security as might be possible in a more modern

building with fewer doors and windows, equipped with

modern locking devices. However, you will no doubt wish

to study the information contained in this letter, to-

gether with the floor plan, before deciding what fur-

ther measures might be taken to ensure a greater degree

of security than is possible in this office at the

present time.

8. We understand that Mr. Berlis will be
arriving in Ottawa shortly, and, in view of his detailed

knowledge of our office lay-out, you may find it useful

to consult him on this matter.

B.M. Williams

Secretary.
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~ Containers for holding Classified Material

SAFE - J. & J. Taylor Limited; Handle No. 99936;
shipped by the Department of External Affairs,

Ottawa, in 1949.

FILING CABINETS

We are in possession of the following filing

cabinetsi-

Two "Prestonia" steel four-drawer filing

cabinets, purchased on E.A. Order No. 1803 in
1948, received in Geneva in 1949. These two
filing cabinets have been fitted with steel

locking bars similar to those originally

installed on the filing cabinets in Ottawa;

One "Popham" steel four-drawer cabinet

purchased on E.A. Order No. 2644 in 1952. This
cabinet was fitted with a steel locking bar

prior to shipment.

One "Popham" two-drawer steel cabinet

purchased on E.A. Order 2155 in 1950. This

cabinet has also been fitted with a steel locking

bar similar to the bars originally installed on

the filing cabinets in Ottawa.

One four-drawer cabinet on loan from the

United Nations. This cabinet was manufactured
by "Wolf Netter & Jacobi Werke", Berlin. This

cabinet is fitted with a steel bar on hinges.

This bar has a hinge in the middle of the top

and the middle of the lower drawers (the pivot of
the hinge being concealed behind the main frame-

work of the cabinet). This bar locks in the
middle of the cabinet.

al information
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CONFIDENTIAL

File No, 50043-1-40,

: 91 S024 -#-“o

sb 7 7ohron7, 7 Fed...
4, Of the eight safe files now awaiting shipment,
two should be consigned to Ottawa to replace those

diverted. Perhaps you would also enquire from Messrs.
Chubb whether the one still outstanding on Public
Works order £-69404 will be available for shipment at
the same time,

S, The six remaining = ger as suggested in
ee D489 of February 25, should be allocated as
‘Ollows:

1 te the Canadian Embassy,
to the Canadian Embassy; The The tage, Me Netherlands
to the Canadian Embassy, Rome,Italy
to the Canadian Delegation, Ruropean Office of

the United Nations Wie Finns —
to the Canadian Embassy, Paris
to the Canadian Embassy, weckiectans D.C.

I should be glad if you would inform me as soon as
goeseeee when Messrs, Chubb expect to ship these safes.
iles abroad,

i
1
1

1

a

Reference: Your Telegram No, 1912 of September 3.

Subject: Chubb Safe Files.

Chubbs should now be instructed to proceed
with arrangements for the shipment of the nine safe-files
in accordance with the plan outlined to you in paragraphs
4 and 5 of my Letter Del201 of May 28.
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ee

Letter Nove ot Wass ccaneee sce SECURITY CLASSIFICATION

December 27, 1951.0" ——__§24 22-4...

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO:

J.C.G. BROWN, CANADIAN LEGATION, BERNE.
Reference, 67a oa easels os Sw aoe 5 olen ei oer er aes so eek ter cae aks 5 coe Oe cae ea

Your letter No. 500 (Geneva series) of November 24th.
eee ORE ee eee Hee eH ee EE EHH EH EHH HEHEHE EE HHO EH EHH HEHE HHEH HEHEHE EHH EEE HEHEHE HEHEHE EE HEHE EEE OD

Procedure for reporting compromise of cypher material.

I should like to thank you for the suggestion

made in paragraph 4 of letter under reference.

Detailed procedure for reporting suspected

or known compromise of cypher material is being prepared

Copies Referred and will shortly be circulated to posts abroad.
cas vines wes

Ree os ee ss is I am sending a copy of this letter to Geneva.

Gik 0 hy c0 6m iert ate b 0b re G a deT 3 Glazebrook

2 Ue a Oe

for the
Under-Secretary of State
for External Affairs.

| No. of Enclosures

Post File
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Letter No... mes Y BE. Gee eels SECURITY CLASSIFICATION
Dates... cae December “eT, 1951; SECR ET

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: HE CANADIAN PERMANENT REPRESENTATIVE, GENEVA, SWITZERLAND.

| ‘Letter Nos 500° (Geneva series) ‘of November 24th from Berne.

Procedure ‘for reporting ‘compromise ‘of ‘cypher ‘matertatl:::

I am enclosing, for your information,

a copy of our letter No. D-370 of December 27th

to Mr. J.C. @. Brown, Canadian Legation, Berne,

concerning the suggestion made in letter under

reference for reporting compromise of cypher

material.

G.de T. Glazebrook

for the Under-Secretary of State

for External Affairs.

No. of Enclosures

|

- Post File
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Ce ee

Ce eT SECURITY CLASSIFICATION

Date:,. December. 27.,.A951....:..

FROM: The Canadian Permanent Delegation, Geneva

te THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

ee eee ee ae eee reser e reese sees

D-2 Ss a os a A yn ak 4 hes wns 0 nb 0 nba we MERU Sua Dh RES fe adc ee
i

2

oe]

ae
> a errceeenneen|
eee

—<

} Shas Go SRE UE

LSeacceee Under separate cover

P10 cee ;
ta gi I am returning to you seven padlocks,

25 JAN 1962
as instructed in paragraph 5 of your

Copies Referred letter under reference.

Cee eee rere een ne

Se eee eee reese rene

Cees erste rere eee

eee eee oes es ee sees

eee ee oe reese scenes

eee oe ree eee re eece

Secretary.

WD

No. of Enclosures

GRE SS RACE ER + | \' ar

re
fy

iy

Post File |
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Letter i OA oe ES OAIARE er Soe gr eae Me SECURITY CLASSIFICATION

Date. -Pecember 16,1951 >... SECRET

FROM: rhe Canadian Permanent Delegation, Geneva

TO: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Your Letter No. D.418 of December 4, 1951
BHELENENCE ss or eo ois ee ens Nivsiat ed Pals Me ay 6 a sdTS On EEON Gare Eh Utne wal al op SUR cate eased goals

a

PE. njecss OCA EY, Bagetabiogs cy er ae ae |
=

Es I should like to make the following |
£9: comments in answer to your letter under reference: |
"5
Fe 2 Paragraph 2 - Certificates of destruction of

ihe one-time pads which were technically compromised
Ce Se ae were forwarded to you by Mr. Brown under cover
9 of Letter No. 500 of November 24;
10

: Paragraph 3 - It is our normal practice during
2'7 DEC 1951 office hours to leave the safe door slightly ajar,

for the reason that you have suggested. As

pointed out in paragraph 3 of our letter No.

CopiesReferred 497 of November 22, our failure to spin the dials
after the safe door had been closed on this

particular occasion was merely due to a misunder-

standing between myself and another member of

the staff. It is most unlikely that the same

mistake will be made again;

Paragraph 4 - As pointed out in our Letter No.

481 of November 13 (paragraph 6), members of the
Delegation staff have always been responsible for

ensuring "that...all doors and windows are locked

on leaving the office at lunch time and at night.”

Thus we are already taking the precautions which

you have suggested.

Detailed floor-plans of Rooms Nos.

4 and 5 occupied by the Delegation should be

SEP ge a a as available in Ottawa (possibly in the Supplies and

Properties division or one of the other adminis-

trative divisions) since copies of these plans were

forwarded at the time the Delegation first took

up its quarters in the villa "La Pelouse". Locking

| devices on doors and windows are of the type that

| one would expect to find in a large European house

| built almost exactly one hundred years ago. Keys
pete eaten eee

Post File are fairly large and curiously though carefully
| designed, each one having a slightly different cut.

| Now... scene eee eees It should be remembered that the glass doors leading

on to the terrace are covered each night by heavy

shutters which are firmly bolted from within.

| Although we have given the matter

considerable thought, we are unable to make any

ieee useful suggestions regarding possible measures for

making the office more secure. I might mention

here that the United Nations security service

d arranges for night patrols to include the villa "La

Pelouse", and in addition day patrols on Sundays

and holidays;

inane
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Paragraph 5 - Receipt is acknowledged of the six
Special Sargent and Greenleaf combination pad-
locks forwarded by you. The old padlocks and
keys will be returned to you by sea bag in due
ne a.

Gab. Secretary.
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OTTAWA FILE Zz

50046-AL-40" 50048-40
NO a a es elem ae a el eee

t fi » 97 _ a?
Be KLE zajetetel o's ssielec0 6 6x8 SECURITY CLASSIFICATION
December 4, 195). SECRET

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Cenadian Permanent Delegation to the United Nations,

Geneva, Switzerland

Your letter No. 497 of November 22, 1951
sere eee eer eesreer sees ses esesesreeeeseseeeeeseeesseeseeeeeeeeEeeeeEEEEEEE EEE EEE EEE HEHE HET EE EEE

eee eee eee sre erer ese e eee ees eeesseseseseeteeeseeeese ese eee eeee Ee HE eEeeeEEE EEE eH EEE EEE HEE EEE OOH D

No. of Enclosures

Thank you for your explanation of the
situation. I am glad that you were able to inform
us immediately this breach of security occurred
because it made it possible for us to take the
necessary action without permitting a long interval

to elapse. ;

2. It was apparent from your letter No. 461
of November 13 that the location of your building

and the general plan of your offices would make

it fairly easy for intruders to gain entrance and
therefore all material which was in your safe must

be considered to have been technically compromised,
Accordingly, it was necessary for us to despatch
new cypher equipment to you with instructions that

all one-time pads should be destroyed by fire. It
is necessary, however, for you to retain the cypher-~
ing book and use pads Nos. 042 and 039 for communication
with Ottawa, which were delivered to you by Mr. Brown.

Our mission in London was instructed to destroy the
three-way Geneva pads and you will be receiving by air

courier new pads. I should be grateful, if it were
possible, for you to send by air courier the proper

certificates of destruction of ycur one-time pads.

Se It might be helpful to outline a few

precautions which could be taken to prevent a further
occurrence of this type. When you are using the large

safe you should endeavour to keep the door slightly

ajar when the safe is unlocked and, when it is neces-

sary to close the safe, you should immediately turn.
both dials to scramble the combination. If this suge-

—— gestion is difficult to comply with, you might adopt
ost BLE a system of placing a red card on the door of the

eafe showing that although the door is closed, the

safe has not been locked,

4. I am wondering whether, in view of the fact

that it is necessary for the United Nations’ guard to

have a key to the offices, it would be possible for you

and the Canadian members of your mission, posted

Ottawa, to take the responsibility of ensuring that the

doors and windows are locked when the offices are not ming

eek
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used, This, of course, would not prevent the guard
from opening of of the apertures and accidentally
leaving them ocked, but it might possibly be an
added precaution which could be taken. It would
be helpful if you could submit a sketch of your
offices, indicating the locking devices presently
being used on all doors and windows, In addition,
you might give me any suggestions you may have

regarding possible measures which could be instituted
to make the offices more secure,

Se I am sending you by air courier six

special Sargent and Greenleaf combination padlocks.
Each lock is set on 10 - 20 ~- 30, Instructions for
operating the lock and changing the combinations
are enclosed, The old padlocks and keys can be re-
turned to the Department by ordinary mail provided
they are placed in a sealed package.

a oO @rag- Ae wee of é
fra aA er Fog eC WE)

{ ip RAG AEbelod OW hE
ks et aarp

For the Acting Under-Secretary of State
for ¥xternal Affairs
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J.C.G. BROWN, Canadian Legation, Berne. M
THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
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yw of is attached.

Your telegram No. 16 of Novenber 22, 1951
was received in Berne on the next day. I was un-

fortunately absent in Basle on duty and was not

able to go to Geneva until early the following

morning, November 24, 1951. On my arrival at the

Permanent Delegation office, I was furnished with

an explanation of the incident by Mr. Mcllwraith

and Mr. Bryson. As stated in my telegram under

reference, I am satisfied that this explanation,

which is contained in Geneva Letter No. 497 of

November 22, is complete.

Re In accordance with your instructions, all

i pads at Geneva were destroyed by fire. A

number O42 and "Out" pad

number 039 were brought from Berne and placed in

service at Geneva.

ae In our conversation, Mr. McIlwraith

raised the question of the correct procedure for

reporting possible or actual compromise of cypher

material. He said that, since he had not been able

to find specific instructions on file concerning

this point, he had some difficulty in deciding whe-

ther he should notify Ottawa about the breach of

security by cypher telegram, code telegram or

secret letter. In fact, he decided that the De-

partment should be informed with least possible

delay and that since the message could not be

classified below SECRET, it should be sent in

cypher. He assumed that the Department would

automatically appreciate that there was at least

some degree of risk that one-time pads held by the

Geneva office had been compromised and that ins-

tructions would be sent regarding destruction and

replacement of the pads. In his warning telegram

he purposely avoided any reference to cypher

material and placed emphasis only on the replace-

ment of padlocks and keys. His chief concern was
to warn the Department as soon as possible not to

send any cypher messages to Geneva, being in a

position himself to insure thst no cypher messages
would be dispatched from Geneva until new one-time
pads had been received.

Sicets eae
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he In discussing the method of notifying the Depart-
ment in cases of this kind, we thought that it might be

preferable to have a single code word which could be tele-
graphed to Ottawa and which would give the Department all

the information necessary to show that the security of

cypher material had been endangered. Possibly this method

of notification has already been considered in Ottawa and
abandoned for some technical reason. However, I should
like to suggest that the codeword method be reconsidered
in view of Mr. McIlwraith's uncertainty about sending a
message;Cypher as opposed to the alternative method of
sending a "secret" message in code.

be No one regrets this lapse in security more than
Mr. McIlwraith but I am sure that you appreciate his
commendable action in drawing the matter to your atten-
tion without delay.

-C.G. Brown.
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9 FROM: THE CANADIAN PERMANENT REPRESENTATIVE TO THE UNITED NATIONS

ao GENEVA, SWITZERLAND.
TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

24 NOV1951

System : eS :
CYPHER -OTP No, 133 | wae: November 24, 1951.

Priority e
i Reference: Your telegram No. 16 of 22nd November to

‘ ' Berne.

aw Departmental | Subject:
Circulation cae eid |

MINISTER Following from Brown, Begins:

UNDR/SEC : hat a 6 OF
D/UNDR/SEC i have carried out your instructions and

A/UNDR/SEC'S, | am satisfied that Geneva letter No. 497 of 22nd

November forwarded air bag No. 49 the 22nd

November, fully explains the incident. Ends.

Done-

References !

000761



Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Lo/ surl’accés a /'information

CLEARED 5
si AL I's

AN Tene
 ee

Oren AL AFFAIRS
8

4) AY Va 3
199) *

000762



Ext. eS |

fy OTTAWA FILEif 7 | S u \
NG@sicsi Cie ek ee ee be

Letter No... Zar Seek seek SECURITY CLASSIFICATION

Date.....November 13, 1951... ... CONFIDENTIAL

Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Loi sur l’accés a l'information

Zoo Y¥8-AL { %o

FROM: The Canadian Permanent Delegation, Geneva

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
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49 NOV 1951

I am forwarding under cover of this

letter the first Weekly Security Report for this

post, in accordance with the instructions contained

in your circular document under reference. Owing

to the fact that the Permanent Delegation office
is located in a building which is the property

of the United Nations, the following points should

be taken into account when our security reports

are examined by the Department in Ottawa.

as There are nine Permanent Delegations,

Copies Re ferred
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including our own, housed in the villa "La Pelouse"
(Austria, Belgium, Denmark, France, Norway,

Netherlands, Sweden and Turkey). The Canadian
Delegation office, consisting of two rooms, is

situated on the ground floor, with one of its entrance

doors immediately opposite the main entrance door

to the building and the other door opening on to a

short corridor leading off the main entrance hall.

Both rooms also have French windows which open on to

the terrace at the back of the building. These windows

are all equipped with full-length wooden shutters which

are secured from the inside.

3. A United Nations guard is on duty in the

No. of Enclosures

= ageee = Mepis os

main entrance hall of the building from 7.30 A.M.

to 8 P.M. each day of the week, except Sunday. This
guard is responsible for maintaining the general

security of the building as a whole. This includes

locking and shuttering all windows and outside

doors on leaving at night and checking the identity

of all persons, not already known to him, who enter

the building during the day.

4. The United Nations guard holds the keys to

Post File
all office doors in the building, including those

of the Canadian Delegation office. Duplicates of

these keys are also held by the Canadian Delegation

staff. The guard opens all offices to let in the

char staff in the early morning and he is responsible

for general supervision during the cleaning work.

a The locks on the office doors are not of

the self-locking type and in view of the fact that

the United Nations guard on duty must have keys to

these doors in order to let in the cleaning staff

in the morning and to close the shutters at night,

there would be no point in having special locks

fitted with keys held only by the Delegation staff.

\ 000763
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By Under present arrangements, the
Delegation staff are responsible for ensuring
that the safe and filing cabinets and all doors
and windows are locked on leaving the office

at lunch time and at night. However, as

explained above, this does not prevent the United
Nations guard from entering the office after the

staff have left in order to make his own check
on Windows and shutters.

fe All classified material is kept either
in the safe or in the filing cabinets located in

one of the two rooms occupied by the Delegation.
The safe and the filing cabinets are left unlocked

during office hours since there is always at least
one member of the Canadian staff on duty in that

room. Keys to filing cabinet padlocks are kept

permanently in the safe and are only removed for
the length of time required to undo the se
when the office is opened at 9 A.M. and 2.30 P.M.

8. When cypher material is in use, both

doors of the room housing the safe and filing
cabinets are locked from the inside to ensure

against unexpected entry of any unauthorized person.

The doors are unlocked again when all cypher material
has been replaced in the safe.

9. It will be noted from the foregoing

that it is particularly important for the staff of
this office to ensure that no classified material

of any kind is left on desks or in drawers or in

any other part of the office in view of the fact

that the United Nations guard and the char staff have

access to the rooms when no member of the staff is

present.

10. Should you wish to make any comments on
the various points which I have mentioned above,

I would be very glad to hear from you in due course.

(for) Zt
Secretary.
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We Vz ~ SECURITY CLASSIFICATION

SECRET

CANADIAN PERMANENT DELEGATION, Geneva.

Yesterday Morning it was reported to me
by a member of the staff that she had found the

door of the Taylor safe in this office closed,

but not locked, when she went to open it at 9 a.m.
I should like to give the following explanation

of how this breach of security occurred.

Re On the preceding evening when Miss

Boisvert and I were preparing to close the office

for the night, Miss Boisvert asked me to assist

her in closing the door of the safe since she

had difficulty in manipulating the two handles

on the door. I should say that I had demonstrated

on a previous occasion to Miss Boisvert how to

close the door and how to lock it by spinning

the dials after the door was closed.

3e On this occasion I again showed her how
to operate the handles on the door but did not

myself spin the dials, assuming that she would

do this. However, she in turn assumed that I had

locked the door and she did not, therefore, spin

the dials herself. In view of the circumstances,

I accept full responsibility for the breach of

security which resulted from this misunderstanding

and I do not consider that Miss Boisvert is in any

way to blame.

he Although the safe door remained unlocked
from 7 p.m. to 9 a.m. the next morning, I consider

it most unlikely that the safe was entered during

that period or that any of our cypher material has

been compromised. However, in order that we may

regain maximum security for our filing cabinets

(the keys always being kept in the safe), I decided
to send you a telegram immediately asking you to

send a new set of padlocks and keys as soon as

possible. Should you consider it necessary for

us to destroy existing One Time Pads held by
this office, I would be grateful for your ins-
tructions.

5% I very much regret my failure to carry

out fully security regulations on this occasion;

aie eh elas

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

eoee
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tee the occurrence has at least served to emphasize

very forcibly, not only to myself but to all other

members of the staff, the importance of double check-

pe es the normal security precautions taken in this
office.
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MESSAGE FORM

OUTGOING

FILE REF.

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Message To Be Sent

EN CLAIR BS

CODE hoy

CYPHER

Degree of Priority

ORIGINATOR °

sig... R-P- Cameron

Typed........ MPA oN

Div... Defence... hiaisen...

Typéds.20555.

Is This Message

Likely To Be Published

Ves. (=) No (2)

Internal Distribution:

U.S.S.E.A. O~

Copies Referred To:

50-P-427-100M

L 2)

a
No... Te Lee Date For Communications Office Use Only

November 22, 1951

sent... NOV 9 2 1959

PeTtremes.__ Your telegram No, 1236 ofits . L

wt

ed ANYWHERE ye
Do not send any classified tie tas ate usual means

A

until further notice.



Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Lo/ surl’accés a /'information

a

22 ANM trem
GG AUN is6i

000770



»

_————_ Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur l’accés a |'informatio

EXT. 97.

FILE REF. SF | log |

|

MESSAGE FORM
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SECURITY CLASSIFICATION

S248 CRBs

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Message To Be Sent wo. Epis | Date an. rey og nly
feo | November 22, 1951. a V 2 Bail
CODE 

3

CYPHER or. x 7 7 7

Degree of Priority > Canadian delegation, Geneva, have
¢ x.

ORIGINATOR

NN ee Sen Ns sei neat ki teulscdins~ agi sheéard

Local ta. 1OO1 pnieoe crete Yong

APPROVED

Typedt .deT. Glazebrook.

Is This Message

Likely To Be Published

Yes ( ) No (X)

Internal Distribution:

U.S.5. 20a,

Copies Referred To:

50-P-427-100M

fuformed us that Taylor safe in their office was
a

left unlocked night oe November 20-21. This

creates a technical compromise of all cypher

material held there. We have instructed Geneva
v ¢ fo Be - a

by code telegram to cease telegraphing classified

material; since we cannot use the compromised
er

pte

pads held in Geneva. We must ask you to send J.C.

Fae it i ‘ ,

Brown to Geneva as quickly as possible. He should
i | Te

report our instructions as follows:
<

We appreciate ease information on the

All. cypher material held is
f

ra compromised.

incident. ‘

“all one-time pads

should be ‘destroyed by fire. : The basic

cyphering book will be retained. “ Brown

should tans aes hig in “pad No. O42 and out

Cae No. 0395 tess could then be used”
¢ we

or communication with Ottawa. We have
¢ o ee

inetruesed London "ee destroy 3-way Geneva
of

pads and new aie will be sent to Geneva
a :

and London by tea Certificates of destruction
v44

Should be sent by bag.

Di. we hens “this will noe unduly in-
a Le

convenience ‘you, put you “will appreciate tie:

necessity for quick and effective action.
000771
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EXT. 97.

® MESSAGE FORM (riesn of | gl

OUTGOING : ke Si -Al-Gy |

SECURITY CLASSIFICATION

SECRET |

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: THE HIGH COMMISSIONER FOR CANADA IN GREAT BRITAIN, LONDON.

Message To Be Sent se Aojfe Date For Communications Office Use Only
EN CLAIR , | SENT NOV 22 1959CODE —— Nov emmer..€2 5 T95L so hi oe “3

CYPHER sUtO/—x
ee Canadian Permanent Delegation,

Degree of Priority D

Sc Geneva, has informed us that safe in their office

ORIGINATOR was not, repeat not, locked through the night of

Pe November 20-21. We have instructed them to cease
typed: 2 AeT .Glaze-

brook hips" _telegraphing classified material and are arranging

Local Tel ey. 0 Dat Se ae Ret ie

APPROVED BY,

for Berne to send an officer to Geneva with full

instructions and one-time pads. Please destroy

da > , your 3-way pads Geneva and your 50-way in pad.
Ihe. coc crencitvecevaventesvom@rinve socne csi dantscob'ns HAVE ANS OFFICER

_G@.deT.Glaze-| 2. Please inform Commonwealth Relations*Evped 2.538 i peete ee ae) A

Is This:Message. Office personally and immediately that because the
Likely To Be Published

Yes ( ) No ( %) safe containing basic cypher and decypher was left un-

Internal Distribution:
locked we regard this and other material in the safe

U3 .S.eaae as technically compromised, eilthough the general

circumstances make actual compromise unlikely, You

Shouldsexpress our regret for any inconvenience that

sig may be scaused. We can now only inform them of this
Weiss! <77.. Oe ee

quicklyw

Copies Referred To:

3-way pads will be replaced in

Genéva and London as soon as circumstances allow.

Ends.
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; EXT. 230

ORIGINAL
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Security Classification

SECRET

FROM: JHE PERMANENT REPRESENTATIVE OF CANADA, UNITED NATIONS,
GENEVA

TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

21 NOV 1951

Systern ;
CYPHER - 0.7.P. No. 136 Date: November 21, 1951.

Priori
ald Reference:

IMPORTANT :

urs enon Subject: Taylor safe.

MINISTER

UNDR/SEC Regret to report that Taylor safe in this office

D/UNDR SEC ; t ( t not) locked though door was leftA/UNDR SECs was not (repeat no ocke ough do

closed during the night of 20th-2lst November.

Since keys to filing cabinet padlocks are kept

in safe request send six new standard padlocks

(including one with quarter-inch hasp) and keys

immediately so that maximum security may be

5 HIRE U ERG BERS ESE ERE regained as soon as possible.

Date______. @. No evidence that safe opened during

Refirances the night and consider this eventuality most

unlikely. Combination has been changed today.

3. Pull report follows by letter.

bf {
I i

Done...
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CIRCULAR DOCUMENT
Ottawa, November 7, 1950.

NO. B. 121

Security Arrangements.

In order to improve the facilities for the safe

custody of classified documents at your post, I should be grateful

if you would have all cabinets used for this purpose fitted with

hasps and iron bars. The hasps should be so fitted that the bar

passes through the handles of the drawers and should be either

rivetted to the frame or made fast with a bolt and locking washer.

You should disconnect the push-button locking device with which

the cabinet may be equipped and rely for protection solely on the

bar and padlock, The push-button lock has little value and can

only give a false sense of security.

In ordering additional cabinets in future I should

be grateful if you would specify the use to which they are to be

put. If a secure depository is required we shall supply you with

steel cabinets equipped with bar and padlock; otherwise we shall send

you cabinets without a locking device of any kind. If satisfactory

steel cabinets can be purchased more conveniently locally, they

must be fitted with bar and padlock before being used for classified

material. The work on the cabinets may be done locally and posts in

the United Kingdom and the United States may also purchase the

padlocks locally, provided that they are as good as the Yale padlock

supplied by the Department; all other posts will be supplied with

padlocks from Ottawa.

I would draw your attention to the precautions to be

observed in handling the keys for padlocks. A careful record of the

persons to whom kéys are issued should be kept. No person locally

employed should be given a key. The keys should be kept in the

safe when not in use and should not be taken out of the building.

Should a key be lost, the padlock together with the remaining keys

should be returned by bag to the Department, and such loss should
be notified to the Department so that a new lock may be despatched

without delay. A spare padlock should be kept in reserve so that a
padlock compromised by the loss of a key can be replaced at once.

In no circumstances should any keys be cut locally.

!

f Coftg ee
for External Affairs,

To the Heads of

Canadian Posts Abroad.
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esr | November 1, 1951.

GENEVA —

Feb. 7, 1949 - Telegram No, 17 advises receipt of safe

bearing handle 099936

Letter No. 17 of Feb. 12, 1949 from Geneva reads "We 4

have in the office one filing cabinet which

is secured with a padlock,"

Desp. 235 of Nov. 10; 1950 reads "Two four-drawer filing
cabinets and one two-drawer filing cabinet

are being fitted with metal bars and hasps."

Our letter D.10 of Jan. 8, 1951 reports sending four padlocks

and four sets of duplicate keys.

Letter F, 161 of April 26, 1951 to Geneva authorizes purchase of

a one-drawer cabinet,

Letter D. 168 of April 27, 1951 advises Geneva that Miss

MacCallum is taking with her one padlock and

keys for the one-drawer cabinet (above

mentioned).

Letter D, 259 of June 28, 1951 advises Geneva that we are

sending one Yale padlock No. 774 with duplicate

keys as a reserve.

x Letter D, 325 of Aug. 29, 1951 to Geneva authorizes purchase of
a four-drawer steel filing cabinet, but

Letter No. 377 of Sept. 10, 1951 from Geneva advises that

this cabinet was not purchased, A requisition

was enclosed for a new filing cabinet. A note |
at bottom of this despatch states that an order

for a cabinet with bar and hasp will be placed

by S. & P, (initialled J.R.M, Sept. 20, 1951).

Xx Letter D, 325 also advises Geneva that one padlock with
four keys are enclosed (for use on the cabinet

authorized but not purchased)
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The attenbion of all members of the delegetion is drawn to the

regulations for the handling end transmission of classified material as
set out in the Goverment booklet on security prepared by the Security

f Panel for use by depertments and agencies of the Canadian Goverment,
Classified material includes any written, typewritten or printed material -

such as documents, stenographers’ note books, carbon papers, notes, drafts,
and spoiled copies + which contains classified information,

Classified material used by the delegation should be sent by

diplomatic bag, by cypher telegram, or in the custody of designated courier,
In no circumstances should it be handled, sealed or unsealed, by any person
other than a member of the delegation or member of the goverment service

posted by Ottawa, nor should any other person have access to such material.
In this regard, a distinction should be made between drivers serving es

chauffeurs and as messengers. Non-Canadian drivers may serve as cheuffeurs
for the delegation but they should not be used for the carriage of classified

material, unless in the capacity of chauffeur driving a Canadian authorized

to handle such material ani who retains it in his custody.

When not in use, particularly during the lunch hour and at night,

classified material should be kept secure in the repositories provided in

the hotel or in the office of the Canadian Embassy. While delegetes may wish to
work in their bedrooms, every effort should be made to ensure that classified

material is not left unattended there.

With the exception of the entrance hall and rooms No's. 3, 6, 14,
15 and 16, the floor on which the offices are situated is a restricted area

from which all persons other than members of the delegation or members of

the goverment service posted by Ottawa are to be excluded, All entrances

other than the main entrance to this area have been closed off, end entry will

be controlled by a twenty-four hour guard consisting of F. Stevenson, 0.R.

Doughty, AR. Minter and a fourth member to be named shortly. Supervision

of the guards will be performed by Sgt. Vaucher of the Bubassy who will report

to the Secretary General of the Delegation,

Arrangements have been made for the destruction of classified waste

by fire.

In case of doubt it is suggested thet Mr. AR. Crepault be con-~

sulted. 000778
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CONFIDENTIAL

October 1, 1951

MEMO RANDUM FOR

Attached for inclusion in

the Hanbook of Administrative Memoranda for

the Canadian Delegation to the 6th session

of the United Nations General Assembly, is

a@ note on the security arrangements.

G. de T, GLAZEBROOK

Defence Liaison( 2)

oaeeete

| Ap hl
oh

to information Act ]

oi sur l’accés a l'information

/

“~
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fiternational Conferences _SOUPIDENTIALChron...

Septenber 12, 1961

Attached for inclusion in the commentary
for the Canadian delegation to the Oth session of the

United Netions General Assembly ie a nete on the
security arrangemernte.

I should be grateful if it eould be
for Mr. Crepault, Secretary deneral, to consult with
this Division and pick up a of the Government
booklet referred to in 1 of the atteched
note before he leaves for Paris.

Defence Liaison(2)
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QONFIDENTIAL

September 12, 1951

The attention of all mombers of the delegation
is draw to the regulations for the handling and trane-
mission of classified material as set out in the Government

booklet on security prepared by the Security Panel for use
departwents end agencies of the Cansdian Government.

ageified material includes any written, typewritten or
printed material such as documents, stenogravhera' sote
books, carbon papers, notes, drafts and spolled copies=

which containe claselfied information.

erowna vo sont Oy diptomntte Saas by cet Selesrene”. gent by dip e . rte or

in the qstody of designated courler. In no oiocanmiians
should it be handled, sealed or unsealed, by any person
aher than a member of the delegation of member of the

govermment sorvice posted by Ottawa, nor should any other

person have accesa to such material. In this regard, a

distinction should be made between drivers serving aa
ebauffeurs and as messengers. Won-Canadian drivers may

serve as chauffeurs for the delegation but they should not

be used for the carriage of classified material, unless in

the capacity of a chauffeur driving a danadian authorised

to handle such material and who retains it in his cuatody.

When not in use, partieulerly during the luneh
hour and at night, classified material should be kept
secure in the repositories provided in the hotel or in the
office of the Canadian representative. While delegates
may with to work in their bedrooms, every effort should be
made to ensure that classified material ie not left un
attended there,

aecevaed
000781
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persons other than members of the delegation or members
of the Government service posted by Ottawa are to be
excluded. All entrances other than the main entrance to
thie area have been closed off, and entry will be controlled
by a twenty-four hour cuard. Tg of

5 
Vee HA,

Arrangements have been made for the des-
_truction of classified waste by fire.

In case of doubt it is sucxested tat
Mire Ae Re Crepault be consulted.
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OTTAWA FILE

SECURITY CLASSIFICATION

Teeeweewonosesasteosoee es eevecac

“FROM: THE CANADIAN PERMANENT DELEGATION, Geneva

' 10:

Reference

D- a sulject: .

THE UNDER-SECRETARY OF STATE FOR EXTERNAL. AFFAIRS, CANADA

Levee Piling, cabinet for GATT Delegations oo cccceeceeeceer ee enes

F
/
y

3 [oe tna er Ne pie
_ q
|

‘17 SEP 1951

No. of Enclosures .

Bese

box File |
No... br AvO.....

In accordance with your instructions we are

making available one four-drawer filing cabinet for use

by our delegation to GATT. The cabinet concerned will

be one that we already hold on loan from the United

Nations (as part of the office furnishings). Although
we normally use this cabinet for unclassified material

only, it is, in fact, fitted with a locking device
similar to those now universally used by the Department

at home and abroad, (i.e. a bar - in this case hinged

to the cabinet itself - secured with a departmental

padlock). Since locally made filing cabinets are of
a different size and pattern to those used by the

| | Department, I think it would be preferable to have
‘| another cabinet sent from Ottawa and in the meantime
to use the United Nations cabinet for the GATT dele-
gation. The majority of our cabinets would then be
of the same pattern and be equipped with identical
locking devices. ,

Qe. I am therefore attaching a requisition for
a new filing cabinet in the hope that the arrangement
I have proposed will be satisfactory from your point

. of view.

- pal .

jor fo wie ue Done os
Rao ‘ be g ” ” ronoved

Secretary.

000783
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SEC IMY CLASSIFICATION

CONFIDENTIALFiled...

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permanent Delegation, Geneva,

Reference....... Your telegram Wor 74 of August: 28, LOSE ccc e ee

Subject:........ Security at: the GATT ‘Delegation MOO GEN rrrtre ete e eee

From your telegram under reference it
seems obvious that the Delegation will require

locked accommodation for their classified material

both in their offices and in the hotel. You are

accordingly authorized to purchase a four drawer -

steel filing cabinet, which should be fitted in

accordance with the terms of our Circular Document

No. Bl2l of November 7, 1950. Please quote

authority EA 7525-A. I trust that such a cabinet,

or one of roughly similar size, will be available

to you in Geneva and that it will be ready for the

opening of the GATT conference on September 17, 7

Copies Referred

I enclose one padlock with four keys,

No. 4A575, for this cabinet.

No. of Enclosures

Under-Secretary of State
for External Affairs

Post File
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CONFIDENTIAL

August 29, 195121

MEMORANDUM FOR ECONOMIC DIVISION SD) pHE-AL-Y D

I attach a note on sec n2Z won... Fiat...
drafted for enclosure in the commentary for the

delegation to the forthcoming meeting at Geneva,

concerning the General Agreement Tariff and

Trade. I also attach a copy,No. 504,of the Security

Panel booklet for your information.

AUG 31 151

000785



Document disclosed under the Access fo Information Act
Def encRoclitienicsarnycbu Gatiaen agmin/a&£é a information~

C
i 0

%.. 50048-40 | CONFIDENTIAL P
50048-AL-40 _ ¥

July 24, 1951

SECURITY ARRANGEMENTS

The attention of all members of the delegation is

drawn to the regulations for the handling and transmission

of classified material as set out in the government booklet

on security prepared by the Security Panel for use by

departments and agencies of the Canadian Government. Glassi- .

fied material includes any written, typewritten or printed

material — such as documents, stenographers! note books,

carbon papers, notes, drafts and spoiled copies — which

contains classified information.

Classified material used by the delegation should

be sent by diplomatic bag, by cypher telegram, or in the

custody of designated courier. In no circumstance should

it be handled, sealed or unsealed, by any person other than

a member of the delegation or member of the government service

postéd by Ottawa, nor should any other person have access

to such material. JIn this regard, a distinction should be

made between drivers serving as chauffeurs and as messengers.

Non-Canadian drivers may serve as chauffeurs for the debgation

but they should not be used for the carriage of classified

material, unless in the capacity of a chauffeur driving a

Canadian authorized to handle such material and who retains

it in his custody.

When not in use, particularly during the lunch

hour and at night, classified material should be kept secure

in the repositories provided in the hotel or in the office

of the Canadian representative. While delegates may wish to

work in their bedrooms, every effort should be made to ensure

that classified material is not left unattended there..

Arrangements should be made for the destruction of

classified waste by fire in co-operation with the Canadian

Permanent Delegation to the Buropean Office of the United

Nations, Geneva.

In case of doubt, it is suggested that Mr.Goldschlag

be consulted.
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Letter No...Q.r.. YP. cece cect eeeees SECURITY CLASSIFICATION

Date,, August 28, L9SL . RESTRICTED

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permanent Delegation, Geneve s

Reference....../ Qun.Telegnam .Noe..83..0f. August. B79. LOOL 0... cece eee eee ee eee

Subject:....... Security. nvobLema.nelating .ta. GATT. delegation vec eeeeeeenee

As you will have gathered from our

telegram under reference, the nuniber of

cabinets required to meet the needs of this

Delegation will depend on whether they are

obliged to use one of their hotel rooms as

an office in addition to the quarters provided

for them in the Palais des Nation. TI am not

; sure whether authority will be required so that

Copies Referred you can purchase additional filing cabinets to

TOsseeeeeeeereees meet this need. Howsver, suitable locked

Teter e eee ee cees steel filing cabinets must be provided for this

Terese reese eceees Delegation and I believe they w°1l require at
reese ences ec cers the very least one four-drawer filing cabinet.

rereressseseseses 2 It will also be necessary for you to
make arrangements for any classified waste which
the Delegation may have.

No. of Enclosures

Ti. Cale

jLnder~Secretary of State
for External Affairs

eon ee reer senesoee

000787
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MEMORANDUM FOR MISS LIWAGHER

As you, requested, the attached note
on security has peer: drafted for, inclusion in
the commentary for the delegation to the forthe
coming session of ECOSOC in Goneva,

Arrangements are boing made to provide
you with a letter designating you as a courler

and with two brief eases for the carriage of
classified material.

Die be Cael er

Defence Liatson (2)

000788
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July 24, 1951,
-D

| gee mG
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abel |
SECURITY ARRANGEMENTS

The attention of all members of the delegation
is draw to the regulations for the handling and transe
mission of classified material as set out in the govern~
ment booklet on security prepared by the Security Panel.
for use by departments and agencies of the Canadian
Government, Glassified material includes any written,
typewritten or printed material «= such as docunentsy
stenographers' note books, carbon papers, notes, _
drafts and spoiled goples =» which containsclassified
information.

Glassified material used by tho delegation
should be sent by diplomatic bag, by cypher telegram,
oF in the custody of designated courier, In no cir~
eunstance should 1% be handled, sealed or unsealed, by

any person other than a member of the delegation or
member of the government service posted by Ottawa, nor
should any other person have access to such material,

in this regard, a distinction should be made betweon
drivers serving as chauffeurs and as messengors. None
Canadian drivers may serve as chauffeurs for the
delegation but they should not be used for the carriage
of classified material, uniess in the capacity of a
chauffeur driving a Canadian authorized to handie such
material and who retains it in his custody,

When not in use, particularly during the lunch
hour and at night, classified material should be kept
secure in the repositories provided in the hotel or in the
office of the Canadian represontative. While delegates
may wish to work in their bedrooms, avery effort should be
made to ensure that classified material is not left une

attended there, - |

| Arrangements have been made for the destruction o°
classified waste by fire,

in case of doubts it is suggested that Miss 8,
Meagher be consulted,

000789
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SECURITY CLASSIFICATIONi ae

.. done 28 $° 3951. se eenes RESTRICTED

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANA
DA

fhe Canadian Permanent Delegation, Goneva.

seeees Your Letter Na, 2k1: of Hay: Rhy BOG cc eeeee

we eeee Spare: Padbotks: sc cccccccerrrrr sere

t am sending by sea bag one Yale

padlock No, 774 with hey in duplicate (Ho, 85277)

to pe held in reserve as an additional replace»

Post File

mont *

G; de T. GLAZEBROOK

. v[ortinder-Seeretary of State
) for External Affairs

;

000790



Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur l'accés 4 l'informati

pepe boo FD Doo we oo odo oe wm

we aS
‘Letter No..... AML occ SECURITY CLASSIFICATION

Date... 00... May. 11th,..1951..... {RESTRICTED

.FROM: The Canadian Permanent Delegation, Geneva

TO:. -THE UNDER- SECRETARY: OF STATE FOR EXTERNAL AFFAIRS, CANADA

‘Reference... Your letter No. D.168 of April 27th, 1951, 00. 0 2
ja Subject........ wun Fequisition No..5.- Filing Cabinets
(oly

roe
pee a I assume that the padlock delivered to us
Eh woos by Miss MacCallum is to be retained by this office
3 ‘ - ot . , .ro permanently for use with the new single drawer
Ba ‘

Babe weed Cabinet. If my assumption is correct, it will not
ae
me be necessary for you to send us an extra padlock
21, MAY 1951 .

to be held in reserve since we already hold one forCopies Referred

TO eee this purpose. 
° oo

Lo vessevetcecsces 

sO 
NYN bY,

ooo Goo oe oe wow evo aw ow 
. 

. 
—_—

~ 
Secretary.

_—_———— 
ee
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le pf set Nel sone CA cans tes®

(Hilf
oe. 2 Fe - ; _ “RESTRICTED

SECURITY CLASSIFICATION

FROM: THE UNDER- SECRETARY OF “STATE FOR EXTERNAL AFFAIRS, CANADA

TO: danadien Pee; mn onan’ Dele cgntsony, Gener,
Reference.... iy. Lakios f RG. of Apehh Gy DG ge eee ce eee eee entree e eens eee ne eer

Subject: ..... Zaar coquiattian Hay Sm Bling Cabbie... vieuecueeeseetees

#88 sna asta, @ a. nebo of the dohagation te
the ‘ato donterenca whe Lost yostenday for Genevay ts teking

with tae ane Yate, secllodte with Sour guplacste | nove for the
Copies Referred 

‘

TO.seeeterreeeeee single avanar canine’ whdek you. have been author: ized. tia
vebeee eee ee eens purchases Yo sled in: au course eandl gou on cectra gadtocks
eect eee nese eteee to be pela an voserves.

thie oohines should nob be need foe clnseitied
nehowtel. graded higher han WGongsdent cs

. No. of Enclosures

eee reser ener eeser i : @. de . G@LAZEBRO oK

: fe tnder-Pasvetary of State
for External Affoire
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_- Document disclosed under the Accéss t Information Act

a _ Document gipRuben VeriPaoRachees, Jodha Dion

eR oeBi PLICATE ~~ .¥ Vex —_
iP v : NS PAL Ei e C

. Mece ofits oe d ag]. pins “C40
a = a a 2 , 8 Novse ee ceseeeree rts! wanes oe

eas
ee.

wo te

_ SECURITY CLASSIFICATION. ~-|.°

Nowe

“THE “UNDER- SECRETARY OF STATE FOR: EXTERNAL. AFFAIRS, CANADA.

~ CANADIAN ‘PERMANENT DELEGATION ’ GENEVA. : .
‘Your: letters, No. 330 of March 27s 1951. and: No’ 231 of! Nov. 2% 19

Cesare researc nr deneeeesenescceseencarensenesenesressieenteesresedneneseeeneeseserioeeras.

see wwe seen eta ean sereree er eesecene ees emer aneoterescseeeeesenenseseenenereeeserescranene sees

Copies Re ferréd.-

-authord ty Now EA 1071-8 is being ‘vaised ‘to /

ever the purchase, of a. cabinet as. suggested in 1 paragraph | 2 _
on your letter No: ‘231. oo Soe a - oh

| - ie Please proceed with purchase including ber, -
se £0, that “the cabinet will be available for, “the WHO Delegation. -

k further: Letter wilt be sent to. you shortly

in’ this conhé etions:

No. of Enclosures

- (Signéa) a. F. Clerk:

7 Under-Secretary of State .
. | for External. Affairs __.-

Post- File

000793
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- No.. ‘of Enclosures

” Post File:
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DUPLICATE’. 0 *

Pe -:, |. oprawa. FILE’
10104 e6-40

eTe ewes nent ee Bewnesweeene

re SvRaspesdst tases eee rerete ns ‘SECURITY CLASSIFICATION

“pos lPSh ZT BP canes RESTRICTED -

OTE BROM: - THE UNDER- SECRETARY. OF ‘STATE. FOR EXTERNAL AFFAIRS; CANADA _
- "FROM OS ‘The Canadian Permanent Delegation; Geneva. oe

Reena cto ‘letter . Hoe Fr8Q. ‘of. jlareh 1th.,- AOSD veeeeeteeegtoee bev e seen eeeee
, ‘Security ‘Arrangements: - " Single-drawer- Filing: ‘cabinet.
© Subjects.,.issresssantsstnrensren welees tt eetee bee eee seenyee teres tame eeeeees Veber eens

It is appreciated: that. a single drasier “cabinet yo
“aippords only, Limited security ‘but it is also my thought, ,
‘that a two-drawer cabinet is only. slightly: more | secure.
_In‘any. event, as the «two-drawer. cabinet previously TM sent °
to us ‘has. proved: of. great: use for the Permanent. Delegation
Office, I..should like to retain -it here and ‘would still
appreciate. receiving : a single-drawer . cabinet which could’ |
,be used: by delegations. at the hotel. ”

“AL though’ E am. not always : ina position to, eontrol
security : arrangements at the hotel, I do try so far-as
possible to’ make sure that reasonable- security arrangements.
-are observed by delegations and. this. will. continue to -be.
the ‘case whether or‘not a filing cabinet is recéived. .. Tt. Le
is not, however.,, only for reasons of “security. that a filing |

- cabinet has, been requested |but it is felt that this would
“be of. great assistance to visiting delegations for, hotel

- rooms'do not provide any space at all which is eppropriate .
_ for ‘filing even routine. documents. .

oth’ “the eiremstances, t hope that it, wii prove, .
possible. to.‘meet: our : “request.

oo cer (signed). R.PaHsBeriisTM

. - Seeretary

Tt Should be barred. (send 2 padlocks) y: ‘and’ may: be fy
used ‘for classified” material up to confidential: onlys

. (Sed. ) VsC.Moore
- DeLe. BO

(Sea. i VeC.M: a
Mr. Moore -— /° a Mo ”
- ° See our. Letter F. 16L authorizing ‘purchases. As this As going.

ordinary: air mail no mention was made of. Locks. I wmder—
| stand~you will follow up with a letter re locks. and. security
arrangements. “As you are sending one’ “padlock one extra only-.
will be ordered. en JP

-.(Sgd. ) ay Ee Juno . eee

= fs te

we - 000794
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°: SUDA Ee b aA Et fyPm Fe i
Letter Now. am. tenance eee nee enes /ofo Fy SECURITY CLASSIFICATION
Date... 6.0 sige ee egs smae e epayue ce neneeeenes ' p
Ober eset YE Ob | nmemey corer

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO:

fhe Canadien Perwanent Delegation, Geneva.
aReference..... Yous Lebterk Hoy ‘a3E Gstar Ravewber 305° ast 8045" a Rayer

UID JOCE! oe eee eter ee cent tere eater eee e eee t ee tame pans ote ences s sae -ytur dat neh G Ieee Ce en eeeeSubject: Seoulty Avnangenants 9 ~ Singlcvdtates PirZny webinct

on S ry esa*BhPewt ao fooe oHoS

Se 8 single drewer cabinet can vendtly be carled,
Lt affords very Little security for cladsified eaterial, I
ahovld therefore be grateful Lf vou would continue to vse

Copies Referred the two draver cabinet in the hotel during conferences, If
bee teeeeeeceeas thy aanerenent cannot provide stevage for the cabinet while

senate eee eenees it ig net in use, you might keep 46 dn your offices, Should
treet eee eee ee ees 4% be stored at the hotel, the pedlock showld be revoved and
weet e eee rete eens kent with the keys in your cafe om office cabinets

tree teen ene e anes You wii apprealete the fast ‘thot even & barred
—— cabinet of gubstautial weight canot be considered @ securs.

vepository for a hotel. egon and that it would bo desirable
40 keep classified papers. used by convention delegetions with
your own classified meterial in the pate at your offlee over

ndghhe

No. of Enclosures

fon 0) erotary | of State
for External Affairs
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OS en Se ~ (Defence hisison/V. C.Moore/mb
- File 10104-C-40 °° , .

, 50048—ALe 40

Aa > (emo 7 ae
' larch 12, 1951.

wT

oe MEHORANDUM BOR STEELS. AD ae

: Abbached 4s a reply, which you Laight end.
out, to Letter No. 231 of November. 30, 1950 fron the

' Permanent Delegation in Geneva. coricerning the purchese-

of single and.double drawer cabinets for the storage
of clagsified material. As Miss Munro has pointed out

‘a single drawer cabinet has little security value. I || %. wero I ALG,
should appreciate. your consulting us in advance when we asferseed ke
requests are made to you for security equipment, par= yt.

- ticularly for repositories such as. thig which do not

' conform to normal specifications. ~ /, we

on

‘Geae oT. QLAZEBROOK ie we
a Defence Liaison ee ae yl”

- 000796
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Letter No... 5-7 Lies cc ceeeceeees SECURIZ{\,\CLASSIFIGATION |

| 2 crnraetnaerseeaarcmal
Date.. Somuary 29j°1OGL esc

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permanent Delegation, Geneva

Reference..... Our Leber DLO: of -Samaary By-LOSR- cece erect tee eee eee e eee ee.

Subject:...... Security: heran MOmOnkGe coc cc cece eee eee ence eee eect eee e tenet teeter es

|

iy letter D, 10 of Jenuary & implied that

we are sending you a number of filing cabinets, This

2 pies Referred _ is not the case. Four padlocks only have been despatched,

G. de T, GLAZEBROOK

f - a :/ Under-Secretary of State
for External. Affairs

: No. of Enclosures

Post File

000797
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FROM: The Canadian Permanent Delegation, Geneva. Gl
TO:
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No. of Enclosures

Post File

‘THE UNDER-SECRETARY OF STATE FOR EXTERNAL ‘AFFAIRS, CANADA

I am glad to note from your letter that

‘four padlocks with keys are being sent to this office

as requested in my despatch No. 235 of November 30th,

1950. 
:

In your letter, however, reference is made

to "the filing cabinets which are being shipped to you".
You will note from my original communication on this
subject that the padlocks are required for filing

cabinets already installed and I assume that the

reference to cabinets being shipped is an error.

TOL.
Secretary.
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FILE COPY

OTTAWA FLLE cpcsccce ctnsemennWA __

5O048-AL-4A0No. “4 5 i Z % Bly eee
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THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

The Canadian Consul, Geneva, Switserlend

beees Security, AVFARZOMENTB lice ccc ccuccccccsceceeececsuecuceenns

i am sending by diplomatic sea bag four

padlocks together with four sets of duplicate keys

Glos. 44684, 54660, GAIT] and 34736) for the

filing cabinets whieh are being shipped to syou. oS

G. de T. GLAZcbnUOK

i

jie Under-Secretary of State
for External Affairs
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e GENEVA REPORT 1! }
| 

GENEVA REE ORS SLCOUE -~BLIAO

Security Su? i, fi. !
| An officer posted to Geneva must have a

thoraigh knowledge of the security regulations

of the Department of External Affairs as he will

be responsible for security in this post.
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Despatch No..... BS ccc cece ceeeeees we Va ye SECURITY CLASSIFICATION

Date...... Nomember. 30th,..1950.. pe" AM SECRET
FROM: The Canadian Permanent Delegation, Geneva

TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Reference.....Your. Circular. Dacument. No..B.121.o£. November. 7th,.1950.. —

Subject:....... SECUPLILY. APLANZOMENUES 0... . eee cece eee eee e teen teeta n ene ence neeaes

Two four-drawer filing cabinets and

one two-drawer filing cabinet in this office are
being fitted with metal bars and hasps in accordance

with the instructions contained in the circular

documents. J shall be grateful, therefore, if

four padlocks can be sent from Ottawa in order to

lock these cabinets and to provide a spare lock

to be kept in reserve.

WeTel

N.F.H. Berlis,

Secretary. ~~

No. of Fnclosutes

Post File
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Deve... Hovenber Joti, 19500, fe Bone

TO: ROM: THE ‘UNDER- SECRETARY ‘OF STATE FOR EXTERNAL AFFAIRS, CANADA

FROM: TOX - “THE CANADIAN PERMANENT DELEGATION, GENEVA, ; /

- Reference Your. Letien Hos. £..191.0f. Novemher. 7th. se \0 veces

‘Our Requisition No.5. -— Filing Cabinets. o. oc eceeeee
. Subject: ee

Copies Referred .

wes ev eae eeener nance

No. of Enclosures

Post File

No.. b3x0 Meee eaes ;

I have noted your suggestion that the two-drawer
filing cabinet sent to this office might perhaps be
stored at the Hotel de la Paix and used as required by

‘delegations. I have, however, found the two-drawer

cabinet to be host useful in my own office and should be

happy to continue using it. Moreover, I realize from

past experience that the hotel has very little storage

space available and although I am sure that the management

would wish to cooperate insofar as possible with the

Ganadian delegation, it might cause them some embarrassment

to retain a filing cabinet permanently in storage. For.

-these reasons, I have enquired concerning the possibility
of purchasing locally a single cabinet which I believe

would appropriately meet the needs of delegations
temporarily in Geneva. .

Tt is: possible to purchase in Geneva a single
drawer steel cabinet without lock for 165 Swiss francs

. plus tax. The inside measurements of the cabinet are

38.6 em. wide by 29.4 cm. high by 16 cm. long. - If
authority is obtained to purchase this cabinet, a metal bar #21

could be: fitted to a8 and a special padlock obtained from
Ottawa. ~ : a,

_ There is no urgency about this request but it
‘would be useful if such a cabinet could be purchased before
the Summer months when Large conferences will be in session
in.Geneva. JI shall, therefore, be most grateful for your

comments on this suggestion.

(Signed) N.F.H.Berlis

Secretary
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& 7 CANADIAN DELEGATION‘ DELEGATION DU CANADA

to the

@ suropean Office of the .
United Nations SECRET

125%La Pelouse", Palais des Nations,

| EG: W£ ) Geneva, February 12th, 1949,
No. 17 1 om |

Ad y Ale
=|

Seer

nf AGni0E a
- fain necator

~ I refer to paragraph 12 of my despatch te oe
No. 10 of February 3rd in which I stated that vermazent

Sif,

arrangements had not yet been completed in the permanent
office quarters in Geneva which are now located in "La
Pelouse"TM a villa belonging to the United Nations which
tas been converted for the use of permanent delegations.

2. I wish to refer also to my telegram No. 16 17?
of February 7th and to your telegram No. 28 of February
10th concerning damage to the safe sent to this office
from Canada.

Security arrangements have now been completed
and the safe has been opened and put into operation.

. Although the members of the staff of this office tried
several times the combinations which were set and the
security officer from the U.K. Permanent Delegation also
attempted to open the safe, it was apparent that either
the mechanism or the handles had been jammed in transit.
Yesterday, however, I arranged to have Mr. Ewing who is

the Security officer at the U.S. Legation in Berne visit
ero ig4gthis office to look at the safe. Before he arrived, we

ried again the combinations and on this occasion we were
: cuceesefal in opening the safe. Mr. Ewing was not, therefore,

required to examine the mechanism but he gave as an
explanation for our difficulties. the fact that the handles
had been jammed in transit and that possibly the combinations
were not good.

he Since opening the safe, each member of the
staff of this office has tried the combinations several

times; the combinations have now been changed in accordance

with instructions; and the safe appears to be working

satisfactorily.

be In addition to the safe, we have in the

office one filing cabinet which is secured with a padlock.

6. Although the French doors leading from the rooms
occupied by the Canadian delegation lead on to an outside

terrace, the doors are locked at night and heavy outside

shutters are also securdy fastened to make entry from the

outside impossible. Keys have now been provided for the
inside doors which are also locked when the office is closed.

After 8.00 p.m. when the concierge is no longer on duty
in the public hall of this building, the main door is also

locked and the outside storm door locked in addition so that

entrance to the building can only be obtained through the

use of proper keys.
t

The Secretary of State. .

for External Affairs, ( eevee 2 ‘

Ottawa, Canada.
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Te Keys to the outside door are, of course,
available to the delegations from other countries who also

have office space in this building but it would be a
difficult task for outsiders to gain access,

8. The grounds are supposedly ‘patrolled at
intervals during the night by U.N. guards.

9. ' I am satisfied that the security arrangements
in effect for this office are adequate and we shall take

every proper precaution to keep our files and papers secure.

‘I have the honour to be,

Sir,
our obedient servant,

qn Wh.

(for) Permanent Representative.
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to the . . —

Suro petted Nation the” es von” Filed...
United Nations <7, ;

C ef
iw "La Pelouse", Palais des Nations,

[i Geneva, February 22nd, 1949.
0 '

Dear Mr. Hemsley,

In a secret despatch No. 17 dated February 12th

the security arrangements for this office were described

and you will note from the despatch that some difficulty was

encountered in opening and putting into operation the safe sent

from Ganada for our use. The security arrangements are now

working quite satisfactorily but I wish to refer to this subject

in order to explain in advance the large number of taxi fares

charged on our January and February accounts.

Re When Mr. Jean Désy arrived in Geneva on January 23rd

for a meeting of the Executive Committee of the International

Refugee Organization, he indicated that it would be necessary

for him to send and receive cypher telegrams and that it would

not be convenient to do this through the Legation at Berne, 100

miles away. The cypher books which were held for us in Berne

were, therefore, brought to Geneva and deposited in a sealed

package in the vault of the U.K. Permanent Delegation who had

previously offered the use of their facilities. At that time,

the Canadian office was located at the Hétel de la Paix and
it was necessary to use taxis to collect the books from the U.K.

vault and to return them there for safekeeping.

3e About the same time, Mr. Norman Robertson arrived
in Geneva with Mr. A.E. Ritchie from Canada House and Mr. C.S.A.

Ritchie from the Canadian Embassy in Paris to attend meetings

of the Special Berlin Currency Committee. Towards, the end

of Mr. Robertson's stay in Geneva, a large amount of cypher work

was done by this office and although the office had moved to

"La Pelouse"TM on February lst, the safe had not yet been opened

and keys had not been obtained to permit the use of the office

in the evening or on Sunday. It was, therefore, necessary to

continue working. in Mr. Robertson's room at the Hétel de la Paix

after office hours and to use taxis for obtaining and returning

the cypher books,

5.D. Hemsley, Esq.,

Chief Administrative Officer, er ar

Department of External Affairs,
Ottawa, Canada. 000807



Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loj sur l’'accés 4 linformatior

ev
eRe

he ' This situation should not re~occur as security
arrangements have been completed at "La Pelouse"TM. The cypHer
books are kept in the safe and keys are available to permit us
to work in the office at any time.

be If more specific information should be required:
concerning the large number of taxi fares shown on our accounts,
I shall, of course, be glad to give further particulars.

Yours sincerely,

ry bn:
enh ne

N.F.H. Berlis,

secretary.
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Ottawa, December 10, 1948

MEMORANDUM FOR Mi. MATTHEWS

I would have no objection from the security

point of view to the villa which Mr. Wilgress recommends

that we should rent as office space in Geneva. It is

not by any means ideal, as other delegations would have

offices under the same roof and as there would be no

night guard in the building, but Mr. Day tells me that

the number of secret papers which will have to be kept

in Geneva will be very limited and could easily be kept
ina safe.

You might like to ask Mr. J.G. Smith to make
immediate arrangements for shipping a safe to Geneva,

if this has not already been done,as the Delegation
will need a safe no matter what offices are finally
obtained. Until tne safe arrives in Geneva, it would

be undesirable to keep secret papers in the villa.

oo Coat Tig <U2_ surte

oo KKelen ae in he |

2
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a.

x

Aea

weee. Your telegram No. 1? of iy a |
i. A If damage to your safe cannot be repaired by

A Mf A Of
aU.sS.,or.U.K. national vouched for by his Legation, try. to

Zo
_ Bet sortanie local firm to open safe. Repaifs may, be a
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. the mechanism. of our safes is most. important.

SECRETARY OF STATE FOR EXTERNAL AFFAIRS.
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to Wileress. Sate bearing. handle 90036. and instructions have

" been’ received in Geneva.

be. ‘opened. Security man. from United. Kingdom’ ‘permanetit delegation.

“examined, safe: but could not. help: - Please, advise, what. arrangenents}

: Document discld Beal
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Cor i7. Fepruary Ten “Secret. ‘Letter oF amuary 5th

a 2. Sate: was damaged in ‘transit. and cannot, repeat not,

: may be ‘nade for repairs.

3. “cypher books. are being kept in. sealed. case in tnitea
. Kingdom vault untsT our. safe is: repaired,

- oMatyoke

" CANADIAN, PERMANENT REPRESENTATIVE: |
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