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« SHCURITY REPORT - GENEVA:

Physical Description

. The Canadian Permanent Mission in (Geneva occupies
the 6th (and top) floor of one end of a new apartment
building at 16 Parc Chateau Ranguet. The building is new
and we are the first tenants. It is of modern fire-proof
consgtruction of concrete and re-enforced concrete. Access
to the top floor 1s gained by a self-operating lift and by
a flight of fire-proof stalrs.

(11) our accommodation is virtually self-contained on
this floor as the only other tenant is Tetreille, a security
guard who occupies a small apartment adjoining the Chancery.

(1il) Apart from the fact that 1t 1s not an "island
property the accommodation is admlrably suited %o our pur-
pose. The offlces are bright and well lighted, and from a
securlty standpoint the lay-out iIs satisfactory.

2, Exterlor Zecurlty Features

There 1s a Chubb lock on the front-door which gives
on to the elevator and stairwell which at the 6%th floor
level services the Canadian Permanent Mission onlye A sub=-
stantlal overhang of the roof on all three sides makes
surreptitious access to the windows virtually impossible,

3. Interior Security Arrangements

Chubb locks are installed on all important con-
necting doors. Chubb doors and grilles are on both the
Communications and Registry areas. ITron grilles secured by
two Chubb padlocks are on each of the windows giving on to
balconies, and on the (Cypher Room window.

4, Conbtrol of visitors

gtrict and well enforced. Visitors enter the
Reception Hall direct from the main entrance door where fthey
are recelved by the Receptionist. They remain in the
Reception Hall untll the officer required is notified by
telephone, when they are escorted to and from the appropriate
office. A

5» Access Qulet Hours

Only by summoning security guard to the locked front
door by bell. One key to front. door is held by the security
guard. (See detaliled revised instructions to security
guards during guiet hours.)

6s Access Restrictsd Area

A11 doors locked when office is empty, even when
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officer is absent for only a few minutes. ITocal staff
and others allowed in this area only in the presence of
Cenadlan personnel,

7. Access to Registry and Communication Room

Only by Canadian based members of the Permanent
Mission. Instructions in this regard strict and well en-
forced.

8, Surreptitious Entry.

Virtually impossible due to the various physical
security features. Guards alert during quiet hours and
meticulous in their observance of standing orders, which
are most satisfactory. .

9. Securlty Containers

Adequate, functioning satisfactorily, and in good
state of repair,

10. Key Control

Exemplary. Strict and well enforced and in accor-
dance with Departmental instructions and practice.

11, Ccontrol and Handling of Classified Material

Most satisfactory. All sensiftive material 1ls kept
in custody behind the Chubb door in the Reglstry and Communi-
cations Room. It 1s carried from there to the offices and
back in envelopes by hand of Canadian member only.

(ii) outside the Chancery it is carried in locked brief-

case by hand of Canadian member, Diplomatic bag to and
from the Britlsh Permanent Mission by Canadian hand only.

12, Collection and Disposal of (Classifisd Waste

The collection of classifled waste 1s satisfactory.
Tt is maintained in the Rewlstry pending its weekly destruc-
tion by a security guard in the incinerator at the RBritish
Permanent Misslon,

(ii) This method of destruction is not as satisfactary

as 1t could be, due to the waste having to be taken out of

the Chancery. The problem is difficult to overcome however,

as a suitable incinerator cannot be constructed and installed

on the premises. The only apparent method of destroying

the waste in the Chancery would be frequent burnings in a

small electric incinerabor, but from recent correspondence

there does not seem to be too much likelihood of securing

a sultable model. Another alternative mentioned to me by >
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the Security officer is the construction of an efficient
incinerator in the Residence, but this also would involve

taking the waste a considerable distance from the Chancery.

13. Security Guards

T was very struck by the calibre of man we have in

Fmmerson and Letreille. They are reliable, capable and

efficient and are of pleasant and dignified bearing. Theilr

" attitude towards the of ficers in the Mission is all that

we expect, and they have a high regard for thelir jobs
with notlcable sense of respon51b111ty. From the admini-
strative angle of their work Tmmerson is the superlor of
the two men, but both are capable of assuming heavier res-
ponsibility In their particular field.

(il) Tmon is a different type of man. He is not of
the same calibre as the other two and, consequently canno?b

factory until recently and he has been spoken to about

this by the Securlty Officer. I am informed that there are

some signs of improvement lately and it 1s hoped that this
improvement 1s malntained.

(1i1) mach of the guards were interviewed separately by
me .
(iv) The guards log book and other records are main-

tained properly and neatly and with the expected attention
to detaill,

14; Intrusion Devices

Installation of these devices should prove very
difficult due to the physical securlty arrangements and
to close supérvision by the security guards and other meni-
bers of the Canadlan staff of local workmen and charse.
The possibllity that this may have been explolted by
workmen however, cannot be over~loocked. Present plans do
not call for a full technical inspéction until later this

"year, but arrangements are being made here with the DWS

for their man at the British Permanent Mission to go over
the sensitive offices and the Registry and Communicabtions
Rooms.in the meantime. The Canadian officers are aware
of this threat.

15, Security and Combination settings

comblnatlon settings held in the Taylor safe in
a sealed envelope in strict conformity with Departmental
regulations. They are changed regularly and reported.

16, Security Procedures and ofgahization

Most commendable., See standing orders, security

0o 4

‘produce the same results. His work has not been too satis-
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instructions etec. A very high standard 1s imposed by

the Head of Mission and the Security Officer and this

high standard is maintained by all members of the Canadian
staff., The enforcement of orders ls strict.

17. Pire Hazards

Virtually non-existent due to the modern fire-
proof construction of the building. Fire extinguishers
are located at strateglc points and are serviced by the
security guards.

18, Surplus Material

Negative. There is nothing to report under this
heading in the way of old wiring etc., and surplus records
and other material are not allowed to accumulate.

18. Teélephones and Telephone Securlty

Tocal Swlss P. and T. system, Switchboard has
ten extensions including one to Letreillet!s apartment
next door. There are three external lines.

(ii) There is reason to belleve that the tele phones

are monitored by the Swiss authorities. Strict telephone
securi ty is demanded of, and complied with by, the Canadlan
staff.

20. Telephotography

No threat as windows of all offices are protected
by nylon mesh curtains. :

2l., Power Supply

220 volts ~ 50 cycles.

SUMMARY ~

From a securlty standpoint Geneva might be termed
a "model" mission, The one serious drawback is that it
is not a self-contained property, but T belleve that this
weakness 1s more than compensated for by other factors.
The many security features which have been installed render
the Mission virtually impregnable, apart from such threats
as probe microphones and so on,

(ii) T was most impressed by the real meaning which is
given to the word "security" in this Mission. Security
regulations and procedures are intelligent and comprehen-
give. 4 high standard of observance and performance 1s
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demanded of and received from subordinate members of the
Canadian staff. It is not a question of merely nominal
observance of regulations; as far as security 1ls concerned
the Head of Mission and Security Officer mean business.

(iii) While the physical plant is generally speaking
highly satisfactory, there are one or two weaknesses which
should be corrected. In order to increase the physilcal
security it 1s recommended that:

(a) In addition to the sound-proofing of the
Reglistry and Communication Room, which is
now going forward, the walls of Rooms 8,
9, 10, 11 and 12 be sound-proofed,

(b) If the stenographers are moved to Room 11,
the wall connecting thls room with Room 10
be sound-proofed and a permanent sound-
proofed wall erected between Room 11 and 12.

M@w Losif

R. 4. S. MacNeill
Regional Security oOfficer.

London, UeKs
September 30, 1957.
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. Ad"bsador and Permanent ‘Representative,- “,-,fu‘f‘=fi s E c R B T I
: } . AR ELSECE DAXHY TS TREX EORGENEV A » Secunty:
e T Mot e e,
L septamber 50, 1957

. Dat .. D A I N O S R R

CANADA, LONDON, hig K. o o T

B O S S I P I B I B A R A ) . ........... j -.-.'..I. ,Enclowres-.-._{'.‘..._....'..t;..;_.!.:...-.:;f_..'_
Reference: vt .:-; . L e et A1r or Surface Mail: JALR
"Sub‘]ect. .S..e.u.u-'.r’.:...-t.y:. .R.e.'.p.o.?.t. . .-. . f’:e.{lﬁ '.V.a:’ e -;. . .‘V. e - .‘ cee .. ‘ Post, Flle No‘.U_N.’. _(%E@YA. ,I_ P ,:., __ e see e

c et e ea e " . ceted R .-. ceal .; A ._'. .o ‘,; o ... - Ott’awa“__F;le No. . V

7 i

" @nclosed herewith Is a copy. of a report ‘
- 3arising out of my recent vislt to. your Mission. o

2, The only recommendatlons in connection with
secuirity that I have to makte are those dealing :
with the soundeproofing of the wellg of certain -
- offlces and somse- suggestions wilth regard to the
- walls of Room 11 1f it is decided to use thils
- room for the stenographers.,"'

. Be I am, Stlll in some doubt ag to what might i
'be done ‘to provide facilitles .for. the destruction :
. of ;classified waste within the Chancery, bub :
. thils will be followed up with the British authori-
. tiles. here. . :

b Ae mentioned in conversatlon, I am arranging
wlth the PForelgn Office for their local man in -
;'Geneve to "sweep" certain parts’ of the Chancery.- -

 Internal :.| 5, If I can be: of. ‘any. further help at all in
“Circulation ~-|° : . securliby: matters, please do not . hesitate to 1et
' ~ ' me know.r : :

* (Sighed) R. A, 8. MaoNell

7 oAx So MaCNeil
. Regional Seourity Officer. CE

~

.- Distribution
to Posts

(Bxe.ls2C(Revid/s) | 70T T e DT 000488
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7., 'STANDING ORDERS FOR SECURITY GUARDS

-—.——-—-—q—- . . : N . .‘

R : . ”he Head of" Mission is’ rasponsible for the - securlty .
g ‘fOf his poats Mre Jay hag’ been designated by him as Post. Security
Officer and is responsible to him for the enfarcement -and-'eontrol’
. ‘of 8ll- securlty arrangements, 1nc1ud1n5 the . supervia;on and - diractlon "
' of the. securlty guards in-their -conduct and faithful, diligent and
n._efficient discharge o? their dutzes. DR , )

.,‘ ey

8, . Whother. on ot ofi‘ dutyy the conduct of the security
"guar&s must be irreproachsble, . When'on duty they are to be neatly
. ‘and properly dressed. .They will be alert and attentive- to their.
;s.'dutles ‘and mast be polite and courteous in their dealings with
.‘“callers and members of the puhllc. j- R

PR 5.0 0 Guards w111 faniliarize themselves with the. Depart- . |
e ’;wsmental regulatlons, the Standing Securlty Orders of thﬂ post, and the o
S ]foll@ ingg ‘[ = , RS ‘ I R

f%4. ‘ , 'f Secur1ty guards, ‘as all’ Canadianabased ataff, must . if"‘ﬁ
. be meticulously careful about divulglng information. to unauthorizqd
":gpersons. Loose or unguarded talk can cause incalculablo damage. '

‘-'Baszc mrms ozﬂ SuCURI"Y GUARDS S ?'_ SRR :__

.3;'5- .;}"’ rhe przmary and over-riding duty of securlty guards

;e o, . A8 %he protection of the Chancery in the danger prlod of the quiet’
S o, 0P non=working hourse .Certain tasks may be assigned through the .
- " Security Officer to: guarda during their tours of duty, but. nothing

B must interfere with the protectxon provided by the presence of the-
_ guard in the Chancery at thess. t;mes, Protection of .the: Chancery
,pwlll require the guards to. R . s E 1
o a)' carry out systemamlc inspections of Chancery officas SRS
""f},ifgf'ﬁ+ and - equzpmant wnth the object of _'f : _ '
(i) deteotzng and rcporting any physxcal or audzble .
. o 0 .signs.of surreptitious entry or physical pene= -
- i SRS Atratlon being or havingubeeq_effggted,or atﬁempted;’




o s T . a . Document dlsclosed under’ the Access to Information Act
Foer LT T e “ Document dlvulgue én vertu de la- LOI surlaccesal lnformat/on
. S oL PR PN oo Lo . i : ]
- ;‘ : .: T ‘:\ " . ' B 1 <L . - 2 - ‘.:-;:‘ RS

L (15.) ensumng ,that security grocedures relating %o t"xe ,
'- IR safe custody and.handling. of classif:med materlal .
ha.ve been properly o’oserved' W s .

S b) safeguard a.na control securlty keys, ::.-:‘; -
Tl a L e) ‘;'_‘.'malnta.ln and rcpa:.r secur:.ty conta:mers and per:.odically
R -r‘.;-‘-cha.nge combinat:.on setbmgs, L

S AR “éjij-install or repla.ce secuzity 1ocks, bolts, bars on o

."Chancexy doors end. windows; L S "

e) {f supervme the cha.r staff and any local work:men wh.:.lst
.,ﬂg--‘f'~-_:on the prem:.ses, 3 ~ . T :

st f) "'collect From the Commumos.rions Sect:.on the wh:.te bag

Sl ofelassified waste, taks it to ‘the United Kingdom - ERT ‘
.. ‘Permanent Mission and-destroy its contents every Thursday. LT
,This task \nll ’de recorded in the: 'Log, o Sl

el e L

iy g) malntam a daily wr:.ttev 1’6001"3- or 108 whlch vn.ll 1nclude n
r;";"(i) f 'times When gua.rds are posted a.nd rel:.eved, | .
< (il)‘,; d'—u‘tn‘.e; performed, } ‘ . o
' . (iii)‘_" :securlty infract:.ons u.ncoveredv,v G .
| ) ‘ . }

iz (iv)' :-':recelpt of talegrams and messages during quiet hours
| (V) '.adm:.ttance t0 Ghancery during q,u:zet hours, :

R ! (vi). - a.ny unusual cn.roumstances encountered dur:.ng tour of
S e 7,' L - ,’duty andra.ction ta.ken. -

6., R T withm ‘the broad Framework’ o the- above, the' - :, "';i.'_i S
spec:.i‘a.c du’c:.es of the guards will be perfoxmed aa described in the
g follomng paragraphs. L . T

7- L S In addition to geri‘ormmg normal guard duties,
the guards w:.ll. . ;'.?:.;7," AT o :
~ 8-) ,.report asg’ d:,rectecl wzth the Securlty Guard Log Book to ‘ L
L s j:’j,j W7ol the Post. Securlty O:E‘fmer, who will ‘examine all- entriés

' ' "’-"- A and in:.'tlal the book. Any specml mstruct:.ons to gua.rds . '

€
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¥y
.- will be entered in the Task Book by the Post Securlﬁy
Officer and guards Wlll ensure thet they understand

: 'these°'

“b) draw up ‘monthly duty rostorq for the approval of the -
Post Securlty Offlcer,

" e) be responsible for the custody, issue and return of
' all keys, tools, locks, security equipment and spare
parts aid the maintenance of an inventory of all such
~ items on charge to the posts ‘ A

d) suggest to the Post Security Officer any action which'
.~ they believe should be faken to improve the arrange<
‘ments in- force for the security of the Chancery. -

GUARD ﬁU”IFS AND SJIPTo -~

i Bq * " VWhen one guard is absent cover is provided in -
. accordance with the attached specimen twoe-guard duty schedule
(annex 1). Otherwise the attached three-guard schedule will
apply .(Ammex IT).

GUARD ON EVENING SHIPT -‘

9e ‘ On taklng over the evening shift at 52 30 Doty
.the guard . will

a) enter in the log the time of his taking over the shift,
and sign the log book 3o indicate that he has read and
understands any special instructions which have heen
entered 1n the book for his guidance and attentlon,.

b) . collect the securlty guard task book Trom the Post
: Securmty'Off1¢er and the Key Ring from Registrys

.¢) ascertain from the receptionist what visitors and
 members of the staff are in the building;' '
'd) collect and returnifo safe.any paper or other matter,
which may have been in use durlng the day but must be
kept in the safe at night;

e) confirm;that three poxea of kayshare in the safe;s

f) shut and ¢ o o e 0
" ’ 000491
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f) shut and lock safe. : ’ ;
A E. 4 Do CRRRR R RN : .

SRS T O A B.s mambars of ‘the staff 1eave. the pmmiaes, tha SETRR
- guard will' i;ake custcdy of their offige’ :door keys. The - recelpt of
R ‘keys' mll be mcor&ed indiviﬂually on- the ]}aily Key ﬂomsrol aheet, RIS
' i wand ‘tHe . keys will then. be placed. on’ & bogrd provided for the purpose. 4 LR
a T e  will “alse réplace, on his Key Ring. tha key 1;0 the. Registx;y‘ Chubb
L b ,,;gra.ll ent.msted to. the ateno raphers. s . i, ,

PR ,'.;'11. X‘Jhen a1l the staff ami viaitors have left the . : A
man oA 8 nremwes, arcept:those remmning ‘after the ‘normal closing hour, .the _x e

L guard will: sscuraly look the main entratice (o*dina.rj lock onl:,.') and R T
S carx;y out: his’ imt quick round of, the pramiaea w&th the object- of " e ]

SECENS S e a) \énsuring that. all “windows, the entfance door, ‘the. “doors b
’ oot b0t the offices ofthe Accountant and. the Ofi’icers, and the ', 0 "nwont
l-.f,’i;wo grill ucom ‘are. sacuved and thit no. fire or. wa.‘bar e
hazards 1rom buming, cigarettas or running ta.ps, etc.. T
SRR ;exmt* o v ‘
b ..examinmg possi‘ble h:.ding placas in Wh:.ch s.n mtruder

s maur conceal himself, o

-w‘,:r Caey e e AR PR L

v v,\_ H
Q)

: c) . ‘_zan:awce that nc clasmfled file, documer't or othax sen- 5“':~ -
: _‘."i;sit:we material has ‘been, left on desks or is othem;ae -
‘ ; unprotectedo« R o T e :

RYRIN
A

E uoma.n.‘ ’

. Be will aﬁmit, 10& in and supervme i;he char -'_"“‘ LA ‘j

Having, assumed rcsponm.b:.lity for thc guard of

. 'the th.ncery, hls most imoortmt aingle concern- otherwise will be -
. .the clege’ supervisn.on of the’ char womarie - This. supervision does not ,;';;

e imply vecasionally checking Her presence, . bub the cloae a.nd. un— L

ST S J.n‘ser.mupted survmllance of her actwities. S e

e T The char' woimén. will mt elaan oither of tha roons,

Ul dn the Cammunioatmns Sections. Her work :m _the Accountasit's. officey j
- the officers® offices and . in the.back arcae’ = mcluaing i;he Begistry . i

Lol ‘will: e ‘ogpeciglly: clossaly -watched. - - The' guar& will' open ‘the furst
" © 7 ¢ of thesa offices to be cleaned, admit the char womah -’ chackizng her A o
o }-;j"»j,-_'.__equlpment - and' keep her under’the closea‘s surveill&nce until. that
i, 0 room is-vleeneds. He will then geé her-out. of the’,room, - ‘re=lock - Ll
Seren e the ‘doory and proceed wi i:h ‘the’ ¢leaning of ‘the’ other: of"ioes and: |
g is e o the reglstry in ‘the ‘same way until all have been cleaned. While . - ’
oA © it ’is desirable to-clean the registry as often as posdible, it . Uil
T .'-:,.;-:f"‘f,.may not ‘be- convem.ent‘ to'do.s0 every night because of" late wozke - .ot L
TR T ,_It sxust m any casg be cleaned a.'t least as. often as evary Monday?,.” T T

et -

2% 000492
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Amornihg. Whenever the char is in the Reglst:y, all classified materlal
A should be locked eway. and tha key boara locked in Room 1l

154 . " " Then all of her work for uhe evaning has been .

-~ completed, bhe guard will log out the char woman. Then, with the ene .-
$rance re-locked,- (Chubb lock only) he will meke a thorough . 1nspection

W,for 91gns of y0331b1e tamparlng w1th the premlses or aqplpment.

j116. ‘ - . After all v1smtora, all local ataff and Canadlan
membera of the staff other than those remeining very late have left
the premises, the guard will carry out his- flrst main round of the
shlft dn the course of Whlch he w111

'-'a) re—check all becurlty containers 1ot Stlll in use to ' ‘ ‘p‘ 
. ensure tnat they are properly 1ocked, - : :

' b)._re-check whether any classzfled files, documents or.
- “other sensitive material has been left on &eaks or
- otherwise unprotected' '

“e)! carefully ‘pe—examine all rooms, 1nclud1nu doors, w1ndows,
- walls, containers, eic., for any signs of tamperlng or.
'attempted entry, L . : :

’ d)",unlock and leave open the doors except the entranoe door :
and the twa grlll doors. :

, 17.. . : © ~  Vhen the 1ast Conmunications employee 1eaves at
:nlght, the guard will emsure. that he has left the Chubb door to the
Communications Section locked and has left the accordion grill- in

, Room S shut and locked, with the shutterd all the way down,

.18, . * When the last person has 1eft the premises he
will lock all ‘security containers still open, will completely lower
. the shutter in the Registry and will shut and lock the Chubb door :
_ on the Registxyo .

‘19@ The guard may - “$hen proceed wlth certain incidental
. ‘taske which have Peen assigned to him, such as répairing locks or other -
“equipment, examining material or furniture which has been returned to
the Chancery after repair, stamplno envelopes, stapling or aorting
paper; etc. The completion of Lhese tasks is to be recoraed in the
“,flog and, in the task bOOku

o L . . Guard on ¢ o « o

’ < 000493
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Guard on Tight Shift

T ;20o e The time of takeover of keys -and responsibillty
by the oncomlng guard will be. logged both by him and by the guard
. com:mo off Jaty, as described in paragraph 9a -

21. : — f Although he is- permltted to sleep on du@y on
the late night shift, the guard ghould ensure by means of -an alams
clock that no period of sleeping is longer than three hours duratlon-
: - Between naps the guard will carry out additional inspectious of the-.
! T ' premises along the lines dsscribed ‘sbove. Times for. these chacks
o will be staggered from night %o night dnd work on incidental tasks
©owill be adausted to the ne09551ty of carwying out rcunds an ordered.

. 22, ' ' On Frld&y nighte the guard will open each of ?he
" boxes in uhe safe to verify the contents against the inventories con= ° -:
: L tained :therein. He will also check the general contents of the safe
o --againat. ‘the 1nventory of the items kept in it, a copy of which 13 to
| ‘ be found: on the gsacond shelf of ithe safee ‘

23. e On onday mornings the guard will admit and '
supervige the char in the manner described abovés On Thursday -
mornings he will go off for breakfast after 08‘845 hours and will’
,return to the offlce for the burnlng exercise dt 10:30 hoursa

2de ¢ 'Bach morning the last regular 1nspect10n should
be cqrrled out at approxlmately 07(00 hours. During the hot weather
the guard-will use his discretion about airing out the offices and
lowering blinds to provide shade from the hot morrlng sun. By 07330
hours he should: - : - '

"(a)' rnnlock hhe offlces of the aﬂcountant and offlcers;

(b)-,oPen the Chubb doox. in the reglst:y, ensuring how- .
- ever. thab the grill door is lockeds; . "

- ,(o)iAopen the foldn_nU grllls 1n all Tooms other than room 5, 3
' 80 equlpped" :

”(d)- remaln on. duty untll he has issued from the key board =-
B ‘against recordlng on the. daily control sheet ‘== keyas Tg= .

:; quired by nembers of the lission (he is not obliged to .. ¢
stay later than 08 45 for thls purpose)a

25. " o oo o @ o
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”25. SR 'I’o fac:.lz.’i;a'be the - iasua,nce of keys the key board
'_ . may be hung tem@ararﬂly in Rooms 3y but ‘the guard must take care to
“or oy ensure -that it w1ll not. be viewed by unauthorized eyes and that it -is
- reburned to the raegistry before he leaves the offices .In the course
" of this operation he will also remove from the Securlty Guard Xey Rlng
hand entrust to the stenographers his key for, the Chubb grill leéading -

into the registry. The: Security Guard Key Rmng will be hung on, the K
lprmper ‘peg on the board befor@ tha guara leaves. :

) 260 Sl S ﬁhe course. of carrv1ng cut hls duties, the -
" guard: on any shift will also be responaible for re~adm1tt1ng menbers
. of the staff ‘and.rétumming to them their keys, rece;vzng messages and
-telegrama, dealing with callers, ete. IF nembers of ‘the ‘local. stdff .
return t6 work after hours or early in the morning, the guard will
: e»lock any snnsltlva of fices witich have been left open and keep them
. .. locked until such local members have left ihe pr@mlseué Particulars
.. of all steff admitiéd, messages- recemved and callers dealt Wlth Wlll
be entertd in. the 1oga A :

4 27. : B Dn maturday mornlngs durlns the pP?lOd of two- ,
| ‘guard cover the Cunaélan -staff umegher on uuty will take over from
" the departing Becurity Guard rcspon37billty for custody of the keyse
- Ab 123 30 p.me the Becurity Guard who is to be .on duty on Saturday
.. nigbt will relieve the skeleton staff of this responaibility and will
 Temgin in the office at least until 1:00 pome Before leaving the
offices he will make a final round and log ite On Junday mornings =
. .i% will be the r@ pan51b111ﬁy of the guard who is go&ng off duty to - ..
engure o , . : :

{a) ibat the offices are'seéﬁrc;gﬁhgt-éll éerS‘iﬁ the offices
- are lccked, and e o o }

a -(5). that thc %ecurxtf Guard Key Hing is given %o the guard
- wha w111 be on duty over Sunuay rights-

;-28. R . On daturdaj mo“nings &uvlng three-guard caver

the guard on duty should’ arrange to go for his lunch and to reuunn
. to-the oflice baiore 1‘00 Polle : - :

7'Secur1ty Inlractloﬂs

) '29o.“- T In thn event of -any . r»al or ausneczed securlﬂy
">‘1nfraehlans or aecuritf threats being discovered by the guards dur—'
‘mu %he quiet hours, they w1ll be ‘dealt with as fcllows. : '

o (a) Ifthe P ’ . 0" 0
o T - 000495
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R ‘ _:~-7{..(g,)" htd i,he aecumty im:ca.cb:n.on ig- of the aort which e~ S T
B -'gre‘atably niay occasionally occur (8ecurity containers RN
© % 2o, rooms 1ot properly locked, ‘classified material’ left L e
C ::'a,bou*b in ‘exposed’ ox: vulnex.-able pos:.t:l.ons) “the” guard DO /~ PR
DIV yAll ta ake immedia.te action to protect the material ine R
volved. If ‘& securlty .ccontainer is dlscovered to- be )
. ,._";.mproperly locked, it should be locked: and ‘an entry
.- %07 madeyin the log for the information -of the Post oecurity S e
,,"»‘Oﬂ‘icer. . If a’lasslfmd materisl-is . found e;zposeci, it S
- should boe sedled in'an envelope; aldressed to e Post ' .. L i
T Securtty Off:.cer, a.nd placed in his drawer in the hegistry."‘ AR
it ¥ he envelope ‘should’ contain 'a-repors by the guard outlin- i
f’mg the clrcumstances of the infraction and the action ... .7 .5
I S AT (-1 - T ‘The incident should be, logged.., In.thig’ connection,? B
Wi STl e o it Should - be cleaxrly anderstood: thet the . Tesponsibility of . ...
oo St e fheoguard ends-when he has discovered the.infractionnd - 7. .ol
. teken thar pmper safsguardlng d.ction.. Phe. I’os‘b Seourity o el
<. Officer is respons:.ble for any. subsequent mvest:.gatlon Sl
-+ and. vorrectn.ve ae’c'aon. Lo ':-‘.” . ,.f' '

.......

N :If the o:.rcumsf.a.nces a,re of an umzsual na.ture and if, ~

' “"ﬂ.'tho op:.n::.on of ‘the' ‘guardy  an- emergency or threat: exista

"or is’ imminent, ho should immadmtely commumcate by _

"telephone with- the Post Securn.ty Off:.cer.- If this ofi:.cer .

Tecannot be.located and he''is unabla“to.contact any other . - S

officer, and he’ cons:.ders such achion wa:cranted by the. na.ture AR

.. T aof Lhe, emergency, he - should commum.catu d:.rectly leh the oiec o

el e .. Head of Posts If unable aven to- locate: ‘the Head of Fost, TR

. . ke -should . instruct’ the off-duty ‘guard. to report to* the LorTee
ST . Chancery, explain the situetion to him, -and have him * R :

acqua,mt the appropv'iate offzcer with' the facts in person
. with the’ leaat poss:.ble delay. "heae events should be
AR logged. A e T N

T ‘ G,

Cr ‘- pervwion of Local V'orkmen ’ ;

o

-30. T The recent presence of 1oca.1 workme'd during» S CEDIERS SR
-t the preparat:.on of these new offices . constltutea & secur:.ty threat, I »
S . the: danger of” which caxmot ‘be over-estmated. It is o sifuation > - 00 7
.. .. which has ‘been. successfully exploited many times in the past- snd i LT

1._ - * can be- axplo.i.ted whenever the utmos‘c vigilance is even momantamly
| - rélaxeds - It should always be assumed that an alien ;workmah, how= . .-
k . aver. well-lmom and. trusted, is'a hz.ghly skllled technlown in an i &
se offensz,ve mtelligence service. ol . N T
' VL Ty AR . ‘-. "-', R V\A‘-"‘A L 4"“ ) !:; .
‘:- g e ' ‘. '- " .151; v )
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31e . Once the basic preparatlons in the office have

" been completed, work involving repairs and maintenance should be

carried out by the guards. When this cannot be done and when the

employment of local workmen is necessary, the following steps will -

. be taken io minimize or eliminate the security threat which their.
presence in the Chancery involves: -

(a) Arranoements, if pos31ble, will be made to have work
' carried out on Saturdays or Canadian holidays so that
certain arsas of the Chancery may be locked off and -
the defensive action concentrated on the room or
rooms where uhe worn is being done.

-(b) If more fhen one workman is involved, and depending on

e the nature of the work, the off-duty guerd should be
recalled and, if necessary, a member or members of the
Canadian staff may.be required to cnsure the necessary
close individual superV151on of workmen.

‘(c) - A1l tools and equipment should be carefully checked on
the arrival and departure of the workmen, and & most
careful examinaticn of the rooms involved will be made‘
&t the completion of the job.

Deliveries to the Chancpgy

32, - An effective method of penetratzon is the
installation of certain devices in furniture or equipment which
has been sent off the premises for repairs. All such itoms will
be subjected to the most minute examinstion on their return be=-
fore being re-~installed. FLvery delivery, even that of the most
reutine nature, made during the guard's tour of duty should be
carefuily checked and an entry to this effect made in the loge
Deliveries made ‘at other times will be brought to the attention
of the guard next on duty, so that he may carry out an inspection,
the results of whioh he will record in his loge

33 . - The orders promulgated for the guidance of
security guards in discharging their responsibility for the pro=
tection of the Chancery are not designed to meet a security thrsat

based on forcible entry or physical attack. This p0331bllity is
dlscouut»d. ' . :

" 34e - ' ' The danger lies in surreptltlous entry being
. effected, leading to the installation of intrusion devices and

the gaining of access to classified material without the knowledgev

000497
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.of or-arousing of the suspicions’ of the officers of the. poste The
thieat ;i3 a redl and ever-present one, and ean only successfully be
‘combated by 't;he'_mo‘st constant vigilance and scrupulous attention
- %0 deteil by secu;*ity guards gnd all other nerbers of the Canadian

staff. o S . :

" i, H. WERSHOF

| Wéx Wershof

. 000498
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. As ﬁou know from earlier correspondence having to do with
Embassy Paris our move to the new offices now occupied by this Mission, we are very
(mr, Ebnnetté) satisfied with our accommodation subject to one rather important
- reservation., This reservation concerns the room - No. 3 on the floor
Canada House ~ plan available in Ottews - allocated to house our stenographers. -
(Mr. MecNeil) Measuring only 174 feet long by 9% feet wide, with its wallsbroken by

three doors (one of them a ponderous Chubb door) and one double window,
room 3 is not comfortable for even two stenographers. Since we have,
and require, three stenographers on cur strength, one girl is now
forced to share the Accountant's office - room 17. This reduces the
efficiency and productivity of that busy senior clerk and seriously
diminishes the usefulness of room 17 as a place in which he can
///Aqaﬂéﬁ transact/and other personal business with visiting officials. It should

also he pointed out that since room 3 has a predominently northern
exposure it receives a @ood deal less sunlight than other rooms on the
more favoured side of the building. Morsover, a glance at the floor
plan will show you that it is a crossroads on the way to the registry -
room 2; and the store room (also serving now as the techmacian's work
room) ~ room l. You will note that the technicisn has no window of any
kinde

2o With all of this unsatisfactory situation very much on our
minds since our first occupancy of the new premises, we have contimued

to study the possibilities offered for improvement, especially as
regards our stenogmphers, by & re-arrangemént of the uses of the rooms
available. One obvious possibility might be to eviect Mr., Latreille
who now occupies the smull adjoining apertment. That accommodation
might then be altered to become an integral and easily accessible part
of the office as a whole. While that may be a drastic step to which
we might come in the future if our forseeable space requirements were
to increesse significantly, this is not something that we would now
reconmend. We would not recommend it because we are not sure we could
put all of the rooms to good use, because the work would be difficult
to acctmplish, and because it would be costly. In passing, however, it
mey be useful to record that we understand from Mr. MacKeil, who has
recently visited us from London, that there is no real need to have

& guard continue to live in this smll apartment :

Internal
Circul ation

3, , The second possibility -~ and a solution which abpeale

Distribution |- . very strongly to us - is to convert rooms 11 and 12 s0 as to accommo-
to Posts date gll of our stenographers in the former rocom. These two rooms

which are at present divisible only by a folding fabric door, were
originally intended es”conference room (11) and a smmll library (12).

$092

(Ext. 182C(Rev.2/52) - : j . o : -000501
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deo After nearly one year of experience here we hove learned
that, attractive no the conference recom may be end logical ug its
intended use mey bave seemed in theory, Room 11 will virtually nsver
gerve the purpose for which 1% was mainiy intended - namely as a meeting
place for visiting Canedian delegationm. Dslegations 1o ILO have

. treditionslly uged the Hetel de ls Paix for thio purpose, and for very

good ressous, including the faot of thelr tripartite compeaitﬁ.ong
intend to keop on deing sos Jur delegntions to WHO are never large
engugh to warrant using a woom the size of Room 11, which in any ocasge
they would use only infrequently. Dslsgetions o GATT are normelly
in the same position as those bto WHO. When this le not the case, as
during the remaining menths of this year, the officisls concerned
with GAT? prefer 40 have their center of sctivity, inclvdlng their
delogation meeting place, at the Palais des Nebions. Hore ap an
exporiment the¥ a reflection of comvietion, the delegation o the
racent July sesaion of FEOSNC used Room 11 as ite principal meeting
places So far cs we dsn tell none of the perpons concerned ip veally
anxlous to repest that test aince the efficlency and the working
comfort of an ECOSOC delegetion would undoubtedly he gnhanced by kesping
lisa meebing place ané ids hesdquarters together &t the Palais des Baticns.

S - Thas we are left with the 4wo necessaxy elements for g
change ¢ first the gsrious need for some improvement in the accommodation
of ovr sienographeis and socond the nresence of on ealnently suitable
eres virtually ineffective for any other useful purposs. Adocordingly -
wa vecomnend that wo be given euthority to begin as sson g possible
with the necessary swmall alterations, that is to agy the construction
of o-solid wall out by one door belwsen Noows 11 and 12 shdich would
follow the red line shown on the attevhed rough drawing (Anmex 1).
The- apprexiwete cost of the wall ia Sw.Fre. 4036.~ a8 shown in Annex Il.
Toig ssbimate does not include the cost of the dvor, but we have been
advised by the Wiléing architects that they will inedsll the door at
e cest of approzimately Sw.fr. 200.-. AL the seme time we would point
out that reascnsble sound proefing of Rooms 8 (Mossrs. Clark and
Bourbornidre), 9 (¥r. Wershof), 10 (Mr. Jay) and 11 gnd 12, is likoly
40 be recommended w ¥r, bacﬂeilo

6¢ The solu‘uion w8 are “ecmmending mmld have the edvantoge
of providing the stenogrephers with & roony well-lighted and ventilated
arvea oonvenient (o the officers and to visiting delegationne The
necessary work would cost relatively lititle snd would be essy to executs.
This solution would £4311 leave the librarzy - Room 12 - (slightly
enlarged by bhoving been squared) availeble &8s & smaller conforénce
zogn fer ad hoc moelinge as required by visitors. Tho table in that
rocm cen seoh %en peruons conforiebly. Finelly, slthough the separabion
of Roome 11 and 12 will defemt their intendcd combined purpose as &
projection room, it is & fact thet our projector is rarely used in the
offﬁ.ca and vhen necessary sould etill be employed in Hoom 11 alons,

To - The only residual problem that wowld be created by the
rocommiended alieration would be the need to dispose of the partioulerly
large conference table {and possitly some of its chairs) now in Room 1.
I1f you approve our recommendation, as we very much hope you will do by
telegrem, you might wish 4o indicate what should be done with this
valuable, bodsome but bulky pisce of Turnituve., Pexhops it might be
gent to a lervger Miselon for use, perhaps, 23 a litrary table, At the
sare time you wight wish t¢ lel us kaow whether it would be in order
for us to allow cur fechmician to meke use of Room 3 for his work

shop, should the sienvgraphers in fmct be moved to Reom 1lle

‘M. H. WERSHO¥
Pesrmanent Klgsion
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Please retain despatch case No. 118
as requested. The keys are being sent to you
under sepérate cover by air courier. Would
you kindly acknowledge receipt of keys and
case in the customary way.
J. TIMMERMAN
Under=-Secretary of State
for for External Affalrs.
Intemal
Circulation
Distribution
to Posts
- . |
Fxt, 181B (Rev, 2/52) 000503
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. B : Ottawa, CSopbomber 13, 1957

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA =
o, THE CARADIAN PREGWNENT DBILGATION, ODNEVA, SULTZERLAID.

o B
&IR QOURIER

We are forwardiﬁg by ( } ‘the followihg:-

- ONE  {1) ATTACHE CASE #118 - ( This cuse is zlready in your
possesion was brought over by Mr. Haumond for the
recent 24th session.) '

TIO (2) KE¥S SL 46 for the above case attached herewith,

Please refer to your letter Wo. 590, of aug. 2%, 1957 cod our
reply D853 of Sepb. 13, 1957.

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R. '

J. TIMMERMAN

Under-Secretary of State
~ for for External Affairs
Att: C. d'Orpeno, B. L. 2, Im. 251 Bash Block.

-

This is to certify that the above mentioned items have been received in
good order.

Place Date Signature

Ext. 27R (Rev. 2/53) 000504

)



. . . . . Document disclosed under the Access to Information Act
[ et s : e " Decument divulgué en vertu de’ la.Loi sur I'acces a l'information

M LDN SEP2/57 UNCLAS
- TO.EXTERNAL 2261 -
'3-Jron DL(2)

MACNEIL TO BERNE AM 3RD THENCE,TO GENEVA TTH RBTU%NING LDN ABOUT 13TH,

. 000505

D Y T T - T TN T D T




Document disclosed under the Access to Information Act
" Document dlvulque en vertu ds delaLoj surlacces al /nformat/on

:‘DEPARTMENT"OF EXTERNAL AFFAIRS CANAUA. :‘ T

Enclosures.

A1r or: Surface Ma11 ..... R, -

Post F1 le No

| o - : v N Ottawa F1le No SRR R

b JO@C/Y A’/. c/a

- ‘References_ . % :

ek Folia” Hammond, who Was 'attached ’co the Canadian s
Ay ‘Delega*bmn %6 ‘the. 24th Session- of the Economic and Social Councn.l, '
fff_;‘lef'b by mistake Despatch cagé Fo. 118 here in Geneva. He had brough‘h

f“hhis case o er 88 a diplomaim pouch. ' :

ETTEOE Rather tha.n send ‘this zather bulky case back .56 Ottavs
; _we_ are wondering 4f it would not be simplet to: forward the keys
'-for 11; to us and we: would take it in'bo our inventory. L

3. . -“-_:',-At present, we have two. despatch ‘cases on inventory and
'ca.n alwa,ys use a th:.rd when vie have’ delegat:.ons here. R

M H WERSHOF
Permanent Blssion. ’

%+ Tiiternal,
Gireulavion” |

" 000506 -
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SJEP 5 1957 f!95?

e
s

i

Internal
"Circulation ~

Distribution
to Posts .

‘A (Rev. 2/52)

) W have ‘Tecently :lnoorpontod s m-bor of ainor
smgndments in our Standing Orders for Security Guards. Accorde
ingly we are attaching & copy of the revised staunding orders
dated Lugnot 20, 1957¢

- e You will neto th-.t attached to thil revision
are sample duty schedules for the pericd when all three guards
are on duty and for the period when one guard is on leave.

In the former case esch guard works approximately 44 hours
per week, and in the latter approximately 58 hours per week.

Permanent Mission
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CONPIDENTIAL
© August 20, 1957
STANDING OBDERS FOR S TY GUARDS

The Head of Mission is responsible for the security
of his posts Mre. Jay has bésn designated by him as Post Becurity
Officer and is responsible to him for the enfersement and oontrol
of all seourity arrangements, including the supervision and direction
of the security guards in their conduct and faithful, diligent and
officiant discharge of their duties.

2 Whether on or off duty, the ®9aduct of the security
guards must be irreproachable. When on duty they are to be nsatly
and properly dressed. They will be alert and attontiu to their
duties and must be polite and courteous in their dealings with
callers and members of the publice

Do Guards will femiliarise theuselves with the Departe
nental rocuht:l,on-, the Standing Security Orders of the post, and the
folldwing.

4 . Security guards, as all Canadisn-based staff, sust
be metioulously careful about divulging information to unsuthorised
personss Loose or wnguarded talk can cause incalculable damage.

BASIC DUTIES OF SECURITY GUARDS

Se¢ ° - The primery snd overeriding duty of seeurity guavds
is the protestion of the Chancery in the danger p¥iod of the quiet
or nonwworking hourse Certain tasks may be assigned through the-

. Security Officer to guards during their tours of duty, but nothing
must interfere with theé protection provided by the presencs of the
. guard in the Chancery at these times, Protection of the Chansery
will require the guards to:

a) ocarry out systematio inspections of Chancery offices
snd equipment with ths objeot of

(1) detecting and reporting say physical or sudible

signs of surreptitious entry or physical pene-
tration being or having been effected or attuptod;

(ii) ensuring + « o o
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(11) ensuring that security procedures relating to the
- safe custody and handling of classified material
have been properly observeds .
b) #afeguard and oontrol security keys;

c) maintain and repair security contaimrc and poriodicdly
ehango codmt:lon uttingl; '

. d) install or replace security locks, boltn, bars on
a _chancory doors and windows;

'e) supervise the char staff and any locsl worhm whilst
on the premisess .

£) oollect from the Comsunications Section the white bag
of classified waste, take it to the United Xingdom
Permanent Mission and destroy its ocontents every Thursdaye
This task mlhncordodinthohos; ‘
c) uinta.:l.n s daily written recomd or log which will include’
(1) t:l.-u when guards are posted and relieved,
(11) duties performed,
(41i) security infractions nncovom.
- (iv) . receipt of telegrams and messages dwring quiet honro
(v) :dnittmec %o Ghmoor: during quiet hours,

~(vi) any unusual oimmtnncu encountered dur:.nc tour of
duty and action taken. -

6o Within the broad framework of the above, the
spscific duties of the guu.rd- will be portomd as desoribed in the

following pmmyhl
Te - In sddition to pcrfomma norssl guard duties,
the guards wills .

a) veport as directed with the Security Guard Log Book o
the Post Security Officer, who will examine all entries
and initial the booke Any -poc:l.tl instructions to guards

will b8 ¢ o o o 000510
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will be entered in the Task Book by the Post Security
Officer and nurdl wﬂl on'uro th;t they understand -
theses

b) draw up monthly duty rosters for the approval of the
Post Security Officer;

¢) be responsidle for the custody, issue and return of
all keys, tools, locks, security equipment and spare
parts and the maintenanse of an inventory of all such
items on charge to the posts . -

d) suggest to fho Post Security Officer any action which
they believe should be taken to improve the arrangee
ments in forcs for the ncurity of the Chancery.

GUA‘RDDUTESAKDSHIFTS-

8e ‘When .one guu-d is o.‘buont cover is providod i

accordance with the attached specimen twoeguard duty schedule

(Annex 1)s Otherwise the attached three=-guard schedule. 1111
apply (A.nnox II).

GULRDOIEVENUGSHIE!-

% o - On tnking over the mninc shift at 5330 pemey
the guard will

a) 'mt‘or -4n the .log the time of his taking over the shift,
" and sign the log book to indicate that he has read and
understands any special instrustions which have bsen
entered in the beok for h:l.a guidance and n.ttantion;

b) eollect the sscurity gun.rd task book from the: Post
Security Officer and the Key Ring from Registiys

¢) ascertain from the receptionist what visitors and’
menbers qf‘_ the staff are in the buildings

d) ocollect and return to safe any :papsr or other matter,
which may have been in use during the day but must be
kept in the safe at nights

°) confi_.rl'thd three béxes_of keys are in the safes

£) shut and « o o « »
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' f) shut and lock safe.

10. _ As mezbers of ths staff leave the prexises, the
guard will take custody of their office door keys. The receipt of
keys will be recorded individually on the Daily Key Control Sheet,
and the keys will then be placed on & board provided for the purpose.
He will also replace on his Key Ring the key to the Registry Chubd
grill entrusted to the stenographers.

1. " ‘Wnen'sil the steff and visitors have left the
premises, except those remaining after the normal closiug hour, the
guard will securely lock the main entrance (ordinary lock onlys and
carxry out his first quick round of the preaises t:lth the object of

&) ensuring that all windows, the entrance door, the doors
to the offices of the Accountant and the Officers, sand the
two grill doors are seoured and that no fire or water
.. hazards from burning cigarettes or running taps, etce,
exist;

b) “examining pouiblo hid:l.ng placu 1n vhich an intmdor
w oonou.l himselfs -

¢c) ensure th;t no classified file, document or other sen=
sitive material has been left on desks or is otherwise

unpmtcotod.
124 e He vm a.dn:lt. log in aud mporv:ln tho clnr
WOBAL . .
13. H&ving uauled rupon-ibility for the sua.rd ot

the Chancery, his most important single concern otherwise will be -
the: close supervision of the char woman. This supervision does not
imply ococasionally ehecking her presence, but the close and un~
interrupted surveillance of her activit:lu.

14 - Th: ehn.r women will mot clean either of the rooms

. in the Communications Section. Her work in the Accountant's office,

the officers' offices and in the back ares =~ including the. Registry
« will be especially closely watchedi The guard will open the first
of these offices to be cleaned, ‘admit the char woman « checking her
equipmant =» and keep her under the closest surveillance until that
room is clesneds He will then see her out of the room, reslock

the door, and procsed with the cleaning ¢f the other offices and

the registry in the same way until all have been cleaned. While

it is desirable to clean the registiry as often as possible, it

may not be convenisnt to do a0 every night because of late work.

It must in any case be cleansd at least as often as every Monday

000512
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morninge Whenever the char is in the Registry, all classified materisl
should be locked away and the key board locked in Room 1.

15¢ Then &ll of her work for. the evening has bun
completed, the gusard will 16g out the char womsn. Then, with the en=
trange re-locked, (Chuhb lock only) he will make a thorough inspection

- for signs of possible tampering with the preunises or equipment.

166 After all visitors, all local staff and Canadisn

mesibers of the staff other than those remsining very lats have left

the premises, the guard will carry out his first uin round of ‘the
shift in the course of which he will

a) reechéck all ncurity containers not still in use ‘bo
eusure that thoy m propsrly lockeds;

b) rescheck _ﬁOt_hor my ol_usiﬁod filu,- documents or - -
other sensitive material has been left on desks or
otherviss unprotcctod: '

o) cmfuny Te-exsmive sll Tooms, including doors, windows,
walls, containers, etc., for m signs of tmporing or
attempted entry; -

d) wnlock and leave open the doorl except the entrance door
and the two grill doors.

17 - When the last Communications employee leaves at
night, the guard will emsure that he has left the Chubb docor to the
Communications Section locked and has left the accordion griil im
Room 5 shut and 1ocked, with tho lhuttorl all the way dowmg

18, _ -Waen th. lut porcon ‘has left the premises he
will lock all security containers still open, will ccmpletely lower
the shutter in the Registry and will shut and lock the Chubdb door
on -the Rogiltn. ,

19, o Tho' gugrd may then proceed uth, cortain incidental
tasks which have been assigned to him, such as repairing locks or other
equipment, examining materiel or furniture which has been retumed to
the Chanocery after repair, stamping envelopes, stapling or sorting
paper, ete, The eompleticn of these tukl is to be recoxded in the
log and in the task book. .

M..;..=
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200  The time of takeover of keys and responsibility

bythoanecninagur&vﬂlhloggcdhothb:hhmdbyth.sm
oo-ing ott dnty. a8 described in paragraph 9 a). .

21, o Although be is permitted to sleep on duw on

the late night shift, the guard should ensure by means of an alam

clock thet no period of sleeping is longer than three hours duratione

 Between naps the guard will csrry out additionral inspesctions of the

premises along the lines described above. Times for these checks

}' will be staggersd from night to night and work on incidental tasks
will be adjuntod to the noeesaity of carrying out munds as ordered,

. 22¢ On Friday nightu the guard will opan ueh of the
boxes in the safe to verify the oontents against the inventories wne
tained therein. He will also oheck the general contenis of the safe
against the inventory of the items kept in it, a copy of which is to

be found on the second shelf of the safee

2%¢ - - : ‘On Monday urningl the guard will admit and
supervise: tho ¢har in the menner described above. On Thursday
sornings he will go off for breakfast after 99145 hours and will
return to tho oftio' for the burning exercise at 1030 hours.

24¢ oo E-neh morning. the last regular mlpcct:l.on skould
he carried out at approximstely 07:00 hourss During the hot weather
the guard will use his disoretion about airing out the offices and
lowaring blinds to pmvido shade from the hot -om:lng sun. 37.07:30'
houu he ahould.a -

(a) rowlock the officn ot the mcotmtant n.nd ofﬁeors;

~ (b) open the Chubb door in the nciotry, mnrinc hows .
. ever thut ‘the grill door is locked; .

(¢) open tho folding grills in all rocus other than room 5,
80 Oquippod; :

(3) - Temain on duty uatil he nu' issued from the koy’ board =

against recoxding on the daily control shest ~= keys re=

.- -quired by members of the Mission (he is not obliged to
~ ' *- stay later then 08:45 for this purpose) o

000514




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Lo/ sur.l'accés a I'information

‘.: ' < ’ . - T -

25. To facilitate the issuance of keys the key board
may be hung temporarily in Rooms 3, but the gusxd must take care to
ensure that it will not be viewsd by unauthoriged eyes and that it is
returned to the registry before he leaves the office. In the course
of this operation he will also remove fiom the Security.Guard Key Ring
and entrust to the stenographers his key for the Chubb grill leading

| into the xegistrys, The Security Guard Key Ring will be hnng on the
propor pos on tho bou'd before tho guu'd leavon,

26. ‘ oo In the course of oarrying cut his duties, the
gusrd on any shift will alsc bs responsible for re-admitting nenbers
of the steff and returning to them their keys, receiving messages and
telegrams, dealing with oallers, stc. If meabers of the local staff
return to work after hours or early in the morning, the guard will
re-lock any sensitive offices which have been left open and kesp them
locked until such local mexbers have left the premises. Particulars.
of all staff adwitted, unml :ncoi.vcd aud callers dealt with will
be entered 1n thcs 1080 .

270 - On Saturday nomincu during the period of two=
guard cover the Canadian staff mexber on duty will take over from
the departing Security Guard responsibility for custody of the keyse
At 12230 peme the Security Guard who is to be on duty on Saturday
night will relieve ‘the skeleton staff of this responsibility and will
rexain in the office st least until 1:00 p.m. Before leavimg the
offices he will mske & final xound and log its On Suméay mornings
it 1111 hc the ruponaibﬂity of tho guard whe is going off duty to

- (&) that the offices are securs, that all doors in the offices

: are locked, snd

(b) that the Security Guard xoy Ring is given to the gusrd
| 'ho wil]. be on duty over Sunday night.

) 28¢ ' - On Saturday mornings during three=-guard cover

the guard on duty ahouldarnngotogoforhi- Junch and to roturn
j to the office bot‘ore 1:00 Pelts - .

Security Infractiom _ :
29, ' o Im the event of any real or suspected ncurity

infractions or security threats being discoversd by the guards dure
ing the quiet hours, they will be deslt with as followss

(‘) If the ¢ ¢« ¢ o o
" ’ 000515
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(a) 1If the security infraction is of the sort which re=-
grettably may occasionally ocour (security containers
or rooms not properly locked, classified material left
about in exposed or vulnersble positioms) the guard
will take immediate action to protect the material in-
volved. If a seourity containex is discovered 4o be

‘improperly locked, it should be locked and an entry
made in the log for the information of the Post Sscurity
Officer. If alasaified material is found exposed; it
should bs sealed in an envelope, addressed to the Post
Security Officer, and placed in hias drawer in the Registry.
The envelope should contain a report by the guard outlin-

- ing the circumstances of the infraction and the action
taken. The incident should be logged. In this connestion,
it should be olearly undersiood that the responsibvility of
the guard ends when he has discovered the infraotion and
taken the proper safeguarding sction. The Post Security -
Officer is Tesponsible for any subseguent investigation -
and corrective action.

(b) If the circumstances are of an unusual naturs and if, in
the opinion of the guard, an easrgency or threat exists
-or is imminent, he should immediately commmicate by
telephone with the Post Security Officer. If this officer
cannot be located and he is unable to contset any other
officer, and he considers such action warranted by the nature

oof the emergency, he should communicate dirsctly with the
Head of Post. If unable even to locate the Head of Post,
he should ingtruct the off=juty guard to report to the
Chancery, explain the situation to him, and have him
acquaint the sppropriate officer with the facts in psrson
with the least possible delay. These events should de
loggeds .

§ggarvision of Local Worm

306 The recen® prounoo of local womn during
the preparation of these new offices constitutes s security threat,
the danger of which cannot be over=estimsted. It is a situation
which has besn successfully exploited many times ia the past and
csa be exploited whenever ihe utmost vigilance is even momsntarily
‘relaxed. It should always bs assumed that an alien workusn, howe
ever wellelmown and trusted, is a highly okiuod technician in a
offensive intonigmco sexrvice.

3l. Once ¢« ¢« ¢ »
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31, . Once the basic preparations in the office have
been conpleted, work involving repsirs and maintenance should be
carried out by the gusrds. When this cannot be done snd when the
enployment of local workmesn is necessary, the following steps will
bs taken to minimize or eliminste the ucu.rity threat which their
presencs in tho Chancery involvest:

(a) Arrangements, if possible, will be nade to have work
carried out on Saturdays or Canadian holidays so that
certain areas of the Chancery may be locked off and
the defensive astion concentrated on the room or

--mou vwhere tho wrk is bcing dones

(b) If more than one workman is involved, and dopemnw on

: the nature of the work, the off=duty guard should be
‘recalled and, if necessary, a méamber or members of the
Canadian staff may be required to ‘ensure the necessary
close individual supervision of workmen.

(¢) All tools and equipment should be carefully checked on
the arrival and departure of the workmen, and a most
careful examination of the rooms :.nvolvod will be made
at the conplot:l.on of the jobe

Donnriu to the chmo:_tz

52@ "~ An effsctive uthod. of pmtration :la the
installation of certain devices in farniture or equipment which
has been sent off the premises for rspairs. All such items will
be sudbjected to the most mimute examination on their return be~
fore being re-installed. Every delivery, even that of the most
foutine nature, mads during the guard's tour of duty should be
carsfully cliecked and an entry to this effect made in the log.
Deliveries made at other times will be brought to the ettention
of the guard next on duty, so thuthowurryontmimpccuon,
the results of which he will record in his loge

33¢ The orders promulgated for ths guidauce of
security curdu in discharging their responsibility for the proe
tection of the Chancery are not designed to mest a security threst
based on forocible ontry or phnied attacke This possibility :.l
discounted.

| 34« The danger lies in surreptitious entry being
offected, leading to the installation of intrusion devices and . . ..
the gaining of access to classified materisl without the knowledge
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| te The
of or srousing of the suspicions of the officers of the poste.
threat is a real and ever-present one, and osn only _moutull: be
‘combated by the most constant vigilance and scrupulous attention

to detail by security gusrds and all other sexbers of the Canadian
staft, ) )

Max Wershof
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August 20, 1957
S""ANDIHG ORI)B?\.: FOR SECURI‘"Y GUARDS

L',. ‘"A

 The Head of Ghss:.on is responsible for the secunty
of. hw posts  Hre Jay hag béen designa’ced by him'as Post -Security
Officer and is’ regponsible to hl.m for the enforcement and: control
of all security arrangezents, :mcluaing ‘the. suparvision and- directzon
of the security guards in. their conduct and falthful. d:.ligent and ‘
efficlent discharga of ‘cheir dutms. ,_ g

2. C Whether oh or- off duty, the donduct. of the security SO

guard.s mmt he. irreproachable. ¥hen on. tluty they are t0 be neatly
and. properly dréssed. They will be alert and attentive to their
duties and must. be polite and courteous in thez.r dealings with
callers and mambers of the public. ' ‘ : .

Be o Gu.ards will fa.milia,rize themselves vuth the Depart-
mentel’ regulations e the Stan&:mg ‘Beour::. ty Orders of .the post, and the
follaving. R o D

4o - SR Secum.ty guarcis, ‘an all Canadian-based staff, muat
be meticulously careful about divalging information to unauthorised
personm Leoae or ungua,rded talk can ca.use 1ncalcu1able demage. 4

BASIC DU"’IES o SEGU‘II"Y GULRDS o

5. o : ‘l‘he pmmary and over-m.ding duty of secur:.ty guards h
iz the’ pmtection of the Chancery in. the dangex iriod of. the quiet -
oxr none=working. nours. . Certain tasks may be assigned through the
Security Officer to guards during their. tours of duty, but nothing -

must interfere with the prote.ct:.on provided by the presence of the .

guard in’the Chavcery at these ﬁ:unes, _Protgction. of the Chancel‘."s’ 1

will mquire the mzards toy . S ‘
a) carry out systemat:.c inspectiona of Chancazw offices 5
aml equ:r.pmen‘h w:mth the ohject oi‘ e S R RSO

(1) detecting and reporting any. physica.l or a.ud:.ble
signs of surreptltlous entry or physical pene~- -
tra.tz.on ‘nemg or ha.v:.ng been affected or attempteda
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u" safe: custody and ‘handling of class:.fled mater:.al“
ha.ve been properly observed; : -

b)’,_‘ saﬁegum and control Becurity keys;
. I
S c) mm.ntam and repalr aecurlty containers and perio cally
_--,_"‘ change comb:.nat:.on aettmgs; o Lo .

o ,matall or replace aecurity 1ocks, bul‘hs, bara on

"'I<”e) eupervise the char stai‘f and a,ny local workmen whllst.
-~ on the oremises; .};j,, . .

: f) z'collec't From the Commumcations Section the white bag
,j -of clessified wasto, take it to -the Um.ted ngdom T
Permanent Lission and. destroy its. con'aents every Thuraday.
'I‘hls task mll be :cecorded m the Log, L g

Yot

. .
.An-’f -

a . ‘v . . .;' \ .
,pai‘_fgz’:med, : : T T
L (13.1) .;ecurity mi‘ract:.ons uncovered, IR R

PR
T e

e ' duty and, ac'bion takens

Oepi: o RO Wz:ﬁhin the broad frameworlr of the above, the
specif.s.c dutxes of the gue.rda will he pcrfomed as. deacribed :m the
followmg pamgraphs. :-‘-;.: Car

.the Post Secumty Officer. who ‘will examine all® entries
Aand inn.twl tha 'book.

'{‘b L Willbe e o o '

chancery doors an& mndows; : ‘, .,:t‘ ._ S

‘ da:v.ly wz-:.tten record or log whmch will 1nc1ude N

'?(vi) any unusual cz.rcumsta.nces encountered during tour of

"'a.)' report ds - direc’t.ed w:z.th the Security Gua.rd Log Book to

Any apecml instruotlons to g‘udl‘ds

R S Lo Document disclosed underthe Aecessfo lnformat/on Act
T U A . Documeﬁt dlvulgue en: vertude Ia Loi sarlaccesallnformailon

i _111) ensuring tha'b aecuz'lty procedures relating to tho IR

i (i) t:tmesa when guards are poste& a.nd relleved, . A

_\1v) receipt‘of tclegre.ms a.na meésages dur:i.ng qu:.et houz:s 5:‘ SO

" 000520 |
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- will be entered in the Task Book by the Post oecurltf
~Officer and. guaxds wxll ensure that they underatand
these;

) -draw up monthlj duty rosters for the approval of the
4Post uaeurlty Offiuer, A

c) - be respon31ble for the custoay, issue and return of
all keys, tools, locks, saourity equipment and spare .
parts and the maintenance of an inventoiy of all such .
items on char e to tha poats

o ay - suggest to the Post Security Officer any action which.
. they believe should be taken to improve the arrange= .
"mants in force for the sacurlty of the Chancery. ‘

o aww ":mz’ 5 AND SUIFLS =

8e ‘ When one guard ia absent cover is provided in '
' accoruance with the attached specimen two=-guard duty schedule

(annex 1), Otherwise the dtiached three-guard schedule will
apply: (Annex I1)e

GUA.T OH- EVHRIRG SHIFE w

9¢ | h On uak:mu over the evenlng shlft at 5:30 Deliles -
-the guard w1ll . . .

: a) enter in thie log the time of his teking over the- shlft,
and sign the log book to indicate that he has read and
' understands any special instructions which have been:
enterad in the book for ‘hisg guldance and autention;

b) collect the securlty guard task hook from the Post
I Security Officer and the Xey Ring from Registrys

“c). ascertain from the receptionist what visitors and
..members of the staff are in the buildings

- d) collect and-return to .safe any peper or.other matter,
‘which may have becn in use during the day but must be
kept in tha:safe“at nights . .

8) confirm that three boxes of keys are in the safes

f) shut and ® -“:o . 8
© 000521
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f) "".?gshut ?Q.ndialdck sq,ffe};_f',«‘- O R S RPN
ML e ';;g‘f‘ ST f ULk AT SR A
10.,‘::-.‘1*“L;5 Aa rembers of . the ataff leave the premlses, tho
guard will take’ custody of their office dooxr: keys. The rccelpt of .
keys will be; recorded;individually on-the- Daily Key' 3ontrol Sheet,
_‘- and. the! keys -will. then. be plaoed on a board provided for ‘the purpone. e
,k';f' - He 'will algo- replaca on hig Kéy Ring the kay %o thc Reglstxy Chubb -f'hfg”
' grill enﬁrusted to the stenographers. . ST

:'
:‘-3_ . N . N LI B

11. A..,;“* 1 When all the staff and visxtors have left the ";;T
! premises, except thoge ramalning after the nornel - olosing our, theﬁj?'

¥

- guaxd will securely lock: the. main entrance (ordinary dock’ only) and{ﬁfue j}g~f
9 carxy out ‘hisg fir“t qu;ck round of the premlaes w:th the abJect of K Qﬂ'f_g“.#

Loea) - ensuring thet all windows, the entrance - door, the doora SRR
SEETITCT o thé offices of-the. Acéountant, and the! offieers, and the ST
DLt s ] ewe geill doors are secured and th&t no £ire or water -+ . .

Sl w4 ‘Hazards from- burmnu c1garettes or running taps, etc.,__Jffi;-
o exist; VI , . S

A"examinlng possible hidznb pléces 1n whlch an 1ntruder f~?fs e T
e may conceal himself, Lg . :; ,_y, ,.‘ o ____“ f’{[}; ‘;" R
‘;h'ﬁensura that no cla531fieé lea, document or. other sen-f ffil_f;3.1¢

< sitive maxerlal has. béen. left on desks or isg: otherwzee ol
'unprotectea. ;' ’ﬂ4'.3¢7; SR >“5 _.‘\y,‘ ~z oL ;;Tj RESCARRC

.n,., ;

He will &dmlt, log 1n and auperv;se thc char iv

13.'.; R .:‘,.Z,Javing assumed rcsponsmbilzty ‘for ﬁhe guard of };fff,;iﬁﬂ
the Gaancery, his most’ important’ sznple concern otherwise will be.; -~ 7 o 70
s w5 thes c¢lose Bupervision of the char womzns This: supervision :doés not;;fﬁfi,gérﬁ“
K :n_.ﬁzl, 1mply occa31onn11y checkzng heyr’ presence, but the cloaa and un- DT e

- interrupted survalllance of her activitxes. Nmf; e
o 14. . ‘-}u pey s The ch&r woman will not clean elther of the rooms .
(ﬂ',ﬂ} "L: in’ the- Communxcations Section. - Her work-in the. Acoountant's office,
’ ‘ the officers! offices and ‘in, the back area - including the ‘Registyry.”
:'- will be especially closely uatched. The’ guard will open the first .
..of theeq off1ces 10" be ‘cleansd, radmit - the char woman - cheécking her

g ’Leqhipmen% = and keep her- under ﬁhe olosesﬁ surveillance until that
& .:room ‘ig ‘tleaned. - He. will ihen see her out of “the Toom, reelock
v the door, and prsceed llth the' cleanlng of. the: other offices and

:,  .the fégigtry in the same way until all have beén cleaned, - While ~ . [
i;‘fglt is. deslrable to olean ‘the ragistry ag. 'often: as possible, it T
- e ey not be conyenlent %o do’ o ‘every nxght ‘hecanse of-lite work._,fg'f R
”’~fjJ1*f~\_It must im any case. be cleaned at leaat as often as every‘Honday T

,.{»_‘r

, STy
" . A N Dew o - - . T . - '» . LT .
e A O i e 000522
PR Coe L . ST, ~ g oo e ,.“. N : S o . . L e -
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,:[ \‘ o KL

mommg' Wﬁene\re .,the char is in: the Regz.stry, aJ.l olassz.i‘ied ma'bara.al R
should. be locked. smay and. the key boa.rcl loolfed m Room l. RS e ‘

154 Whevx 611767 hér ‘work. for thé evening has been oL
completed, the guar& will log ‘Gut the ‘char woman. . Thén, w:.th the-ene-- -~ " .7

ranice re-lockedy. (Chubb 1ock - only) he will-.mske | ‘a “thorough inaspeetion o
for s:.gns oi‘ poss:.ble tamparin,g wn.th the p*emises or aquipment.

“ 164, T e vis:e.‘bors, 811 focal statf and Canadian . , .
o oy memberg’ of the staff other than’ those~remaming vary’ late ‘have left' -~ o v Tw ]
~"the’ preénisgs, the guard ‘will cuxry. out his’ ;.n'st main round oi‘ the o

ShifY, in the course of whmh he' il N S ey
S H) re-check whether axx,y classxfled filas, documents or O .
. i "7 .othér: ‘gensitive material has been léft on. dasks or. STl
o ' . othemse unpv'atected; T o Y

|
|
S P o c) cm’efully re-e&.mnme all rooms, J.ncluding doors, wmdows, o Dy
R VR L Malley” conta.iners, etc., foz' any s:.gns of tampering or e LU T
|
|
|

T '( | .‘fv%tempied entry; I
R g d) unlac}' and leave opan the doors excapt tho entranoe door - & SR
: K and the two grzll doom. L P S
) 17. ;o : When the last Commumcations esaployee lea.vas a:b ﬁl;(' Bl
" night, the guard wilt’ engure thet he has lefi the-Chubb door; to the SR

Gosnmunlcat:.ona Sectlon docked and hes left the accordion’ gr:.ll m.
Room 5 shut zmd loc}:ed, w:.th tnc shu‘bto:c‘s a.ll the ﬁay dom,ﬂ
18. e vihen the last person ha.s left. the premisea he’ AT
~Will lock a.ll security containers. still open, will completely lower R
“:the shutter in: the: fiegistx:y and mll shut and lock the Chubh door -1

: T on the Registzy.' BRI 5 R S

RS 19. o Y e guard may. then procee& with ce:m:ain inc:.aental Pt
B i ta&ka whz.ch nave baen assignad ‘o hz.m, guch 'asg repaimng locks or. other . S

W l.},aqu:zpmenﬁ, examining: material or - furnlture which has been- returned: to

ST :‘_-“i‘;'j_‘-‘-the Chancery. after: repa.ir, stamplng envelopes, staplmg or.sorting LT
oL A papery ebga The -completion: of these tasku is %o be reco"ded in thel- ‘_'. SR

i»'log and 1n uhe task boolu S IR e
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}'Guard on Nzght Shif'b i '.f"}f.{ S ! ’. N L < en
o ‘,-,-’:,_20. Fae ‘I‘he time of takeover of 'keya and msponsibllmty
v by the oncoming guax'd nll e logged. both by him and by the guaad
, "_'.'comn{; off duty, as dascribed in pa.ragraph 9 a.). . .

DRI 4-'21. DTN ='» Although he ig permtted to sleep on du‘by en” " R
C e itHe late mght shi.ft, the’ guard’ ‘should ensure by means-of en, alapa © T
ot 7 glock. that no period of sleapmg is 1cmgex' tha.n three hours duratlon.
el T "'-ff,ﬁetween naps, the guard will ca:cry out addi{;ional inspactioms of the -

S 'premlses along the. linas described abovea - Ts.mes for these chaaks ‘. T
DL Wil bhé staggered £rom night 407 mgh‘b and work on: incidental taska. . 00w
jwill be adjusted to the necesszty of carzyln@, out rounds as ordemd. L

| zf"zz. ,;i;?i?r'i uﬁ.*On Friday nights the guar& wzll open’esch of ‘the. §

T ‘boxes in the Bafe to venfy Ahe contents agamat the mventorms on= '; s
* tained thereinq , He will also check the. general contents of the safe
; -agamst i,he inventory ‘of sthe itens kept im it, a’ copy of mich is %o

;7. be found on the-second. shelf of the sefes. AR “,.aiil"iﬁﬁff -
L'-'l 23.'-54--‘.: 2 N On Monday mo:mmgs the g;uard mll aamit and S
superv:i.se ‘the char in 'isha mamer descmbed ahcwe._ On. Thuraday ' ‘.‘ et
o .,-mommgs ‘he’will go' off- for breskfast after 08145 hou.rs and will' “

- 'mtmm r.o th@ oi‘flce for the bummg axereise at 10:30 hoxms. S

- L I
N PR L o g -
) i R

“‘24. LR T Each mom;mg the last regula.r J.nspeetzon should oo

'.,\,be ca.rr:.ed out a.t a.pproximately 07200 hours. -During the hot: veather AL
the guard will- ‘use;his discrebion about, airing - ouk the offices and -~ ,--«'.'.'...-;

.-‘.1oweriag bln.nds to provzde ahade :E'rom the- hot morning sun.\ B,,' 07330 .

- hours he shouldz -';-j‘_'-r;w; T j.., Sl e e

.P

Vi . (a) 7re-1.ock uhB offices of th«. accountant a.na offlcers;

k!

.;f:;‘i“jt.:-.,::'f(b)‘:'.-Open ‘the Chubb door in the .reg:.stry; ;nsuring how- R S
R ';-_-vever that tha grill door is J.ocked; z

ii';(é‘):"."/open tHe folding grllls :.n all roema other than room Su\,,-

oot el .:.SO e@-ulpped; T “, . ’ R .,,‘»' : . ST N e ’ P T """,:-‘: : A . t
L ?-',,(cl)f_."}.remam en &uty untll he haa iessued fmm tha key board - L
-7 againat recording on. ‘the dﬂ.lly ‘control sheet -='keygipe=m T ULl

quired by members of" the Hission (he is nol. obli.geﬁ to R »
L ~.ata,y later than 08 45 i‘or this purpose). L K

l T T
Y , = ¢
N < i
- - . .
nE P -
. SN ¥ X
; ; S o
ol 0
. I
o +:

Yl vl ooos24
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.-7'_- !

25. - C To facilitate the iasuance of keys the key hoard

. may be hung temporarlly in Tiooms 3, but. the guard must take care to
¢ ensure tnat it will not be viewed by unauthorized eyes and that it is
returned to ‘the regisixy befors he leaves the office. - In the course

of this operation he will also remove from the Security Guard Key Ring
and entrust to the. 3tenograpners his key for the Chubb grill leading

© into the registry. - The Security Guard Key Ring will be hun@ on tha

proper pe~ on the board ‘before . the. guard IG&VEbo:

A26. - 'In the course of earrying out his Qutles, the -
guard on any shift will also ba responsible for re~adnitting nembers -

. of the stafi and returning to them their keys, . receiving messazes and
) _teleg*ans, dealing with callers, etc.  If members of the loecal staff

return to work after hours or early in the. worning, the guard will .

' re-lock any sensitive offices which have been left open and keep them

locked uwitil such local members have left the premises., ~Particulars
of all staff aduitted, messages. reca;ved and callars dealt thh will

.- be enucrea in the loge = .

27. . : - On- faturdey nornings during the perloﬂ of two=-
guard cover the Canaalan staff member on duty will take over from
the departing ‘Sec ity ‘Guard responsibility for custody . of the keys.
At 12130 peme the Security Guard who is to be on duty on Saturday

- night will relieve the skeleton staff of thic responsibility and will

- remain in the office at least unbil 100 pelte Before leaving the

offices he will mike a final round and log it. On Sundoy mornings @ -
it will-be the rﬁspcn31bility of the guard mhe is g01ng off duty to
ensure

{2} tha.ﬁ the ofllces are . secure, that all doors in . the oi:f:w@s :
" are locxcecl, and

(b)'vthat the gacurity Guard Hey ling is given to the guard
-Who wzll be on duty over Sunday plvnt. :

285‘ ‘ = On gaturday mornings during three»vuard covar
the guard on duty should arrange to go for his lunch and +o return
to the office before 1:00 p.m. ) . :

: 2. - : o

. uecurlqy In;ractions

the event oF any realyor suépected aacurit
infractiens or security threats being discovered by the guards dui—
i?p‘thg qu;et hours, they will be &aaﬂﬁ with as follows: -

(a)IfthGooong
‘ 000525
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o {a) “If the aecurity infraction is' of the sort which ' ra~- - TR
- grett 2bly may. occasionally ocour (secarlty containarg

.or rooms not properly locked, classified material left

© about in exposed or vulnerable p031tions) the guard

‘will iake immediate action to protect the material ine -

- volved. If a security container is dlscovered 0. be”
1m@roperly locked, it should be locked and &n entny
made in . the log Tor the information of the Post Securiiy .
Ofxlcer. If classified’ naturlal is found exposed, it
should be gealed in an envelope, addressed to the Poat
Security. Officer, and placed.in his drawer in the haglstry.

. The envelope should ‘contain a report by the guard outlin-

- ding tho circumstances of the infraction and the action
taken. The . incident should be logged. In this connection, -
it should be clearly understood that the respongibility of.
the guard cnds. when he has discovered the infraction and ,
taken the proper safeguarding action. The Post Security . .
Officar is *esponslhle for any uubseauent inveotlgation
;and corrective actione - . -

{b)"If the clrcuﬂstancas ars of an unusual nature and 1f, in |
the opinion of the guard, -an emergency or threat exists
or is imminent, he should immediately communicate by
telephone. with the Poat Security Officer. If this officer
~ cannot be located and he is unasble to contact any other (
officer, and he considers such action warranted by the nature
oof the emergency, he. should communicate direetly. with the
Head of Poste If umeble even to locate the Head of Post, -
hie. should instruct the off-duty gua“d to report to the
Chancery, explain the’ situation to him,: and heve him ‘
.+ acquaint the appropriate officer with the facts in person
: with the 1east possible delays. These events should be
1ogged. : T P . ‘

',“Supervision of Local bekmen L

350 : R ihe racent pra ence of looal ‘workmen during

- the prepa;atxon of -these new oifices constltutes a securlty Lhruat,

the -denger of which cennot be over-estimated. It .18 0 aituation =
which has been succesgfully exploited many times in the past and S
can be exploited. whenever the utmost vigilance is even fiomontarily

- relaxed. It should always bo assumed thait an alien workman, how=
~ever well-known and trusted, is a higbly skmlled technician in @n
offenalve 1ntelllrenca servioe.

3. Once ¢ s en

1000526
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"‘l.>- R . =9
’1. . B Once the’ b;sic preparatmons in the oftice have
been completed, work 1nvolv1ny repairs and mainitenance should be
carried out by the guards.. When this cannot be done and when the
employment of local workmen is necessary, the following steps will

be taken te minimize or eliaminate the sechrlty threat which their
presence in the Chancery 1nvolves:- :

(a) Arrangements, if possible, will be made o have work
. .carried out on Saturdeys or Canadian holidays so that
‘certain areas of the Chancery may. be locked off and
the defensive action concentrated on the room or .
rooms where - the worg 1q beling donege

(b) If wmore $han one wquman is 1nvolved, and depending on
- the nature of the work, the off-duty guard should be
recalled and, if necessary,. a membor Or members of the
Canadian stafi may be required to ensure the necesaary

" cloze 1nd1v1dual suparV1aion of workmen."” ,

. (c)"ﬁIT toola and equipment should be carefully checked on
: the arrival.and departure of the workmen, and 'a most .
. eareful examination of the rooms involved w111 be made
" at theé complet;on of the jobe :

, 'viDellverlas to_the Chancexy

324 _— -An eftectlve method of penetratlan is the

installstion of certain devices.in furniture or equipment which

has becn sent off ths prtmlsea for repairs. All such itoms will

be subjected to the most minute examination on their return be- : A

L fors being. re-i installed. Rvery delivery, even that of the moat _ R

" routine nelure, made during the guard's tour of duty shouid be

“ carefully checked and an entry to this effect made in the log.

" . Deliveries made at other times will be brought to the attention -

of the guard next on duty, so that he may carry out an 1napectium,_
N the redults of wqich he w111 racora in his 10ge

“.?30 N The,ordera‘gromulgated for the guidance of -
-~ security guards in discharging their regponsibility for the pro-
tection of the Chancery are not d951gved to meet. a sccurity threat

based on forcible entry or phyaical attacks This possibility is ..
@ﬁrmmkﬁ. « : e

‘-34: - .., The danger lies in surzeptltious unt:y bveing
~effected, leading to the 1nstallat10n ‘of intrusion devices and ..
the gaining of access to eclas slfled material wlthout the krowleﬁgS'r .

- 000527
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o of or amusing 'of; the auspicions o8 tha officers of the - pos’c. Tho" AP c
~_ threat is a;xeal ‘and ‘evar-present one, and can only succes.sfully Bel o T T
: {‘,comba\.ted by . t,he most. -copstent vigilance and scrupuloua attention - - IR
"t cletml by qecur:.ﬁy guax'da a.nd all other members o:t‘ the Canadian ‘
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Mon

Tued

wWe

ﬂh)a )

Prl

Sats

Sun

Mo

_Tees

)

Thuirs.

Fr icl

Sat

S 0

29

Toes

infe.d

Thurs

Frid

Sat.

.Q LN

PR

Men

Tees

We.d

TRues

=
Feoid

St

S_L) )

e

Moh

Tues

]
A
R ' / e S;T
]
|
]
/
A

We.d

Guard coming off duty on Thurs,.

morning allowe

d L

nour.

Tor

Guard on duty on Sat. morning allowed 1% hours for lunch.

Guard on duty on Sun. allowed 4 hours for meals but thgse tlmes must not be

Regulajr Miksion hours;, 6830--1230 | T400--I730;
Skeleton Staff plus guard in on Sat mornlpg.

RS PR

. s

if-?-_’f';-

breakias

i
!

T BEToR6

b3

regular.

. . -

FMing classiiicd!

GU(A:‘A /:\
Guc.rd E)
Guerd C.

~

Total Hours worked by

Guard.

527 hrse

Average per week 44 hrs,

per Guard,

terial.
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Average per week 58 hrs

per Guard.
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3 Coord  Sehedole -

Genevo.

9 TOII TR I3 T4 ¥5736 T

1\4 [a Xy K . : {_a 15

des

\/\/(’Al

+—
l.:./
S Guard B

Thurs,

Feid.

Goard & . _

—gm a ‘:‘: o

Son

O

TueS

.\n/e. dad.

he €N

2 1 1! 1 - Total Hours worked by
- ;f/( BT E N A Guard 527 hrs.

F%”d ‘

<

N N e B S Average per week 44 hrs.

per Guard.

Sie RN P I

T

Mon

Tues AR NS

ed I e |

nurf‘cs

“eid.

Dat:

(\wn_

Mon

Tues

VTR

V\l_&d -;'.':7“?“."‘

- i -
’_L_'_l"’l !3 [y _Q_ji N

IFrid

ficrr' . B

Sun - -

@p n “

lves

Wed

Guard coming off dutj on Thursh mornlnb allowed I hour for breakfast before burning classified;material.
Guard on duty on Sat. morning allowed I% hours for lunch. : .

Guard on duty bn Sum. alldWed 4 hours for meals but these times umst;nOt be regulate. |

Regulaf Missioh hotirs;'8.30 A. N. ==12.30 I460.-- ij. 30 : Do .

1

Skeletbn Staff plus guard in on Sa't. mornlng. : i ) : : : : : :
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2 Guard Sebedile ' e

Gene\/q. .
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Wed - Guard A, 1
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¢ DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. /ﬂ /20"/*
NUMBERED LETTER - 7 P

TO: 4..c UNDER-SECRETARY OF STATE FOR Security:....SBORBL | e,
EXTERNAL AFFAIBS, OTTAWA, CANADA. | . Notonnnn, j’j@ ......... U
FROM: ..The Canadian Permanent Mission, . ... ... Date:........ August, 15, 1957, ...
..... ......Genevs, Switzerlands .................. | Enclosures:.......088. .77,
Reference: . .Qur, Letter No. 339, Of May T,.2957......... .. . | Air or Surface Mail:... 41T .. ... . o
Subject: . ...Change.of, Combination Settings............. .| Past File Noteoeerovenerinann, N
................ ,}Q - Ottava File No.
= & ”'M'm . 4 ’) — 7 -
B e by oo 7T T /fg: S,
LA 4 , .
o ,
"ﬁtﬂ’ ences .
s 1" In accordance with the instructions contained
6 . . N i
; | in Circular Document Admin. 8/56 of February 20, 1956, the
1 'fo e combinations of all locks in use at this Mission have been
| LAY e}
o reset.
20 AUGTIST : . ,
» 2» The settings of the new combinations in

current use are listed in the attached sealed envelopeg

A //,%;;7

ermanent Mission

Internal
Circulation

\

Distribution
to Posts

Ext. 182 (Rev. 2/52) » - 000533 /
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OTTAWA, July 9,.1957,
PERSONAIL, AND CONFIDENTIAL

Dear Bob:

I have just received a copy of Max
Wershofts letter to you of July 2, 1957, to
whlch I expect you will be replying shortly,

1f you have not already done so, with a copy
to us,

This is just to say that both we and
Cormunications Division do not object to shutters
belng fully ralsed durlng working hours, and agree
that 1t would be desireble for Geneva t0 have on
hand dust covers with which to cover machines at
night and whilst forelgn workmen are requilrved.:to
work in the Communlcations Room, We suggest that
these dust covers be purchased locally,

Yours sincerely,

I

Je erman,

R.A.S, Ma.c.ﬁeil, Esq.’

Office of the High Commissioner fcp Caenada,
Cenada House,

LONDON, S QWG 1.

000534
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EAN OFFICE OF THE UNITED NATIONS

o .
é?/’ POI/W/\

L{,r

MISSION PERMANENTE DU CANADA AUPRES
DE L"OFFICE EUROPEEN DES NATIONS UNIES

[,i/'k;_;l Ql .‘)”
f;% ‘ i
Top Seoret @@ﬁgﬁ duly 2, 1957,

: 16 Parc du Ch&teau-Banquet,
?WE/UJ\ h /5 | Geneva, Switzerland, /%
L/ 7 § . ' ) J; k. /"7;/

Dear Mr. MacNeil,

~ o b1 e;%
& -

17

I :cefer to my letter o:E' February 20 1957, in
which I enquired about the possible time at which we mlght ex«=
pect to receive a.visit from the British Foreign Service Tech-
nical Maintenance Service. I have heard indirvectly that Mr.
Timmerman mey now be visiting the Hague and it has occurred to
me that he might be there in conjunction with a technical ser~
vice inspection by the BFSTMS, and that there may be a desire to
have the inspection team come on to Geneva in the near future.

_ While we are of course anxious to have this
gservice as soon as it can be conveniently arranged, you should
know that we are now in the middle of the most hectic perioed of
our confeérence season. In the circumstances we would much prefer
to have a vislt from the BFSTMS at some later stage, possibly
after the middle.of September when the heavy conference season
will be over and when both Mr, Jay, the Security Officer, and
myself will be present in Geneva after our respective holidays.

T would very much appreciate hearing from you about the plans
for inspecting our premises.

I might also take +this occasion to mention
another matter relating to securitys. As you will have noted
from paragravh 4 (5) of our letter No. 131 of February 19,
copy of which was sent to you, we have been relying on outside
vision proof shutters to comply with the letter of the regula-
tions which seeks to avoid the possibility that cypher equip-

.ment can be overlooked. It has been our practice in this

« © % 0 2

- Regional Security Officer,
0ffice of the High Commigsioner
for Canada, (
Canade House,
Lonaon, Sole,
- ‘England.
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regard to insist that the shutters be raised not more than one-
quarter during working hours. You will appreciate that during
the hot weather considerable discomfort is occasioned to our
commmications personnel. Taking advantage of a recent visit on
leave to Geneva of Mr. Hamilton Southam, I drew his attention to
this difficulty. In his view, with which I entirely agree, there
would  seem no real purpose in continuing to insist that these
blinds not be raised to the full extent possible, since the windows
of the cypher room look out over a large park on the side of Lake
Geneva., Because of this, and because we are on the sixth flooxr
with no building opposite, it is hard to envisage how unfriendly
eyes could be so placed as to look into our cypher room. In
these circumstances I should welcome your concurrence that it
will be permissible for us to authorize the communications per-
sonnel to raise the shutters fully during working hours.

Another matter on which I would welcome your
views concerns the occasional time when it is necessary to have
workmen enter the communications area. It has come to my mind
that it would be highly desirable for such occasions to have
on hand duster covers similar to those used as covers for auto=-
mobiles or washing machines and the like, which can be thrown
over our equipment as necessary. Indeed in the interests of
meintaining the maximum efficiency of our machinery there would
seem to be some point in putting such duster covers over the
machinery at any time that it is mot in use,

Perhaps you could let me have your view as
to whether you think this might be a useful suggestion for
consideration in Ottawa. '

Yours sincerely,

M. H. WERSHOF

Max Wershof

cet DJL.(2) Division,
Ottawa.
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June 6, 1957

Copy for Defence Registry, Room 335 East Block, 11305)06%, entd 'OS} b”de”h?Access fo lformation Act

Ottawa,
. FROM: THE DEPARTMENT OF EXTERNAL AFFAiBSh:CANADA
T0: THE bANADlm PEREANENT MISSION, GENEVA, SWITZERLAND.

e ]

Air Gdurier 652%5 - !

) the followmg -

We are forwardiﬁg i)y (

SIX (6) SPINDIE HEYS - These have boen £1led o £it M6730 - ¥P
' Combwmbion Lock,

Please mefor to your Requisit Son Me. 6, of Hay 1, 1957 %o
Supplieg and Properties Dur* Faifm. Requeets i’ar parts for

‘Security Hquipment, locks, etc. should be addressed dizestly T

b
(o BSHEE, 50, Due  2), Diries r‘%a;‘“%e?%‘af@é’ifﬁfé’tfb%%ﬁl Sadpr-
filing but may be made to fit"H Locks quite well,. )

PR

When the above has been received and checked would you kindly sign and
re\‘.um the or1gmal form Ext. 27R. -

-

J. TIMMERMAN

-Under-Secretary of State
. for for Extérnal Affairs
tb: G. d 'Ormmo, Do Le 2 Dive Ru. 251 East Blocke - '

Thls is to certify that the above menuoned items have been rece1ved in
. good order,

Place . " Date . ' * Signature

Ext. 27R (Rev. 2/53).
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R DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. - -
NUMBERED LETTER N
‘ ' | ' / 675 RED
T0: 4™ NDER- SECRETARY OF STATE FOR Segpty: . [ PRI L NPT
~"EXTERNAL AFFAIRS, OTTAWA, CANADA. 2 24
: ) No:evvrenns P AN J .......... Chetaeaenay ‘
FROM; . Permenent Mission of Canada, . . ... ... Date: ... M8¥To, 195Ta ..., ,
S, Geneva, Switzerlands . .. ... Enclosures:.. 088, . 1. ..., ,
Reference: . Our Letter 113 of February 12, 1957 .. .,  Air or Surface Mail:.... AT .., . ..., .
Subject:....t2ange Of, Combination Settings............. Past File No:....0ff2. 27T, ... ... ...
e et et e e e .Ottawa File No. - R
ooy § 74— 0

References |
¥ ) - - In a.ccordanc_e with the instructions contained
T in Circular Document Admin. 8/56 of February 20, 1956, the
2 : : '
@S A,, combinations of all locks in use at this Mission have been
ab . .
T N reset.
6 ; e —— ) . . ) N
T 2. The settings of the new combinations in current
—i e - use are listed in the attached seai_l.ed envelope.

MAY 14.1957

Py (e iof

Permanent Mission

Internal
Circulation
Distribution ' :
to Posts ' , ) - :
' “}1\_ \-“Igir;'\ vhl T

* A (Rev.2/52)
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F

E / == l '5‘.:.‘@1\’,:-':

OTTAWA, April 4, 1957.
PERSONAL AND CONFIDENTIAL

Dear Bob,

As requested in your letter of 19 February,.
——— I attach some extracts from our Geneve file on the
security arrangements of our new Chancery there,

These I hope you will find useful.

Yours sincerely,

J. Timmerman.

R, 4. S. lMacNeil, Esq.,

0ffice of the High Commlssioner for Canada,
Canada House,

LONDON, S.W.1l.
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° ’ " Notes for the London File i,
‘ \ ' . New Offices -~ Geneva

o Extract from Geneva File No.. 50048-AL-40
October 9, 1956

. Post Book ‘
Permanent M1551on to the United Nations. Geneva.;

‘ Securitx
S Security is.a matter of spec1al concern at posts
"~ abroad. While the maintenance of good security is a con-
. tinuing process, the requirements of ‘security must be .
] particularly borne in mind. at: such times as when contemplat- -
: ing a move .to 'new premises, the re-arranging of office space,
o the engaging of local staff, ete. : :

" The reqUirements of seecurity, therefore, will be.a
matter for particular attention during the forthcoming move
of the Permanent Mission to new quarters, ‘and in the months

' thereafter when the Mission is adapting itself to new ‘
’ surroundings. and new office procedures, The advice and

. assistance. of the Regional Security Officer at Canada House,

: London, will be available 1if needed, during that period and .

"at any time thereafter in dealing with problems of security.

. ‘Among the ba31c prlnClples governing security at
. posts abroad are the following. ' ‘ :

1. . Locally-engaged staff are a maaor security hazard
-‘_and therefore : :

(a) -must néver have access to cla551f1ed information
E (except in rare instances involving departmental
approval in each case);

(b) . must never be permitted aloné, that 1s, in the
" absence of Canadian supervision, in Chancery-
premises (which means, among other things, the
. . supervision by Canadians of the work of the
char staff), :

(e) must never be 1ssued ‘with keys;

-(d).-must never. be allowed alone in offices where
: classified material is unprotected-

. (e) ~must be segregated from Canadian staff in an .
w7 office or offices devoted to non-classified
, Work,,_ S oo .

(f) should only be engaged after a satisfactory -
s background check has been made, through either-
'British or American fa01lit1es.

:24 . The premises ‘'should be made as phys10ally secure
, as pOSSible. This 1ncludes

. (a) the installation, Wherever practicable, of
» _ - departmentally—supplied locks.on outside
. _ . entrances,’ and the strict ‘control of keys
T o ' thereto, )

~(b) -the provis1on of an adequate security room
with barred or otherwise adequately protected :
" entrances equipped with departmentally-suppliedmo&m
locks, . . , g .2 :
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’

T (e ). the location 15 “the security réom oF all .
f“ﬁ-”gi'security containers used for- the 'storage: of
’ material cla351fied Secret and . above.. : h

i;'_ 3;'rfThe strict observance by all. Canadian staff of ,
' Qfﬁﬁdepartmental security regulations, including,
i in addition to the above, ensuring that -

’7*2%5(a)'%all cla551fied material is Toeked during
e . a;quiet hours in security containers, ‘ ,;,
Cor T u,;xjf(b)fiall classified materlal in'- transit whether
ey . 0o outside the Chancery:-prémises or between
T T ;T;offices within ‘the building, is. always in
Csi .7 the caré.of ‘& Canadian staff. member, :
(c)%}office doors are. always 1ocked during even
. brief absences by -the occupant,’ urless ‘all
;v_fuyclassified material has preViously been locked
"”l.‘up, I R A . D

. (d) telephones are never used to discuss cla551fied
IR finformation-f ~;,_,_ ,_..;‘, ._{ﬁ. S ~/,.
~-"(e) . the. post security officer makes frequent checks
- '~particularly at closing time, o' make certain
"that" security regulations are being strictly
-ﬁobserved : = \ e

fo - The bas1c departmental security regulations are
‘qacontained in Section 200: of ‘the Manual.of Regulations and

:&_~‘Instructions. ‘Thése have 'béeen supplemented by direct ,

;7 77': correspondence -with’ the . Mission and also by the following
'fﬁg*ic1rcular documents..;,ﬁa., 4 T R

R iNo. A, 74/51 of October 19, 1951. Q} L
el om0 U Noe BL: 116/51 of December 29, 1951 BT
S Tened 72T NG.. Be 60/52 -0f June 3. 1952.. DR T o
" No.. B. 99/52.0f" November 1952.g,ﬁ[.£;f§ LT :
e it 7 Now As. 112752 of Décember 31 1952, - o :
S UNe L Adiin, 21753 Sof June 19, 1953.. v |
e U7 rNow: Bl 54753 of ‘July 8, 1953% ;-~;Q_;_“[; sLE
e e e Noe AY 39/55 of Mareh 22 1955 S L ;
S Ll T T NG Ba 17/55-0f April 4, 1955, R
e s oy Now Be41755 of July” 27 “1955,:. -
e T e Nost Ber517 557 of: September 27, 1955 T
e T e . No..Admin..-45/55 of November: 15, 1955
e 2 0 T Noo Ae 2456, 0F. January 16, 1956, 5 -j,;#-i
: e 0 U Now Adming 8/5 of February 20 1956. g']" ' S .
- No. Admin.-21/56 of May. 4y 5& “;‘5;ﬁj}”2fﬁa. Coe
 ‘No.-Admin, 34756 6f June’ 13, 1956, < - AT A
- No.-Admin. 41/56 of August 16 1956 : ~.’ii«{”;,,‘v

SO NN It is of the greatest importance that all Canadian
_-_y;ﬂgzlgap_staff mémbers be . familiar with; -and strictly observe,,the
q;j*gﬁffgjvinstructions and regulations contained:'in. the Manual, asf;
-~ ... 2 suppleméented by ‘the - above.documents. . -Good security is, T
_grubasically, the application ‘of care. and common sense, and -
= 7 1ts pricey-to paraphrase a well known expression, 1s :
“‘{%“eternal v1gilance.,u¢a;,_u : ‘ IO

e - LI - .
- R al
£ > S
x - A
. - :
B e by '
1 fe
- ! A :
~ .. 000541
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; October 22a 1256 - Letter No. 435 from Geneva.

: In your letter No. F 156 of May lO 1956, you
mentioned sixteen doors which are supposed to be fitted

" with-Chubb 3G-74. type uecurity Locks. For each reference
~these are 1lsted as follows: - - .

Door between Room 1& Room 3 (Para 3 (a) (1v) of your'

. S 1etter) 4
; " L w1 & landlng (Para. 4 (vi) ")‘
oo P L P T )
" mo.° Mm.17 " Room 16 ( ™ -:". n'.‘)
n .o R Y-S Y 13' ( n " 1 )
i TR T Wl nwow 13 (W n ] )
Tewm ‘w1 ow mo13 (m TR 1| ) .
: no I T L w13 (o " o)
T | IR mogun .o 13 (M n ] )
e wo no o8 " 1-3 S n n ] )
" LI 2L 3 (¢ " " )
. DR R R B R G n ] DR
‘Door to balcony from Reom 8 ( * * n ')
W oo oom oo Ui 9 (¢ 1 o)
| I ’n o0 n -12 ( n " LI
2., In addition to Lhe above sixteen doors, maxi mum

‘ . security and the logic of the exercise suggests it to be .

necessary to have a similar - lock on the door leading from
Room” 10 to thé small balcony adjoining. There should per-

,haps also be one on the door between the Guard's kitchen
.~ Room 18 - and the outside balcony which runs outside of".
.room forming part of the office proper. -

3., If .we are right, the total number of locks which

may be requlred is 18 and we have asked the local Architect
to prepare the relevant doors to receive them, To-date, .
however, the Chubb Company has sent only 10 locks. Accord-

"ingly before moving to our new offices on about December 1

we shall -have these ten locks 1nstalled on the follow1ng
1mportant doorss

Door between Room 21 and Landing .
[} .

" 0 w16 1" :
on n w16 1 Room 13
- oM "o12 " balcony-
L R n 10 n ]
o we.. s 9 n ]
weooooow w8 1" n
. S T I ¢ 4 " " Room 5
1 ’ Moo 13 noon 7
W U A Y 3
4.  You will note ‘that these 1nc1ude both the entrance‘

- to the Guard's quarters and all other doors giving access to

the outside., 1In addition the most important 1nternal .doors

’ w1ll be given prlorlty.

5."5 If you feel that 1t is really necessary to equip the

remaining doors listed in paragraphs 1 and 2 above we should

be grateful for an additional locks, which should reach us

- in good tlme before December lst
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6. We should perhaps also draw your attention to para-
graph 4(iii) in which you state that Room 5 must be fitted
with a steel rolling shutter fixed to the ceiling and fast-
ened to the floor at floor level by means of three Sargent

- and Greenleaf Manipulation-proof combination locks. .As = -
these locks will be on the.inside of the screen it hardly’

. seems necessary that this special type be required. If
combinations are used it would mean that every morning before
starting work the communications clerk would have five locks
to open (besides his cabinets) - two on the door to Room 4
and the three on the shutter., It has occured to us that a
“bar arrangement or at most key padlocks would be more econo-~ -
. mical and efficient, :

November 7 o 1956 - Defence Liaison (2) Memorandum to Supplie
- and Properties Division.

4 We agree that there appears to be no reason why any
changes should now be made in the plan arrangements for the new
quarters of the Delegation. The eight Chubb locks mentioned

-in paragraph-6 of the letter under reference should be provided-
~and installed, and the original plan to secure the steel shutters
" on Room 5 w1th combination padlocks should not be changed in
favour of key-operated padlocks.

Decémber-?, 19956.

Tool kit and spare Sargent and Greenleaf and Taylor
locks parts Shlpped

December 10, 1956 .Telegram No. 281 from Geneva

Twelve combination padlocks needed for foldihg,gfills
in new office. Would therefore suggest fifteen be sent
immediately. :

December 14, 1956

Fifteen Sargent and Greenleaf padlocks and one Sargent
and Greenleaf U.P. 1ock for Chubb cabinet forwarded, .

January 24, 1957 - Letter No. 70 from Geneva - requesting
authorlty to stamp identifying marks on keys for Chubb locks.

‘Januarx 29, 252 - elegram No. DS-28 to Gegeva - approving
marking of keys. Subgest keys for each lock be lettered A to

J and keys in each series be numbered individually from one
to four.

January 30, 1957 - Letter No. 86 from Geney_, requesting
. authority to build shelves in Rocnm No. 1 and in the basement,

February 4, 1957 - Letter No. DS-54 to Geneva, confirming
our telegram in which-we approved the marking of keys and
requesting Geneva to advise the R.S, 0., London, to similarly.
mark the duplicate keys retained in Canada House.

|
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o ‘ - Notes for the London File
- : New Offices - Geneva

/
1V

Lxtract from Geneva File No,.50048-AL=40
October 9, 1956.

Post_Book
Permanent Mission to the United Nations. Geneva.

Security .

" -Security is a matter of special concern at posts
abroad, While the maintenance of good security is a con-
tinuing process, the requirements of security must be
particularly borne in mind at such times as when contemplat-
ing a move to new premises, the re-arranglng of office space,
the engaging of local staff, etc,

The requirements of security, therefore, will be a
matter for particular attention during the forthcoming move
. of the Permanent Mission to new quarters, and in the months

thereafter when the Mission is adapting 1tself to new
surroundings and new office procedures. The advice and
assistance of the Regional Security Officer at Canada House,
London, will be available, if needed, during that period and
at.any tlme thereafter in dealing with problems of security.

Among -the ba31c principles governlng security at
posts abroad are the followlng:

l. . Locally-engaged staff are a maaor security hazard
and therefore ‘

(a) must never have access to classified 1nformation
(except in rare instances involving departmental
approval in each case); o

(b) must never be permitted alone, that is, in ‘the
absence of Canadian supervision, in Chancery
premises (which means, among other things, the
supervision by Canadians of the work of the

. char staff),

(e¢) must never be issued with keys;

(d) must never be allowed alone in offices where
. classified material is unprotected;

(e) must be segregated from Canadian staff in an
office or offices devoted to non-classified
works;

(f) should only be engaged after a satisfactory
background check has been made, through either
British or Amerlcan facilities,

2. = The premises should be made as physiCally secure
."as possible, - This includes -

(a) the installatlon, wherever practlcable of

. departmentally-supplied locks on outside
entrances, and the strict control of. keys
thereto-'

(b) the provision of an adequate security room
with barred or otherwise adequately protected
entrances equipped with departmentally-suppliecygossq
lockss .. 2
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' ‘ (c) the location in the’ security room of all.

security containers used for the storage of
material classified Secret and above.

-3,  The strict observance by all Canadian staff of.
' departmental security regulatlons, inc1uding,
in addition to the above, ensuring that.

(a) all classified material is locked-during
quiet hours in security containers;

(b) all classified material in transit, whether
- outside the Chancery premises or between -
offices within the building, is always in
the care of a Canadian staff member;

(¢) office doors are always locked durlng.even
brief absences by the occupant, unless all
classified material has prev1ously been locked

ups

(d) telephones are never used to discuss class1f1ed
. 1nformation-

(e) -the post security officer makes frequent checks,
- particularly -at closing time, to make certain
.that security regulations are being strictly
- observed-

The basic departmental security regulatlons are ,
contained in Section 200 of the Manual of Regulations and
Instructions. Thése have been supplemented by direct '
correspondence with the M1331on and also by the following
clrcular documentss

Yo. A, 74/51 of October 19, 1951.
- No. B. 116/51 of December 29, 1951.
f .~ . - No. B, 60/52 of June 3, 19520 )
. o . No. B. 99/52 of November s 1952,
No. A. 112/52 of December 31, 1952,
No, Admin, 21/53 of June 19, 1953
No. B. 54/53 of July 8, 1953.
No. &, 39/55 -of March 22 1955,
No. B. 17/55 of April 4, 1955
No. B, 41/55 of July 27 1955, »
No. B. 51/55 of September 27, 1955."
No., Admin, '45/55 of November 15, 1955
No. A. 2/56 of January 164, 1956,
No., Admin., 8/56 of February 20, 1956,
No. Admin. 21/56 of May 4, 195& -
- No. Admin, 34/56 of .June 13, 1956,
No. Adwmin. 41/56 of August 16, 1956.

It is of the greatest Aimportance that all Canadian
staff members be familiar with, and strictly observe, the
instructions .and regulations contained in the Manual, as
supplemented by the above documents. Good security is,
basically, the application of care and common sense, and.
its price, to paraphrase a well-known expression, is -
eternal v1g11ance. .
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' Octobef 221 1956-- Letter No. 435 from Geneve.

In your letter No. F- 156 of May 10 1956, you
‘mentioned sixteen doors which are supposed to be fitted
with Chubb 3G-74 type Security Locks. For each reference
these are llsted as follows:

Door between Room 1& Room 3 (Para 3 (a) (iv) of your -

. . ‘ letter) e
R 21 & 1and1ng (Para. 4 (vi) )
) . n LI - [ )
" L R A Room 16 ( n nooon )
n " "6 13 ( m om ")
T "o U - I T 13. ( w on® woo)
S o w11 M n. 33 (.. u o)
no_ " : oo . n 13 ¢ IR " )
1 o woga w3y (.M i noo)
w0 n "8 om mo13 (" ] ] )
o "o o 7 n n 3 (" " ] )
T A B A S L 1" " )
~Door to balcony from Réom 8 ( * w nw. )
, . n W oo o 9 ( 1" n "o )
o ] -n oon 1" 12 ( n 1 1] ) i
24 In addltion to the above sixteen doors, maximum
'securlty and the logic of the exercise sugges%s it to be

necessary to have a similar lock on the door leading from’
Room 10 %o the -small balcony adjoining. . There should per=
haps also be one on the door between the Guard's kitchen
- Room 18 - and- the outside balcony which runs outs1de of

‘room forming part of the office proper,

,3. If we. are right the total ‘number of 1ocks which =
may be required is-18 and we have asked. the local Architect -

to prepare the relevant doors.to receive them, . To-date,

" however, the Chubb Company has sent only 10 locks, Accord-
. ingly before moving to our new offices on about December 1

we shall have these ten locks 1nstalled on the follow1ng

. 1mportant doors.

' Door between Room 21 and Landing |
) o

w LLn 16 n .
LW ¥ 16 - " Room 13
e oow o oow 32 M paleony
0 . 10 LI "
S o g U
: N S - T I | R
o BRI B 'l_t 4 "'Room5'
o n oo w313 o oom 7
AT noo- ‘n -7 v 3 .
A, You Wlll note that these include both the: entrance

to the Guard's quarters and-all other doors giving access to
the outside. In addition the. most important’ internal doors

’1will be glven prlority.

5;, - If you feel that it 1s really necessary to’ equlp the
remaining doors listed in paragraphs 1 and 2 above we should

be grateful for an additional 1ocks, which should reach us -
in good time before December 1st. :

' 000546
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1
' 6, - Ve should perhaps also draw your attention to para-
‘ graph 4(iii) in which you state that 'Room 5 must be fitted
with a steel rolling shutter fixed to the ceiling and fast-
~ened to the floor at floor level by means of three Sargent
and Greenleaf Manipulation-proof combination locks. As.
these locks will be on the inside of the screen it hardly
seems necessary that this special type be required. If
combinations are used it would mean that every morning before
starting work the communications clerk would have five locks
~to open (besides his cabinets) - two on the door to Room 4
and the three on the shutter. It has occured to us that a
bar arrangement or at most key padlocks would be more econo-
mlcal and efflcient ‘ .

November 7. 1956 ~ Defenoe Liaison (2) Memorandum to Supglie
L .and Properties Division.

. We agree that there appears to be no reason why any
changes should now: be made in the plan arrangements for the new
quarters of the Delegation. The eight Chubb locks mentioned

in paragraph 6 of the letter under reference should be provided
and installed, and the original plan to secure the steel shutters
on Room 5 with combination padlocks should not be changed in
favour of’ key—operated padlocks°

'December 7o 1956

Tool kit and spare Sargent and Greenleaf and Taylor.
"locks parts. shipped. -

- December 10, 1956 Telegram No. 281 from Geneva

Twelve combination padlocks needed for folding grllls
in new office, Would therefore suggest fifteen be sent
immediately. -

- December 14, 1256 :

Fifteen oargent and Greenleaf padlocks and one Sargent '
and Greenleaf M P. lock for Chubb cabinet forwarded.

January 24 ., 1957 - Letter No..70 from Geneva -‘requesﬁing
authority to stamp identifying marks on keys for Chubb locks.

L o 7 3 a0 e 3 I o B

marking. of keys. .Suggest keys for each lock-be lettered 4 to
i a?d keys in each series be numbered individually. from one
o four.

January 30,1957 - Letter No. 86 frog Cegezg, requesting ~
‘authorlty to build shelves in Room No, 1 and in the basement.

February 4 1957 - Letter No. DS-54 to Geneva, confirming
our telegram in which we approved the marking of keys and -
requesting Geneva to advise the R.S.0., London, to similarly
mark the - duplicate keys retained in Canada House.

|
. . |
Januarv 29. 1957 - I.el.egr.am.ﬂg_g_m__aﬁ_m;ﬁenﬂa - approvmg ".
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o /59

Ext. 181B (Rev. 2/52)

Thank you for your deteliled report on the security
measuras now in effect at your post. This letter will
deal with some of the points you have ralsed which have
not been answered elsewhere,

2a Your paragraph 4 (3) -~ Cypher Roosm. We agree

that it would not seem necessary that a safe be provided,
You may, however, wish to consider using the Taylor
security shell which we understand is now en route to
you in place of the present bar-locking e¢ablnet,

3. Your paragraph 4 (9) -~ Venetian Blindg. As you
know, the security function of the venetian blinds is
to guard against telephotography. In order to perfora
this function, the blinds must pormally be partially
closed. Ve doubt 1f this could be achieved by the
external shutters to which you refer, In their normal,
every day position, do these afford protection wlthout
shutting out all light?

4, Your paragraph 4 (6) - Peepholes. Ve agree with
your suggestion that the origlnally planned peephole be
abandoned, and agree with your alternative proposal that
standard peepholes be provided in the sntrance doors of
both the guard's apartment and the Chancery propsr.

5. Your paragraph 4 (7) - Chubb Lockg. We note that
you now believe that the existing installation of ten
Chubb locks is adequate, and that the original plan %o
install an additional number might be abandoned., Te
have examined the present distribution of these locks

and are inclined to agree, with the exceptlon of the
three balcony doors which we feel should perhaps be
equipped with these locks, or, alternatively, with secure
inside bolts., We suggest you discuss this point with the
Reglonal Securlity 0fficer during his forthcoming vislit.

6, Your paragraph 5., We believe that you are in a
better poslition than are we to recommend any '"relaxation®
of your present security arrangements, and will be pleased
to receive your suggestlons at any time, You will, of
course, wish to review your arrangements and problems
with the Reglonal Security Officer during his visit.

7 Your paragraph 7. As you know, the cusstion of
overtime for security guards 1s a difficult one and is
as yet not resolved.,. We see no obJection, however, to

L 2
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your recording overtime in
per week, but hope that you will be able to keep
such overtime to a minimum. The employment of
your guards is another point which Jou might fingd
it useful to discuss wilkh the Regional Security
Officer. We are pleased to be able to inform you
that we expect to be able to provide you with a
third guard in the near future, which should help
considerably in solving the question of overtime,

excess of fifty hours

. Under-gecretary of State
for for External Affaire,

Document disclosed under the Access to Information Act
cument divulgué en vertu de Ia Los sur l'accés & l'informat
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Shortly after we despatched tool boxes to a
number of our posts abroad, we were informed by the
shipping section that a set of keys had been found
which had apparently become detached from one of
these boxes. The shipping section had no idea to
which set of tools the keys belonged.

2. We are sending you this set of keys in the
hope that it will fit the lock on your set of tools.,

£ Under-Secretary of State - .
O  for External Affairs.

000550



S\

EUR

SECRET | ﬁ@*f&'”ﬁ@’if

“PERMLANENT MISSION OF CANADA TO THE
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COPY FOR HEAD OF DEFENCE LIAISONI§@Mnent @'gclosed under the Acces,

16, Parc du Chiteau Banquet,
Geneva, Maxrch 4, 1957,

L B T

p ot i
&;g@
Dear Mr. MacNeil,- éﬁg \‘_f?f::;_ :

Although I am relieved to be able to begin this
report with the assurance that our security has in no way been
compromised by the events that I shall relate belowy, I never=-
theless feel that the nature of these events requires me to
bring them to your attention.

2. You will have seen our complete description of the
security arrangements we have inaugurated in our new premises.
You will also no doubt be aware that we were forced, by the cire
cumstances of our move from our exceptionally cramped quarters in
the previous accommodation to the relatively large quarters we
now occupy, to put these arrangements into force by stages, with
the result that over the first days of our occupation of our new
premises our arrangements were not, of necessity, working as
smoothly and as effectively as they are expected to work now that
we have settled in.

5 In addition to the normal disturbances and confusion
attendant on any such move as we have had to undergo, has been
the difficult and disruptive task of destroying several years'
accunulation of unwanted material, a good deal of which was
classifieds It is because of our desire to have our offices
working smoothly and securely as quickly as possible that we
proceeded with the task of destroying unwanted material rather
more rapidly than it would seem, in retrospect, to have been
prudent to do,

Office of the High Commissioner for Canada,
Canade House,

(Attention:

LONDON, England.

Mr. R.A.S. MacNeil,
Regional Security Officer.)

sur l'acces a [jnfornjation

MISSION PERMANENTE DU CANADA AUPRES
DE L"OFFICE EUROPEEN DES NATIONS UNIES

%L W.MM
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4. During the course of this operation the 15 spare keys
for the ten Chubb detector locks, the spare key for the grill door
leading into the Commumications Section and the 8 change keys for
the combinations on our two Chubb doors, were inadvertently included
in one of our very many bags of clagsified waste for destruction.

As you will have seen from our security report, our classified waste
is for the present being burned once a week by our security guards
at the United Kingdom Permanent Mission. During the day of February
21 they burned something like a total of twelve bags of material,
using an incinerator inside the office of the United Kingdom Mission
and an oil drum incinerator on the grounds of that Mission. The
keys were among the papers burned in the outside incineratore.

5e The disappearance of the keys was first noted on
Tuesday, February 26, A thorough search of our offices on that
day and on Wednesday morning failed to turn up the missing keyse.

We determined that the 24 keys mentioned had been placed in a box

on the morning of Sunday, February 3rd, the date on which the keys
in service were first placed on our Key Board. The box had then
been placed in the safe. As far as we could reconstruct the sub=-
sequent course of events in the hectic period alluded to above, it
seems to us most likely that the keys were removed from the safe
during the course of our intensive review of our files for the pur~
pose of weeding out those papers we might destroye This review
took more than a week, but it seems probable that the inclusion of
the keys with waste materisl would have occurred on Saturday,
February 9, when the contents of the safe were subjected to a parti=
cularly thorough-gding revision. I should perhaps explain that in
'La Pelouse™ it was necessary to keep in the safe a great deal of
material that we are now ablé to have incorporated in our normal
filing system; in fact, the safe was so jammed with papers that

no one knew just what was in it.

6o Exactly how it came about that a box of keys could

have been placed among the material for destruction, we cannot say.
In extenuation of an occurrence for which we realize there is no
excuse, I would emphasize that all of the staff were working at a
hectic pace and in some degree of confusion that could not be avoided.
Be that as it may, the keys did get swallowed up in a bag of material
for destruction and were, as I have said, subsequently thrown into

the incinerator at the British Mission.
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Te . When this possibility was finally borne in upon us

at noon on Wednesday, February 27th, one of the security guards

went to the site of the burning and, after some time spent in raking
through the mud and accumulated debris, managed to locate 21 keys.
When he had returmed to our offices with this collection and it was
realized that some of the keys were still missing, the second security
guard returned for a further search in the remaining hours of day-
light available to hime His search brought forth one more keye.
Although this result afforded us & much-needed sense of relief,
especially as the spare key for the Chubb grill leading into the
Communications Section was among the first ones located, we could not
feen satisfied until all the missing keys had been literally "unearthed",
Accordingly, a further intensive search of the area, involving removal
of some two or three inches of topsoil and its minute sifting, was
carried out on February 28. In the morning one of the two remaining
keys was found and, to our great relief, the last key was located in
the afternoon.

8. A1l of the keys have been cleaned and found to be
unimpaired. It goes without saying that our spare keys have now

been separated into categories and placed in the safe in clearly-
marked boxes containing an inventory of the contentse We have, of
course, also issued instructions that the presence of these boxes in
the safe is to be checked daily by the guard on duty and recorded in
his log booke. Once a week the actual contents of the boxes containing
security spares will be checked against their inventories and this
operation will be recorded. A1l of these safeguards will be closely
controlled by the Security Officers

e I am sorry that this report has had to be lengthy.

However, I believe that the events described deserved a full explana-
tione I am also hopeful that you will agree that the fact that the
keys lay for some days in the mud at the burning site, while regrettable
and, indeed, most disquieting especially to us, can in no way have com-
promised the locks providing security protection to us. Certainly we
have given careful thought to this matter from every conceivable angle
and we are confident that our security remains intacte Every key en=
trusted to us is now present and accounted for,

10. I am sending a copy of this letter to the Head of
Defence Liaison (2) in the Department of External Affalrs, Ottawa.

Yours sincerely,

M. H. WERSHOF
Max Wershof,

. 000553
Permanent Representative.
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| SUPPLIES AND PROPERTIES DIVISION RESTRICTED
Feb. 26, 1957.
DEFENCE LIAISON (2) DIVISION 50048-AL-40\
Geneva Letters 86 and 88 of Jan, 30 p l/”’
and 31 respectively, and Telegram No, 54 of {;ZV/\
Feb, 14, 1957. 4
0ffice Equipment - Destroyer Room {0 o Y-C-1#e

The only aspects of this correspondence which directly
concern this Division are those relating to a provision
of facilities for the destruction of classified waste,

2, You will note that Geneva are now questioning the
desirability of being provided with a Somat 12 pulper
because

(a) 1t allegedly is messy and smells;

(b) it is now desired to use the room in which the
pulper was to be installed for other purposes;

(c) the Somat 12 pulper will not destroy tapes;

(d) arrangements may be made for the destruction
for both tapes and ordinary waste by installing
a drum incinerator in the grounds of the official
residence,

3. We suggest that in replying to Geneva you deal with
these particular points as followss:

(a) The Somat pulper is inclined to spill over and to
create a mess when overloaded either with waste,
water or both, It creates a smell only when an
acld solution is used in place of water for the
more effective and easier destruction of certain
special types of paper.

°e 2
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(b)

(e)

(d)

Document disclosed under the Access to Information Act
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-2-

As the size of a Somat 12 pulper is only

28" x 19" x 39" high, and the room in which

it is to be installed approximately 8' x 12!
the installation of a pulper as planned should
not deny use of the room for the other purposes
Geneva have in mind., For example, it should
comfortably house the pulper, shelves, a desk
or work bench for the security guard, and,
perhaps, a stationery cupboard, although
insofar as the latter is concerned we would
much prefer to see the space which would be
taken up by this item used by the guard as
additional working space.

Although the pulper will not destroy communica-
tions tapes, it will provide a convenient and
ready means of destroying daily ordinary classi-
ied waste, We suggest that communications tapes
could be partially destroyed and kept in the
vault type communications room until completely
destroyed, say once a week, by burning.

We are not much enamoured with the idea of an
0il drum incinerator beinz installed in Mr.
Wershof's garden., We would prefer to see tapes
destroyed weekly by burning either in the U. K.
Embessy's incinerator or in a small stove suit-
ably modified located in the basement of an
officer's house, However, if circumstances

rule out both these metho&s, we would not take
serious objection to Mr. Wershof's garden being
used, provided the incinerator is properly design-
ed and secure procedures are evolved and adopted
governing the actual destruction.

Defence Liaison (2) Division.
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We have received the tool box containing tools and
equipment for work on locks but so far have not received the
keys to the small fale lock fastening it. :

24 If these keys have not yet been forwarded would you
please send them as soon as possible as we do not want to have
to cut the lock off unless it is necessarye.

Jn e e £ \

Permanent NMissione.
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MISSION PERMANENTE DU CANADA AUPRES 7
DE L"OFFICE EUROPEEN DES NATIONS UNIES 8 (
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9 3 16, Parc du Ch&teau Banquet,

Geneva, February 20, 1957.
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Dear Mre. llao]!eil,

I am attaching a copy of our Letter No., 131
of February 19, 1957, which is a general survey in some
e — detail of the security arrangements we have devised for our
e AR S new offices, where we are at last installeds While we

: = have devoted a considerable amount of time and careful
thought to this matter, it may well be that persons more
expert than we would be able to suggest desirable modifica=
‘ | tionse In view of this we are especially looking forward
FEB 27 1957 to your first visit to this Mission,

You will note from the comments we have made
in our survey that there are some refinements - such as a
peephole from the Security Guard's kitchen, a "Somat" pulper
for Room 1 and a safe for Room 5 - that we think might now
be unnecessarye If the Department holds a contrary view we
may have to receive a further invasion of workmen.

Apart from this possibility it would seem
that the period in which workmen need to be in the premises
is now largely over., There are bound to be small tasks that
will require relatively short visits by workmen of various
kinds from time to time, but these should be no more than is
normal for any office.

With this in mind, it has occurred to us that
it may not now be too early to make definite plans for a tech~
nical survey inspection by the British Foreign Service Tech~-
nical Maintenance Service. The purposes and methods of such
an inspection were explained fully to us in the Department's

i ; Office of the High Commissioner for Canada,
Canada House,

LONDON, England. «s Top Secret Letter

(Att'nt Mr. R.A.S. MacNeil,
Regional Security Officer)
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Top Secret Letter No. DS-100 of April 6, 1956« At that
time it was thought that we would soon be entering our new
offices and it was planned to have an inspection carried
out on April 28, 1956, In fact, of course, no inspection
has been made of these new offices in which great numbers
of workmen had been steadily employed prior to our entry
at the beginning of this month.

You may already have been given a copy of
Letter DS-100 for your background information. If not,
you may think it desirable to obtain one from Ottawa, with
whom I assume you will be in touch in respect of our need
for a technical security inspection. I shall, of course,
be grateful to learn in due course when we can expect our
inspection to take place and whether the suggestions laid

down in Letter DS-100 for our behaviour during the inspec-
tion will still applye.

Yours sincerely,

M. H. WERSHOF

Max Wershof,
Permanent Representative.

cce Department of External Affairs, Ottawa.
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OFFICE OF THE

HIGH COMMISSIONER FOR CANADA

PERSONAL & 19th PFebruar y/j@S?
CONFIDENTIAL

gn“"fg AL"J/
By =

Thank you very much for your letter of the llth inst;
in connection with notes extracted from the Ottawa files

to be used for reference here.

Dear John,

The failure to cover neither Geneva or Vienna was due
entirely to an oversight, and was only notlced when I went
to read up the background on Vienna before leaving for
there a couple of weeks ago. I will open my file on Vlienna
with the material gathered during my recent inspection,
and 1t seems rather a waste of effort for anyone to dig
up material on the old Chancery. I should be wvery grateful
however if one of your staff could put together some notes
on Geneva for me and send them over here when convenient.

Yours sincerely,

;@w Kéjwaa /Mw/// /é;ﬁ/ﬂﬁ

) o _
/ / laal ?q«aréz)ﬁd‘\ Arr )")fﬁ/;[\ /J;«»«v»rj
R.A+S. MacNeill

/‘um (i,emwx:, /L(( /n £So. (R.A V )

7"“” J//

J. Timmerman, Esq.,
Department of EBxternal pAffairs,
Defence Lialson (2) Division,

OTTAWA,
CANADA. RASM/dcw
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TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

-------------------------------------------------------
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In compliance with paragraph 3 of your
Letter under reference, attached are copies of our

a) Standing Security Orders, and

b) Standing Orders for Security Guards, to which
is appended a sample of the two-guard schedule
on which we are operating.

2 Also attached are the following papers
requested in paragraph 3 of the security brief prepared
for .the Inspection Tour - 1956 of this Missdion, a copy
of which was left with us by the teams

a) Security data sheet,

b) A plan of our new premises at 16 Parc du
Chiteau Banquet, which is, as you know, a
new apartment building in which we occupy
the whole of the top or sixth floor of one
wing facing along the lake.

3 While the above provides you with a complete
picture in some detail of our security arrangements, both
your Letter under reference and the security brief already
mentioned invite our additional comments. We have
thought it best to accept both invitations at once, since
each paper raises questions relevant to the other and
security seems to us to be one package, all aspects of
which should be dealt with together, o

4. Specifically, you asked us to describe

any changes made to the plans which have been outlined

in Letter F~156 of May 10, 1955, The significant changes
are as follows:

(1) Room No. 1 - Destructor Room

As you know from our Letter Noe. 88 of January 31
and our telegram No. 54 of February 14, no means of
destroying classified waste has yet been made available
to us from Ottawa. Nor are we at all certain that

%ﬁ(-(/;/cm { if'/} »
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we can or would wish to receive an electric pulper, as
suggested in paragraph 3 of Letter No. F-156. We are in-
vestigating the cost of providing a rough but secure
incinerator to be located at a remote place on the grounds
of the official residence. In the meantime, our guards
are burning classified waste at the United Kingdom Per-
manent Mission.

(2) Room No. 3 ~ Stenographers

While the window grills in Rooms 2 and 4 are, in
strict conformity with paragraph 4 (VII) of Letter F-156,
swinging grills which will remain shut and locked with
security padlocks except on exceptional occasions as may
be authorized by the Security Officer for the purposes of
cleaning and the like, the window on Room 3 is guarded by in the Library
the same scissor-type grill as/in the offices of the and
Accountant ‘and the officers (Rooms 17, 8, 9 and 10, res-
pectively). The decision to change the order for a
swinging grill to a seissor-type for Room 3 was taken by
me, with the concurrence of Mr. Monette, during his last
visit to the offices before our occupancy, at which time
there was not time to consult you. At that time we
recognized that a swinging grill of the type which had
already been installed in Room 2 could only be opened at
the expense of using up the already cramped area available
to the three stenographers expected to use Room 3. We
agreed that, even if the windows themselves could be changed
to open outwards without the necessity of opening the grill
itself, the grill should be opened during the day to avoid
a heavy psychological burden falling on the three girls in
question. Moreover, we could not see how a change to a .
scissor-type grill in Room 3 - which would be opened only
during the day and would be locked with security padlocks
at other times - could offer any less security to the office
as a whole than those authorized for Rooms 8, 9, quand 17,
some, at least, of which were only a few steps further re-
moved from the particularly sensitive Registry and Communi-
cations areas,

(3) Room 5 - Cypher Room

Paragraph 3(D) of Letter F~156 is, of course, out of
datee. In fact, more cypher equipment is installed in
the room than was originally envisaged. Of more importance,
no safe has yet been provided nor do we think one is neces-
sary. At the present time a bar-locking cabinet has been
placed in the room. Considering the other exceptional
measures that have been taken to ensure the security of the
room, this would seem to be sufficient and suitable for the
storage needs of the Communications personnel. Not only
would it be extremely costly to transport and instal a safe,
its installation at this late date would be a difficult
operation and would unnecessarily use up an already limited
amount of space in this room.

(4) Room 5 - Cypher Room

Paragraph 4(III) of Letter F-156 called for a special
type of rolling window shutter. In fact, a scissor grill
has been installed and is locked securely with two security
padlockswhenever the Communications staff are not on duty.

cees 3
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_3...

I understand that this change had been approved by you
with Mr. Monette at some time subsequent to the Letter
to which we have been referring.

(5) Venetian blinds

Although paragraph 4(I) of Letter F-156 called for
venetian blinds fitted internally on the windows of all
offices, in fact such blinds have been installed only in
Rooms 3 (Stenographers) and 5 (Cypher). However, in
view of the closeness with which the grills on these
windows hug the window frames, it is virtually impossible —
and certainly most inconvenient - to make any use of them.4 ’
Nevertheless, the situation from the security point of
%ﬂ view would seem to be acceptable, since the building itself
\ has been fitted externally with vision-proof shutters which

&k%ﬁ;wkﬂtﬁp can be raised and lowered by a mechanism installed inside.

While it is true that a potential intruder can, with diffi-
culty, raise these shutters from the outside, this would
be an exceptionally perilous operation in regard to Room 5,
outside the window of which there is no balcony.

(6) Security Guard's Quarters - Peephole

Paragraph 3(K)(b) of Letter F-156 envisaged a glazed
'peephole'" to be provided in the wall between the guard's
kitchen and the staircase hall. In fact, although that
wall has been finished in all respects and the Security

. Guard is now installed in these quarters, no such peephole
0$fb has been provided nor do we think one is necessary. The
architects are having a great deal of difficulty obtaining
even an estimate for the cost of what would be a tricky
exercise in optics if a guard inside the kitchen is to have
any useful field of vision into the hall, Even if they
should be successful in solving this problem, there would
remain the disturbing business of having to knock a hole
through the walle. In view of this, and in view of the
fact that we do not look upon the Security Guard living in
the quarters as having anything to do with the security
_of the office while he is off duty, since the other guard
will be on duty or the offices will be in operation, we
tcannot see the necessity for, nor the sense in, pursuing
this notion. We shall be writing you separately with
regard to the possible desirability of having the usual
small and relatively inexpensive peepholes placed in the
entrance door to the guard's quarters and, more importantly,
in the entrance door to the office itself. -

(7) Chubb door locks

In paragraph 4(VI) of Letter F-156, mention is made

of the need to place Chubb-type 3G-T74 security locks on

fourteen doors, In fact only ten such locks have been

sent 0 use Their strategic distribution throughout the

offices will be clear to you from the security data sheet

and the plan of the premises, attached. Having in mind

their position and the other security arrangements we have

built around their employment, we do not consider it neces~

sary to send additional locks for the other doors originally
‘mentioned, although the provision of a spare would facilitate
1 the work of the Security Guard.
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‘5e You will appreciate that we have devoted a great deal
of time and thought to the perfection of what seemed to us to
be almost feolproof arrangemeniéﬁjor the security of these
offices. You will appreciatesfhat if we are to live up to

the letter of all of these arrangements, a significant call
will be made on both the time and the patience of all Canadian-
based members of the staff. Accordingly, in addition to sug-
gesting any improvements which might occur to you, we would
welcome any suggestions you might care to make that would relax
our arrangements in the interests of the quick and untroubled
performance of our normal tasks.

6o There is one aspect of our arrangements that I should
like to draw to your attention at once. That is the fact that
so long as we have only two‘guards on our establishment they
are each putting in at least 104 hours on duty every two weeks.
This total of approximately 52 hours weekly, which.takes into
aceount the fact that on Saturday afternoons and Sunday mornings
and afternoons only spot checks are required, seems to us to be
more than any Civil Service employeershould be asked to work on
a regular basise It is true that part of this large total is
made up of the time during the evening when your suggested two~-

| guard schedule envisaged that the guards would be off duty, but
during which our guards prefer to remain on duty in the interests
of good security. Since our char woman will only work in the
evening and does not complete her labours until hetween 8.30
and 9.00, the guards could only availl themselves of the leniency
in your suggested schedule at a rather late hour when, certainly
in so far as Emmerson is concerned since he lives on the other
side of town, there would be little point in leaving the offices.

Te The position of the guards is, in fact, even less
satisfactory than the foregoing suggests. As has been pointed
out abovey, it is necessary for them to take our classified waste
to the United Kingdom Permanent Mission for destruction by firee.
For obvious reasons this can only conveniently be done during
the daytime, and each guard is required to spend approximately
four hours one day of every second week in the performance of
this taske. Their total hours on a two-~weekly basis is there-
fore close to 108, In these circumstances, and until a third
guard has been provided for our establishment, it has occurred
to me that you Wwould wish to authorize me to record overtime
for the two guards in respect of any time worked in excess of,
say, fifty hours a weecke. - I should be grateful if this ques-
tion could be discussed by the officers concerned hoth in
Defence Liaison 2 and Personnel Division, and a decision trans-
mitted to me as soon as possibles While Mr. Emmerson and Mr.

. Latreille have apparently been most willing to work such extra
hours as are necessary for the proper performance of our res-—
ponsibilities in regard to security, I am reluctant to continue
to impose on their good will without some promise of their
position being placed on a footing more closely equal to that

i of the other Canadian~based staff here.

//& oy L) Wﬁiv

Permanent Mission. /

) 'P.S. A copy of this Letter with its enclosures is going
to London under. cover of a letter to Mr. MacNeill.
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W o e -®

‘ February 15, 1957,

CONFIDENTIAL

STANDING ORDERS FOR SECURITY GUARDS

GENERAL

The Head of Mission is responsible for the
security of his poste Mre. Jay has been designated by him as
Post Security Officer and is responsible to him for the enforce-
ment and control of all security arrangements, including the
supervision and direction of the security guards in their conduct
and the faithful, diligent and efficient discharge of their dutiese.

2. Whether on or off dubty, the conduct of the security
guards must be irreproachable, When on duty they are to be neatly
and properly dressed. They will be alert and attentive to their
duties and must be polite and courteous in their dealings with
callers and members of the publice.

3 , Guards will familiarize themselves with the
Departmental regulations, the Standing Security Orders of the post,
and the following.

4e Security guards, as all Canadian-based staff, must
be meticulously careful sbout divulging information to unauthorized
persons. Loose or unguarded talk can cause incalculable damage.

DUTIES OF SECURITY GUARDS

5 The primary and over-riding duty of security guards
is the protection of the Chancery in the danger period of the quiet
or non-working hours. Certain tasks may be assigned through the
Security Officer to guards during their tours of duty, but nothing
must interfere with the protection provided by the presence of the
guard in the Chancery at these times. Protection of the Chancexry
will require the guards to:

a) carry out systematic inspections of Chancery offices
and equipment with the object of

(i) detecting and reporting any physical or
audible signs of surreptitious entry or
. physical penetration being or having been
effected or attempted;

(ii) ensuring that security procedures relating
to the safe custody and hardling of classified 000567
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b) safeguard and control security keys;

c) maintain and'repair security containers and
periodically change combination settings;

d) install or replace security locks, bolts, bars
on Chancexry doors and windows;

e) supervise the char staff and any local workmen
whilst on the premises;

f) collect from the Communications Section the
white bag of classgified waste, take it to the
United Kingdom Permanent Mission and destroy
its contents every Thursday. This task will
be recorded in the Logs

g) maintain a daily written record or log which
will include

(1) times when guards are posted and
relieved,

(ii) duties performed,
(iii) security infractions uncovered,

(iv) receipt of telegrams and messages during
quiet hours,

(v) admittance to Chancery during quiet
hours, '

(vi) any unusual circumstances encountered
during tour of duty and action taken.

6o Within the broad framework of the above, the
specific duties of the guards will be performed as described
in the following paragraphs.

Te In addition to performing normal guard duties,
the guards will:

L L L] 3
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report as directed with the Security Guard Log Book
to the Post Security Officer, who will examine all
entries and initial the book. Any special instruc-
tions to guards will be entered in the/book by the
Post Security Officer and both guards will ensure
that they understand theses

draw up monthly duty rosters for the approvel of the
Post Security Officer;

be respounsible for the custody, lssue and return of
all keys, tools, locks, security equipment and spare
parts and the maintenance of an inventory of all such
items on charge to the post;

suggest to the Post Security Officer.any action which
they believe should be taken to improve the arrange-
ments in forcer for the security of the Chancery.

GUARD DUTIES AND SHIFTS -

8.

Guard cover is provided in aceordance with the

attached specimen two~guard duty schedule,

GUARD ON NIGHT SHIFT -

9.

On taking over the night shift at 5430 pem., the

guard will

a)

10.

enter in the log the time of his taking over the
shift, and sign the log book to indicate that he

has read and understands any special instructions
which have been entered in the book for his guidance
and attention;

collect the security guard task book from the Post
Security Officer and the Key Ring from Registry;

ascertain from the receptionist what visitors and
members of the staff are in the building.

As members of the staff leave the premises, the

guard will take custody of their office door keys. The receipt
of keys will be recorded individually on the Daily Key Control
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Sheet, and the keys will then be placed on a board provided for the
purposes He will also replace on his Key Ring the key to the
Registry Chubb grill entrusted to the stenographers.

11, When all the staff and visiftors have left the pre-
mises, except those remaining after the normal closing hour, the
guard will securely lock the main entrance and carry out his first
guick round of the premises with the object of

a) ensuring that all windows, the entrance door, the
doors to the offices of the Accountant and the é6fficers,
and the two grill doors are secured and that no fire or
water hazards from burning cigarettes or running taps,
ete., exist;

b) examining possible hiding places in which an intruder
may have concealed himself,

12, He will admit, log in and supervise the char woman.

13. Having assumed respongibility for the guarding of
the Chancery, his most important single concern otherwise will be
the close supervision of the char woman. This supervision does
not imply occasionally checking her presence, but the close and
uninterrupted surveillance of her activities.

14. The char woman will. not clean either of the rooms

in the Communications Section. Her work in the Accountant's office,
the officers! offices and in the back area - including the Registry -
will be especially closely watched. The guard will open the first
of these offices to be cleaned, admit the char woman - checking her
equipment - and keep her under the closest surveillance until that
room is cleaned. He will then see her out of the room, re-lock

the door, and proceed with the cleaning of the other offices and

the Registry in the same way until all have been cleaned.

15. When all of her work for the evening has been com=
pleted, the guard will log out the char woman. Then, with the
entrance re-~locked, he will make a thorough inspection for signs
of possible tampering with the premises or equipments

16. After all visitors,all local staff and Canadian
members of the staff other than those remaining very late have
left the premises, the guard will carry out his first main round of

oses the shift in
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the shift in the course of which he will

a) check all security containers not still in use to ensure
that they are properly locked;

b) ascertain if any classified files, documents or other
~sensitive material has been left on desks or otherwise
unprotected;

c) carefully examine all rooms, including doors, windows,
walls, containers, etc., for any signs of tampering or
attempted entry;

d) unlock and leave open the doors except the entrance door
and the two grill doorse.

17. When the last Communications employee leaves at
night, the guard will ensure that he has left the Chubdb door to
the Communications Section locked and has left the accordion
grill in Room 5 shut.and locked, with the shutters all the way
down..

18. When the last person has left the premises he
will ensure that all security containers are locked and will shut
and lock the Chubb door on the Registry.

19, The guard may then proceed with certain incidental
tasks which have been asgigned to him, such as repairing locks or
other equipment, examining material or furniture which has been
returned to the Chancery after repair, stamping envelopes, stapling
or sorting paper, etc. The completion of these tasks is to be
recorded in the log and in the task book.

20. In the course of carrying out his duties, the
guard will also be responsible for re-admitting members of the
staff and returning to them their keys, receiving messages and
telegrams, dealing with callers, etc. If members of the local
staff return to work after hours or early in the morning, the
guard will re-lock any sensitive offices which have been left
open and keep them locked until such local members have left the
premises. Particulars of all staff admitted, messages received
and callers dealt with will be enmtered in the loge
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21. Although he is permitted to sleep on duty, he
should ensure by means of an alarm clock that no period of
sleeping is longer than three: hours! duration. Between naps

the guard will carry out additional inspections of the premises.
Times will be staggered from night to night and work on incidental
tasks will be adjusted to the necessity of carrying out rounds as
ordereds During the last of these rounds, at approximately 07.00
hours, he will re~lock the offices of the Accountant and the
officerss He will open the Chubb door on the Registry, ensuring,
however, that the grill door is locked.

22« Each morning, at the end of his final round, the
guard will open the folding grills in all rooms, other than Room
5y so equippede He will then remain on duty until he has issued
from the Board - against recording on the daily control sheet -~
the keys required by members of the Mission. He will also remove
from the Security Guard Key Ring, and entrust to the stenographers
Jjointly, his key for the Chubb grill leading into the Registrye
The Security Guard Key Ring will then be hung on the appropriate
peg on the Boarde.

23, Saturday mornings, the Canadian staff member on
duty will take over from the departing Security Guard responsi-
bility for custody of the keyse At 12,30 peme the Security
Guard who is to be on duty on Saturday night will relieve the
skeleton staff of this responsibility and will remain in the
office at least until 1 pem. Before leaving the offices he will
make a final round and log ites On Sunday mornings, it will be
the responsibility of the guard who is going off duty to ensure

a) that the offices are secure, that all doors in the
offices are locked, and

b) that the Security Guard Key Ring is given to the
guard who will be on duty over Sunday nighte

SECURITY INFRACTIONS

24. In the event of any real or suspected security
infractions or security threats being discovered by the guards
during the quiet hours, they will be dealt with as follows:

a) If the security infraction is of the sort which re-
grettably may occasionally occur (security containers

or rooms not properly locked, classified material left

about in exposed or vulnerable positions) the guard
.o Wi000572 2
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will take immediate action to protect the material
involved. If a security container is discovered to

be improperly locked, it should be locked and an entry
made in the log for the information of the Post Security
Officers, If classified material is found exposed, it
should be sealed in an envelope, addressed to the Post
Security Officer, and placed in his drawer in the Registry.
The envelope should convain & report by the guard outlining
the circumstances of the infraction and the action taken.
The incident should be loggede In this connection, it
should be clearly understood that the responsibility of

the guard ends when he has discovered the infraction and
taken the proper safeguarding actione. The Post Security
Officer is responsible for any subsequent investigation
and corrective action.

b) If the circumstances are of an unusual nature and if,
in the opinion of the guard, an emergency or threat
exists or is imminent, he should immediately communicate
by telephone with the Post Security Officer, If this
officer camnot be located and he is unable to contact any
other officer, and he considers such action warranted by
the nature of the emergency, he should communicate directly
with the Head of Post. If unable even to locate the Head
of Post, he should instruct the off-duty guard to repoxrt
to the Chancery, explain the situation to him, and have
him acquaint the appropriate officer with the facts in per-
son with the least possible delay. These events should be
logged.

SUPERVISION OF LOCAL WORKMEN ~

25. The recent presence of local workmen during the
preparation of these new offices constitutes a security threat,
the danger of which camnot be over-estimated. It is a situation
which has been successfully exploited many times in the past and
can be exploited whenever the utmost vigilance is even momentarily
relaxeds It should always be assumed that an alien workman,,
however well-known and trusted, is a highly skilled technician in
an offensive intelligence services

000573




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur 'acces a l'information

26, Once the basic preparations in the office have
been completed, work involving repairs and maintenance should be
carried out by the guards. When this cannot be done and when the
employment of local workmen is necessary, the following steps will
be taken to minimize or eliminate the security threat which their
presence in the Chancery involves: ‘

a) Arrangements, if possible, will be made to have work
carried out on Saturdays or Canadian holidays so that
certain areas of the Chancery may be locked off and
the defensive action concentrated on the room or rooms
where the work is being donee.

b) If more than one workman is involved, and depending on
the nature of the work, the off-dubty guard should be
recalled and, if necessary, a member or members of the

| Canadian staff may be required to ensure the necessary
| ' ~ close individual supervision of workmen.

} c) All tools and equipment should be carefully checked on
the arrival and departure of the workmen, and a most
careful examination of the rooms involved will be made
at the completion of the jobe

DELIVERIES TO THE CHANCERY -

27« An effective method of penetration is the installa-
tion of certain devieces in furniture or equipment whichk has been
sent off the premises for repairse All such items will be sub=
jected to the most minute examination on their return before being
re~installed. ZEvery delivery, even that of the most routine nature,
made during the guard's tour of duty should be carefully checked and
an entry to this effect made in the loge Deliveries made at other
times will be brought to the attention of the guard next on duty,

s0 that he may carry out an inspection, the results of which he will
record in his loge

28, The orders promulgated for the guidance of security

guards in discharging their responsibility for the protection of

the Chancery are not designed to meet a security threat based on

forcible entry or physical attacks. This possibility is discounted.
9009
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29. The danger lies in surreptitious entry being
effected, leading to the installation of intrusion devices and

the gaining of access to classified material without the knowledge
of or arousing of the suspicions of the officers of the poste. The
threat is a real and ever-present one, and can only successfully be
combated by the most constant vigilance and scrupulous attention

to detail by security guards and all other members of the Canadian

staff,.

}W\fL{ L—Sdlﬂ~o ﬁ—o )

Max Wershof.
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) - CONF IDENTTAT

GENERAT, STANDING SECURITY ORDERS

In accordance with instructions sent from Ottaway
the following Security Orders have been prepared for this Missions

GENERAT,

2e As Head of the Mission, Mr. Wershof is responsible
for securitye. Mre. Jay has been designated by him as Post Security
Officer and is responsible to him for the enforcement and conmtrol of
all security arrangements. TWhile the guards are directly respon=
sible for the implementation of most of these arrangements, it goes
without saying that all Canadian~based members of the staff have a
personal stake in, and share in the responsibility for, ensuring
that the instructions governing the safeguarding of Canadian Govern-—
ment property and documents is one hundred per cent efficiente.
Aceordingly, in addition to the commitment to familiarize themselves
each half year with the security regulations, every individuwal should
voluntarily keep himself up-to-date with respect to the material on
the security file, the standing orders for the security guards, and
the following.

CLASSTFIED WASTE -

5e All persomnel should ensure that classified waste
is placed, as soon as possible, in the red bag provided for the
purpose in the Registry. Each evening before the Registry and the
Communications Room are closed, the Registry Clerk will empty the
red bag into the large white bag kept for the purpose in the Com~

" munications Room. Until destructor equipment has been provided for

the Mission, the guards will arrange to take the white bgg of classi~
fied waste to the United Kingdom Permanent Mission each Thursday,
where they will burn the contentse.

KEYS -

4 Each person is individually responsible for com-
plying with the instructions laid down for the use of keys, in so

far as those may apply to her or hime TEach morning the Security
Guard who has been on duty during the night will remain until he

has issued from the Key Board - against resording on the daily control
sheet - the keys required by members of the Mission. He will also

" remove from the Security Guard Key Ring and entrust to the steno-

graphers jointly, his key for the Chubb grill leading into the ¢
«a« Registry. ..
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Registry. The Security Guard Key Ring will be hung during office
hours on the appropriate peg on the Key Board. :

Se
that

6.

auty will take over from the departing Security Guard responsibility
for custody of the keys. At 12.30 pems. the Security Guard who is
to be on duty on Saturday night will relieve the skeleton staff of

this responsibility and will remain in the office at least until
1 pems

Notes

Bach individual Wili be responsible for ensuring
keys entrusted to his or her, care

a) are never seen by unauthorized persons,

b) are returned to the Key Board - through the Registry
Clerk or one of the stenographers - before the person
concerned leaves the offices, even temporarily,
during the day... (A record of this is to be kept on
a temporary Control Sheet)... As an exception to this,
the three keys used by Mr. Lebeau should be turned
over to Mr, MacKinnon whenever the former leaves the
offices, as, for example, during the lunch hour.

¢) are returned - against recording on the Daily Control
Sheet - to the Security Guard on duty before the
persons concerned leave the offices in the eveninge.
(The Guard will replace on the Security Guard Ring
the Registry grill key entrusted to the stenmographers,
and will hang the other keys on the Key Board,)

Saturday mornings, the Canadian staff member on

The only keys which may be taken from the premises are
those used by the Guards (on Saturdays and Sundays) and
the entrance key kept by Mre. Jay. This key will be
entrusted to the Communications Operator on Friday night
and returned to Mr. Jay on Monday morning. All. staff
should note that in the event of an emergency, e.ge. the
illness of the Guard on duty, Mr. Jay or the Communica-

tions Operator - as the case may be ~ should be contacted
at oncee

s o s s 3
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OFFICE DOORS AND WINDOW GRILLS -

To All doors giving access: to the rooms of Canadian
members of the staff must be locked when they are left unoccupied,
even temporarily. Responsibility for shutting and locking the
Chubb grill on the Registry will be shared by the stenographers

and the Registry Clerk. They will share with Communications staff
the responsibility for shutting and locking the door leading to the
reception room whenever the stenog raphers' room and the Registry
are left vacant. ~

8e The Chubb grill leading into the Communications
Section is to be kept locked during the daye At noon the key to
this Chubb grill should be placed on the Key Board and this action
recorded on the temporary control sheets The Chubb door itself
will be opened in the morning by the Communications Staff and
closed by them at the end of their working day. Whenever the
Chubb door is locked, the grill will be left unlocked and the key
will remain in a secure place in the Communications Section.

The swinging grills on the windows in the Registry and the Teletype
Room will normally remain lockeds They can be opened for cleaning
or repair of windows only with the authorization of the Security
Officer.

9, The accordion grill in Room 5 may be opened by the
Commmications S,aff while they are on dutys That staff will be
responsible for shutting and locking the grill before they leave
for lunch (one lock) and before they leave in the evening (both
locks). In addition, they will lock their cabinet in the evening.

10. The aceordion grills in the other rooms will be
opened in the morning on working days and on Saturdays by the Guard
on duty, and closed by the Guard on duty at night and at 1 pe.m. on
Saturdays. In order to avoid the burden of locking accordion
grills in these rooms during the quiet hour at lunchtime, it will
be necessary for all classified material to bhe returned to the
Registry and for all office windows and doors to be shut and locked,
including the Chubb grill to the Registrys The shutters in the
Registry, stenog raphers! room and teletype room should also be
lowered. It is expected that on the great majority of days Mre
MacKinnon will be in the office during the luncheon period. On
those-occasions when he will wish to leave the offices he will make
arrangements for someone else t0 remain on the premises.

REGISTRY -

11, Apart from the normal responsibility of ensuring
that the Chubb grill is locked whenever necessary, the Registry
Clerk will also ensure that the Taylor safe is kept locked at all 000578
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times when not in use. Moreover, before the luncheon break
he will ensure

a) that his window is shut and locked;

b) that all papers and files have been placed in file
drawers, all of which will be shut, though they
will not have to be locked;

¢c) that the keys used by him are turned over to Mr.
MacKinnon. :

In order to facilitate the bothersome task under (b), all
members of the staff are asked to make every effort to return
their papers to the Registry before 12630. If it is not pos=
gible to return papers before the Registry Clerk leaves for
lunch, latecomers are asked to obtain the key to the Chubb grill
from Mr. MacKinnon and to place their papers in the drawer pro-
vided for them at the same time as they return their keys to

the Key Boarde The grill must then be locked again and the key
for the grill should, of course, be returned to Mr. MacKinnon.

SUPERVISION OF LOCAL WORKMEN AND DELIVERIES TO THE CHANCERY ~

1z2. The recent presence of local workmen during the
preparation of these new offices constitutes a security threat,
the danger of which cannot be over-estimated«. It is a situation
which has been successfully exploited many times in the past and
can be exploited whenever the utmost vigilance is even momentarily
relaxed. It should always be assumed that an alien workman,
however well-known and trusted, is a highly skilled technician in
an offensive intelligence service. For this reason, and because
the offices - apart from the Communications Section = are not
soundproof, all persomnel should exercise discretion when speaking
about sensitive subjectse.

13. An effective method of penetration is the installa~-
tion of certain devices in furniture or equipment which has been
sent off the premises for repairse All such items will be sub-
Jjected to the most minute examination on their return before being
re~installed. Every delivery, even that of the most routine nature,
should be carefully checked by the Accountant and the delivery re=-
ported to the Security Officer, who will ask the Guards to make

what further check is possibles 000579
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14. The orders promulgated in regard to security

are not designed to meet a security threat based on forcible
entry or physical attacke This possibility is discounted.

15. The danger lies in surreptitious entry being

effected, leading to the installation of intrusion devices and

the gaining of aceess to classified material without the know-

ledge of or arousing of the suspicions of the officers of the f
poste The threat is a real and ever-present one, and can only

successfully be combated by the most constant vigilance and

scrupulous attention to detail by security guards and all. other

members of the Canadian staff.

Max Wershof
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&CANAD!AN DELEGATION

SECURITY GUARD SCHEDULE

DELEGATION DU CANADA
GENEVA 1957 .

(FEBRUARY)
R.Latreille Feb.1l 1730hrs. to 0830hrs. Febe2 Dot
A.Emmerson . "2 1230hrs. to 0830hrs, Féb.3 Corn
R.Latreille om o3 0830hrs, ‘to O0830hrs. Feb.k /w~
A,.Emmerson oy 1730hrs. to 0830hrs, Feb 5. s
R.Latreille o "5 1730hrs. to 0830hrs. Feb.6 wail
A.Enmerson n g 1730hrs. to 0830hrse Feb.7 “li..
R.Latreille "' 7 1730hrs. to 083Chrs. Feb.8 i
A.Enmerson BN 1730hrs to 0830hrs. Feb,9 S/
R.Latreille "9 1230hrs. to O0830hrs. Febe10 >~
A.Emmerson " 10 0830hrs, to 0830hrs. Feb.ll ww
R.Latreille " 11 1730hrs.tto 0830hrs. Feb,12 1w~
A.Emmerson m 12 1730hrs, to 0830hrs, Feb,13 W/
R.Latreille w13 1730hrs, to 0830hrs, Feb,l} Thw
A.Emmerson " 1,  1730hrs. to 0830hrs. Feb,15
R.Latreille no15 1730hrs. to 0830hrs. Feb.16
A.Emmerson " 16  1230hrs. to 0830hrs. Feb.17
R.Latreille " 17 0830hrs. to 0830hrs, Feb,18
A.Emmerson m 18  1730hrs, to 0830hrs, Feb,19
R.Latreille * " 19  1730hrs. to 0830hrs. Feb.20
A.Emmerson '™ 20 1730hrs. to 0830hrs. Feb.2l
R.Latreille " 21 1730hrs, to 0830hrs. Feb.22
A.Emmerson no22 1730hrss to 0830hrs. FEB,23
R.Latreille " 23 1230hrs. to 0830hrs, Feb.24
A.Emmerson no2L 0830hrs. to 0830hrs. Feb.25
R.Latreille " 25 B730hrs. to 0830hrs, Feb.26
A.Emmerson . ™ 26 1730hrs. to 0830hrs. Feb.27
R.Latreille " 27 1730hrs. to 0830hrs, Feb.28._4
A.Emmerson’ " 28

1730hrs. to 0830hrs, Mar, 1
—
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FJ'EENEVA FEB14 RESTD ffv; JRSEIRIR

TO EXTERNAL OTT 54
- REF OUR LETTER 88 JAN31

OFFICE EQUIPMENT DESTRUCTOR RQOMTT-P’f“”'J | | o
IN WRITING oun LETTER WE WERE UNAWARE oF A SERIES OF. ADDITIONAL J

T Document dlvblgue efn ve g__ cj}: hs. tion
Lo “ ' L /

| SERIOUS DRAWBACKS TO THE USE OF A PULPER EMMERSON ONE OF OUR

GUARDS SAYS THESE MACHINES CREATE SUCH A MESS THAT IT WOULD BE

IMPOSSIBLE TO USE THE DESTRUCTOR ROOM AS ADDITIONAL STORAGE SPACE

WE DESPERATELY NEED AND THAT THE SMFLL WOULD UNBOUBTEDLY BE

INTOLERABLE EER STENOGRAPHERS AND OTHER STAFF OCCUPYING BACK ROOMS. L

2 IN VIEW OF THESE POSSIBLE OBJECTIONS AND OF THE OBJECTION THAT

{.,

,A PULPER CANNOT DESTROY CYPHER TAPES PLEASE CORRESPOND UITH US

FURTHER BEFORE MAKIMG ANY COMMITMENT TO SENDI
. A . L COBOMAT PULPER WE ARE

o INVESTIGATING POSSIBILITY OF INSTALLING AN OIL DRUM INCINERATOR ON
fTHE GROUMDS oF MY RESIBENCE TO WHICH UE ASSUME THERE WOULD BE NO |

f SECURITY OBJECTION.

- -wzasnép “7ﬁ"'
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EXTERNAL AFFAIRS, OTTAWA, CANADA.

-----------------------------------------------------

--------------------------------------------------------------
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e DEPARTMENT OF EXTERNAL AFFAIRS,

CANADA.
231

Security:...... SECRET ...
Noteoerens SIS e,
Date:......... LeRruary 1z, 1957
Enclosures:. .. .. Jn,eéqﬁﬁ%gf .............
Air or Surface Mail:... ALL . ............
Past File No:.... SEGURITY . (S). ...

Ottawa File No.

S0 ¢ F ~ AL -0

-

73

References
_D ’ﬂZ .
T\ , As soon as possible after our
2 j arrival in our new offices we either
ZE B 7l changed the combinations on our locks
=1 in use or set combinations on the
5 additional locks required.
6 ,
T 2 The settings on all combinations
A now in use are listed in the attached
e T sealed envelope.
FEB 19 1951 :
¢ %
ke [ &7
Permanent Mission. /
Internal
Circulation %h ﬁ/ {
(%,W ‘
;Zo /LL4LU\/ﬂ( ¥
N
/‘%W” A2
z WS 2
V A
N
_ TIND
Distribution ( . //\ //
to Posts "
\
e 1004 (D_._. a/Car
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)
- | NUMBERED LETTER '
TO:. q‘m CANADIAN PERMANENT. JISSION,. .......... Security: .... @ QNFIDENI‘IAi e,
erereeerer.... GENEVA, SNITZERLAND............. Noteeroer D8 2 Govioien .
FROM: THE UNDER- SECRETARY OF STATE FOR Date: .. Fabruary..5, . 1957..........

EXTERNAL AFFAIRS, OTTAWA, CANADA.

... Your Letter of Jan. 31, 1957.%Q.the| Air or Surface Maili...ALR .. coon.o....
Reference:.. 'Regional Security Offic’:er, London. r or Surface

50048=AL-40

--------------------------------------------------------------

.............. Security - Telephones ... .............. Ottawh File No. | ’ g
4
i
§

( References .
In the temporary absence from London of the
Reglonal Security Officer we are replying to your
enquiry concerning the telephone in Room 4, the
teletype line room. It is correct that there is
no objection to the installation of a taelephone
in this room, and, indeed,it is desirable that
one should be avallable to the Communications
Clerk, Our Letter No. F-307 of September 12,
1955 erred on this point, since the line room
housss no classified equipment,
2. No telephone should, however, be installed
in the cypher room.
— for Under-Secretary of State
Internal for External Affairs,
Circulation
- Dist.\rihut:ion
Lo Hosts
London
(Reglondl
~ Secuvri
Mﬁ y
‘: N
&/f] . .
— ‘ 000584
kxt. 1818 (Rev. 2/52)




TO:.. ‘HE GANADTAN. EERMANENT, MILSSION,

D. L. (2)/Rerument doegaedy

'DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

uuuuuuuuuuuuuuuu

FROM: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

Reference: ... AGUT. Letter. No.. 68. of Jaa..24,. 1957

--------------------------------------------------------------

r the Access to Information Act
e la Loi sur l'acces a l'information

(FILE COPY)

Date:... Kebruary.4,. 1957 .........
Enclosures: .. .covooecnceesnracrcn e eaennat
e Air or Surface Mail:.. Alr....... ... o

Post File NOiw.veeirieoenecnroiiarcosncns-
Ottawa File No.
50048-AL-40 <

D

Y3

References

Internal
Circulation

N

Distribution
to Posts

Ext. 1818 (Rev. 2/52)

This will confirm our Telegram No., 28 of
January 29, 1957, in which we approved the marking
of keys serially and individually to facilitate

their identification.

We would prefer this method

of marking rather than the use of actual room numbers,
as it may prevent anyone who might galn access to a
key from ascertaining the room to which the key belongs.

2e

Your attention 1s directed to the Speclmen

Standling Orders for Security Guards at Posts Abroad,
paragraph 10, attached to our Letter No. DS-422 of

December 13, 1956, and we suggest that you institute
the procedure described therein for the safe custody

of keys.

3e
to the
tagged,

Ve asgume that the duplicate keys forwarded
Regional Securlty Officer, London, were sultably
Would you, therefore, please advise the

Regional Security Officer to mark these duplicates

gerlally from A to J to correspond with the keys in
use in the Chancery, and to stamp each key with the
nuaber 5, thus continuing the numerical sequence of

all series.,

for

Under=Secretary of State
for External Affalrs.
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OFFICE OF THE

HIGH COMMISSIONER FOR

I wondsr therefors,
i1f T could impose upon you 50 have one of your staff reply

to Mr. Wershof's letter to me of the 3lst January headed
"Security, Geneva -~ Telephones",

., It does seem a roundabout way of .doing it but as I
wlll not be back here and have a chance to study this before
the léth rebruary it would give Mr. Wershof a satisfactory

reply long before then. Will you please send me a copy of
your reply. ‘

Yours sincerely, -

(ReA.S. MacNeil) | ' |

J. Timmerman, REsqg.,

Department of Bxternal Affairs,
Defence Lialson (2) Division,
OTTAWA, ‘
Ontario, -

CANADA, o ~ RASM/dew
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)
NUMBERED LETTER

o8B CANADLAN. .PERMANENT. . MISSIQN,............. Security: . GONVIDENTIAL ............
........... GENEVA,..SKITZERLAND. ........v.v... | Notso RO Do oo
FROM: THE UNDER-SECRETARY OF STATE FOR Date: . J4AVATY.. 3Ly, 19270..... ...

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Subject:..... Depertmental. Security. Regulatlons. . | Post File Note.vverneerrnernrninennnnnn..
-------------------------------------------------------------- Ottawa File NO.
50048-AL=40
48, | (D
‘,References s
As requésted, to complete your file attached
is a copy of Circular Document ADMIN, No. 21/53
of June 19, 1953, although you will note that this
document is not primarily concerned with security.
2« You are correct in assuming that we are aware
of the desirability of an up-to-date consolidation
of the various existing documents relating to security.
1t is intended that this consolidation take the form
of a separate Security Manual, which, it ig hoped,
will be completed and distributed this year. '
for Under-Secretary of State
for External Affairs.
” Internal
Circulation
i istribution
Qtt{ Posts .
London L
(Regiongal
Sec i£¥
;\Qw 0ffige
{&LM \
LY

Fxt. 181R (Rev. 2/52)
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A

* i | '- COAPY : ?(50

"La Pelouse", Palais des Natiomns, |
Geneva, 31st January 1957. . .

3

CONFIDENTIAL L : »
‘ ‘ SEO <-K§\=— AL~/ O ;

Attention: Regional Security Officer

3

|

Dear Sir:

Security, Geneva - Telephones

. In its Letter No. F-307 of September 12, 1955,
dealing with the subject of the installation of tele-~
phones in the new office accommodation of this Mission,
the Department mentioned that "to safeguard security
no telephone outlets should, ‘as you say, be installed
in Rooms 4 and 5, As an added precaution, no buzzer
. - should be installed in either of these two rooms",

- : As you will see from the plan of our new offices, which
SR o you have already received with a duplicate set of our
‘FEG <4 957 ~  keys, Room 4 will house the teletype equipment and Room
o 5 the sensitive cypher equipment.
e ﬁ,mc_r -

- . Although our files show no formal decision
; prub'jxmdc countermanding this instruction, it is a fact that
*ﬁw L A Room 4 has now been equipped with a telephone outlet.,
ﬁa We understand that the decision to install this connec-
4¢fﬁgﬁZM& tion was taken here some time during September 1956 while
Lrvarr el © . Mr. Bélanger was making a preliminary inspection of what
- 7n6ﬁuzare to be our Communications rooms, So far as the-
e - -memory of those still on our establishment goes, Mr,
Yasrtt Bélanger told Mr, Allard at that time that the earlier
worries with regard to telephones in Communications areas
Ao ' had largely been overcome and that, in any event, a %
telephone in Room L, separated by a solid wall from Room
A5 5y would in no way compromise the security of the cypher
_ 2_‘:} equipment, Moreover, we believe that he mentioned that.
: / the efficlent use of the teletype equipment required
. _ that a ‘telephone be readily available to the Commnica-
wtions Clerk, - " ‘ :
oty

Office of the High Gommiss@ipigr, fon Canada, . 7 ‘<ﬂgjcft4mﬁn”57 <
Canada House, 7 2., i EUGC G et free.
London, England., ¥{" T e NS B Bes A

Co
o ‘i—:_’«_ $
v

wﬁg. 'Depaytmeqp of E;pérnal Agﬁgirgjlogggwg, 000588
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Although we have an extra telephone which we
would very much like to install on the connectlon
-in Room 4, we shall not do so,.at least once the:
cypher equipmént has arrived, unless you tell us
that by doing so we are not compromlslng security.
If you think there is some' danger to. security by . .
having a telephone in that situation, we should be
grateful to learn whether you also think that the .
mere .presence of a telephone outlet is also com= "
'promlslng. B B : . o

o, complete the plcture 1t need only be added
that no buzzer has ‘been 1nstalled in elther Room h
or Room 5. .

?Yours sincerely; -
b - WEASHOF -

Max Wershof
Permanent Reprebentat ive.
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DEPARTMENT OF EXTERNAL AFFAIRS,. CANADA (DUPLICATE)
NUMBERED LETTER S

UNDER- SECRETARY OF STATE FOR _’ Securw/..-.3-}?-S.T-I.u-qr-j"-ﬂ-n-3 .......... :

e EXTEBNAL AFFAIRS, OTTAWA CANADA I gg
FROM: THE CANADIAN PEBJI‘JIANENT MI.SS.I.QN. .Date:.........']:a.l.l.l%fa.r:x .3..1....1.?.5.7.; ‘‘‘‘‘
. GENEVA, SWITZERLAP\D. ........... Enclosure.s
ReferenceOuI’ Letter No. 218 of: June 5, l95.6.,... Air or Surfaee Ma1lp‘lr

A‘%}’ ) @g ‘i
References - .. NS | i
R N N e prgd ‘

s o Wlth our Letter under reference we included

A ~Ix_1t.ernai_ »
Circulation

. Distribution
. to Posts '

Fxt. 182C (Rev.2 /52)

an. Appendlx mAn dealing inter alia with equipment for

' the destructor room, - Simple reference was made to .-

-;'of

_paragraph 3(a) of your Letter F-156 of May 10, 1955,

in- whlch you had llsued the al ernative suggestlons

(a) a "Somat" 12 Electrlc Pulper, or .

(b) an approved 1n01nerator, exther was.i,
< or electrlc flred :

,'é; T On rev1ew1nv our file we are unable to flnd
.any mentlon of. a declslon having been taken as to the

kind of equipment for destroying material selected.
It is a fact, however, that Room 1l-on the plan of the.

" new offices, a copy of which is available. in- the Depart-

ment, -has been equipped with a drain line, water supply-
and an electric power outlet, Nevertheless, we can

- find no reference either to the shipment of a pulper -
~ nor-to, any de0131on that a pulper would not be supplled.

—3. " - As you. know We move into our new offlces
;tomorrow February l -and will immediately be faced
- with the problem of destroylng classified wastes Since -
'»there 1is no incinerator anywhere on the premises and .
since it will be impossible to arrange any temporary
~means of destroylng waste, we have made -an ‘informal
arrangementy with the United Kingdom Permanent Mission -
‘to use their facilities for destroylng. "Although
. perfectly satisfactory from the security p01nt of view, "
.this arrangement has two drawbacks, In the first

place, it is an imposition on the British which I am

.~ reluctant to, continue indefinitely. Secondly, it
- .necessitates the Security Guards returnlnv to the.
. office on one of the working days of each “week in:

order to collect the waste and to take it the’ not-_

«Alnconsequentlal dlstance to the Brltlsh offlce.

e | In ‘the 01rcumstanves I should ‘be grateful
. - if you would give urgent consideration. to this matter
" . and- let me know what your plans are with- regard to the
. ‘provision of adequate destruction equipment. You

will wish to.:

.....

1000590
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will wish to bear in mind our Letter No. 86 of
.Jamuary 30, explaining that in the absence of
sufficient storage space we are hoping to build

into Room 1 one wall of shelving. The room would
~also, we would hope, contain one of the stationery
cupboards, as well as a small work table or desk for
. the use of the Security Guards. Obviously the size
of any destruction unit must be given careful thought,
since equipment that is at all bulky may require our
removing some of the other furnishings which, under
optimum conditions, we would like to have remain in
Room 1, ' - : : -

5. ' - In conclusion, I should perhaps draw
your ‘attention to one other aspect of- the matter.

I have been led to believe by our Security Guards
that a pulping machine will not adeguately destroy
the waste tapes from the cypher equipment., If you
. should decide that, notwithstanding this possible
weakness, a pulper is to be sent to this Post, I
‘should be grateful for your instructions on how we

.should destroy-these tapes. o

6. - Although the above raisés a number of
security questions, we have decided in this instance -
not to follow the procedure laid down in paragraph 7
of your Letter DS-368 of October 31, in accordance
with which we. should write directly-to the Regional .
Security Officer in London. We have taken this de-
cision because the above deals in large measure with
questions of office furnishings which may not be
familiar to Mr. MaNeil. We have, however, nt him
‘a copy of this Letter under a personal letter of ex~-
planation. ' : : - : -

. ﬂai H., vvfsfféﬁfi()g:

Permanent Mission.
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DEPABTMENT OF EXTERNAL AFFAIRS, CANADA. (DUPLICA™. Y
PR * NUMBERED LETTER '

/UNDER- SECRETARY OF STATE FOR o secumy...UNQL.A.SHIEIEQ ............

: EXTERNAL AFFAIRS,. OTTAWA, ‘CANADA-' N'N&-ﬂ-h ...... QZQK”.“.”. ..........

* FROM: . THE. GANADIAN PERMANENT MIS.SION,....... Date: ...... J.ar.mary.B.O 2. 19227 ...

........ '.,:'.......GE"QEVA..-SWITZF‘RLAND..‘....,.. Enclosures..................'.,.‘......,..,,
Reference | | | |

...... Air or SurfaceMail:.Alr..‘.‘.,.l.(.....,,.

_ -~ » , .
Re ferences oo i\,«; “:"j : mm— —
féVE%byf : : o | | o
. ‘%gmﬁy " As can be seen from the plan of our new offices,
/fi}3y3$b°PY ‘of which you have, the only readily .available flxed

< %3 © space for storing -stationery, documents and other supplies
&<z> . is -in the small cupboard called Room 6 on the plan, Even
\&: with the two stationery cabinets received some time ago
this is not enough for our requirements, - As you know,
apart from the normal items we have to keep two complete [
sets of. stationery (delegation and Mission letterhead), as’
well as a supoly of office equipment for loan to delega-
tlons. :

2. . We can see no alternative to building shelves
in room 1,. Although this was originally intended as a

destructlon room, we have as yet no assurance that we areg

. "to be supplied w1th a pulper, If at a later cdate it is;

..decided to install a pulper and the shelves -are taking u

. too much room, they can be removed, as they will not be |

- attached to the wall,

3, In addition to this shelving for readily

- available supplies, shelves will also be needed in our
basement storeroom, where we will have to store not onﬂ
our Entertainment Stockpile but also the balance of our

Internal supplies and the luggage of the Security Guard.

Circulation b We have received an estimate of 413,00 S.F.

' ' (approximately $100) for the shelving in Room 1 which
will cover the whole of the back wall from floor.to

- ceiling., TFor the basement the estimate is 858.00 S. 4
(approximately $200) for shelving to cover the left-h
wall and the back wall. In both cases the estimates
call for shelves made of the lowest grade wood, plan
unpainted. A copy of the estimate which gives the
dimensions is attached, When considering this estiy
it should be borne in mind that the cost of wood 1n!
is very high., L . o s |

5, It would be appreclated if we could be g/"

- necessary authorization for these expendltures by t «
" Distribution - as we shall be moving into the new offices in two d
toPosts . | . time and our need for storage space will be pressin

Ext. 182C (Rev. 2 /52) . . : ' /1 000592
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- 2 -

-6, As an alternative that may be cheaper,
you might wish to consider the possibility of
supplying manually»assembled-metgl shelving., We
know that this can be purchased in Canada and the
United Kingdom, but we have not. been able to locate
it in Geneva. : -

M. H. WERSHOF

Permanent Mission
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rifENEVA JA&29/57-c0NFD'A o o . ‘
TO EXTERNAL 31 - N : o

' SECURITY ARRANGENENTS | | o

YOU WILL HAVE RECEIVED OUR LETS. 68 AND 70 JAN24 IN BAG DESPATCHED e

© THAT DAY.WE REGRET INADVERTENTLY THESE WERE NOT ADDRESSED

TO. THE SECURITY OFFICER IN ACCORDANCE VITH PARAT OF YOUR LET
DS368.0CT3 1. YOU. MIGHT WISH TO SEND COPIES 10 HIM OFFERING OUR

APOLOGIES FOR PROCEDURAL ERROR ‘
' - WERSHOF

000594
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4 ' DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. - ~( DUPLICATE)

NUMBERED LETTER - '

Unclassifled

1o Permanent. Misaion...... e | Seeuriny: RSRASALEIES
BRI evroic  Switzerisnd...... et No: 7w @Z / vedeeren e PEOPTOTTRO
' T | » 29, 1957, -
FROM: THE UNDER-SECRETARY OF STATE FOR . Dacd8THERY. 200 9270 s
| EXTEBNAL‘ AFF»AIRS’ OTT_AWA, CANADA. Exxclt;sures: ...... ens e
Reft;.rencezy;'?y?. Letter .50 .of . .'IQPM—%I’.Y. 18,.1957... . | Air or Surface -Ma_i'l'. . ............ )
sbjecOff1ce Furnishings = File cabinets ... Post File Noteeovvverss: TP
e e i | o Rl R
e SRR A R UL R R R A : JOO‘/S‘* ﬁA-—— 4‘-/‘0
73 “
Retrmees | e epe o SowE ALt

.éZ?k%{wx/O/ay’C‘ﬁVﬁ

: We are pleased to inform you that an.
order is being place through Canada House, for

i=four=drawer non=-locking filing cabinets (grey)
for use of -the four officers of your Mission,

NOanocking cabineﬁs are beingfproﬁided,on
. the understanding that under no clrcumstances will -
. they be uased to maintain'classified material, :

. . -Unfortunatly there has been some delay on
delivery of the Taylor security shell and insert, -
however we are informed that shipment is being made-

- from St -John N,B, on Feb, 6, via the 5.8, Beaverlodge.

Internal ﬂ
Circulation B
' ORIGINAL SIGNED BY
: M. GRANT

' ‘Under Secrotary of State
.. for External Affairs ' .

. Di;trihuti’on
to-Posts

000595
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, JAN.29/57 P g =) SECRET
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F¥ EXTERNAL-.- 8@.&% 3 82 00 4
NUMBER PRECEDENCE
. | | DS~ 3. &
0 prAANENT REPRESENTATIVE _ GENEVA
THFO -
HER
SUBJEST
APPROVE MARKING OF KEYS.
SUGGEST KEYS FOR EACH LOCK BE LETTERED FROM A TO J
AND KEYS IN BACH SERIES BE NUUBERED INDIVIDUALLY
FROM ONE TO FOUR, LETTER FOLLOWS. -
TTYDCREL
I TSTR [BUTION n()
ORIGTINTOR “Tozvision PHONG 5PFROYAD i
E.F, I'{eyeS/tk z, D. I‘.',. (2) v 2"5124' Je mmerman

. arw
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o > - ' DEPARTMENT OF EXTERNAL AFFAIRS CANADA
T NUMBERED LETTER

TO: THE UNDER- SECRETARY OF STATE FOR Summxy ..... :
EXTERNAL AFFAIRS, OTTAWA, CANADA. Nos . gf

oooooooooooooo

------------------------------------------------------

Ottawa File No.
Sootf -l O

--------------------------------------------------------------

--------------------------------------------------------------

4

43 52

References

’?L’ You will have received a copy of our .,
BN letter of January 17 to London, marked for the
2 attention of the Regional Security Officer and
3 enclosing a set of the ten keys for the Chubb
iZi ) locks that have recently been installed. at our
5 new offices, As you know, this leaves in our
5 care four additional sets of these keys, or a

total of forty. 1In addition, we have two

sets of the keys for the grills installed with
: the Chubb doors on .the Registry and the Com=

10 munications Section.

R SO ,
2.

It has occurred to us that the custody
and efficient use of these keys would be

- greatly assisted if we were permitted to stamp
on them an indication of the room served by
the key and the set to which it belongs. 1
understand from our Security Guards that it

" would be a simple matter for them to identify
the keys in this fashion.

Internal 3. However, before authorizing the
CncMat guards to undertake this task, I should like
to have .confirmation from you that this pro-
cedure in no way contravenes security regula-
”,, tions, In this connection I should point out
[Aate o to you that, with the exception of the keys
&2?7 y which the Securlty Guards may carry with them
&7 outside of the office during the days of
ﬂib%j ﬂoumw& Saturday and Sunday when the offices will be
¢4,4g4 en - guarded only by spot checks, and the extra key
5 - to the entrance door which will be entrusted
f . ~ to Mr. Jay, I can foresee no need for our keys
('40774«,( A-1, A2, to be removed from the office premises, I
Bi. Ba &7& _) would personally hope that you will be able to
‘ . authorize us to stamp all of the keys. If you
) cannot do so, I would hope that you would be
Distribution able to authorize us at least to stamp those

7y Lo -°“2:4z‘¢ I " - keys which are not likely to be removed from
éﬁhbg o “”%L"“ 7 the office premises.
< allondues

and
%% L. In view of the fact that we sould be

s droncadile installed in our new offices nmet—later—than on
February lst, I would appreciate recelving your

/719 ‘Jéjijﬁb/
A, //4%<:kw?éply by cable.
““”“’/ ”671 9/» 2 Sy (et §

Permanent Mission.

000597
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. i joov
L DEPARTMENT OF EXTERNAL A“r‘l"KIﬁ

e

2o NUMBERED LETTER ~
W od ‘ ﬁ, - . . ~
TO: THE UNDER- SECRETARY OF STATE FOR | Security: ... .GoRELS entlﬂ\\
EXTERNAL AFFAIRS, OTTAWA, CANADA. NOt e ,“;?Q .....................
FROM: ... THE CANADTAN PERMANENT MISSION, . ... Date:........ Janvary. 2k, 1927. ..
............... GENEVA, SWITZERLAND. .. ....... | Enclosures:....cococveeieiirerciinnins
Reference: Our,, Letter, No,, 253.0f. June’ 22, 1956 . Air or Surface Mail:.... Air.........
Subject:.. Departmental  Security RegulationSe... | Post File No:.. SECURTIY. .(8)........
UUTE U U T U PP PP PTPPPPPPPPRPPPPPEPPPPPY Octawa File No.
................................................. SECo v S AL -
v'3 ’ 5’@
References
| 272 In accordance with instructions contained
T in Circular Document B.51/55 of September 27, 1955,
, all members of the Department serving at this
P v Mission have read the Departmental security regula-
;f A ' tions. -
T 2. I should like to add, however, that this
T routine. responsibility is perhaps unnecessarily
T complicated in the absence of a concise consolida-
— : tion of the basic regulationss As you know, there
- S are, in addition to Section 201 of the Manual of
Lo Regulations and Instructions, many circular docu-

' ments bearing on the subject of security which have
lJAN 28 1957 been issued since Document No. A.74/51 of October
19, 1951, A list of seventeen of these is included
at the foot of page 2 of Chapter 11 of the Post Book
prepared at the time of my appointment to Geneva.

A review of our files has disclosed that two of
these - No. B.116/51 of December 29, 1951 and No.
B.60/52 of June 3, 1952 - have been destroyed in
accordance with instructions. The rest of these

are on our files with the exception of No. Admin.21/53

Internal
Circulation of June 19, 1953, If you think that this document is
still relevant, would you please forward a copy to us.
Dy 1L 3. In this connection it has occurred to us
) — ~ that a number of these circulars seem to have been
&%Z.A%#&4 overtaken by Section 201 of the Manual, and may there-
e, BopY fore be redundant, We presume that you have in mind
4, K - the desirability of, and perhaps are now engaged on,
, preparing an up-to-date consolidation of the many
/}&’ regulations and circulars. :
; Y
-~
oy i
ermanent Mission.
Distribution
to Posts

©

Ext. 182A (Rev. 2/52) 000598
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SOPY FOR THE DEPARTMENT OF EXTERNAL AFFAIRS /

Ay

SECRET tLa Pelousc™, Palais dds Natlonu
Geneva, January 17, 1957 ‘

-‘55504y@?,444 §¥25
=7

* Bt

In accordance with Mr, LeFeuvre'!s letter
of May 24, 1956 and parsgraph & of. the Department's
letter to this Mission No., DS=-3268 of Qctober 31,
1956, a copy of which was sent to you, I am |
envlo 1n~ the following :

Dear S8ir,

1) A complete set of ten keys for the locks
installed at the new offices of this
Hexman nc Mission, Parc du Chateau Banquet
No 16, and -

R
e .

A plan of those new offices,

A cony of this letter is being sent to
the Department for infoermation.

Yours sincerely,

ATTN. DL-2

Iﬁpc Wershof _
Z' Pﬁﬂmanenc Representative
Office of the High Commissioner for bandda

‘Canada House,
LONDON LnJlan.

Attention of the Regional -Security Officer

000600
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)
' NUMBERED LETTER

?

. ’

I/

TO: gyl -CANABT AN DEEEGATE ON. TO. THE . CUROPBAN. | Security:....CONEIRENITAL..........
' 2
ngxcg.Qp.mﬁﬁ.nmxmgn.namxums,.GENEVA. ....... Nm.“.ns_.ffng .....................

4

FROM: THE UNDER-SECRETARY OF STATE FOR Date: .. Recembar. 17, . 1256, .......
EXTERNAL AFFAIRS,. OTTAWA, CANADA.

.............................. e | [ ]
' ' 50043=ALw40

PR R R R I R T O R O B R R R R R R R R O L LI R RN I P B R R A RO I I Y IR

7]

References

| We are forwarding by freight shipment fiftesn
Sargent and Greenleaf combinetion padlocks as requested
in the telegram under rqrepance,

2.,. Included in this shipment is one M-6730 Sargent
and Greenlesf M. P. combinatlon lock as requested in
your Requisition No. § of October 26, The following
inatruction should enable you to install the lock with
little difficulty. These insiructions should be checked
with the exploded diagram attached herewith:

(a) Remove the lock cover and pull out the slide canm
and inner sﬁindla assenbly Y-6730-MP-16A which,
in this lock, is in ons pisce.

{b) Carefully pull out the spindle key M=0730-EP-53,-
hold can MP-6730-54 wlth the fingers, and unscrew
the dlal spindle out of ths cam.

(c) Remove the hexagonal nut from the end of the tube
and take off the dial ring 6916-MP.

(d) Unscrew the bolt screw M-6730-MP=-35 and remove the
lever M«06730-MP-4 and spring ¢730-102, Push the
bolt M-6730-MP-3 back into the lock oase,

Internal

Circulation (e) Place the lock in position on the container and

fasten in place with the four case screws. The
heads of the two lower .case screws should nof
touch the wheels, If they do touch them, remove
the screws and reduce the diameter of the heads
g0 that they will not% rub at this point.

(f) Place the disl ring in position and secure with
the hexggonal nut and two dial screws if these
are uged.

(g) Replace the cam M4=56730-~MP=-5A and screw dial spindle
into cam until spindle 1s snug. Unscrew spindle
until the keyways in the cam and spindle coincide.

Distribution insert the spindle key with the crook of the key
to Posts facing away from the centre of the dial spindle.
Regional ecw Tap key Iin as far as possible,
curlty-0fficer

: h) Replage the lever M=-6730-iP=4 and it ring and
Lon3eg. R R g

R tightening this screw make sure that a coil of the
ﬁlﬁ@.q&qlgz, spring 18 not caught under the lever.
T &

kxt, 181B (Rev. 2/ 52)
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n'an

(1) Replace the lock cover and dial the combination
‘which has been set on 20-40-60 and operate the
locks 4s this combination was set with the lock
unmounted, 1t is possible that when mounted as
outlined above it may not aopen exactly on these
numbers. However, by setting the numbers on ths
slde mark, it should be possible Lo insert the
change key whereupon the lock should be reset to
new numbers,

(J) Operate the lock several times with the door or
drawer of the wnit in the open position.

for Under~Secretary of State
for External Affairs.’

000602
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Ottawa, December 14, 1956

v

Smnnrmrna e 57w b

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: THE CANADIAN PERMANENT DELEGATION TO THE EUROFEAN OFFICE
’ OF THE UNITED NATIONS, GENEVA, SWITZERLAND.

| We are forwarding by ( MIM ) the following:-

1 FIFIEEN (15) SARGENT & GREENLEAF COMBINATION PADLOCKS #8088
| Nos. E12, E13, El4, E15, E16, E23, E2/, E25, E26,
E27, E28, E29, E30, E31, E32. @ #9.00 ea. - $135.00

' 4 Please refer to your telgram Nb. 281, December 10, 1956.

| ' ' ONE (1) SARGENT & GHREENLEAF GOMBINATION LCOCK FOR CHUBB CABINET
{M~6730 MP) Combination is set on 20 - 40 - 60  §#30.00

Requested in your Req. 1_\70.' 5, of QOctober 22, 1956.
Please see letter being sent to you for special instructions

concerning installation of the combination lock.

TOTAL ESTIMATED VAIUE $165.00

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

.4'/

ot
er-Secretary of State
for | for Extermal Affairs

Attention: C. d4'Ornano, D. L. 2 Div. Rm., 251 E. B.

. Py

. g {;

- . : b
This is to certify that the above mentioned items have been received in Vol é)f/ -

gOOd Ol‘der. ‘,// il £} ' J‘\a
' g e £ H
/}j Ef
/ Ap ¥ i1/
/ voad {
fiy i b s §
!.!' TR { " o1 Ay
,‘\/' = 1 i . i B P ¥
éf g ¢ . b, s
. ; s ,‘;; K 4{;6/
LA
Place Date Signatd}'i ;gf
Ext. 27R (Rev. 2/53) 000603
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)
NUMBERED LETTER

TO: 'pygp CANADIAN' PERMANENT" DELEGATION' TO THE | Security:.. QONFIDENEIAL - --ooooovot

, FO
EUROPEAN' OFFICE 'OF 'THE "UNITED ' NATTONSy ‘GENBVAlNe: -+ -« DS+ A AR
FROM: THE UNDER-SECRETARY OF STATE FOR Date: . .December -1y 13560 - - ...

""""" andR.Latreills Ottawa File No. '

EXTERNAL AFFAIRS, OTTAWA, CANADA.

50048-AL=40 -

> <D

References

—

Internal
Circulation

Distribution
to Posts

Ext. 181B (Rev. 2/52)

We are forwarding herewlith the personal notes taken
by Messrs. A. Emmerson and R, Latrellle during the depart-
mental course for security guards which they attended last
May.

2. Ve are pleased to inform you that a complete tool kit

and sets of spare parts as requested in your Requlsition
No. 5 of October 22, have been forwarded to Supplies and
Properties Divislion, Shipping Section, for inclusion ln

- thelr next shipment to your mission.

3. The only item which has not been sent is the spare
Sargent and Greenleaf comblnation lock which 1s now on
order but which has not yet been delivered to the Depart-
ment. -

for Under-Secretary of State
for External Affalrs, -

000604
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. DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. jZ g |

‘ " NUMBERED LETTER -

¢ : L
TO: THE UNDER-SECRETARY OF STATE FOR Secur:n:y ..... S EG B ET ..ol
+  EXTERNAL AFFAIRS, OTTAWA', CANADA. Not v onnnns 5/3 ....................
FROM THE G .A.NI}-QI.A.N. .E.ERIYTANE.NT. .M.I.S.S.I.Q.N ......... Date:........December, 1L/58.........
[

..... GENEV.A .SWITZERLAND... -Enclosures:.......O,l.'l.e..,.....,.......... )
Reference: CerhlaI‘ Document ﬁ%gg;rg/gg 0{956 ‘. ' A1r or Surface Mail:. .A,l.l:' ............... :
Subject:...Change of combination .S.??z?.l.l?.g.s. e Past File No: . SECURITY. .(s,), N
e R R R R I R R AR L I OttawaFileNo._ } '

....................................................... S0 g5 Al
3 7/
References
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’ Internal .

Circulation Wﬂ/&mm
Do ausock 1+
}> ow’”'t Fidn
:( g 4! /U v
fly‘@ /2/ IS
| " %

°

h \
‘L)HQA (Rev.

2/52)

In accordance with the instructions
conﬁéined in your Cifculaf Document under.
‘reference, new combination settings for the
safetf containefs in use at this office were
‘put. into effect yesterday, following the

" departure of Mr. Allard from this post.
hAThelsettings.now in use are listed

in the attached sealed envelope.

' The Permamnt Mission?

000605
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'FM GENEVA DEC10/56 CONFD

TO EXTERNA -'

INFO TT EMBASSY 'PARIS FM OTT
'm- PARIS TEL 880

'wa OFFICE--

TVELVE COMBINATION PADLOCKS NEEDED FOR FOLDING GRILLS IN NEW OFFICE.
WOULD THEREFORE SUGGEST FIFTEEN BE SENT IMMEDIATELY.

T

/ M # q \\'

Lo

S ‘\\ A /¢ //
e alfinoe \_E///-

000606
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. J s

Ottawa, DECEMBER 7 1956

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

To: THE CANADIAN PERMANENT DEIEGATIGN TO THE EURCPEAN
OFFICE OF THE UNITED NATIONS, GENEVA, SWITZERLAND.

R S |

e WP, B 3/7}‘. -0
‘ ; We are forwardins by ( FREIGHT SHIPMENT ) the fOllOWing:' -19-6‘/‘ sf( e
; | /1 Tube of Iubraplate No. 105 |75 | ,
| ¥1 " " DIXON Mierofyne GRAPHITE Powder. R B

o, #7 71 Btiek DIXONS Graphite 1-G-1
o s Jf!:" . v/} 011 Stone Carborundum No. 108
4+ ' 71 Set of High Speed Drills 1/16"
51 Standard 2 Cell ¥Flashlight with batteries
1 Set of Pin Punches 1/16" to 1/8"
“1 Centre Funch 1/16"
¥1 Ratochet Brace 10" sweep Ko. 1410 John Richardson
i Expansion Bit 5/8" - 1 1/2"
. 71 Wood Chisel 3/8" wide.
~Q (93¢ 1 " " 3/&“ wide.
#1 Hand Drill - chuek to sccomodate up to 1/4" bit.
v1 Hacksaw 12" adjustable
v1 WNest of Saws No. 725
»1 0il Can 1/2 pint with flexible sgpout.
v1 Westoott adjustadble wreneh 6"
1 J. B. 5/16" dérench
1 10" Eill File Flat

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

' Vi
iﬂi’*‘n L

o
r-Secretary of State

ATTENTIN: C. A'ORNANO, De Lo 2 Dive Rm. 251 E. Be

This is to certify that the above mentioned items have been received in /% 2
good order. a ZV = b
N

%W% ///d/u Z /P- /557 // éfwmw«zm k

/ Place Date : Signature

Ext. 27R (Rev. 2/53) 000607
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page 2.

Ottawa, = ¢ o 1956
DECIMBER 7
FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

To. THE CANADIAR PEEMANENT DEIBGATIGN T0 THE EUROPRAN
OFFICE OF THE UNITED NATIONS, OENEVA, SWITZERLAND.

We are forwarding by ( FREIET SHIZENT ) the following: -

v1 A" 8lim Teper File

7 6" Half Round smooth file,

‘1 Netal Tape iuler 0O to 72"

728 HASKBAW BLADES medium at U.12 ea.

71 4 oz. lHachinigt's hammer

~1 T4 oz, Rew Hide hamsmer ( J. Hichardson )
v1 HNo. 10550 6" Pliers

v1 Pr. Ko. “ ‘ﬁ pllerl’

“1 Pr. Fo. 1661 x 6 " pliers,

/1 No. 40 x 4 Screwdriver

vl No. 5; Berewdriver.

vl 12" Serewdriver

vl letal Vise 4"

vl Set of Alphsbetical Dies 1/8" letter.
@ | ® " Numerical Dies 1/8" numbers.
v 3 Hetal Tool Hox with tyay.

v'1 Small Yele Yadlock with two keys.

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

Under-Secretary of State
¢op for External Affairs

2 Div. Ra. 251 E. B.

This is to certify that the above mentioned items have been received in

good order.

Place Date : Signature

Ext. 27R (Rev. 2/53) 000609
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Ottawe, DECEMBER 7 1956

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA
, THE GANADIAN PERMANENT DELEGATION TO THE EUROPEAN
TO: OFFICE OF THE UNITED NATIONS, GENEVA, SWITZERLAND,.

We are forwarding by ( e ) the following: -

#
“'3 SABGENT & GREENLEAF ecombination padlocks Nos. El, E2, E3.

¥25 W-5-32 washers (for M6730 MP only)

v & W5-34 horseshoe washers (M6730)

12 W 11-33 washers (16730)

¥2 ‘tubes of "Lubraplate”

2 tubes Dixon's Microfyne Graphite powder.
v b R Spindle keys - TAYLOR 4 wheel.

bt U Horse Shoe Keepers - TAYLOR - 4 Wheel
vi2 W Washers - TAYIOR - 4 wheel,

v 6 Brass spacer washers - TAYLOR - 4 wheel.,
vl S - Cateh Wheels - TAYLOR - 4 whesel

Please refer to your Req. No. 5, of Osct. 22, 1956.

When the above has been received and checked, would you kindly sign and
return the original form Ext. 27R.

for Under-Secretary of State

for External Affairs
Attention: C. d'Ornano, D.L. 2 Div. Rm. 251 E.B,

SRS

This is to certify that the above mentioned items have been received in

good order.

Place Date Signature

Ext. 27R (Rev. 2/53) 000610
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DEPARTMENT OF EXTERNAL AFFAIRS BT BT \ij
'.‘ V o : ‘[_’.‘ § 1 V;;. | .-.':“.‘ L
’ MEMORANDUM %
T Security ... RESTRICTED "
Date v.iveans il B

A [File No. :
EROM: ..o .o o, DEPENCE - LIAISON (2) DIVIGEON-----c--- - oot % M0
REREREBNCE: . ... iaisisvnn sy s vish s vensassiiavesn sdne it ;
934 ey
SUBJRCT:. . i i Floor. Plans.~.Canadlan Exbagsles . ........ccccocoveemeniniirnrncinnntone.

Such as we have we give you.
24 Attached are the floor plens we hold for
(a) Hadrid :
(b) Dublin
{(e) Berne

(d) GCeneva.

3. You may find the report emclosed with the Dublin
plan interesting in the light of your discoveries.

4, Sketches of premises for which we hold no plans
would be most helpful, and we would be glad to receive,
therefore, any you are in a position to provide,

CIRCULATION

Defence lLiaison (2) Division,

Ext.326 (6/56) 000611
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W4

9’“’* 775 SECRET
ﬁ/j | M /{,Q RD 506 gS-KO
’ s PFEE-ARRANGEMENTS - GENEVA

: The ?ermanent Mission will shortly be moving
to new quarters and there is therefore no point in commenting on
security measures in the present offices at the "Villa la Pelouse',

C 2 Security arrangements for the new premises
have been planned in advance and there 1s little more tlmt can
be done until the place is occupied and in full operation, The
liaison team left with the Mission copiés of the Security Data
Sheet, with instructions to send the completed form to the
Department as soon as the office layout and procedures are firm.
The Mission was also asked to forward an architect's plan of the
'premises with all security data clearly marked on it, as a supplenment
to the data sheet.

e . It is not anticipated that any special security
problems will arise in the new premises. With two security guards
already at the post.-and a third arriving shortly, complete protec-
tion should be ensured from the first day of operations. One of

the security guards (probably Latreille) will move into the
apartment adjoining the Mission offices as soonas it is ready.

Inspection Servicea

November, 1956. ‘
al‘ - AL s/4. W;o/§7
Ae -

4O
goouy/ﬁé ‘
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R RFFRERT

NOV20 56 | \ o
~~'F} LONDON. NOV21/56 RESTD a‘- :
:'TO EXTERNAL 1638 IMPORTANT
',CHUBBS SECURITY EQUPT FOR GENEKS E A 27548 A an«P’A
| VCONTRACTOR UAS Now REQUESTED ERCN MONETTE ASSISTANCE OF CHUBBES
. TECHNICIAN TO SUPERVISE INSTALLATION OF STRONG ROOM DOORS . EXTIMATED
- COST INCLUDING PLANE FARE LONDON/GENEVA AND - RETURN IS ONE HUNDRED
- POUNDS.AS CONTRACTOR wILL BE READY IN TWO wEEKS TIME TO START

; INSTALLATION PLEASE FORWARD TO LONDON NECESSARY AUTHORITY AS SOON AS

POSSIBLE.

" o - o - Cus : PLIES /—\
' ‘ - - :L . NIy .
i “S‘W : ) A P[’OETPTU:Q‘ '
SepP- B T RN
. CﬂuN TAREN

W ' o ‘ 'IXLFG&ANL_ R E: ,
-L i — L - | - _:f, e | Y. h:h “u ]
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&

SUPPLIES AND PROPERTIES DIVISION CONFIDENTIAL
Nov. 7, 19560
2 o
DEFENCE LIAISON (2) DIVISION < 710104=Pa1-40 F
S SarEsdtekicnt )
CPDUN Geneva Letter No. 439 of
October 22, 1956, 572 LElA L ’%‘1
New Office Accoummodation - Geneva .

Ye agree that there appears to be no reason why any changes
should now be made in the plan arrangements for the new quarters
of the Delegation. The sight Chubb locks meniioned in paragraph 6
of the letter under reference should be provided end installed,
and the original plan to seeure the steel shutiers on Room § with
cogginitien padlocks should not be changed in favowr of key-operate
padlocks. .

G.H-S.

Defence Liaison (2) Division.
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. DEPARTMENT OF EXTERNAL AFFAIBS CANADA. .-'- (NW“JCATE’
NUMBERED LETTER R A :
TO: : THE UNDER- SECRETARY OF. STATE FOR' Secunw .'---COJ\‘FIDEWML ---------
_ EXTERNAL AFFAIRS OTTAWA CANADA AR Nw TR f/ﬁ3 5’ ..........
EEOM»-’ THE.Q.AI.\IA]_)_I.A;\{'?ERTwN_ENT_IVIISUIOL\I, ovee | Date .....October ‘225, 1956 .....
.- GE\IEVA SWlTZERLANDr ..... . Enclosures .....N:Ll. .......... e
Reference: ... ?f.QHI:.ﬁs.elegrem.No, F—-zlé af. Ot o, 10/ Bfeor Surface Mails . AR
'usmﬁmxﬂ.;.“yew_Qﬁfgce Accgmmodatlon@.g,uzg.. !%stEdeNo“..QEEﬁzﬁ et
B O AL SR Ottava File No.
Reforences | | . o |
g e e I your letter No., F=l156 of Way 10, 1955, you '
ST N mentiohed sixteen doors which' are supposed to be fitted
~with Chubb3G~7L type Security Locks. For easy reference
| these- are listed- as. follows. ' . ,
o f*~f:-rle4:ﬁmy Door between Room 1 Room 3 (Para 3 (4) (iv) of~your>»
R S I R - letter) - o L
e L R ) | & landlng (Para b (vi) )
R AL w0 n4g . ( LA LD I

Coopes W ow e l7f" Room 16 (,,n o ) ,

SRS . & n 14 n 13 {0 nowo )
SIEREIT S I N R L 13 moomeom )
| IR N N L I 'Q13.( nom o)
T qon omo . wigmo w33 (omom.mo Y
BT A wett m S gm w33 ((wow Ny
S S M L S - ML 13- ( v n wo)
R WSt m 7w 3 o n o
B NP N SRS ARL 5 55 now . e )

SR PR *“mDoor to. balcony“from Room'8~ ( meoonT)

“,5 N fme o~ M n RS | SRR { S 9 {nm w w )

» ”(’:9@,.. W, o gr‘ﬂ' "_n .oon o 12 LR LU L
7., ,_"*2. - - In addltlon to the above sixteen doors, maximum -

e

T securlty and the logic.of the exercise suggests it to be
_ Internal: - _ -necéssary to have a similar lock on the door leading from
CU‘@?EP“:--~‘“§1Room 10 to. the small balcony adjoining. There should per=
' haps also be one on the door between the Guard's kitchen
1. = Room 18 - and the outside balcony which runs outside of
2 'u,.ﬁrooms formlng part of the offlce proper. . ::f

',_3. - If we are ri ht, the total number of locks which

- . may be required is 1 and we have .asked the local Architect
to prepare the relevant doors to receive them. To=-date,
however, the Chubb- Company -has sent only 10 locks. Accord-
ingly before moving to our new offices on about December 1
we shall have these ten locks 1nstalled on the following
1mportant doors . .

- SR . Door between Room 91 and Land:r.ng»-,m&wq.~
Dl ¢ b . . " ) 1 Tt 16 - 4 1t — i’/\ﬁ-S : '
Sor; “,f“?-‘ o Mmocowo w36 % Room 13- ges |
s IR L B balconyE. qw”f
] LI A T L SR aag oe'n"’l
R LEREE | L A 9 24 n -—ma-c'»nld

.

Ext.182C (Rev. 2 /52)
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Door between Room 8 and balcony - Aw.qale
1 144 ! 7" 1+ 44 Room 5 [ "LJ-S

114 \11 had l 3 1 44 7 - 25
1. 14 | 34 7 17 1" 3 Vl
Lo You will note that these include both the entrance

to the Guard's quarters and all other doors. giving access to
the outsides. In addition the most important internal doors .
will be given priority. '

5 If you feel that it is really necessary to equip the
remaining doors listed in paragraphs 1 and & above we should
be grateful for an additional & locks, which should reach us
in goed time before December lst, .

6a We should pefhaps also draw your attention.to para=
graph 4 (iii) in which you state that Room 5 must be fitted

with a steel rolling shutter fixed to the ceiling and fast-

ened to the floor at floor level by means of three Sargent
and Greenleaf Manipulation- proof combination locks. As
these locks will be on the inside of the screen it hardly
seems necessary that this special type be required, If

combinations are used 1t would mean that every morning before

starting work the communications clerk would have five locks
to open (besides his cabinets) - two on the door to Room 4
and the three on the shutter. It has occured to us that a
bar arrangement or at most key padlocks would be more econo-
mical and efficient,

R, HARRY JAY

for Permanent Representative,
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.
NUMBERED LETTER

TO: THE UNDER- SECRETARY OF STATE FOR Security: . . St Ly 1
EXTERNAL AFFAIRS, OTTAWA, CANADA. No: . LO7
FROM: .. THE CANADIAN PERMANENT MISSION, . ... Date:....... October 10, 1956 .
.............. GENEVAlSWITZ.ERLANDE’ Enclosures: . «viver i civiniiiiianienens
Reference: ..Gircular Document ADMIﬁﬁgt/sgélgflgBé Air or Surface Mail: .. AXT. ... ... ... ..
Subject:....Seeurity = Local Staff . ... ... Post File No:... SECURITY(S) . .. .
—————— e —— —
................................ e eeeeee et .};&... | Ottawa File No.
..................................................... BT Sty AL~4%0
5 L0
You will recall our Letter No, 281
of August 5, 1953, explaining in some de~
tail the peculiar circumstances prevailing
at this Mission so long as we continue to
occupy our present offices in "La Pelouse".
In view of the fact that it is impossible
to improve the situation described until
we have moved into our new office accom-
L modation (which is expected to be on
| g December 1lst this year), you suggested in
16 0CT 1956 your Letter No. D-204 of August 17, 1953
o o that "for the time being the status quo
should be maintained with regard to the
security arrangements",
2 There has in fact been no change in
our arrangements since that date,
Internal N ] W | /
Circulation _ : { /
. 7h~ g The Permanent MisSsidn.
Distribution
to Posts
000617
Fxt. 182A (Rev. 2/52) !
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UNITED NATIONS DIVISION CONFIDENTIAL

October 9, 1956,
DIFENCE LIAISON (2) DIVISION

Your memorandum of Sept. 20, 1956, sjyz,g%(,ﬁ¢ék,%gi'

/7 | /7

Post Book - Permanent Mlsslon, Genew

As requested in your memorandum under reference,
o attached in duplicate is a sectlon on security for incluslon
in the Post Book now belng prepared for the Permanent Mission
to the United Natlons, Geneva,

G. H, SQUTHAM

Defence lLiaison (2) Division,

000618
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October 9, 1956.
 CONFIDENTIAL

Becurity

Security 1a a matter of special concern ak
posts abroad, Vhile the maintenance of good sgecurlty
is a continuing process, the requirements of securily
must be particularly borne in mind at such Times as
. when contemplating & move to new premises, the re-
arranging of office space, the engaging of local
staff, otc.
The requirements of securlty, therefors, will
be g matter for particular attentlon during the forthe
comling move of the Permanent Miassion to new quarters,
and in the months thereafter when the liission is
adapting itself to new surroundings and new office
procedures., The advice and assistance of the Reglonal
Security Officer at Canada House, London, will be avall-
able, 1f needed, during that period and at any time
thereafter in dealing with problems of security.
Among the baslic prineciples governing security
. 2% pogts abroad are the following:
1., Locally-engaged staff are a major security hazard
and therefore -
a) must never have access to classified informa-
tion (except in rars instances involving

departmental approval in each case);

000619




2.

3.

b)

¢)
d)

6)

Document disclosed under the Access to Information Act
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w P -

must never bs permitted aloney that 1ls,
in the absence of Canadlan supervision,
in Chancery premises (which means, among
other things, the supervision by Canadlans
of the work of the char staff);

must never be losued with keysg

must never be allowed alone 1n offices
where c¢lassified maperial i= unprotecteds
must be segregated from Canedian staff in
an offics or offices develed to non-clase
sified work;

should only'be engaged after a satisfactory
background check has been made, through
either British or American facilities.

The premises ghould be as physically secure as
possible, This includes

al)

b)

¢)

The atrict observance by all Canadlian staff of
departmental securiiy regulations, including,
in addition to the above, ensuring that

the installation, wherever precticable, of

departmentelly-asupplied locks on outslde

‘entrances, and the strict control of keys

theratos

the provision of an adequate security room,
with barred or otherwise adequately protectad
entrances equibpeﬁ with departmentally-supplied
locks; '

the Jocatlion in the securitiy room of all
seeurity_containﬁrs uged for the storage of

material classifled Secret and above,
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a) all classiflied material i1s locked during
gquiet hours in security contalners;

b) all classified material in transit, whether
outside the Chancery premises or between
offices within the bullding, 1ls always in

the care of a Canadian staff{ membery

¢) office doors are always locked during even
brief absenceg by the occupant; unless all
clagsified material has previously been
locked ups

d) telaephones are neéver used to discuss
classified information;

@) +the post security offlcer makes fraquent
checlks, paxticularly at closing time, to
meke certaln that securiiy regulstions are

bring stricetly observed.

The basic departmental security regulations are
contained in Section 200 of the Manual of Regulations
and Ingtructions. %Lhess have been supplemented by
direct corresgpondence with the lilsslon and also by
- the Teollowing circular documents:

No. As 74/51 of October 19, 1951
Nos« Bs 116/51 of December 29, 1951
Hos B. 60752 of June 3, 1952

Nos Be 99/52 of November 8, 1952
Nos A+ 112/52 of Deecember 31, 1952
No. Admins 21/53 of June 19, 1953
No. B. 54/53 of July 8, 1953

No. A+ 39/55 of lUarch 22, 1955

No. B. 17/5% of April 4, 1955

o, B. 41/95 of July 27, 1955
No. B. 51/55 of September 27, 1955
No. Admin. 45/55 of November 15, 1959
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No. 8. 2/56 of January 16, 1956

Mo. Admin. 8/96 of Pebruary 20, 1956
No. Admin. 21/56 of May 4, 1956

No. Admin. 34/56 of June 13, 19%6
No. Admin. 41/56 of August 10, 1956,

It is of the greatest importance that all
Canadian steff members be familler with, end strietly
obgerve, the instruetions and regulations contained
in the HManual, as supplemented by the above d§cumants.
Good securily is; busleally, the application of carec
and commen gerce, and its price, to paraplwase a velle

known expression, is elevrnel vigllance,
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Uo.lio .Ui'v./l 2158 .S.ultan/ﬁ /L
DEPARTMENT OF EXTERNAL AFFAIRS

L ' | . / %M 'P)f 1/
./ o MEMORANDUM

TO: ....... Defsncs iaison Division {2) .. SeCUFLEY v ivevrereereseenannn \

................. '...-....-..........-'.......-....-......'.\......- Datef.(}é!ncbez’.?};.'1999......
.o . File No.

FROM: - ynised wations Division 4 24 S/ 4 AL 44

REFERENCE: - o WemowanGur 0 'Septs 20y 1956 || / /7 S

In our Femorandum under refsrence we neglechted
bo state the form we should like your contribution for the

geneva Post Book o take, Ue should sppreciste receiving

TD_ 7 | two coples of your materiel, double spaced, on long paper.
1
a |l

EIN? !
5 - o,

sl

2 f ' : © United Nations Division
wl o 5 ‘ - A

| 4 l0CT1956

Ext. 326 | -~ ' : ' - - " 000623
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NUMBFRED LETTER

L
DEPAFTMENT oF EXTERNAL AFFAIRS, CANADA.
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SECRET
TO: THE UNDER-SECRETARY OF STATE FOR Securny .... O TIOATEINTREREE SRR
EXTERNAL AFFAIRS, OTTAWA CANADA. N e e, L 377 ................
: THE CANADIAN PERMANENT MISSION October 2, 1956
FROM: oottt rivnesenssossnosostosnassosssasssastasssnssss L S TR
GENEVA ’ SWITZERLAND, " ' one (-~
....................................................... closure.s.........,‘.....‘......L....... .
Reference: Circular Document mgggi"‘ug{‘g628f 1956 Air or Surface Mail:. Air e
Sobject; . 9*}??&6.3. [of combination settings. . Post File No SECORITY(S)
- LU ) Ottawa Flle No. 4-;
........................... éﬁgl |
....................................................... ;' Seoud — AL-t0
| 55 | 5@
References -
b3 | | |
- . % . I enclose, in the attached sealed
/iggﬁz:w§ envelope, new combination settings for the safety
—%h~i~u~% ~ containers in use at this office,
_ﬁ—’,- e

Internal
Circulation

Distribution
to Posts

10

Fxt. 182A (Bev.2/52)

|

J0 et 1936 , Permanent Representative,
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B T R . :
Cel T T DEPARTMENT OF . EXTERNAL AFFAIRS - ‘%ﬂv‘1§?¢ Q'
3 R R P A . SN e
‘. Lo T MEMORANDUM % - ER

/ .

TO: S Defence Llalson D1v131on (.2) . ‘ Secur1ty Restric:ted,

 3;;.;;};;;ﬁi;::ighﬂ“f;QAMieﬂ.;LQLUJLM,QM.“;QL;Z“” Daua SQPtembem 20, 1956

'?FROM Liﬁﬁfn,nnited matlons Divzsian.ﬁg.L}.efa-f hj?}%ra hféefﬁgé: ¢§

T S

Y 7“"'Letter of Appozntment for AT Wershof, Pormapent .

SUBJECT: ..Representative.bo..the. Euzopean .0fflce .of ..the . ln ted.Natmonsw.;
_ . Ganeva, and Preparahbion nf g anf Bpok for fha Permanent

Mission 1n Geneva. o

S As you know .Jr. Wershof has been appointed -
Ganadian Permanent Bepresentatlve to the Buropean Office’ of
the United Nabions and is Lexpeected to take up his duties in -

- December, It is the responsibility of this Division to

- .prepare a Letter of Appointment and a Post Book for the N
Permanent Mission in Geneva, '(The old Letter of Instructions

.-has been ﬂlsoontlnued anﬁ the follewing has been substituted- ‘

.;fa) A brief Letter of A@peintment (of about % or. 4.pages in
"7+ "lengti) outlining sucoinetly the main interests of the’

. Misglon and mentioning the nrincipal tasks confrontlng
_‘the new HEad of Posh' o .

A 'b)'A.Post Book containlng the basic information on the work L
.~ 'of the post. The Book also contains information regarding -~
-~ . the administration of the Post and its establishment., The
- -.:Post Book is reviewed pericdically by the Mission and the
- ', ‘Department, and the information in it is kept up to date
. . in both places. This. means that there is no need for 'a -
" long and detailed Ietter of Instructions eaoh tlme a new -
Head of- Misslon is appointe@.l-: -

2.' S I should be grateful ie you would forwar& to -this
- Divislon not leter than October 23, 1956, material for ine
" clusion in the Post BOOK onl any or snf;fbllowing sections
» whiqh are the responsibility of your DiV1sion- S

- 1) Introduction, including thé  (This will be dealt‘with
<. - " work of the European Office by the United Nations S
- - of the United Nations. - - Division)

. ¢ ) ’ o .", . K : * i ‘_ - A . ' R _l - ,; y ;.‘ _ . A o :T. . v' ' 000 o
Ext, 326- e T s AR . ‘ A S e 2 626 )
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S
LRI LY - -
U T
. -
.

'”:;é)ibbﬁféié§é§’qukvéf;thé:Miésion ' (Uhited Nations Divisxon)

I—«ﬁ —‘--}""\ 4~v —-{"'3

PR - RS LR

, ’kr_QfB) (a) BGOSOG and the Functional

Gommisslons { L c T4:(Uniﬁeﬂ_ﬁatipﬁsfDivis;on) _

“ﬂhﬁ{B) The Regional Commissions

‘and ‘thelr Gommittees {:'H:(Economic Div151on)

";‘. .

:f€ff?4) GATT ;fffﬁfffvﬁ” | ,“!”_f¥’plﬂﬁ(Economic Division)

A 4 N t= .'.'Il

f';?:f?TE) Narcotic Drugs SUPGTV1S°ry Bodyﬁ"

and ‘The Permanent Gentral: OplumJLLLﬁ L
Board ce e D | (Uhited;Nations Division)

i3

xk ~‘6) Specialized AgencieS‘?f;j:f

Introduction .?;'__ m"]fTQ'¢€:: (Unlted Nations uivision)

(a) Iio; "{LQV(Uhlted Nations DiVLSlOﬂ and Bepartmsnt
s 2 of “Labour) .
(b)-WHQ 7 {United Nations DlViSiQﬂ -and Department
L7 e ] T of National Health and Welfare)
*(é) UPU' ngﬁ'ﬁ(United Nations D1vis¢on) .

(d} WESCO ! '(Information Divisionygj
(a) FAO IESIRE S )

* " (Boonomic: Divislon)

(3) IMF

7) Office of " the High Gommissioner R N !
for Refugaes j;,.:vw_'.ﬁ_ y (United Nations Division)

8) Intergovernmental Oommlttee ;;ﬁzé.:;f“': PERNEI ,"; L
for buropean Nigration Lol (United. Nations-ﬂivision)

.?(Defenee laaison Division

ST T e

' f . _5 000627 -
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(Establishﬁénts and

' 10) Administration ' :
A Organization Division

11) Post Report (January, 1955) - (The last report .
prepared by the Mission is part of the Post Book, )

3, . You will note that your Division is responsible
_for preparing material on Security Precautions.at the
Permanent Missionyin.Geneva. :

' United Nations Division.
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P \J ,
i

g s T TN "‘”f "‘

Ottawa, August 30, 1956

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: THE CANADIAN PERMANENT MISSION, GENEVA, SWITZERLAND.

(1 &LL;L 2
We are forwarding by ( ;‘.U-I‘ Courier ) the following: -

- TWO (2) KEYS EACH FOR BROWN ATTACHE CASES NOS. 236 and 238.

The cases are being shipped to your mission under separate
cover direct from External Depot,

Forwarded upon request contained in Supplies and Properties
. Diviaion, Memorandum of August 29, 1956 .

When the above has been received and checked, would you kindly sign and .
return the original form Ext. 27R. :

il 7

Under-Sécret;ary of State -
~~  for External Affairs

Attention: C, d'Ornano, D. L. 2 Division, Room 25}.\ East, Block.

This is to certify that the above mentioned items have been receive
good order,

Ext. 27R (Rev. 2/53)

A o B :
Place N Déroy: ‘L\{ A / Signature
€] enijv <] ”/}' .
. , &_”i_ e
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DEPARTMENT or . EXT"R\AL AFFAIRQ

' . S MEW‘”EA’\IDUM

N

o ' L L Uncla.s51f1ed
1 TO: DEE‘EMCE,LIAISQN (2) DIVISIQN“"""f’?"f_'""" l:Sc:.ygu;lLy cerrenaaes e
Attqntion. HIE. D'.Onnano..‘.l; . | . Date...... A‘hgl.’ls't 29J 135 o
: o ST | File No.
: "’.0\1 : .Suppl:i.es and Proper‘bles D:r.vis:.on' SRR § I S’ i 5 U l T /J" L_
REFERFN CE: Bequi,smmn Now. AA ef Augus’b 21/ 56; """" t 77 1 ;7
GONEVA ... erurirrannnens T T TTI T TCE SrR ‘ ,
SUBJECT: .....:. JEHEY B T LT T LR EEEEEETEERL

. " Attaché cases 236 and 238 are being shipped
to the'Canadia.nf’Permanent; Mission, Geneva, Swit;ze_rland.' .
it-would be appreciated if you would. send the Heys'

for _Smé to Genqva; -
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. ' ' Document divulgué en vertu de la Loi sur l'acces a l'information
N 7 - DEPAPTMENT OF EXTERNAE® AFFAIRS, CANADA. :
- NUMBERED LETTER
// N .
TO: TnE UNDER- SECRETARY OF STATE FOR Security:. .S-EC R ET ...
EXTERNAL AFFAIRS, OTTAWA, CANADA. Mot oo 0?67 ........... 1/
FRoM: .. THE, CANADIAN PERMANENT MISSION.. ... Date:. ... ... ! July, .4,..19.5.6 ............
........... G EN.EV.A SWITZERLAND. ... .......... | Enclosures:.......00& ... ... ......
Reference: Clrcular Dog., Admln' 8/ 1 Of Feb. 20l Air or Surface Mail;.. ALX. . .......... ..
Subject:...Change of. combination .setrings.. ... Past File No:.SEGURITY, (S8)....... ...
’ . : ——— |
....................................................... 2L A é‘j Ottawa File No.
- C A’ 0|
.............................................................. 350048 H1 -t 1
% | 42 |
r References l 1\
2 o | |
I enclose, in the attached sealed
A i ,
f@: ' envelope, new combination settings for the
b—s -
7 safety containers in use at this office.
L 8
g
| 1o ‘
IO/”jS 5}/@ f&yj /LW
g/ Permanent Representative,
M
el /7-/4” ,
Internal | dd M ‘
Circulation / O

|

|

T hstribution
| to Posts

|
\

Ext. 182A (Bev. 2/52)
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' ‘DEPARTMENT OF‘EXIﬁﬁNAL AFFAIRS, CANADA.
NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR Smmruw.”..gQNElQENTIAL ...........
o EXTERNAL AFFATRS, OTTAWA, CANADA. No: - RSET3
. FROM: .?HE,GANAQIAN”PERMANENT”MI§$EQN cevvrier | Dater..... ... dune. 25¢.l95§ .........
RS GENEVA,, SWITZERLAND. .. ... BRCLOSFES - e e v ss st tererercns ,
: Circular Document No. A.74/51 of Oct. ’ -
Reference: 19,..1951 .and. .Circular. Document. No.... | Air or Surface Mall .......... Alr
B. 51/55 of September 27, 1955. S
Subject:..Departmental..Securiky. Regulatlons,“.. POM.HJ&NOh-SECuRlTY”(S) .........
T SR PR /( 2y | Ottawa File No.
................................................................. E,Gtgk?'ﬁﬂ AL~ ﬁ
References ‘
Do 2y
1
,fﬁi\;, In accordance with instructions con-
i\n :
Sl tained in Circular Document No. B.51/55 of
[§] .
Y September 27, 1955, all members of the
8 k . .
.JL(T::IT Department serving at this Mission have
IR ) : : '
.—* read the Departmental security regulations
4 Jul 1968 . . .
. as outlined in Circular Document No. A.74/51
of October 19, 1951,
Permanent Representative.
Internal
Circulation
Distribution
to Posts
’ ‘ ' ' 000633
Fxt. 182A (Rev. 2/52)
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| <§§§> oz | /27
DS11/173 ,. |
FM PERMANENT MISSION GENEVA JUN19/56 CONFD ¢ QS(P -

TO EXTERNAL 144 INMPORTANT
REF YOUR TEL 5X136 AND SX143 JUNii AND JUN15
COMMUNICATIONS EQUIPMENT FOR ECOSOC
IN PLACE OF ARBUCKLE, BULLOCK HAS VISITED GENEVA AND TALKED TO
KAECH CONCESSIONAIRE FOR INSTALLATION OF COMMUNICATIONS EQUIP-
MENT. WITH URAITH OF THIS OFFICE, THEY AGREE THAT THE MOST
EFFICIENT AND ECONOMIC METHOD WILL BE TO PERFORATE TAPES
BEFORENAND FOR TRANSMISSION BY AUTOMATIC TRANSMITTERS.
2. ACCORDINGLY THE FOLLOWING FACILITIES WILL BE INSTALLEDS
| ¢A) APPARATUS FOR CALLING DISTANT SUBSCRIBER AND CONNECTING TO
NETWORK | | |
(B) MEANS OF PERFORATING TAPE
(C) PAGE COPY CHECK OF TAPES )
(D) AUTOMATIC TRANSMISSION OF OUTGOING TAPES AT A SPEED
ABOVE AVERAGE KEYBOARD SENDING, WITH ITS CONSEQUENT SAVING
"IN LINE RENTAL |
(E) PAGE COPY RECEPTION OF INCOMING TRAFFICa
3o ON THIS BASIS CONGESSIONAIRE®S QUOTATION IS
(A) INSTALLATION PRICE ~ 128 FRANCS
(B) SEPARATE RENTING OF EQUIPMENT = 261 FRANCS PER HONTH
(C) TRANSHISSION CHARGES 3025 FRANCS FOR THE FIRST 3 MINUTES
GENEVA TO LONDON' AND 1,25 FRANCS FOR EACH ADDITIONAL MINUTE.
ke IN ACCORDANCE WITH YOUR INSTRUCTIONS NO PRIVATE TELTYPE
CIRCUITS TO LONDON WILL BE TAKEN.
5, BULLOCK SAU ROOM 280 AND 282 AND IS SATISFIED THAT THEY

000634
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P

DS12/173

PAGE TWO $44

WILL BE SUITABLE FOR MACHINERY MAVING IN MIND THE DESIRABILITY
OF KEEPING MACHINE CYPHER ROOM AND REGISTRY SEPARATE BUT CLOSELY
CONNECTED. HOWEVER UNTIL WE KNOW EXACTLY WHICH ROOMS ARE TO BE
OURS WE CANNOT TELL CONCESSIONAIRE TO ORDER EQUIPMENT WHICH

WILL TAKE & DAYS TO OBTAIN AND INSTALL. WE ARE PRESSING THE
SECRETARIAT FOR DEFINITE REPLY TO OUR REQUEST FOR SPACE AND WILL
ENTER CONTRACT ON THE ABOVE LINES WITH THE CONCESSIONAIRE AS SOON
AS WE HAVE THAT REPLY UNLESS WE SHOULD HEAR FROM YOU TO THE CONTRARY
ENDS o
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PERSONNBL DIVISION CONFIDENTIAL
| Hay 25, 19564
DIPENCE LIAISON (2) DIVISION e
500 48 - ALY

o B

e

Security Guards - Geneva

“As you are aware, it has been decided that G, A. Emmerson
and R, Latreille are Lo be posted to Geneva, and that travel
arrangements have baen wade, We understend thet they will
reach Geneva about June 23, approximately a week in advance
of the scheduled date for the instellation of machine cypher.

2+ According to the latest information from Geneva, the
machines will be installed, for the duration of the July -
Kugust ECOS0C Conference, in the sulte of hotel rooms booked
for our Delegation to ths Conference. Since cypher machines
require 24-hour guard, end partleularly so when they are not
installed in our own premises, 1t i1s essential that a third
guard be provided for CGeneva for the duration of the Conference,
or untlil such tlme as the machines are moved from the hotel to
the offices of our Permanent Delegabion.

Je Fa Le Hammond, a single manywhorl we have had in mind for
Prague or snother Iren Curtain post as a [ill-in untlil accow-
modation for a married guard can be located, might be sent to
Geneva as a third gusrd for temporary duty for the duration
of the Conference. At the conclusion of the Conference, which
will be approximately mid August, Hammond could then proceed
0 his permenent posting, which it ghould by then have heen
posslible fto arrange without undue difficulty.

4, dammond has boen undergoing treatment for a thyroid
condition and is to have an operation very shortly. He says
that hig doctor states that he should he £it for duty by June 30,
Since it wsould be desirable for him to reach Gensva as soon s
gassible after that date, 1t will be necessary that he travel

1Y QLT

. s 2
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' 2

5. If for any reason Hammond cannot be sent to Geneva,
J. E. McManaman, a guard who is, we understand, to report
to

the Department at the end of this month, might be sent
in his place,

G, 5, SOUTHAM

Defence Liaison (2) Division.

ce., Communications Division
United Nations Division
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el TRANSMITTAL SLIP &, T
£ | | .
. L5
TO: . ?‘Dep.a.r. ment, of External Affairs, Otteawa, Canada |Security.... UNCLASSIFIED,
ST U OSSO UOR U Daten ... 23th May, 1956 .
FROM: The Office of the High Commissioner for Canadd,... |air or Surface....®T...............
........ London’England' No. of enclosures....QNE. .
' " T Soous-hL-+e
The documents described below are for your information. ' y QJ’ W
. .
it ned y e @ /
Despatching Authority.... é&g .. ) .S.' G’ LEFEUVRE ............. “ ? ,N\wm_. V
Copies ' Description o Also referred to:

Copy of our letter dated 24th May to Geneva,
concerning shipment of security equipment.

Ext.

250 (Rev. 10/51)

(Instruction on Reverse Side)
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-

INSTRUCTIONS

. This form may be used in sending material for informational purposes -

from the Department to posts abroad and vice versa.

. This form should NoT be used to cover documents requiring action.

s

. The name of the person responsible for authorlzlng the despatcH

of the material should be shown opposite the words "Despatching
Aithority". This may-be done by. 51gnature name stamp or by any
other sultable means. . I

. LU .vg‘
1 . - A .

. The form should bedr the securlty class1flcat1on of the materlal

it covers.

i

. The célumn for "Copies" should indicate the number of copies of

each document transmitted. The space for "No. of Enclosures" should
show the total number of copies of all documents covered by the
transmittal slip. This will facilitate checking on despatch and
receipt of mail.

;.i -Eué d ‘\‘J‘/& "‘\ f\\
Qi = .7

Document divulgue en vertu de la Loi sur I'acces a I@fﬂrmation

..
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{
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s ; . ASB/jw

London, 24th May, 1956
Admin 1/3/11

Dear Mr. Allard,

Ve are forwarding herewith a package
containing 10 sets of keys, 5 keys per set, for the Chubbs
Mortice deadlocks ordered for your Mission under External
Affairs Authority No. E.A.27548-4,

In accordance with instructions from
the Department one key of each set is to be returned to Canada

House, duly labelled with the corresponding room numbers, for
safe keeping pending requirements for duplicates when necessary,

/S ent=df=the% together—yith the
Strong/ Roemydoory’ a ingle peephele 1 went forward on the
s.8. PLingstrom"{from London on the F%B ifping bills
will bejforwarded to you 2s|sqgon as ﬁ;eee

f RIS Tetter ;\As been sent to

i Ia.ris:.

LJ&I‘S sincerely,
(Signed) g ¢ LeFEUVRE

(8. G. Le Feuvre)
Administrative Secretary.

Gy,

A copy
e

| Ottawa and tg }-.‘.'rJ

Hector Allard, Esq.,

Permanent Represemtative

Permianent Mission of Canada in Geneva,
"La Pelouse®, Palais de Nations,
Geneva, Switzerland.
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’ - ~ ’ Document divulgué en vertu de la Loi sur l'acces a l'information
S DEPARTMENT OF EXTERNAL AFFAIRS, CANADA, | (DUPLICATE)
. NUMBERED LETTER
s E‘%‘d.iaf}. Pormanent MASSION | ..........c.ceveenees Security: ... COMIDENTIAL )
.Geneva ............................................ - ENN 197 ..........................
— -  May 23, 1956 |
TOROH* THE UNDER-SECRETARY OF STATE FOR Date s ovvvee e ST T
ANADA. ‘ :
%E%Iﬁeﬁl?‘ﬂg &TT@W 1956 and your Enclosures:ceseeeeersvcinranacciocacacassd
telegram P-87 of same date My
REfErEICE: o ¢ ¢ vaesoenesanssnnsovaniansossassonroananssssnnsins Air or Surface Mail:... .o ..o iviviinencnyd
Security Guards PERwl-
Subject: T TTTT TR TUTUTS TR Post File No:...ovvnnt l ..................
JeC ....... R X , ; . , V l
- (I 1{ st Ottawa File No. - )
............. e, ,,,.o..,'vf.ét..;--z[-j,,,,,, ' .
2 A L340 <113 36bmb554;07(Personne] ~SH
................................................ T e cany on 65 = :
h / - — 2y
—p | 7o éaxn7&hﬂ (§b9¥?'ﬁﬂ

References

When your telegram under reference was received I -
immediately wired you back to tell you that the new office accom-
modation would unfortunately not be ready until October 1. As
you may be aware, the new office sgpace was first of all supposed
to be ready on Jammary 1, 1956, The date was then postponed to
the 1st of August 1956, However, following the meeting which

vas arranged on April 25 with representatives of the owners of
the building, their architect and the Departmental architect

Mr, Monette, the date now set for entry into the new premises

is Qctober 1. As the owners of this property are anxious to

get returns for their investment as soon as possible, I can only
hope that they will not be as long in completing this bullding

as the Canton and City of Geneva have been in finishing gurelatively
small building (‘the International Centre of the Flace des Nations)
which had its walls completed when I arrived in Geneva at the

end of November 1953 and which has been occupied only pn ‘the

1st of May, 1956,

2, . During our meeting referred to in the above paragraph,
the superintendent of the buildings complained that he could not
get the workers which were needed to get the work done rapidly.
There were 250 men of various trades working on the buildings—-
three in number--~being put up at the Pare du ChAteau Banquet and he
could have used another one hundred men of various trades, but they

were simply not to be had,

Internal .
_Circulation 3. A1l of this introduction is to explain why we have sug=-
gested that the arrival of guards be delayed until further notice,
From your letter P-140 of May 9, 1956, I realize that recruiting
difficulties will be great and while I would not like to miss the
opportunity of getting the guards assigned to Geneva, in all fairness
to other posts who may require guards more urgently than we do here,
I believe it would be spending money unnecessarily to send guards as
early as mid-dJune. If the first arrival could be delayed until the
middle of September, I believe this would fit more readily into the
picture,

Leo We have received notice that some of the equipment for
comminications have already arrived in Antwerp and the reinforced
doors for the strong rooms in the office have also been ordered and
Distribution will olwiously be received before they can actually be installed.

to Posts When Mr. Monette was here, he suggested that the best place to keep

' whatever equipment comes before we can install it would be to store

it in the basement of the official residence or in the residence gar-
age, as the superintendent of the buildings being erecbed has refused
to accept any responsibility in the safe~keeping of any equipment
which we would consider restricted, claiming that they have no

facilities vhatever for storing anybhing connected with &ither
securlty or communications,

000641
2eve

Ext. 181C (Bev.2/52)
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a2~
54 In the circumstances, F.presume that you will understand

vhy the suggestion of delaying the arrival of security guards was
made in our telegram No, 99 of May 11, -

signed Hector.Allard

Permanent Representative

000642
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COPY
FM FERMANENT-MISSION GENEVA MAY 17/56 CONFIDENTIAL
TO EXTERNAL 108 -- . .

REF YOUR LET P 140 AND TEL P 87 MAY 9

SECURITY GUARDS -

SEE MY TEL 99 MAY 11

LETTER WILL FOLLOW BY BAG NEXT WEEK
ALLARD

000643
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’ - o . . . ‘Personnededichs didu Hda Loi sur l'accés & l'information
y h DEPARTMENT OF EXTERNAL . AFFAIRS CANADA. A (DUPLICATE)
! = | ' NUMBERED LETTER = . PERSONNEL INFORMATION
TO:..o0, Wi VENT MISSTON OF .C.‘??‘}P.A. TOTHE ... | Security:. CONDENIIAL
mmomc OF THE UNITED MATICHSy CHUETA:. | ho....n. ./.%:7 .................... |
FROM: THE UNDER- SECRETABY OF STATE FOR Date:....... y bl B PR
- EXTERNAL AFFAIRS, OTTAWA CANADA. Enclosures:....ocveviveioss o
Reference. Q\JI‘ .tele%ram No. P-B'? and 0111' letter ?IO. ver Au' or Surface Mall.l}?’. ..................
P—lhO of ‘May 9, 1686 - | |
Subjectis.vivieiiiiiiiiiiiiiiiiiiiinen ".“"' ..... e Ceresesens  Post File No: e v i
..... o SEOWRITY GUARDS e Es Getava File No. |
5<

References

In our correspondence under reference, we
informed you that we were arranging for the arrival of one
Security Guard approximately mid-June, and that we hoped -
to send you a second guard a month later, However, because
o of the installation of additional communications equipment
N , for the BCOSOC Conference that will be held during July, -

1956, it is considered necessary that a minimum of two guards
/ be provided by that date in order to ensure adequate security,

\\

26 :  For bhis reason Messrs. C.d. I'kmnerson and R, Latreille
have been selected for pbsting to your miesion as Security Guards,

3 . Mr, Emmerson is married with two chn.ldren, a son
aged 9 years, and a daughber aged 1} years. Mr. Ln.trellle, who
is fully bilingual, is marvied without chmldren.

a. . We have been unable, as ye‘o to obtain firm 'bravel
, accomodation for Messrs, Humerson and Latreille, but we are -
endeavouring to arrange fér their departure from Canada approximately
mid-June, accompanied by their families, As soon as definite t.ravel
arrangemenbs are known, we will inform you. )

5, o With reference to youyr telegram No. 99 of I&ay 11, 1956,
i - we are aware that the Security Guards will be arriving in adva,nce

. .of the expected date of completion of your new premises, However,
for the reasons mentioned, we have no cheice bubt to proceed with

our plans for the. arr:.val of Security Guards at your mission during
the latter part of June,

G It is expected that Messrs, Pmmerson and Latreille

.- _ | will occupy accommodation outside the Chancery premises. When the

- - ' | /' third guard arrives possibly-towards’ ‘the end of-the year, consider-

¢ : A ation should be given to having him occupy the accommodation which
: B - will be available on the new Charncery premises, ; We would, however >

appreciate receiving your comments in this regard,

Distribution
to Posts.

g B cﬁ:c>1;.‘s{1‘*5.i

Under~Secrebary of State
for External Affairs,

000644
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA, , (DUPLICATE)

 NUMBERED LETTER DIR/PERSONNEL/GGCOOR/LVRYAY/ tk/cn

“~rermenent Mission of Cenada bo the . . ... ., Securivy: CONFDRNTIAL .
T0:......x= Enropean Office of the United Nations, carrty ‘IL )
RETUR GINEVA, Switzerland ... Noi.oee Bo LS
FROM: THE UNDER-SECRETARY OF STATE FOR Date:.... May. 92 1958,
" EXTERNAL AFFAIRS, OTTAWA, CANADA. 1
N : _ Enclosures:......coooiiiiiiiiiiciina,,

Reference:......

................

-----------------------------------------------

e O SRR - .,LH)(‘ | AT or Surface Maili A3F.......

) o | ) '»;0
; ,\ :(9 -’ég f Ottawa File No.
................... Hé” , t 045&/,/4/\__—310 |

"P. o 5

17 —

" References

Interhal

Circulation
ot

D.L.(2)

Distribution
to Posts

‘Ext. 181C (Rev, 2/52)

Ag you may be aware, with effect from April 1 of this
year, the Departmentls security guard establishment has been
increased to a total of fifty positions. This increase will
enable us to meet; at least in part, the long-felt need for
guards at many of our posts abroad., Attached for yowr gnidance
is a copy of a memorandum entitled "Provision, Employment and
Duties of Securilty Guards in Canadian Posts Abroad".

2. . Because of recruiting difficulties it will not,
unfortunately, be possible completely to £ill our establish=
ment for many months. The first group of guards recruited by
Civil Service Commission competition, numbering aboub ten, are
dve to report in Ottawa early this month, Others will report
at later dates, and, since the past competition did not produce
a suificient number to fill our establishment, a second comw=
petition is now being arranged., These guards will be trained
in Ottawa before being sent abroad. Their training will cover
security principles, regulations and instructions, the instal-
lation, maintenance and repair of locks and security containers,
the duties of security guards, including the manner and ways

. in which these duties may best be performed, report writing,

ete. Each course; which we are planning to make fairly

. intensive, will take at least ten days to complete.

3 As you may know, a complement of three Ottawa-based
security guards hab been approved for Geneva, partly because of
the expected instéllation this summer of machine eypher. Because
of this latter, we are planning to send you one of the first
group of guards, and hope that arrangements can be made to have
him leave Ottawa towards the end of this month,

T ' We have in mind a married man with two children, and
have selected him for your posit because the accommodation and
educational facilities in Geneva are, of course,. mich better than
at many other posts for whish we must reserve our present limited

- number of single men, #Although we understand that accommodation

for a guard is available in the Chancery premises, it may be

desirable that the man in question obtain outside accommodation,

keeping the Chancery accommodation for an unmerried guard or

guards which we may be able to provide at a later date., We

hope to send you a second guard perhaps one month later, and

possibly a third towards the end of the year. 1o will o veltiep to
you peparately providing furbher detalls consemniag tho men who
have boen selopted for posbing to your mission. 2 eee

000645 /
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.-2‘7

5e " In the meantime, if you have any comments vhich

would affect our present plan to post a married guard with
two children towards the end of this month, wonld you please
let us have them by telegram. Your comments, by le%ef, :

.- on accommodation or other problems which may arise in cone-
.- nection with the posting to your mission of ‘ohe second aud
’oh:.rd guards would be appreclated - S :

JPGL

Under—Secretary of State
for Externnl Mfeirs

000646
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'/, ' DEPAFTMENT OF'EXTERNAL AFFAIRS, CANADA.
| AT - NUMBERED LETTER | ;
TO: THE UNDER-SECRETARY OF STATE FOR *~ Security:.... 2 ECRET
EXTERNAL AFFAIRS, OTTAWA, CANADA. Nown /S /7 o
FROM ..?ﬂE”QANﬁﬂlAN.REEMANENT“MIS$IQN ........ Date Aprll 16 1956

R GENEVASWITZERLAND Enlone ..... ﬁf

‘ Referencecj'r Cular Document . ADMIN 8/5 6.28f ]j?_gl;é R A1r or Surface Mall .... AlI‘ e
: éﬁbjec}t: . Change Of Comblnatlon settlngs& Meeene Post Flle N (VR SECURITY (S). Wi -

_Ottawa File No.

f;f”%”m;*’ ...... ‘dm;fffh;}dmnﬁim,Q';'.5“GW$ HL #D

References ' o o ‘ )
D-o L R
o — . ~ -+ I enclose, in the attached sealed

C§7~%§ . envelope, new combination settings for

~%{ﬂﬂw~— o - the safety containersfin use at”bhis

e . office,

e

BLE! I

St

o &W\ | - A %/‘ -

_ k&’- Permanent Representafivé.‘_

+ Internal -
Circulation

B LI T

g Distribution S . )
to Posts - ! B ) ’ o , o . ‘

, . o . o . o . . .
. " - - - Al . - "
(:i;; - . . . :
. o - . .
. R . B [ . °
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DEPAR_"IT_MENT OF EXTERNAL AFFAIRS, CANADA.

, NUMBERED LETTER
./ ., SECRET
TO;.&ﬂNDEB—SECRETARY OF STATE FOR Security:

EXTERNAL AFFAIRS, OTTAWA, CANADA. N e, R R
" FROM: .THE. GANADIAN PERMANENT MISSION, . ... Date:....... Januery, 12, 1956. ...
‘ ............... GENEVA,. SWITZERLAND, . ........ Enclosures:....... Do one ............. .
“ ¢ircular Document No. B.116/51 of _ e b
Reference:....ccoveeiinnieannoernenons Decenber. .2_9., .A1951 . | Air or Surface Mail:... " ir bag. .. ..
i Subject:... ohange of combination settings. Post File No:. SECURITY (S)
‘ -------------------------------------------------------------- ottawa File No' a
....................... e 5&0%"/&74{' {,Z@
- . | 58
References
(_i;:;;:j I enclose, in the attached sealed
-é" ' envelope, new combination settings for
E%Z the safes in use at this office, These new
_é:"_ settings were put into use today.
7
8
9
10 -
R EREED A Ao g
Permanent Representative.
Internal %\/ A} O/W\/ﬂ(/rvﬂ o
Circulation /,
. y '
M @;t? ¥
./2;/14 /
1Y
@/&M [ {)
A 4
ik
; y \WN
i Distribution }
| to Posts
|
|
Y
000649
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NUMBERED LETTER

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

: : _ CONFIDENTIAL
TO: The UNDER- SECRETARY OF STATE FOR Secur;ty: ................................
~ EXTERNAL AFFAIRS, OTTAWA, CANADA. No: 4
e » C o T P Ne AL e re e, 1
FRoM: . Canadian FPermanent Mission ... . . . . .. | Date..danvary.5,.2956............
‘ o Geneva ............................................ Enclosures:........ REERRREeY e .
Hefer;nce:' C.il.ﬂ.c.ul,ar. Document A'7l"/51 . Of OCtOber - Air or Surface Mail;. Alr L
plerencei g 1961 -
T o T 2 « | Past File No:vvvvvniininnine ce
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In accordance with the instructions contained
in paragraph 7 of the above-mentioned Circular Document,
I wish to advise you that all members of the staff of '
this Office, with the exception of those on annual leave,
have read the Depafﬁmental Security Regulations. The
personnel on annual leave will familiarize themselves i
|

with the Security Regulations upon their return.

2 /§>a/§}/»<v@a«

Permanent Mission
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SUPPLIES AND PROPIRTILS DIVISION CONTIDENRIAL

Qots 21, 19550

» g~ Po¢ Qe
DEFENCE LIATSON (2) DIVISION Z/Z; P Baoaea40
N 5304 0w Lmd0

Security Arvangements - lew Chancories Under Construction

. ir. Jonette called yesterday and we discucsedl varlous
problems which he had encountered with repgard to sscurily
arrangements in the new offices at The Hague end Geneva,
e were able to reach agreement on all the polnts waich he
raised, but I told him that authority for aitering the
exlsting plans would have to come from jou.

2, In general, this Division has no objections fron the
seeurity point of view, in the case of The Hague and Geneva
and other new chenceries to be constructed, to the use of
internal grilles on windows when it ig not possible to
1nstall fixed internal bars, [r. lonetls suggested that
sueh grilles should consist of & solid metal frame with the
bare welded in. The frame should be sscursed to the casenent
by the use of hasps and fargent and Greenieaf combinatlion
nadlocks, one to cach sides This appears reaschables

31, In cases where it is extremely aifficult or impossible
o use Venetien blinds, in order to prevent telephotography,
there s no objection to the use of heavy plass curtaing,
from the security viewpoint. v, lfonetle suggesbed that such
curtains should be fized at both ends.

4, With vegard to the peepholss, used to see into the
communications rooms and registries without the ngcessity
cof having to enter, lir. Honette suggested that there be
some sort of mirror arrangement ou the walls in order that
the -security guerd checking the offices weul& be ablo to
ase all parts of the rooms. This 13 & very geod suggestion
and I think should be impleusnted.

o 2
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5, With particular regard to The Hague, Mr. Honetle
mentioned the problem of the French doors giving access
to the Ambassador's office fron the palcony over the
front entrance of the Chancery. Shatter-proof glass

13 to be used in these doors and he recommended that
insteed of having to use doors of metal coucrtruction,
which wers heavy, expensive and difficult to obtsain
that we consider using doors of strong oak construc{ion.
The shatter-proof glass would be secured by the used

of internal matal beading. This is acceptabie to this

6. In the case of Goneva, kr. Monette raised the
gquestion of the rolling metal shutter from the lerge
window in the Communications office in which machinse
cypbar 1s to be jnatalled, Tnere is no balcony outslide
this window and access fo it could only bas by use of the
voof immediately above or the window below, Hre loneite
suggested that instead of using heavy, glmost solid,
rolling shutters that we uge a Grille & Roulesux Gauger
or a Orille & Clseaux GEugers These ars illustrated on
the attached sketches which lir. Honetie kindly left with
me., I spoke to Communications Division concerning this
end they stated that of the two they prefer the Grille
3 Ciseaux Gauger, which is the folding one. Ihis would
seem to provide the required protection. Therse should
be, of course, & hasp arrengement on the grille so that
they may be secured by at least two Sargent and Greenleafl

combination padlotks.

7. 4lso, in the case of Geneva, ip. Jonstte pointed out
thet it mey be very difficult %o install fixed internal
bars on the othor windows in the Comazunications offices
end Registry and on the doors and windows giving access
to balconies in other perts of the Chancery. There is
no objection, from our point of view, to the use of
folding or rolling grilles, of the type mentioned above,
in such cases, Il a Grille & Roulsaux Gauvger is used,
the metal bars should be at least . inch thick.

Document disclosea UnGer tie Altees B s e .
oi sur 'acces & linformation
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8. I am attaching en extra copy of this memorandum
which, 1f you have no objection, you may wish to give
to M. Jdongtie.

i on

Defence Lialeon (2) Divisions

ee, Communicetions Division

2
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" NUMBERED LETTER
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DEPARTMENT OF EXTERNAL AFFATRS, CANADA.

TO: T' UNDER- SECRETARY OF STATE FOR Security:.. SECRET, ... ...l
EXTERNAL AFFAIRS, OTTAWA, CANADA. Notennennnn, 389 o
FRoM: .THE CANADIAN PERMANENT DELEGATION, Date: .....5gPtember 21, 1955
...... GENEVA!SWITZERLAND° Enclosures:....Qp.e,_.........,....,..... .
Reference:g.j:]:ﬂp.gl.a.r. Document‘ No‘ B °116/ 51 , Of ..... Air or Surface Mail,.. Alr bag, ... ..
. December 29, 1951 .
Subject:..Change of combination of office safe. | Past File Norev.vveovovvuiininriuners .
-------------------------------------------------------------- Ottﬂwa File NO-
..................................................... %\q Seo§-AL- %
/77 |52
References
D<= |
-t
=
Z%?%ﬁt__ I enclose, in the attached sealed
j/_“___ envelope, the new combination setting for
?Fiému==; the office safe, which was put into use
T today.,
b f 2
26 SEP 1955.
/ Permanent Representative.
- i
Internal - . ;
Circulation ‘ \ /55
b . {ﬁe “A
: . d .?ﬁ' .
| L
Distribution
to Posts
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----------------------------------------------------------------------

TO: ..., Pe.f?n e, Lla.l son. .(2) JDivision. . ... Security ... RGStrlCted ........

................... e esere e essesssiessennn | Date.n. MY 16, 1995

FROM: .. SUPR: & Prop. Division/P.J.Brice/HR. ||™Np2.0 0 arAl-vi
4 ¢

New Office Space--Installations--Security Requirements ..............

\4. n ét)w

2

i

- ———1

MM = 1
e, .

Ext, 326
(2/53)

1.

e

.Forwarded herewith for your files in connection

with the above, are copies of the following correspondence:;-

(1) Letter No.Z/5Gto the Post dated 10/5/55.

(11) Letter No.F$22to the Paris Embassy dated 10/5/55,
for the attention of our Architect, Mr. Monette.

The Security details described in this corres-
pondence are the result of discussions between Mr. Dougan,
Mr. Belanger (Communications) and Mr. Price, Departmental

Architect, Ottawa.

pplies & Properties.

W

-~
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. ( DUPLICATE)
NUMBERED LETTER

Geneva, Switzerland. N [iL/57§ e

Subject: .. .. Now. 0££106. Space~vLlayout. Plagm—- ... POSE File NOfeeeesrnnnseeeiornoreeeeennnne

Bauipment, and, Iastallations........ 0““15'216"5- &Ly - A Lfcff,

~
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--------------------------------
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Paris

Ext. 181C (Rev.2/52)

1. With referencs to previous correspondence in
this matter we have now given consideration to the most
efficient use of the accommodation available to us, and
a layout of offices and other space - taking account as
far as possible of sll the varying requlrements, and

"which has been developed from the print of the archi-
teets® floor plan, - is shown on the attached drawing (A).

: Before going inbto details of planning and
installation requirements it may be fitting to point
out here -that the architects' attention should be
drawn to the possibility of problems arising in deliv-
ering heavy equipment~-such as safes, safe filing
cabinets and communication installations--to the space
allocated to. us. : : C

- 8. .. For ease of reference offices and other spaces-~

are numbered on the layout - Drawing (4) - from (1) to
(23) inclusive and are as follows:—-~ - : -

(4) Room No. 1 - Destructor Room-~This must be equipped
either with (a) a "Somat" 12 Electriec Pulper
; C or = -
(b) an approved incinerator either gas
: " or electric fired

‘ depending on what is allowed by the relevant Diétrict
Building Authority, which should be approached for
its ruling in the matter. If alternative (a)--which
is our preference--is allowed the following pro-
visions must be metb:

(1) A drein line sufficient to carry off pulp of a
"thick-soup" consistency--connected to the
publif sewer.

(ii) A good water supply

(1il) An electriec power supply

(iv) A Chubb 3G-74 type Security Lock fitted o the
access/exit door to Office 3. ,

.-..2
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(3)

(C)

()
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If we are requlred to. provide alternative (b) then the pro~
vision of the following must be borne in mind'--

(a) .An electric power or gas supply

(b) 4 suitable flue from the incinerator through and to
the required helight above the roof

() Mbans of dlsposal of the agh residue

Roon No. 2--Central Registry—-Thls room will be equlpped :
with security containers for the safe guarding of classified
material., For information in arranging for delivery of this
equipment .to the space allocabted to us in the building the
relevant unit weights--uncrated and emgigf-are approximately
as followsg: =~ :

(a) Cabinet--Filing--120 lbs. | 55 kg.) each
(b). Cabinet--Safe-Chubb--550 1bs. ~ (250 kg.) each

(e) Cabinet-—Séfé-PresﬁonQSlO 1bs. (140 kg.) each
(d) safe--Taylor--2250 1bs. © { 1023 kg.) each

The Architect should make the necessary provisions to ensure
that the flooring in Room 2 will support a superimposed
load-weight of containers plus stored contents--of some
8,000 - 10,000 1bs, (pounds) ranged alongside the party wall.

Room No., 5--Ganadian Stenographers--The sole access -to Room
No. 8--Céntral Registry--will be through this office.

Room No. 4, 4a (Cupboard), with Room No. S5--These spaoes
together comprise the Communications Section, space 4a 1o
be fitted up as a cupboard to Room 4 and provided with five
(5) rows of shelving--cach shelf of some 18" in width--the
bottom shelf being fixed 24" above the floor. The Archi-
- teet should be informed that the weight of equipment and
%nstallations'in the Communicetions Seetion will be as
ollows:

- Room 4--2 pieces of equipment each w91ghing some 450 lbs,

(F)

one placed alongside wall between 3 and 4 and one
~ placed against the opposite wall.

Room 5--2 pieces of equipment each weighing some 450 lbs. one
- placed along51de wall between 4 & 5 and one placed-
against the opposite wall, »

' In addition, a safe, of a bobal weight--including
atored contents--of some 2600 ibs. will be placed,
-in this room. , ,
Space No. 6--Will provide needed Storage space.,
Space No. 7-~Ig a passage connecting Central Reglstry

(Canadian Stenos) and Communications Section with all other

gffiggs and rooms in the layoub via the Reception Foyer
Qe 3 . ' ) .

’..5
B Co
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| ' (¢) Spaces No. g, 9, 10, 11, 12 and 17, are for office use,

‘the suggestion being that No. ¢ is for Head of Post; 8 and
10 for alloocation between senior and second adwiser;\ll '
could be used for Librar'/Reading Room and 12 for visiting
- Dignitaries. The.two (2) rooms together could be used as
. one for conference purposes by making the dividing wall be-
- tween in the form of a folding sliding partition., By this
. "uge of the space the day to day functions of the Post could
be carried on even if offices 11l and 12 were in use for con-
- ference or other activity, ds access between all other.
offices and parts of the layout via the Reception Foyer 13
~would no% be interrupted. ‘ ) -

(H) Speces Nos. 14 and 15 are Female and HMale Toilets respecb-
ively. . B : ’ . : T

| (I).Space'Nb.'lé is the .main entrance lobby o the Delegation .
-Offices, R - . ,

(T) Room No. 17 is office space for the Accountant and office
messenger. : . o ‘

(K) Speces 18, 19, 20, 21, .22 and 23 comprise the Security
Guard apartment and are respectively, kitchen, bed recess,
living room, hall, W.C. and bathroom. o -

(a) It is'suggested that to separate 19 and -20 whén“required
either : - :

-~ (i) a curbain and track or, B
(ii) an installation such as a "Modernfold" door or
i some such similar equipment, be provided for
- the purpese. - L

(b) A glazed "peephole" should be provided in the wall be-

- - . bween Room 18 (kitchen) and the staircase hall so -that
-the guard can unobtrusively observe the office entrance
at any time. -The glass to the peephole should be fixed
on the kitchen face of the wall and the gides--on plan--
of the deep aperture to the staircase hall should be
.splayed to give a "line of sight" to include the office

entrance "door.

4o For security reasons the following arranzements and
provisions must be made;-- S . :

(I) All windows of all offices must be fitted internally with
- Venetian Blinds, which, when in the "down, half-closed™
position will be a defence against long range photography .

of the office interior. '

(II) The small sidé Goor opening--on to the loggia--in Office 5
must be built up solid., o '

(III) Theé large window to office 5 must be defended by a manual-

"~ operated steel rolling window shutter Pixed to ihe celling
-some 30 m. back from the window wall. The shutter to be
similar in width to that of space 5, and when in the "down"

. position the shutter must extend from floor to ceiling. The °
shutter must run in steel channels sections--one at each '
Side strongly Tixed to eaé¢h wall. Provision must be made
Tfor locking the shutter securely at floor level by means of

. - three (3) padlocks--one (1) at each side and one (1) in the

-"centre of the shutter--each equipped with a Sargent and
Greenleaf Manipulation-proof Combination Lock. For practical

. L) 04
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(V)

(VI)

(VII)

.- Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur 'accés a l'information

-2~
Treasons it would be preferable to ensure that the locking

stubs or holdfasts,. at floor level, should be fixed inbto-
the floor constructlon so as not to protrude above the

© final floor finish, Fix in the space between the shutter

and the window a Venetian sunshade--which will be of the
~width and height of the room and should always be in the

"down half-closed" position so as to conceal the shutter
&/or the room interior from external view, as the rolling’

shutter must be rolled up out of the way during duty hours

and lowered into the’ "down" pos1tion during off-duty periods.

The walls between gpaces 8 and 5, 5 and 6, 6 and 4a, 4a and
-7, 4 and 7, 4 and 3, 3 and 2, 2 and 1, 2 and party wall mugb
be ‘on the Strong Room wall principle, doubly reinforced.4
_Spaces 4a, 4 and 5 must also be insulated at floors, walls
and ceilings against sound - transference to the exterlor of
"the building and all adjacent rooms or stores of whatever
nature. E : _

- To the openings between gspaces 2 and 3, 4 and 7 provide and

- £ix ‘Chubb Standard Strong Room doors and Metal Grilles. The
strong door hetween spaces 2 and 3 to open into Office 3
and that between 4 and 7 to open into passage 7. Bach of
these" strong doors can be either left or right hand hung as
you may decide on the spot. In addition to the emergency
locking device provided with the Chubb Standard strong room
door, the locking mechanlsm must Gonsist of, '

'(a) To the Strong Doors--two (2) Sargent and Greenleaf Manipu-
- latlon-proof Combination Locks and

(b) To the Metal Grille Gates--one (1) lock having a detector
and monitoring device similar to the Chubb 3G-74 Security
Lock.

To  the conventional doors at mein entrance from Staircase Hall-
to the doors to the baleconies from spaces 8, 9 and 12--and to the
doors. betwéen spaces 3 and 7, 4 and 5, 16 and 17, 13 and 7, 8, 9,
10, 11, 12, 16 provide and .fix a Chubb type 3G-74 Security Lock.

To cut off access from next door property to the loggia outside
spaces 2, 3 and 4, a barred defence grille--which can be decor-.
ative--should be prov1ded extending the relevant width and
height and built into the wall, floor and ceiling. : .

(VIII) The windows in spaces 2, 3 and 4 nust bé defended by bars

(%)

spaced not more than 6" apart bullt into the strueture fabric
inside the window. In the space between each window and the
bars, Venetian blinds must be fixed so that when these are in
the down half-closed position the bars will be concealed from
view externally. _ .

A decorative iron grille fixed into the fabrlc of the buildlng,

either internally or externally--as governed by the window or-
door=swing (in or out), &/or the type of window-door unit and
its fixed p051t10n in the wall--must be provided to the foll-

owing openlngs.

- (a) Space 8--door to Balcony

(b) Spaoce 9--Door/Window to Balcony
éc) Space l2-Door/Window to Balcony
d) Space 17-Window to Balcony

000661
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To enable the guerd on patrol to survey--without entering--
the-interior of .Room 5, previde--in -the wall between space
‘5 and.- 6--a "peephole", double glazed for sound proofing

- .purposes. .Fit externally and adjacent thereto, an electric

' "light switoh so that the guard can operate the room lighting
- from that point. This "peephole"™ is to be concealed from.

A"fi“view on the space 6 side, by the provision and fixing of a

S

~-ateel Securlty Access Trapdoor and Frame similer in prin--
- oiple to a smsll safe door. The Trapdoor must be hung to-
-swing, on concealed hinges, and fitted with locking lugs--

on the Taylor Safe prineiple--and a Sargent and Greenleaf

thevRemingtpn;and:Safe Filing Gabinet).f

- Manipulation-proof Combination Lock (such as is. found on

.To satisfactorily deal with the Communication System, Elec-

trical arrangements--sncillary to conventional requirements--

. must be as followsie~

" “(a) Bleotric light and power supply - 220V 50-émp--to Rooms

4 and 5 must-be separated et mein building input panel,

. +(b) Provide four (4) ﬁoﬁer outlets at bageboard in each of

rooms 4 -and 9, 'i.6. two (2) to wall between 5 and 8,
two (2) -each side of wall between 4.and 5 and two (2)
- “to wall between 4 and 3. Qne (1) eceiling electric light
“outlet also should be provided for sach Toom.

" ’(e) Blectric light and power for rooms 4 and 5 must be con-

trolled from room 4 by means of a fused service panel
-with breakerfhaving provislon for sixz (6) ciroults..

:;(d) Circults will be as rollows;-é'

: (i)AFour“(%)‘pbwérioutlets to each of rooms“&-énd;s--
: total eight (8)-~to be fused in pairs making
:Tour (4) eirouits. - - Lo D

' (11) Two (2) ceiling light points, one (1) ecach for 4
: . - and 'S to make one (1) cireuit. - o :

.~ (1i1) one (1) oirouit will be spare.
~r(e)‘Fuéipg t0. be dealt with as‘followé:?- ;

O (4) Eachkpairjbf powér:outleEQQ-fuseé’fdr.s.amps.
| (ii)‘Lightingjpointss-fused as necessary-~5 amps.

' (£) Electric Light and Power Supply to rooms 4 and 5 must

be grounded (earthed).

5. Generally all'pantihioﬁs between spaces and offices--other than
- as ‘deseribed at Para., 4 .(IV)--can be constructed of the same
materials as specified-by the Architect for the remainder of

‘the building."

As to reasonable cross-ventilation and natural

-lighting of Reception Foyer 13, however, it would be well. to
request the Architects' advice regarding the provision--in the
full-height partitians.surrounding_this spage--of '

(a)'glazihg;-in_sﬁaceé'abbve_dOQr-heédé '

. and

~(b)

openigg'portiqps¥4inlsﬁéhfgiazedvaréas,#fof;ﬁeﬁﬁiiéﬁion.

. i"boe
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‘ ' 6. We have sent a copy of this letbter to the
- Paris Embassy for the atteniion of our architect, Mr.

Monette, and a copy of the ocovering lebtter to him, which
is self-explanatory, is forwarded herewith for your in-
Tormatlon and retention. As regards the cost of these
‘works--para. 4 of your letter No., 111--18/3/55 refers--
it will be seen that the particular requirements shown on
Plan "A"--gfttached hereto--and deseribed above, are less
simple and more exbtenslve than was at first envisaged.
We will therefore be glad to know as early as possible,

what we must expect to pay in order to have these pro-
-posals executed and you should now arrange for the prep-
aration of the necessary estimate of cost by the Land-
- lord's Architect--who will no doubt find it necessary to
make use of Mr. Monetbe's knowledge of our requirements
in all these matters. :

7. I'inally, and as an additional precaution we
think that you should obtain for our consideration--Ifrom
the landlord, and other sources, if necessary--all the
information possible regarding the tenants of the apart-
ments on the same floor alongside, and on the floor
immediately underneath, the space alloeated to us.

Under-Secretary of State
for External Affairs,
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (DUPLICATE)
NUMBERED LETTER

{:{\<

TO: . The..Canadinn, Embassy,....... cerrerees . | Security:..... VROLAGSIELOA: - coverrn-

................ Paris, ETAN0s.........ocooosioees |Norecond 082 Z i

, Atbtention: Mr. Monette. .
FROM: THE UNDER-SECRETARY OF STATE FOR : Date:..o.oovne. May-lO,?--ls-f’ﬁa ........
EXTERNAL AFFAIRS, OTTAWA, CANADA. ECLOSUEES: ¢ » e« s s e e esnesneetatnannns
Reference:..... Canedian Permanenk Delegation,..... Air or Surface Mail:.....c.oovviviiinciacn

Geneva, Switzerland. .
Subject:....... New. .Qffice. Spase: - reeescaresanraens Post File Noteoveviiinnaniiornirsnnneossss

m
.............................................................. Ottawa ‘315"‘(’% @;; _ A L - o
1OXOE~PsdadO -

@/""(;]‘m“mi:”/010@{”“'?*\"-‘4’@ T1c

References

1. Having recently secured accommodation
for the permanent delegation offices, we have now
given consideration to the layout of individual
office space and the consequent security require-
ments. These are described in detail in our
letter to the Post dated 10/5/55, copy of which
is forwarded herewlith for your information and
necessary action.

2. As the apartment block in which we have
leased space is now under congtruction, we are
hoping that we can ocoupy the premises on or about
March 1lst 1956, and we shall, accordingly, be glad
if you will communicate with the post to assist
as you may feel will be necessary in connection
with any problems as they arise, so as’ to ensure
that amongst other things the security installa-
tions required are dealt with in accordance with
our present policy, That is to say,

(1) Security Locks

These should be ordered from Chubbs through you,

and arrangements-~sgimilar to what you have
Internal blamned for the new Chancery, Paris--should be
Circulation made for the fixing of the locks at site. When
the order is placed, the supply of 5 keys for
each lock should be specified, one of each %o
be forwarded to us in Ottawa, the other 4 of

each set of 5 being sent on to the post.
Defence : _

Liaison (2) : (2) Security Doors and Frames

The order to Chubbs for these should be sent
through you and arrangements for the installa-
tion of the equipment required should be made
with the manufacturef in accordance with the
procedure which has been adopted for the new
Chancery, Paris.

Distribution ( 3 )

to Posts Seocurity Generally

You will see by reference to the contents of

: the copy letter to the post herewith that
Head/Post - security arrangements generally are patterned
Geneve o on the requirements in connection with the new

Chancery, Paris. It is expected that there

Ext. 181C (Rev. 2/52) es o2 000664
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will be many queries concerning our special requirements in
the sensitive area and other spaces, which will require
answers, and we hope that you will be able to deal with
thege amongst the other calls on your time in connectlon

~with the two new building projects and other matters neces-

sitating your attention, which have recently arisen.

Regarding the cost of these works, you will
note our remarks in that comnnection ln the copy lebtter
herewith. We shall accordingly be glad if you can make it
possible to visit Geneva for consultation with the Post as
may be required, and to assist the local Architect as he
may wish--when the Estimate of Cost of the Works is being
prepared. : o .

You will be aware, of course, that in connec-
tion with these proposals, no paymenis may be made and no
work may be put in hand before full details as to the cost
thereof including

‘(a) Construction works, installations and equipment
of the conventional kind,

(b) Seocurlty Installations, and
(¢) Fees--both professional and municipal--payable in

connection with the scheme, have been forwarded
to us in Ottawa, for consideration and approval.

Under-Secretary of State
for External Affairs.
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DEPARTMENT OF EXTERNAL :AFFAIRS, CANADA.
NUMBERED LETTER '

TO: ¥THE UNDER- SECRETARY OF STATE FOR Security:...5. BLC RE I .
EXTERNAL AFFAIRS, OTTAWA, CANADA. Not e, (5.3 ]

FROM: ...THE. GANADI AN . PERMANENT. RELEGATION.... | Date:...APTLL, 15,1955, .......... .
GENEV.A e Enclosurgs:....QNE.; .................. .

BReference: ClrQ 1og,. B.-116/ 51.0f. Dec e..29,. 1951, | Air or Surface Mail:.. AlI‘ ............ .
Subject:.. Gombinakion. of. Office. Safe.............. Post File NOi .« oersennneerinnrceiinern:

llllllllllllllllllllllllllllllllllllllllll : S 6 N a P e s e e e s s Ottawa File NO.
............................... @ ..‘,L_ jﬂ/%f’lfyi"gﬁ}
. | ; /é? - B
{ /_: 22__, S 6

I am enclosing in the attached envelope

2 gt |
4 —— -
s the combination of the office safe which was
6 . , ‘
7 changed on April 13.
—~
3

—

- éi)iﬂ NP /44Nz‘452j;%éﬁiio—~d1

25 APR1955
Permanent Representative

Internal Vs ~
Circulation \/ <§&2?&/éé
' t
(I 07 O |

Distribution
to Posts

000666
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\N/ ,“Lf_.,w..uu,,.
CONPIDFIITIAL
t)
N ii Decenber 28, L9ch

Defence Licison {2) Division
1O o DefwliO

Your memorandun of Docembey 23, 1954

Orfice Space for Cansdlan Permanont Delegatlon, Ceneva,
Bwitzerlend.

L. aggume that Ceneva will bo one of our posts
wvhere the inptallation of machline cypher will be givan
prioritye. Machinss should be avalleble in lute 1955
and consequently could be ready {or instellntion in the
proposed nsw premlses in early 1956.

2e If machine cypher i1s installed, we should have
to provide security cuerd protection. The establishment
Por security cuard posltions for the fortheoming fiscal
yvobar, however, is such that it is very doubbtful if nmore
than ons guerd could inltilally be peosted to Genova.
Consequently, 1f the guard were provided with guarters
within the Chancery, such ag in Bomn, botier aroundethe-clock
protection could be obiained than if he were ilving out,
Tho pospibility exists, of course, that tho ostablisciment
for securlty guerds may be Increased after tho nezt fiscal
yoer. If' so, we mRy be abls to nuke edditional guerds
avellieble, ae we consider that & minimum of three guar ds
1s roquired to give complets 2h-hour protection.

3. Howevey, 1 you are able ito obtaln spproval

for ronting the proposed premisss on the basls that
machine oypher is to be Instelled and three rooms are

to be used as living accommodation for & seeurity gfuerd,
I think that oven if the nunbor of security crards wers
inereased, the rooms could still be put to pood uge. In
the svant that they were not occupied by a security guard,
we should then reqguire at least one room as & puard room,

(Slgned) G G CREAV

cer iire lacdonnell; Dofence Liaison (2) Divisfon
fotablichnents & Orgenizetl one 1 (2) Divisions . e

S 1
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¥r. Macdonnell ‘ Uneclagsified
Copy to---Tistablishments & Organization ,
t fe.-Defence Lisison (8) ?aeamber &3, 1954

Supp. & @rop,/J.Zoubie/HR
| F0304=P=3=40
ST0oer §-Fa—ed

0ffice Space for Cancdian Pervmanent Delegation, Geneva,
Switzerland,

For scome years the offices for our Delegabtion have
been located in the Villa Ia Pelouss, a short distance from
the Falais de Natlons. The total offlce space consists of
two rooms--one approximstely 27 by 17 in size and the other
approximately 17 X 14 (about 700 sguare feet in all). Five
people work in these two roomew.. The rental chbarged is 9490
francs o¥ about $2150 per monbhy =

Becauge this apace is obvicusly too small the Dele-
gation hag been engaged for some time ih a geavch for more
adegquate scocommodation., Very 1ittle has been found in the
area in whieh it is nccessary to have our office located.

Mr. 211ard now reports thel s gyndicate ls ereocting three
apartment blocks on a very desirable site midway bebtween

the Hobtel de la Palxz and the Palals de Netlons and is offer-
ing the Delegation a top floor apartment et the end of one

of the buildings looking out over the lake and the Parc Mon
Repos, ‘fhe amrea of this apartment is approximstely 4000
square feet. 48 planned by the syndicate it will compiise

e very large room, about 1300 sguare feel in area, two large
bedrooms of about 200 gsquare feel gach, four bedrooms of
about 100 square feet each, a lavrge kitchen, three bath-
reons and bwo W.C.'8, Mr. Allard ptates that “Since work

on this building is Just compencing arrangements can be made
to have this area divided in any way we wish®, The syndicate
has asked for a §eflnite commitment by January lgt and claims
that the apartment will be avallable on January J, 1856.

(2)
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The following i1s a summary of the proposals in
regpect of this apartment made by the delegation:

(1) That the large room be sub-divided into six smrller
offices, three of which, by folding back the walls, .
could be converted inte a £ilm-showing Toom or a con-
ference room.

{2) That the following be the eliosation of rooms:

-= gne as an offiee for the Head of the Nission.

-~ one as an office for the senior adviser.

-~ one gs an office for the second adviser when -
appointed. :

~~ one as a reading room and office for delepates.

-~ One as & reception room and office for a re-

ceptionist-telephone operabor. :
-=- one as an office for the two Capadian stenocgraphers.
-= ONe as an office for the seoountant snd driver~
‘ megsenger. \

-= One ag a registry,

-= OR& as a supply room.

-« ONe as a cypher room.

-= three rooms adjoining the cypher room to serve as
a residence for a security guard.

{3) Thet euthority be granted to sign & lease for these
Premisges.

It seems o me that before consideration can be given
to these proposalz a mumber of other matbers must Pirst be
dealt with, vig., -

{a) Vould the Department, if we were tc toke this space, be
prepared to imstall cypher equipment? I understand that
for conferences we now fly in machines,

(b) Mr. Allard mentions a "second adviser when eppointed™ and
"receptionist-telephone operator®. Is it the Department's
intention to increase the gtaff by thege two persons?

(c} If cypher machines are installed, will the Department be
appointing one guard who will llve in or %twe or more
guards who will live out and who will require only one
room t0 serve as a guard Teom?

{3)
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(@) If cypher machines are installed will this not necessitate
the incroase of the staff by one or more operators?

(e) Mr. Allard appears bo think that Delegations b¢ conferences
will use office space in these quariters from time to tlus.
In support of this heo points out that for the Xorean confer-
ence and the G.4.T.T., conference approximately 1140 and
$800 respectively was pald out for office accommedation in
the Hotel de la Palx. The last mentioned figure is an estim-
ate to the end of February. Perhaps somecne in the Depart-
ment can say whether or not thils aspect of the matter warrants
sericus consideration.

(f) Mr. Allard states that he "cen foresee no obher sultable
accomnedetion being or becoming available". This may be
guite true in conneetion with other building projects but
it seems more than possible that other, and smaller apart-
ments shovuld be availlable in one of the three gsyndicege
buildings. Because we are iaformed that the syndicete re-
quires a commitment before January lst, and because the

- Delegation’s lebter has only just been received, it is not
gosgigle to obtein the details we would need before the
eadline.

I anticipate that we might have difficulty in convine-
ing the Treasury Board of our nead for this large apace. Nor-
mally we would not asgk for more than about 2000 square feet for
g Miss%On of this size (5 Canadians and ons locel messenger-

river).

/e mlght be able to prepare a reasonable case, however,
if cypher equipment is bo be installed, 1T a guard is to live
in, if space must be supplied for any long period for use by
Delegates to internationml conferences, if additional gtaff is
to be baken on and I should be grateful for your direetion.

(4)
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© Goples of this memorandum arve being sent to the
Establishments and Organization end Defence Liaison (2)
Divisions in order thab they might be in a position to

answer the questions above, so that e reply might be given
to Geneva before Fanuary 1st. ,

_ A copy of Genevae letter No. 433 of December i&th'
is attached for your further information., : : '

Supplies & Properties.
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Security . CONFIDENTIAL.......

z? - MESSAGE FORM [rmw
v }v 50048-AL-40

OUTGOING

i {);?D o Z9ra

To: ..., LHE PERMANAND DRLBGATS OF MaRSnd A0 Thn DU iarn
..... OF THE UNITED NATIONS, GOy
Message To Be -Sent Date . ﬂ‘b For Communications Section Only
Mes . i a .
AIR CYPHER - Noo /4 | October 19, 1954, SENT — UCT ..l 1954
EN CLAIR / /
CODE ) REFERENCE: Our Telegram No{ 97 ‘of June 17[ 1954
CYPHER 5 7 _ para Bf :
| Priority - ] _. )
SUBJECT: ' : '
//;%NATOR .
J """ F Kotgmatured ™7 ‘ " Please /arrange/ to make /eivailable for/
|
| J'Y’gzﬁr;f/ﬁdfk ------ _use /by{Canad:Lan Delegation’ to /forthcomlng GAT'{‘/
! piv. Defence. Liaison. meeting', Cm{bb/flling cabinet shippnd to you
2
Local Tel. 5124 ... ... () - last/spring for/use b;/Canadlan/DelegationAco/
A PROVED BY : Korean/Conference/
......... (Sg“uo-)ar/ .
G Go.Crean...........
(Name Typed)
Internal Distributign:
' §.S.E.A.7C U.S.S.E A
% _ ' Secretary of State
Done..... AL £ ool . for External Affairs.
Date. .. W/%‘ 22 .é. ...... . »
Co_pies Referred To:
Done.ivevinninnnsinniineennnss " ’
Date.eeiivnvnnnnanns e eaes - - ' '
" ) 000672
‘\ Ext. 97 (Rev. 1/52) . _ ]




Document disclosed under the Access to Information ACT -
Document divulgue en vertu de la Loi sur 'accés a l'information

XN

Ad

OTTAWA FILE

=LA

Letter No??{y .................. . SECURITY CLASSIFICATION :

"} Date......... July.19,..1254....... SECRET 1
| 'TFRGM: THE CANADIAN PERMANENT DELEGATION, GENEVA é;)f;é
TO: THE UNDEB-SECBETAB* OF STATE FOR EXTERNAL AFFAIRS, CANADA

"} Reference....... Circular Document. B.116/51. of. December. 29,.1951........... ‘

Subject:........ Combination.of Office.Safe...........cooiiiiiiiiiiii,

"33 JUL 1994

Copies Referred

Post File
\)

I am enclosing in the attached envelope

the combination of the office safe which was

changed on July 19, 1954.

A\ et et

Permanent Delegate

000673




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur I'acces a l'information

June 23, 1954
File

50048 - AL - 40

MEMORANDUM FOR FILE: S \5>7L

Reference: Our telegram of March 23, 1954, to London.

Subject: Security Equipment.

In our telegram No. }LllS of June 17, 1954,
(on file 50117-C-40) the Canadian Delegation to the
Korean Political Conference, Genéva, was instructed
to turn over their Chubb filing cabinet to the

Pefmanent Canadian Delegation at La P use.

J.~Y, Grenon

000674



4 . Document disclosed under the Access to Information Act
]4 Document divulgué en vertu de la Loi sur 'acces a l'information
|

A. i
Ext. 1 R
; : 1 OTTAWA FILE

W | vo SALIE AL N
. 527 S0
lLetter No........ /// .................

SECURITY CLASSIFICATION
Date... April 21, 195k. UNCLASSIFIED
D-2 Vi
FROM: THE CANADIAN AMBASSADOR TO SWITZERLAND foen s %éb\
Al Y
i@f T0: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
4 Reference.....l\}.o.r%?.’......................; ...................................................
. ' .
;é’, Sibject:. .. ... Securlty Arrangements for Geneva Conference. .=
,_:: SEm—
9
— /
G B ) -
| I
28 APR 1954 I attach note p.B.73.0orée.0.b. (b)- /]

AH- dated 20 April from the Swiss Politlecal)
Department informing us that in the in- /
terest of maximum security for delegations |
to the Asiatic Conference in Geneva, the
Swiss Federal Council has declded to re-
inforce the Geneva Police with army de-

tachments.
Copies Referred
T;??i.i?Ti.“ I am sending a copy of this note to
Canadian the Permanent Delegation in Geneva for
Permanent. .. their information. )
Delegation .
| Ambassador. :
|
No. of .
| qléa of Enclosures YL~ Q . /{5; {7&/9_0 2
?§%J¥ ............ 74 A%
' {g”§?;§§~
;J';{,ﬁ»"
Post File
Noovoivvninnnn,
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S,

E‘EN(")SSISCHES POLITISCHES W T e
DEPARTEMENT [j FJ e
DEPARTEMENT POLITIQUE FEDERAL SHi=be

p.B.73.Corée.0,4,(6) - AH —

Bitte dieses Zeichen in der Antwort wiederholen
Priere de rappeler cette référence dans la réponse

Le Département Politique Fédéral a 1l'honneur de
faire savoir aux Missions diplomatiques des pays dont les
gouvernements seront représentés & la conférence asiatique
gque, soucleux d'assurer au maximum la sécurité des délé-"
gués, le Conseil fédéral a décidé de renforcer la police
de Geneve en mettant & la disposition du gouvernement ge-

nevois des d étachements de l'armée,

La t&3he qui sera plus particulidrement confide &
ces unités sera d'effectuer la garde des résidences occu~
pées par des chefs de délégation ainsi que celle des vil-

las ol les délégations auront installé des bureaux. -

Le Département Politique prie les dites Missions
diplematiques de bien vouloir attirer 1l'attentien des dé-
légations intéressées sur le fait que ces mesures sont pri- |
ses exclusivement dans leur intérét et que les autorités
militaires leur seront reconnaissantes de bien vouloir en

faciliter 1l'exécution.

Le Département saisit cette occasion pour renouve-
ler aux Missions diplomatiques 1l*assurance de sa haute

considération. /

A ‘~’.'.“'~V‘_!,~ S

\ Berne, le 20 avril 1954.

8649
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Security CONF TDENTIA

t © MESSAGE FORM [frw

= ' 50048-AL~40 \

OUTGOING | N
¢l SV

 FROM: THE SECRETARY OF STATE FOR EXTERNAL - AFFAIRS, CANADA

THE PERMANENT DELEGATE OF CANADA TO THE EUROPEAN OFFICE OF- ’IHE

UNITED NATIONS, GENEVA, SWITZERLAND. ...
: e . : —
D . For C icatil Secti
Message To Be Sent . yd ate ‘ April 15, 1954 or Communications Section y
AIR CYPHER C 4D — APR 15 1954
EN CLAIR ; , . B
CODE /0 REFERENCE:
CYPHER T X | — _
riority SUBJECT: Security Guards for Geneva Conference. . - /,,
- et L P o~ ~
ORIGINATOR The ECMP ‘is providing three security guards for”
| o - —
e etecriiaeresesessaetennnas th:.s Conference, “They “include:
“ (Signature) .

- e
(l) S/Sgt R. D. Robertson/statloned at RCMP Headquarters,

....... (N'é:{e' Ty T | v _ P
‘ ' Ottawa, “who w1ll be in charge of the detailj
D L., (2) ............... < e
(2) Consteble Je Burﬁe stationed in London;
zal Tel...6..3.9.].' ............ ' 7% . ) s / -~
- . (BY Constable D. J. Vlckerman statloned in Karlsruheo
APPROVED BY ° - s e P
N g 2. - S/Sgt. Robertson is leav:.ng Ottawa for the U.X. by
........ i?"t““)“”“““ ~ s e
gfature a:.r on/ Aprll /20 ~ Together with” our commlcatlons superv1sor ’
. P , _
'Q"%ﬁ'axﬁrgf:zéi """""" Mr. R:Lchards s he will be actlng/as a courier for the cy'pher/
\ : _ . it e - e
~
‘rnal Distribution: kequlpment from London 'bo Geneva., He Wlll travel with this ,
'SEA'USSEA'@“//,J,Z'_ - - - s L s ;- S
e : quipment from London on April 24 by BEA flight 250 arriving in
| Finance % s - ' s o - -
i\ E. & O, \/ Geneva at 1'10 Pel. I/ should be grateful if you could arrange'

| de Lotbiniere J a - ‘
\\ . to meet the aircraft with a station wagon or small truck’to

i 4 / pd
{ M transport the equipment’to the hotel.

S ,
| A Y -

\ 3. The gther two éardgf are making thelr own arrange- ,
. %/L LS/ P {/ Py P
- ments to proceed from their posts in Europe to Geneva., “"They have

fs Referred To: /’ / P /’ S / /// '
\‘ . been instructed to report to Mr. McIlwraith by noon of {pril 24,
|
4
\ ( o e T EXTERNAL
ﬂGA llllllllllllllll g
1t !

\ o . - - 000677




Document disclosed under the Access to information A

N Qeument divigué en vertu de Ia /o surl'accés a l'informe
INCOMING MmEETAYY

R 4 O RI[GI[NAL

Security Clessificatinn
FROM: THE HIGH COMMISSTONER FOR CANSDA, LOWDON,
ENGLARD, UNCLASSIFIED
File ho,

J - % ~
TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA =4 f/ / / ’4 -
o1 SV

Priority Systern
T o Erats ‘ .
LETTER TELEGRANM BN CLAIR No 388 ? Aprill 13, 1954,
Deporirnentat ‘
Circulation Reference:  Your telegram Ho. 862 of aprii 12. \Q/
MINISTER .
UNDER/SEC Subiact:
D/UNDER/SEC 2ubject:
A, ER/SECS — ,
Pé;?ﬁévoﬁp,w § Addressed Ottews No. 388 repeateq Geneva %Ko, 12,
SECTION Chubb safe file shipped from Londen April 6 due //4
& Basle April 12. No confirmation of srrivel at Bagle /17é2’
D 2}/’ received but understang agents, Lanpreeht and Co.,
4
i 48 Peter merian 8%r., Basle, will advise Canadian
3.0
4 Belegation on arvrival.
s
A T.‘ “ T
BLE- Conina's s srcﬂo‘,’ ...............
! i -
. Do e
| Daie
b A4 APR 1954
| References
Done___ : ’
Ext. 230 (rev. 3/52) 000678
R )
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KLY CORRESPONDENCE TO BE
ADDRESSED:—

" °¢,’;‘°‘* ROYAL CANADIAN MOUNTED POLICE

S HEADQUARTERS
IN REPLY PLEASE QUOTE
. D 1426-1-0-10 x%” / ’QTTAWA
Your Ref. 50048-AL-40 f—“*@ , /r"
e de L April 13, 1954, '

~ ‘(P)‘}, -,
1) ;’3’ CONFIDENTTAL A% 44 57— JL};;/: L/ko
| Attention: Mr. G.P. Kidd. 5 | 60 I

Further to previous correspondence re-
— garding your request for security guards for the
Canadian delegation to the international meeting
— at Geneva, Switzerland, on April 26, 1954, this
o is to advise that S/Sgt. R.D. Robertson from

— ' R.C.M. Police Headquarters, Ottawa, will proceed
T4 APR1954 to the U.K. by air on April 20th to take charge

114 A of,and set up,the security guarding for this con-
ference. Two” members. from ouwr overseas staff have
also been appointed for this duty. They are
Constable J. Burke, who is at present stationed in
London and Constable D.J. Vickerman, who is at pre-
sent stationed at Karlsruhe. Instructions have
been issued that these members should report to

Mr. K.D, McIlraith, Advisor to the Canadian Perman-
ent Delegation, European Office of the United
Nations at Geneva by noon of April 24th.

SRR

2. It is understood that S/Sgt. Robertson
will be required to assist Mr. Richards of your
Communications Section with the custody of coding
equipment from London to Geneva in the A.M. of
April 24th.

3. It is understood that the Department of
External Affairs will be responsible for all ex-
penses other than salary of the members attached

The Under=-Secretary of State

for External Affairs,
OTTAWA, Ontario.
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for this duty. Instructions have been issued to our
European personnel to secure their transportation to
Geneva, if possible obtaining receipts for same and
they will apply for reimbursement to your Treasury

Officer at Geneva.

for Commissioner.
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’ “' M ; i Unclassified......
C e, O [, 6 - B F: -y Security ..V
"1 Y So0up-Al-yo

MESSAGE FORM  [Fils ¥ s
CUTGOING

REPEAT TO GENEVA «p., 3§

_Message To Be Sent

AIR CYPHER

Date ) i For Communications Section Only

e - April 12, 1954 . smvy— APR 121954

EN CLAIR «/Af/' 1%
g

CODE

CYPHER -

. Priority
ORIGINATOR
......... (S1gnature) Creree
. Je7M. Déry/kr
(Name Typed)

Div.. DL . ( 2) ..............
Local Tel... 51.24' ...........

(N ame Typed)

Internal Dlstrl tlon

S.S.E.A. s S.E. A{?

gy

¢
Copis(! Referred To:

Ext. 97 (Rev. 1/52:)

REFERENCE: Qur telegram No. 357 of March 23, 1954.

SUBJECT:

. Please confirm that Chubb-Safe File
has been shipped and will be in Geneva

before April 26th.

EXTERNAL
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. OTTAVA, Aprll 1, 1954
CORFIVYHTIAL
Your File Bo. D 1426-1~4-10 ——

OQur File Bo. 50048-AL-4D

The Comaigsioner,
Royoel Canadisn Hounted Policse,
OTT A WA

With refevsnee to your letter of MHarch 12,
1854 conesrning the prevision of three nembers of your Foree
to cet as securiity gusrds for the Cancdisn Delegation to the
forthcoming meeting on Korza 1o be held in Geneva, I shauld
no¥ be grateful if you could procssd with the srrangesénis
for putting your propoesgsd plan into operation. The conflerencs
ig acheduled to open on Lpril 256 dut, since it 1o expected
that the cypher mechines will arrivs in Geneve on April 24,
it wouwld be helpfuld if the security detail could reuch Genova
by the latter date.

Present plsus gre that the CGonsdian Delegution
v uill e occupylog & sulie of tuendty rooms in ithe Hotel DiAngle-
terre. Host of these rooms will be used for the living accommo-
detion of the members of the Delegstion includinm the thrse
security gusrds, bub & snell nusber of rooms sre bolng set sside
s offiess. The cypher gachines will be housed in ono of the
offices, together with a filing cabinet for the storage of clousi-
' fied material. Ope of the two cyphor oparaotors uccompianying the
Delegatlon will bec in the "Cypher Oifice" during nopmel working
houra. The securiiy deitell wlll therelore be regulred meinly
during qulet hoursg, although it way be necescery on asccasion o
arrapge for guard duty dufing the daytine. This, however, is s
matier which cto be vorked out wilh the Seervetory of the Dele~
gation in Geneva., In addition it vould be helpful il the Senior

=
e W S
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-

Fon-Comminsloned Dfficer could exorcims general supnsre
vislon over the security arrungements for the wmhole
suite of rooms,

In order that the sdninlsirsiive arrapge-

ments for the transportution und accommodutien of the
seéhrity gusrde may be compléted; I ghould appreciste

_~ =#rour lLetbting me know as soon s possihle the aome of the
Boh-Conmiseioned Officer who will bo in cherge of the
detall, es well as the napes of the Lwo wmemvers of the
Force who will be tomporerily detached from their posts
in Tarope. '

T~ Bhowld sluo like te teke this opportunity
of thenking you for your cooporwilon in sssisting us im
providing guords for this confersneo.

(lgned) €. € GREAN,

Aoting Under-Becretary of Slate
for Zxternal Affeirs

cc. Mr. de Lotbiniere K%W”
E. & O. ;/P'/ﬁfﬁ
Finance P
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Y B0~ A- ¥ bSecurity . URCLASSIFIED . ...
*E:;»ngg Ehe -

MESSAGE FORM [Fw 20097~ A L~

anr

TR ' pyforsSOOANERERD. |-
OUTGOING , Cos ?Z 50048 -AT<=40

 FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Supp.& Prop.

......................

_ (Signature)
M.H. Coleman

(Name Typed)

Internal Distribution:

S.S.E.A. - U.S.S.E.A.

Copies Referred To:

Ext. 97 (Rev. 1/52)

TO: ..... THE HIGH COMMISSIONER FOR CANADA ... ......... F
...... LONDON, ENGLAND .~ . . . REPEAT GENEVA ...
No. 357 No. 24
. Me‘ssagﬂe To Be Sent - Date - For Communications Section Only
AIR CYPHER . ~ March 23, 1954 Sent - Mar. 23, 1954
EN CLAIR X _
CODE  REFERENCE::
CYPHER —
Priority ) .
SUBJECT: ' /fk
e e ' [ a
ORIGINATOR ' fﬁ}lﬁﬁ
Original signed Hy EAE SN
C eeeenans H.A. Hunter.. .. : ! (."’ A
N Please have Chubb Safe File - -
H.A. Hunter/MG ease have Chubb Safe e 7
(Name Typed) now ready under Authority No. E.A. 8378 A

immediately shipped ¢/o Allard in Geneva
to Be put at the disposal of the Canadian

Delegates attending April 26th conference.

EXTERNAL
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ALL CORRESPONDENCE TO BE
ADDRESSED:—

THE CQMMISSIONER,
R&» rouics. ROYAL CANADIAN MOUNTED POLICE

LT TAWA
Y HEADQUARTERS
IN REPLY PLEASE QUOTE ., CO].\IE-IDE].\ITIAL
- ' TTAWA, 3 .
Fie No D 1426-1-0-10 © 12th March, 1954
CANADA

Your File ¥o. 50048-AS-40 ,

£,
g 7
The Under-Secretary of State éﬁr :
4 for External Affairs, §G§7§472 - ‘%% /&2

i
53/f2/' ! Ottawa. ‘ |
T Re: International Meeting at Geneva, . \\
;;] Switzerland - April 26, 1954
s With reference to your letter of the 25th
;&ﬁ_~ i ultimo, please be advised that arramgements can be made
e to supply three members of this Force to act as security
e guards for the Canadian Delegation %o the above noted
: meeting.
I It is proposed to send a Senior Non-Commission-

16 MARi954  ed Officer from this Headquarters to take charge of the de-
$ail. The other two members can be obtained from among our

personnel at present on duty in Europe.

Tt is understood, from a telephone conversa-
tion with your ¥r. DJW. Munro, that your letber under ac-
knowledgment is %o be considered in the nature of a request
for information as to what arrangements can be made, if re-
quired, rather than a firm request to provide three securlty
guards. We will, therefore, await further advice from you
before making any definite arrangements.

JHe Prime) Insp.
\ Asst. Adjutant.
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Letter No...... ?6 ....................

March..2,. 195k ..........

Date.....

FROM:
TO:

.................

‘No. of Enclosures

Post I1le

Document disclosed under the Access to Information Act
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i
\ OTTAWA FILE

(- %ﬂ

SECURITY CLASSIFICATION

SECRET

THE CANADIAN PERMANENT DELEGATION, GENEVA

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
D 12_He&mmme ,,,,,,,,, Circular. Document B,116/51 of December 29, 1951

-------------------------------------------------------------------------

I am enclosing in the attached

envelope the combination of the office

safe which was changed_on March 2, 1954. (i;:éfiim

AT
4)
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Y

Otiawa, February 25, 1554,

Tour Pe No. puagsoaaio o0 fP-HL
‘The J:amissianer, , $°f 2
Roygl Canadian Mounted Palice,
Ot it awa.

MW: Special Branch

I wish $0 refer to my lelter of July 7,
1953 and subseqguent correspondence concerning the
projrision of szeeurity guard gervices for Canadian
gations to international conferences,

As you are probably aware, there is to be
an [International meeting in Geneva.on April 26th

to discuss & number of duestions relating to the
Fazy East, Temporary offices fir the Canadian

legatlion to this meeting are likely ts be set up
in jone of the hotels in Gensva. In additica to
thy documents wihich it will bo necessary for the
Dolegation to have at itg disposal, it is plamned
to |provide machine cypher facilitlesz in order %o
spged up communiecations with Ottawa. In these
eipcumstances 1t is highly desgirable to have the
office quarters in the hotel under constant guard.

0#?2.
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- Do

I would be most grateful, therefore, if
you could arrange, a3 1n the past, to assign three
members of the Force who might aeg a2 & zuard detail.
wnder the general direction of one of the mecurit .
guards now serving in the Department,

It 15 not known how long this meeting will
continue, °

is in the past, of course, this Department
will make all the necesssry arranpgements for transe

portation, aceommodation and meals for membors of the
poard detall,

(Signed) . G. CREAN,

Aeting ﬁhﬁoruSacraﬁary of Btats
for External Affairs
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. DEPARTMENT OF EXTERNAL AFFAIRS ;i}g,ﬂ
/ . MEMORANDUM . . ///@Jm(

o

FROM: ...

SUBJECT: ..

,L’j - //'2 ({ .'._'/m o vl

f /ot
TO: ....MR. G. G. R'V/"'{@% Security . 2. B C.R.E.T........
cess Mr., L e

euvre, Est. & Org.

..... Mr..Belanger.,.Communications Al | Date...24. February..1954...

Dot W HUIRO. oo A % File No. é/- Zo

S6p 4&-

(s sF

uw(f

Cypher. Machines. Lol GaIE At tttt ettt ittt

In view of the forthcoming meeting in Geneva
to discuss Far Eastern questions, it seems very likely
that we will be called upon. to supply cypher machine
services to the Canadian Delegation. According to
what Mr. Lefeuvre said to me yesterday, it is to be
hoped that the equipment could be in Geneva at least
one week before the date of the meeting which you will

- recall is scheduled for &April 26th., This means that

we have between now and April 16th to make all the
necessary arrangements.% In the first place, I under-
stand that the Canadian Delegation to this Conference
will be established in a hotel. From my memory of the
accommodation at present occupied by the Permanent
Delegation of Canada to the European Office of the
United Nations at La Pelouse, there will be no space
in those offices for cypher equipment. This means
that the machines may have to be set up in the hotel.

2, The technical problems connected with this
plan can be dealt with by Mr. Belanger of Communications
Section. Two of the three machines which are now stored
in London, together with their ancillary equipment,
could be sent to Geneva by air without too much dif-
ficulty. Installing them in the hotel should not be

too much of a problem provided the machines are wired

to operate on the current available,

...2.
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3. I understand that arrangements are being
made by Personnel and Establishments & Organization
to supply two qualified operators to run the machines.
Servicing and maintenance is to be done, as needed,
by the technician in Paris.

4, This Division will be expected to see that
guard facilities are made available., It is on this
particular matter I would be glad to have your advice.

5. With two operators who will be in more or
less constant attendance on the machines for the
greater part of the working day, the guard services
will be required to cover only the quiet hours.
However, if we are going to provide guard services

to the Delegation we might as well try to have guards
available to protect the whole suite in which the
Delegation will be working in much the same way as

we did for the Delegation to the United Nations in
New York. We obviously do not have a sufficient
number of guards in sight to provide these services
but we might ask the RCMP once again to help us out
as they have done in the past (3 RCMP Special
Constables under the command of an NCO have provided
these services to at least the last two Delegation
meetings in New York). Would you agree to my asking .~
the Commissioner if he could make available to us a
similar detail for this forthcoming meeting?

6. Mr. Perrault, one of the guards in the East
Block has indicated his readiness to go to Bénn as

a guard as soon as he could be replaced here. Might

it not be worthwhile considering the possibility of
having Mr. Perrault named as one of the guard detaill L
assigned to the Canadian Delegation to the Special
Meeting., I.have not spoken to Mr. Perrault about this
yet but I feel reasonably certain that he would be
prepared to accept,

7 With full guard facilities at the disposal
of the Delegation, it will not be necessary, in my

ooo3o
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/7
opinion, to have a safe sent to Geneva to protect
ARS. the tapes and inserts. I think I could make

A arrangements, however, to have at least one, and
possibly two, Chubb ¢abinets sent to Geneva in
time for the meeting. When the meeting is over
these cabinets could be turned over to the
Permanent Canadian Delegation at La Pelouse.

D. W. Munro
Defence Liaison (2) Division

000693
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. G _ DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.. (DU/ ICAYE)
e T NUMBERED LETTER _ // ;}é&
TO:.. g M’bmméﬁ@n-l‘iwzwnén'b ‘pelegation bo “‘Mfﬁﬁ:&ﬁ@& Security: . . qympymais e * : AR
a.o-_no‘o- oc.oou}g%lmﬂ‘t o ’mev‘l.. ﬁi?it%l‘lﬂilﬁ""""”"' :--aoo.-\mooc%/u et etti e 000000000000
FROM: - THE UNDER-SECRETARY OF STATE FOR Date:. - o+ gulpatiey -1, 2952 00t .
EXTERNAL AFFAI BS OTTAWA, CANADA.
Enclosures:.......ovceniiniiiiiiiiiiiiian,
Reféraipe: i Rebiwn  PaeT dated 5m Py .,7, 19‘& ..... . | Air or Surface Mail:...... A
Subjec;.: ceeen Trrsbailabion 0f Michine Gyphers-<>r-r e Post File NOtu.eeeenrrannrcooncranannnssne

. Gttawa File No. 72 A
s oty " Sz

Beférmqe’s:- -
The depariment is re+oxsmining the problem of providing
. adequate gecuriby arrangements et posts where it is plamned to install
meehing éyphers equinmant. Unbil atudies in thia mgard are congluded,
; action to proceecd with the installation of mochine eyphers at your post
will be postproned. You will, of course, bs informed in due course
« of dovelopments in this matter.
| : .
Internal \; B R
 Circulatiom: | L o ' HEN@Y F, DAVIS
. iy . ) : - _
; ' : o ‘ebing Unﬂox:—c’ecreﬁary of ghate
Se & Pe Dive | . £
N.F.IL Berlis, ' | for Rxbernal Affairs,

Huropean - Dive
Do Le. {2) Dive
Personnel Dive

. e

Distribution-
. to Posts -
Ext. 181C (Rev, 2/52) o - . \000694
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DO%WN QWW-BWS&MCB ﬂ.@eﬁmﬂ&i&g&t/oh

- FROM

_'REFERENCE RSSO SIS Sttty P .

SUBJECT:

Eshablisﬁmen"ta & Grgnnimtion Divmicn

nacro-ait.-aof..i.u.lu-oo-autn.-sooo--o.ooi-a-too'.. savens

....... .| “Dateudannary by 195 ha . eu ..

A/Se‘curit-y" SE?‘.:.?E’I‘....

- 'Filg No: 510 o ‘/?—- BZ‘ %D

Io\w mumnivm dmud C"tc tdta‘ Ty 19)3.

Tastclleiion. of t-leczhme ag'z:“ef fer ipr-:mt ot Cena\m. :

secs 0--{--0 secaccses sesssscececresnsanna secccsccsnsann;

The &aueblishment anrd, atb its '*eeent series of meetim"a,
approved the installa¥ion -of oypher egulpment in Geneva, but deforred

- approval of the necessarxy stalf positicns until the space hus been made

svaileble snd the ocguipment is reedy for insitallaticn. 1 should he

grateful therefore if, in accordenca with the undertaking giver in the

. first paregreph of your. EemoY andum roferred. to above, steps will be
. teken to sesk avitable prenises so that the installation may te pr u¢oeded

zritkz and & seeuf'iu., guay@ accemmda’md on uhe prenises.

2. -4 aapawm 1ertsr ¥111 be sent to CL!‘!QV& ‘inform ning them .

-of the Xoteblishment Board's declision and that they will be receiving

& further letter concemiug aeoomoda ion‘i”_or_ the equiprent, ataff and '

" ORIGINALASIS - = . - AENEY F,

f aacum.t.y g\.awi-

SIVIE

: ‘Henvy Fo Davis
- Establishments & Urganization
Bivision -

. 000695
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DEPARTMENT OF EXTERNAL AFFAIRS.CS§§ADA. ' (DUPLICATE)

&) Persmanent Kepresent: BERED. LEIT::u to SECRET

TO:..... Yohe. United. Natione ;- Yeneva, Switzeriznf Security: T

................................... No:..........-.........---._-.‘...........
""""""""""""" January 55,1954

FROM: THE UNDER-SECRETARY OF STATE FOR Date:..ooooviennineiiiiiiiiiiiiiiii,

EXTERNAL AFFAIRS, OTTAWA, CANADA. ]
Previous correspondence Enclosures:

Referencelnstallation: of  Machine ‘Cypher " - Air or Surface Mail:.............. .00

Subject: . . qud prrept v e et bedseesaieineenins Post File Notoovvviiiiniiinen iy

m
Btara. Fle o0

11336-65-40

ve s
R T O R R R I R R R A R I I R N A N )

References
‘ This is to inform you that, at a recent meecting,
he Establishment Board approved the installation of machine
ypher equipment at you post, but while concurring in principle
n the necessary staff establishment, deferred action on the
stablishment of the personnel positions until suitable space
- which to house the equipment, staff and security guard
ave been located, and the equipment is ready for instadl-
gtion., In this regard, you may expect to receive a sepa-

te letter foom the Department shortly concerning the
aeccommodation required,

(e

fnde (D) pote

Original signed by

H.F. Davis
| _ Acting Under-Secretary of State
for EFxternal Affairs.

Internal
Circulation

Distribution
to Posts

000696
Ext, 181C (Rev. 2/52)




Letter No

Date....

' £
December.l,. 1953.....7, % SECRET

FROM: THE CANADIAN P

envelope

which was

No. of Enclosures

—

Post File

£\
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OTTAWA _FILE: ~ '

Fﬂ, 37 S

ry -
SECURITY CL/SSIFICA TION

ERMANENT DELEGATION, GENEVA

TO:  THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
Reference...... Gircular . Docunent. .B.116/5L of .December. 29, . 1951............
Subject:.......Gomhination. of. Office. . 0ale .. o

I am enclosing in the attached
the combination of the office safe

changed on December 1, 1953.

AWA%/\

Permanent Delegate
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oooooooooooooooooooooooooooooooooooo

REFERENCE: ..uvvusesssssssssnssssnsssentosssnsonssssnssntascosss (e /

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

DEPARTMENT OF EXTERNAL AFFAIRS & ,". |
MEMORANDUM l’ 5,
* 4.
Pz 3
TO: SUEFLIES AND PROPERTIES. RIVISION,. Rl .(2) .02V 133104 Security .. SECRET. ... } "3} H?, k .

PERSONNEL DIVISION, COMBUNICATIONG............... Date ... Oetabex 55 .3993.........

' File No.

-----------------------------

(OLLmmi
ctpy o $ 00487l O,

Attached for your information is a copy of
the memorendum we are submitting to the Establishment Board
on the installation of machine eypher equipment at the
above posis.

2e As there will be some delay in the installation
at both Karechi and New Delhi, we are propesing that we go
ahead with Gensva as scon as possible. However, new offices
will be needed there mg a first step, and Supplies and
Properties Division may wish to suggest that Geneve do some
exploration in this direction in order that there will not

be undue delay should the Board approve our proposals

}ionry ¥ Daﬁﬂ,
Este & Org. Divisions

|
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Dable comttub

t Getover 5, 1953

Subjeets Installation of Machine Cypher
Eguipment at New Delhi, Ksrachi

At its weeting on June 17, 1953, the Bourd agreed

®(a) To approve the installsiion of msehine cypher equipment
in Hew Delhi

(b) To approve in prineiple fte instsllation in Kerachi
subjeet te the completion of satisfactory a«mrny

arrangensnisy

{e) That Geneve should be ssked for susgestions concerning
possible security arrangements and the provision of
suitable spece should it be decided to extend the
installation progremse %o thet post; and

(d) That the Sstablighments and Crganizetion Division
(Comrunications Secticn) be suthorized to procsed with
the placing of orders for the required ancillery equipe
ment, mnd Personnel Division be ssked to study the slaff
problens ariging from this deecision with the posts
concerned and the seeurity srrangements with Del. (2)%.

The following peragraphs discuss the present situation
in tho light of further information availsble from ese: post, and
suggest vhet aetion might be taken in eaeh insiance.

LA AR RS S 2
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The High Comrissioner's Office, in replying to our
letter sbout the installation of machine eypher egquiprent, has pointed
out that the office epsce end steff accommodation required teo implewent
the plan could not be provided in the present premises witheut grest
inconvenience and & good deal of expense. Apperently the only living
ncomtion for the security guerde would be in vhet are desaribed

as “temporary hutwents" at the back of the residence, now used for
storage purposes. These, cne gathers, are not very suitable; the
further peint is made that security gusrds should not be accompanied
by families because of the lack ef living accommodation. New Delhi
does not digeuss in detall the queetion of whether there is 2 room
suitable for & communicaticns effice, tut the impression one gets is that
provision of & room would mean overcrowding in the rest of the ehencery,
or additiopal eonsiruction.

New Delhi relates the deeision to ingtell machine eypher
equipment to the questien of purchesing land in the diplomstie enclave
and building chancery, rosidence snd staff accommodstien. They are of
the opinion thet a full complement of stenogrephers would be well able
to handle the present cypher traffic. Cbviously, they consider our
proposel to install mechires now fll-timed because of the problems of
office spece, staff living aceommodation, and related matters whieh ere
plrunulnrly diftioult in Hew Delhi,

In vier of the poinis raised by the High Commissioner's
Office, 1% would be our proposal thet sction on the New Delhi instzllation
be deferved for the present, and that the visiting tess be asked to
exarine the sitvation with the High Comeissioner and hig staff early
next yesr.

Bareahd

The High Compissioner has stggested that setion be deferred
until the visiting tesr arrives In the New Year when variovs eompliesting
factors ean be gone inte on the spot. In brief, the chief problems are

Gsesesen 3
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{a) lack of :gaeo for a eypher room despite sdditionsl offices
gecured this sumrer; -

() Ho mceommodation for securiiy guerds in the offices. The
bept they cean do is 2 bedroor &djoining the offises bub
without an inter-cennecting door.

Yhile agreeing thet mschine eypher equipment would ultimately prove
a great benefit, ¥r, Kirlweed seers relvetant to push sheed with the
installation fzmedistely owing to

(a) the additions)l sdministrstion involved for two gecurity
. guards without any compensating inerease on the stencyraphie
or “"produetive” side of the mission

(b) the proapect of one of the stenographers familiar with
conditions in Karschi hsving to be replaced by a stenographer
from elsewhere treined in Typex operation, and

{e) the initisl heavy costs involved for squipment, for alterations
~ te the offiees and persomnel changus.

The coat of necesaary siructural alterations %o provide s communications
office is estimated at £250., The electricity supply is suitable.

Intholuhtcfcmutmmmt, 1t is recomsended
that Mmr consideration of the installation at Rerachl be deferred
until after the visiting tear has examined and reported on the situstion.

Gensvs

' The Deputy Permevent Delegete in Gcneva hae advised thet
there is no suliable spuce for « corsunications office in their present
offices, anéd that in any event, the promises would mot permit of adequate

security srrangements. Instellstion of machines would, thoutm, rean
murﬁ% new office accommedation,

sQ8esnsva 4
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Nre Willdams considers it would not be diffieult to find

J 1
fitted out es & eypher vocm) mey becewe availsble st n monthly rent of
500 Swiss franca ineluding hemt, Sultable ofices would m be
obtainsble for less than this amount. Mr. Williams alse peints out that
now offices vould meen additiorel expense for furniture as what we are
now using belengs to the Unifed Netioms. There is nc problem regerding
eleetrieity supply in Geneve,

Le the mumm of mhin ortpu-t at both umhi
and Mev Delhi will protebly be delayed, it woul

our delegation in Ceneva be asted to lock into the question of p«uﬁ
larger offices including spuce suitable for & commmications office

The pmani M$mt1m stalf establighment in Geneva
ocnslats of one Stene Crade 3, ome Steno Grade 2B snd one eclerk Grade 4«
The installation of machime eypher equizment will necessitate the addition
ef two seeurity zuards as this is the minisum requirement at posts wheve
wachines eve Installed. Tt will also be necessary te add ome teletypist
Grade 2 pealtion. The Incvmbent would perform commmniecations duties and
while not thus engaged, would be avatlable to ssist in other clerical
tesks such ss filing, s ote. Tt is recomvended thet the administretive
staif cptablishmont of ohpun te the Buropean Office of the United
ntum be increased by the addition of the tcnuhgt

b SR :

" | Teletypist = Grede2z 1

k‘jw.p En 4 jJ e ...la 2o ;
e i SR "’; Zu :
bL %

QJ( ](:53 fvw/
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REFERENCE: .Froposal %o install Mechine Cypher. Bquip-
ieevsnvesees. MODS 2% Gonevay.......... TS TR

suBjECT: ..Implicaticne. of. Above. re. Office Accommedatdon In.Ganea............covvvuiieennns

Attached are copies of our letter Pel85 of July 27 to Geneva
and their reply, letter No. 316 of August 24 coneerning the suggestion of
the Establishment Board that Geneva be considered for the installation of
rachine eypher equipment.

2e : As we expected, the installation of machines will mean our
delegation will have to secure larger office accommodation, As you may
recall, our progrem for installing machine cypher equipment this year was
originally New Delhi, Karachi and possibtly Ceneva. Since both Karachi and
New Delhi have raised problems which will delay installation a'l these posts,
we intend to suggest to the Board that Geneva be asked to loock around for
alternative offices which would be large enough to include a communications
room and living aceommodation for at least one Socurity Guard in addition to
thoir other requirements.

g Attached is a copy of our proposed submission to the Establish-

ment Board, We should be grateful for your comments on this, and for any
other points which you consider light appropriately be brought to the Board's
attention.

A

L
Henry F. Davis,
EBste & Orge Division.
ce fort Personnel Division
Defence Liaison (2) Division.
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sitzerland. ‘" No. @ P=185

. E‘pean Office of the United Nations, Geneva,

Froms Thé Under-Secretary of State for External Date July 27, 1953

Affaira, Ottawa, Canada
: Enclogures ==

References Nil : - Adr or Burface Fail Air

Subjects Installation of Machine Cypher Equip=- Post File Fo.

ment, Typex Mark 22,

Ottawa File No.

The Departuental Esteblishment Boerd recently considered
the question of installing machine cypher equipment (Typex Mark 22)
at addiiional posts this year. It was mgreed that you should be
asked for sugpestions concerning possible security arrangements and
the provision of suitsble space should it be decided that the volume
of telecommunications traffic warranted the exlension ¢f the installa=
tion programme to your Posti.

2 It was pointed out to the listablishment Board that the
provision of ofiice space would be difficult ag your gteff is now
accormodated in two rooms of a villa which also houses the offices

of other delegations. As far as was known, there was no addition

space available to provide for & communications office. Consequently, if
it were decided to install the equipment in Geneva, il might be
necessary to seek other accommodation for the Chancery. If possille,

an indication of the probable cost of alternetive accommodation

would be helpful.

3e The Pollowing are the requirements which would have to
be met in providing & room suitable for conversion into a communica=-
tions offices :

(a) the room in which the typex machines are insialled should
be situated in & secure part of the Chancery, and the room
should be fitted with a strong door as well as with a secure
lock which would be sent from Canadaj

(b) windows should be secured against unauthorized entry,
preferably by belng barred, and should be fitted with
translucent glass so that the interior would not be vigible
from any point outside;

(e) sccess to the cypher office would be forbidden to un-
authorized persons at all tires; the office would be used

for working on communications only, whether by machine or,
on occasicn, by ono time pad;

(d) as a part of the installation programme, we would
provide, for installation in the communications office,

& Teylor Safe for the storage of ancillary parts and
documentse.

LA AR NN 2
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VA Once machines are installed, it is essential that the
premises are occupied at all tires by a wember of the Cansdian staff
and, therefore, one or two security gusrds would have to be added to
the establishrent of your Mission. It would be desirable if one or
both of these guards could live or at least sleep in or imrediately
adjacent to your offices, inclucding the communications office.

5¢ A further consideration is the electrie current needed to
run the equipment. The machines are built to operate on 110 or 220
Volts = 50 or €0 cycles AC and consume very little pover. The mexi-
mum drain when {irst switched on is ebout 240 watts and this is
reduced to 120 watts while running. Could you confirm that the cur-
rent at your post would be suitable for these machines.

€e Your comments and suggestions on the points discussed above
will greatly facilitate our planning, &nd we shall look forward to
receiving a report from you in the near future.

(sgds) J.k. Cote
Under-S8ecretary of State
for External Affairs.
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OTTAYA FILE
NO.
o Cate SECUATTY CLASSIFICATION
Letter Noe 316 SECRE T

Date August 24, 1953

FROks The Canadisn Permanent Delegation, Geneva

TOs THE UNDER-SECHETARY OF STATE FOR EXTERNAL AFFATRS, CANADA
Referencet Your letter No. P-185 of July 27, 1953

Subjects: Installation of Vachine Cypher Equipment Typex Nark 22

You will recall in your letter under reference esking
< for our viers eoncerning possible security arrangements and the
provision of suitable space if it were decided that the volume
of telecommunications traffiec warranted the installation of

machine eypher equipment at this Post.

2e In thia eonnection I should like to confirm that there

is no gyitable space in the Villa "Lz Pelouse" for the installation
of cypher equipment. MNoreover, the required security procedure
could not be observed in the Villa, even if suitable space could

be found. In view of this situation, 1t does, I think, follow

that the installation of machine eypher equipment at this Post
would necessitate our securing new office accommodation. This
would not, I think, be difficult of achievement although undoubtedly
it might take a little tire to find sultable accommodation. I
might also just add that, in our letter No. 281 of August 5, 1953,
we raised the question of new accommodation in connection with the
installation of new locks on the doors of this office. There is
also the additionsl consideration, which we mentioned in our letter
of August 5, 1953, that working conditions at this Post are not
‘particularly ideal and might, under certein circumstances, be
unsatisfactory.

3. Although I have not made any detailed enquiries conéerning
alternative accommodation, you might wish to know the eurreect monthly
rental payments by the Australian Permenent Delegation which occupies
an apartment on the Quai "ilson. This accommodation consists of
five rocms in addition to & reception hall, kitchen and bathroomj the
latter has been fitted out as & cypher room. The monthly rental for
such accommodation is 500 Swiss franes per month, which includes the
cost of heat. The Delegation, however, is responsible for char

gtaff and telephone and eleetricity. I would not think that one could
obtain suitable office accomrodation for less than 500 Swiss francs
per month. :

be I might perhaps add that when I spoke to the Ausiralian
Delegation sbout their rental payments, they indicated that their
present accommodation might become available since they are finding
it somewhat inadequate, principally because of lack of space.

Se If a decision is taken to install machine cypher equipment
in Geneva, and new accommodation is found, I should bring to your
attention that there will be additional expenditures for furniture
since most of the furnishings in our present accommodation are the
property of the United Nations. ;

favese ?
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In conclusion, I wish %o confirm that it would appear
that the electric current in CGeneve would be suitable for our

b

})A

1er equipment.

The voltage here is 220=50 cycles (4C).

BJé. Williams
Deputy Permanent Delegate.
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&g | SECRET

Geneva

The Deputy Permanent Delegate in Geneva has advised that
there i1s no suitable space for a communications office in their present
offices, and that in any event, the premises would not permit of adequate
security arrangements. Installation of machines would, therefore, mean
gecuring new office accommodation.

Er. Williams considers it would not be difficult to find
larger accommodation. The Australian Delegation's Offices consisting
of five rocms plus a reception hell, kitchen, and bathroom (the latter
fitted out as a cypher room) may become available at a monthly rent of
500 Swiss francs ineluding heat., Suitable offices would not likely be
obtainable for less than this amount. Mr. Villiams also points out that
new offices would mean additional expense for furniture as what we are
now using belongs to the United Nations. There is no problem regarding
electricity supply 4in Geneva, -

As the installation of machine equipment at both Karachi
and New Delhi will probably be delayed, it would be ocur suggestion that
our delegation in Geneva be asked to look inte the question of securing
larger offices including space suitable for a communications office and
living accommodation for one security guard. The offices of the
‘Australian Delegation would not appear to be suitable unless it would be
possible to have the comminications ofTice elsewhere than in the bathroom.

~ The present administrative staff establishment in Geneve
consists of one Sterc Grade 3, one Steno Grade 2B and one clerk Grade 4.
The installation of machine eypher equipment will necessitate the addition
of two security guards as this is the minimum requirement at posts where
machines are installed. It will also be necessary to add one teletypist
Grade 2 position. The incumbent would perform communications duties and
while not thus engaged, would be available to assist in other clerical
tasks sueh as filing, typing, ete. It is recommended that the administrative
staff establishment of the Delegation to the European Office of the United
Nations be hwmnd the addition of the followings

Tglotypiﬂ Grade 2 L
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* Ext.181A (Rev. 2/52)

I herewith attach a breakdown of the four-wheel
combination dial lock on your model 221C or 222
safe together with a direction sheet for operating
this lock. This illustrated chart is sent to your
Mission in order to facilitate the task of any of
your officers or of an authorized lock expert who
may have to take apart and re-assemble the lock
either for repairs or cleaning purposes.

2. We believe this breakdown to be sufficiently
clear to enable any officer or Ottawa-based member
of your staff who has had some training in locks
to clean the mechanism of the lock without having
recourse to the help of a local locksrmith. This
cleaning could very well be done at the same time
that the combination settings are changed, i.e.,
every three months.

Se Particular attention is drawn to the fact that
no oil should be put inside the lock elsewhere than
on each of the two posts inside the lock case.
Under no circumstances should you use more oil on
the lock. There is real danger that if the oil
gets in between the tumblers they will slip and

you will be unable to open the safe, If the lock
has to be examined by an expert, he should take
care to remove any oil which might have got into
the mechanism.

; s
: Acting Under-Secretary of State
: for External Affairs.
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NUMBERED LETTER

roﬁ»., CANADIAN, PERUANENT DELEGATION, ... ............... Gadiiy T h

FROM: THE UNDER- SECRETARY OF STATE FOR e e B G

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Reference: .

---------------------------------------------------

. Your Letter No. 281 of August 5. My

...................... s indevuat sy sesansrsnsl Rpior. Surtace Marl: s T s i

Arrangements. 5
Security Arran N, S Bost Pilo Moo oo i i

Ottawa File No.
50048-AL~40

---------------------------------------------------

r SD

&

References

Your letter under reference has been read with
interest. Your exposé of the difficulties encountered by your
office from the standpoint of security shows clearly that arrange-
ments made with the Director of the European Office of the United
Nations to install new locks on all doors leading to the two rooms
occupied by this delegation in the Villa "La Pelouse" would not in
itself solve the problem since some of the United Nations personnel,
e.g.y the door-keeper and the charwoman, would still have access to
our keys. It is therefore suggested that for the time being the
status quo be maintained with regard to the security arrangements.

“#Acting Under-Secretary of State
i for External Affairs

Internal
Circulation

S

Distribution
to Posts
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THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
Circular Document No. B 54/53 of July 8, 1953

-------------------------------------------------------------------------------------

------------------------------------------------------------------------------------

11 AuG19s3

We have noted in your circular document

under reference that it has been decided to use _ | |
standard types of door locks at all posts abroad ¢ v
and that it is your intention that posts should G+in:

submit requests for the types of locks which they
think will be most effective for their respective )
office premises. “
2% As we have explained in earlier letters

there are certain factors which may make it dif- /

Copies Referred

.........

.........

---------

.........

.........

........

--------

........

........

........

No. of Enclosures

Post File

.........

ficult to comply with your wishes that Yale locks |
be installed on all doors leading to the two rooms|
occupied by this delegation in the Villa "La \
Pelouse”. In the first place, it would of course »
be necessary to obtain permission from the Director |/
of the European Office of the United Nations, since °
the building is United Nations property. Although
the Director might not have any objections to new
locks being installed, he might at the same time
insist ‘that the work be carried out by a technician
on his own staff or a locksmith hired by his of-

fice for the purpose. This could conceivably be
arranged, on the understanding that the locksmith
would carry out the work under the "constant super-
vision" of a Canadian member of the staff of this
office.

& 4
!

3. There is, however, a second problem which
may be more difficult to overcome. As mentioned

in paragraph 6 of our letter No. 206 of May 26,
1952, a United Nations door-keeper is on duty in
the entrance hall to the Villa "La Pelouse" from

8 A.M. to 8 P.M. every day of the week, except
Sundays. This door-keeper holds duplicate keys

for all exterior and interior doors in the building,
mainly as a precaution against the outbreak of fire
in an office which may be temporarily unoccupied by
Delegation staff. When he goes off duty in the
evening, the door-keeper closes and bars (from
inside) all shutters to exterior doors, and finally
locks the main door and its protecting shutter,

The key of the main door and shutter is then handed

...2

000713

FROM: The Canadian Permanent Delegation, Geneva pﬂﬁ*;//£&¢uu.uﬁéi/

A
x

LANAAA

concerning the physical security of this office, //?Q?.:




Document disclosed under the Access fo Information Act
Document divulgué en vertu de la Loj sur I'acces a l'information

000714




"in to a central control office in the Palais des

Document disclosed under the Access to Information Ac
Document divulgué en vertu de la Loi sur 'acces a l'informatio

Nations. In the early hours of the morning, the
cleaning women assigned to the Villa "La Pelouse”
(of whi/ch there are two) obtain the key to the main
door of the villa from the Palais des Nations.
Having entered the villa, they take the keys for the
interior doors from a drawer in the door-keeper's
desk. These keys are checked by the door-keeper when
he comes on duty at 8 A.M. each morning. There is
therefore a period between 5.30 A.M. and 8 A.M. when
the building is open with only two cleaning women on
the premises.

. One of the most important points made in
your circular document is that "keys (for the Yale
locks) should never be given to or even seen by persons
not specifically authorized to have keys". The
question therefore arises whether or not you would
agree to a duplicate set of keys being made available
to the United Nations door-keeper in this building
for his own use and for the use of the char staff in
the early hours of the morning. We assume from your
circular document that you would not be satisfied
with such an arrangement, and if this should be the

case the further question arises as to whether the

Director of the European Office would agree to the
installation of new locks on our office doors for which

no duplicate keys would be available to employees of

the United Nations whose duty it is to ensure the general
security and cleanliness of the building.

o's I should mention that I have not yet raised
this matter with the Director of the European Office
since I would prefer to have some direction from you
before doing so. Although it might be difficult .to
secure the Director's agreement to all the stipulations
made in your circular document, it might be possible to
come to some compromise arrangement which, though not
ideal from our point of view, would ensure a slightly
greater degree of security for this office. On the
other hand, if you do not think that any compromise
arrangement would be satisfactory, I can see no other
alternative than to seek new office premises for this
Delegation elsewhere in Geneva. In this connection

I should mention that, while there are certain obvious
advantages in having our Delegation office close to

the Palais des Nations - and closer still to the six
other Permanent Delegations which have offices in "La
Pelouse™ - we are constantly faced with the disadvantages
of inadequate security and insufficient office space.
This latter disadvantage has become more apparent during
the past year or so as a result of the introduction of
a larger number of filing cabinets to house the files
and documents which are kept by the Delegation. There
is also the fact that both Foreign Service Officers on
the Delegation staff are required to work in the same
room - an arrangement which is reasonably satisfactory
when both officers are of similar rank and are able to
adapt themselves to one another's methods of work. If,
however, a more senior officer was ever sent to this
post, the limitations of the two rooms at our disposal
would probably be found even more unsatisfactory than
is the case at present.

2
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By Although I am chiefly concerned in
- - b 3 -
: this letter with the security aspect of this
office, I thought I should mention the question
{0t office space in order to assist you to decide
| | whether some attempt should be made to improve
A security by installing new locks or whether it
would be better to think in terms of acquiring
new office premises elsewhere in Geneva. If you
p y
think that the latter alternative would be
desirable, I should be glad to send you in due
b/ Vv g course my views on the feasibility of obtaining
1L ;E~ ’ ; g
iﬂﬁﬁ N ﬁd F$~ suitable new office space.

‘ ‘h\' S % PRACEEe e

T
%ﬁ% \ Deputy Permanent Delegate.,
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The Departmental Xstablishment Board recently considered
the gquestion of installing machine eypher equipment (Typex Mark 22)
at additional posts this year. It was agreed that you should be
asked for suggestions concerning possible security arrangements and
the provision of suitable space should it be decided that the volume
of telecommunications traffie warranted the extension of the installa=-
tion programme to your Fost.

2, It was pointed out to the Establishment Board that the
provision of office space would be difficult as your staff is now
acecomnodated in two rooms of a villa which also houses the offices

of other delegations. As far as was known, there was no additional
spagce available to provide for a communications office. Consequently,
if it were decided to install the equigment in Geneva, it might be
necgessary to seek other accommodation for the Chancery. If possible,
an indication of the probable cost of alternative accommodation

would be helpful.

Se The following are the requirements which would have to
be met in providing a room suitable for conversion into a communica-
tions office:

(a) the room in which the typex machines are installed should
be situated in a secure part of the Chancery, and the room
should be fitted with a strong door as well as with a secure
lock which would be sent from Canada;

{(b) windows should be secured against unauthorized entry,
preferably by being barred, and should be fitted with
translucent glass so that the interior would not be visible
from any point outside;

(e) access to the cypher office would be forbidden to un-
authorized persons at all times; the office would be used
for working on communications only, whether by machine or,
on oeccasion, by one time pad;

(d) as a part of the installation programe, we would
provide, for installation in the communications office,

a Taylor Safe for the storage of ameillary parts and
document s,

LR R 8.
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G ~ Onoe machines are installed, 1% is esscntial that the
premises are occupied at all times by a nesber of tlo Canadian staff
and, therefore, one or two security mards would have to be added to
the establishuont of youwr Hission. Tt would be desivable i one or
both of these guards could live or at lsast slesp in or Lmaediately
adjecent to your offices, inclucing the commnieations office,

Ue © A further considsyation is the olectrie cuwrmrent noeded to
run the equipnent, The machines are built to eparute on 110 or 220
Volts « 50 or 60 ayeles AC and consume very little powers The mxie
mun drain vhen first switchod on 48 about 240 waits end thic ia
reduced to 120 watta «hile running, Could you comiirm that tho oure
ront ot your post would be suitable for these machinaag,

Ge : Your osoeanents -né sugeestions on the podats discusoed gbove

will greatly facilitate owr planning, and we shall look forward to
receiving a report froa you in the near future,

.

90 N L

Undsr-dsoretary of Stato
for Exteraal ALfuivs.
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Letter No..... TR : NV SECURITY CLASSIFICATION

Date...

ent disclosed unger the ACCESS [0 HHONTIGULTE AE
int divulgué en vertu de la Loi sur l'accés a l'information
-

%}4* OTTAWA FILE’' ! ;
y3-AL-4D

3 ‘z @

June, 3, 13503 .00 . SECRET

T0:
. Circular Document No.B.116/51 of December 29, 1921 . ...

51)’ subject:. ... Combination of Office Safe . . ... ..o,

2 | ¢

s ¥V

‘: ) I am enclosing in the attached envelope

—%w e the combination of the office safe which was changed
_ﬁi; o on May 29, 1953 .

ReLL M
ol e %
.8 JUN1353

Copies Referred

.................
.................
.................
.................

] o irimn s

Deputy Permanent Delegate.

No. of Enclosures

Post File
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D42

3 1 SECURITY CLASSIFICATION
B SECRET

3

]

ot IANENT DELEGATION, GENEVA
b
|

----------------------------------

I am enclosing in the attached envelope
the combination of the office safe which was changed

on February 13, 1953.

i
- L 2
Copies Referred
Jo s S
................. Deputy Permanent Delegate

.................

h of Enclosures :

e s
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ST 2V

SECURITY CLASSIFICATION

CONFIDENTIAL

THE CANADIAN PERMANENT DELEGATION, GENEVA

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

B ke e
:g_,:::fifaemm.”.Youn.Letmen.H.BA7NO£.Decemhen.15,”1952 ...........................

(20

Y Subject:..... SORUTLLY S BN EPRORE ... o ¥ o s N S s iR s s e g i e R
3 FEB 1952

In accordance with the instructions
contained in your letter under reference, I
am enclosing the Security Questionnaire and

Inventory with the appropriate amendments.

Copies Referred

.................
.................
.................
.................

.................

Deputy Permanent Delegate

S

—

wa Enclosures
S

..... QUL &

Post lile

-
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SECURITY QUESTIONNAIRE AND INVENT(

Mission

A. Chancery Premises

Has plan of premises, including
allocation of rooms, been sent
to Ottawa? ¥yeS__ (Yes or No)

1.

CONFIDENTIAL

Y M
£ &

.,':;‘_m“s{ % “» ¢y
el WA

Comments

of May22, 1952.

With our letter No.206

2. Is the building detached?
Whole (or shared) floor of
office building? shared villa
If the latter, mention floor and
list immediate neighbours in
comment column,

Turkey and Norway.

1lst floor - Permanent
Delegations of France,

3. Allocation of rooms:
(a) Is there a security room
in which all classified material
is kept during quiet hours? _No
(b) Are the windows of this
room barred? N/A
(c) Is there a room set aside for
Canadian clerical staff only? _No
(d) Is there accommodation on the
premises for a resident security
guard? _No.
(e) Is there at present a security
guard in residence? _No.

4, Special Installations:

(a) Telephones, Four (L)
Locally installed? Yeg
Specially installed by U.K.

engineer?

(b) Alarm system? QNo

Type

B. Cypher Facilities

l. Manual yes or Machine _No.

2. Is there a separate communications

office? No.
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Document disclosed under the Access to Information Act

i Document divulgué en vertu de la Loi sur I'acces a l'information
. . CONFIDENTIAL
0
EQUIPMENT
C. Safes
Manufacturer Model No. Make of Lock
Taylor ool

History, as far as is known, including any
difficulties you may have had with the
locking device or any other part:

Delivered in 1949 - No difficulties with locking device.

Manufacturer Model No, Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:



EQUIPMENT

Document disclosed under the Access fo Information Act
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C. Safes

CONFIDENTIAL
D
Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device or any other part:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:

Manufacturer Model No. Make of Lock

History, as far as is known, including any
difficulties you may have had with the
locking device:
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e 5
EQUIPMENT (continued)
D. Filing Cabinets
Type No. Comments
Remington-Rand Nil
Chubb 1l - on order for early delivery

(Received December 3, 1952 in good order)

6
Bar and Hasp (5) L, - Four drawer
1 - Two drawer
_1 = Opne drawer

E. Door Locks

Position Lype Purchased locally No. of
or sent from Keys
Canada
Entrance Doors local

Security Room
Cypher Room

Elsewhere
. (e.g. spring locks on office doors, etc,)

=2

F. Padlocks used to safeguard classified material

Iype No. Purchased locally
or sent from
2 Yale Pad- Canada
locks (Extral Sent from Canada.

Key operated

Sargent & Greenleaf (not applicable)
Combiration

(6)
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& e

G. Miscellaneous

l., Facilities for destruction of classified
waste:

(a) Large fireplace in one of the rooms occupied
by the Canadian Delegation.

(b) Ample garden for large scale dR&struction‘with
chemicals in an emergency.

2. Despatch Cases (Red type or Brown) Number
Nil

H, Additional Comments
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NUMBERED LETTER

CONFIDENTIAL

TO: GANADIAN- G ONSULATE.y - SENIVA 5. SWITZE T e W aebo ene s o

....... Nomasﬁ’é"?

FROM:  THE UNDER- SECRETARY OF STATE FOR Date: Dacembar..15,.1952...........

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Reference:.... ek

Subject: .. .?.e.(.:l.l.rity Equipment

Enclosureas . B i i i
............ Sslsaiee sans ssbeanvnsesinseorasnuse iy or Surface Mails: ico i

............................... i R T e Mol e e
Ottawa File No.

B ey S S0 Spofl§-AL- -4/
7 | (2

! o

References -

Internal
Circul atiQn

Distribution
to Posts

haat

Ext, 181B (Rev. 2/52)

We have recently had extracted from the files
a list of the security equipment being used at your

' Mission. It is conceivable, however, that the resulting
. inventory is incomplete. I am, as a consequence, attaching

a copy of the list and would be grateful if, after having
checked it against the actual equipment in use, you would
return it to the Department with appropriate amendments.

2o As you are, of course, aware Taylor safes are
supplied to our missions abroad for the purpose of providing
the best available container to safeguard the most sensitive
documents, Since most missions have only one of these safes
it is essential that this piece of equipment be kept in
good repair. Should you have any difficulty with its
operation, therefore, I would like you to report it
immediately so that we may suggest a remedy.

e In addition to the Taylor you may have another

type of Canadian safe - a Dominion or an Office Speciality -
and perhaps even a locally purchased one. None of these
other Canadian safes, of course, should be used to protect .
anything more highly classified than confidentialj; the
locally purchased ones should be used for nothing more
vulnerable than petty cash.

4, As far as the lower grade Canadian safes are
concerned, since they may well be used for the safe-
keeping of certain documents, you will want to keep them
in good repair. If we are to help you do this, it would
be useful to have on record the type of lock fitted :
to such safes. The attached inventory is the obvious
place for such details. You can see that with this
information on our files, replacement parts can be ordered
without delay as soon as we have been notified of a
breakdown.

B I should perhaps make it clear that this inventory
is intended to 1list gll the security equipment in use at
your post. By this I mean even such equipment as may

have been provided to your Service Attaché or to your
Commercial Secretary. Although the policy regarding the
provision of security equipment has undergone some changes
over the years, it is now an established principle that
this Department will hold itself responsible for meeting
the physical security needs of all government departments
represented in our missions abroad. It is only logical,
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therefore, that we should know the present state of that
equipment if only to assess future needs. It is to this
end that the attached inventory has been devised and is
being circulated.

¢4\ (;QA/jZ&;L/4 rv’4/1\

Under-Secretary of State
for External Affairs,
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Q NUMBERED LETTER
CONFIDENTIAL
TO:. T05 CARADLAN COR AT, o eeenies SEONTIRY: » s o s 5 < 2d ¢ e wae s s m i o
GENEVA, SWITZERLAND. . . 3 Y/
.......................................................... R e e R A R R P e
: November 28, 1952
FROM: THE UNDER- SECBETABY OF STATE FOR e o (o i ey e e S
EXTERNAL AFFAIRS, OTTAWA, CANADA. B
Fnclosures .............................
Air
L e T TR R B R e R S S e R e Air or Surface Mail:./iiv. .. viiiiinnis

Y et U e e NI e R Ges ey Post File No:..coiii i bovsealianntsrin ey
.............................................................. Ott". File No.
50048-AL~40
s7 | =
i References

Arrangements have been made to have sent to you
from London a Chubb combination safe file fitted with a Sargeat
& Greenleaf combination lock. The present despatch is intended to
explain to you its advantages and its limitations.

2. This filing cabinet was specifically designed to

serve the needs of this Department at home and abroad. It is similar
in certain respects to the Remington Rand, with which you are already
femiliar., However, on the basis of extensive experiments carried out
on these two, and on other safe files of the same type, the Chubb
has been found to offer more security. It is for that reasom that
we are in the process of furnishing them to all our missions.

3. We have been using the Chubb safe file in Ottawa for
some time now, and are reasonably satisfied with its performance.

0f the difficulties we experienced during the trial period, some we
managed to iron out by insisting that the manufacturer modify certain
features; at the same time rough handling can still cause difficulties.

Le Because the Chubb is not foolproof, we have arranged
that all recently posted personnel receive some training in the proper
handling of this pilece of equipment. You may therefore find that some
member of your present staff has had this training, as well as other
training in security devices. For the purposes of the record,
however, I propose to send you a few words of guidance which are

Intemal intended to spare you the miseries (and us the expense) that follow
Circulation when drawers or locks have been jammed.

5e In the first place it is well to remember that the
Chubb cabinet was designed to cperate smoothly and efficiently with
the minimum application of force. In order to persuade users in
Ottawa that such is in fact the case, we have drawn up instructions
and pgsted them on the face of the top drawer at eye level where they
cannot be overlooked., I am sending you a copy of these instructions
and suggest that you have them securely fixed on the front of your
Chubb.

6. So far as we know, there is only one mechenical snag
left in the Chubb, It lies in the drawer release bar which sometimes
5 sticks particularly while the cabinet is still new. This bar runs

Bk at eibation up inside the cabinet in the front right-hand corner, about 4 inches

to Posts from the front face. When the master drawer is closed this bar is

forced into the "down" position, and in this way engages catches on the
other three drawers, holding them firmly closed. When the master
drawer is open, however, a spring should force this bar into the "up"

A : +« 000731
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position, releasing the other drawers. If, therefore, you should
find that even with the master drawer open the other drawers

are still firmly held in place, this bar may be stuck. To remedy
this situation the bar should be prised into the "up" position.

The catches will then become disengaged and the drawers ghould open
without difficulty.

7. It is this same bar which, when forced inte the "down"
position by closing the master drawer first, will prevent the other
drawers from being closed. The remedy in this situation is to re-open
the master drawer, close all other drawers, and then close the master
drawer and twirl the dial.

8. In the event, therefore, that drawers are apparently
jamming, I would recommend that the position of this locking bar be
investigated. Under no circumstances should you have teo resort to
violence to open or close any of the drawers.

9. You are elready familiar with the combination lock
itself. It is a Sargent & Greenleaf Manipulation Proof lock, the
same as that fitted to the Remington Randj; properly handled this
lock should give you no difficulty - perticularly on the cabinets
being sent to you, which ought to have been assembled properly
following a recent protest we made to the menufscturer. The only
comment I have to make on the locks, therefore, has to do with the
frequency with which the settings should be changed, The settings
on these locks should be changed periodically, probably when you
change the settings on your Taylor safe. No record of the setting
should be kept unprotected. If, at any time, you have cause to think
that the combination has been compromised, you should reset it
immediately.

10, I should, perhaps, add that the Chubb safe file,
empty, weighs about 850 pounds. It is advisable, therefore, to
decide before its arrival where you will want it placed.

@. de T. GLA 7ZEBROCK

P Under-Secretary of State
J(»“ for External Affairs.
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NUMBERED LETTER
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........................................................... TRy T ARG
FROM: THE UNDER-SECRETARY OF STATE FOR Date: NOVSHPOY, 244 1902, ...,
EXTERNAL AFFAIRS, OTTAWA, CANADA.
Enclosures: . i v irnivan iviva b
Reference: . %g% letter. Noa.. .423. of. . Navembse?..7s.. | Air or Surface Maili......oovvvevenene..
Subject:..... Security Arrangements, ... et iel e Paat . File No:: . ci i aiata ety
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo Otta'. File No.
50048-AL=-40
/P (3
References
The two Yale locks referred to in your
letter were sent to you as spares. They should
therefore remain in the safe until you have to
bring them into use, at which time you should
notify me so that new spares can be sent out to
replace then,
|
|
|
‘ G. P. KIDD
Under-Secretary of State
for External Affairs,
| Internal
| Circul/qtion
Suppliés & -
Properties to
see,' |
Distribution
~ to Posts
Ll 000733
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* 7 OTTAWA FILE
i HAXE ST
2 S 7 ST
Letter NO....?)—?’.&’. ................. SECURITY CLASSIFICATION

D) {Date.... November.l2,.L952..... Ps Ei;* SECRET

1 | by ; [

. | FROM: THE CANADIAN PERMANENT DELEGATION, GENEVA Ly /g
3 g !
,/ : T0: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
e
0ol O Refernee 0o Circular.Document.No...B.116/51..0f . Decemher..22,..1951...
f‘f:ii;:?&mymu ........... Cembination of OfChco SR8 R 0 cov il Lo ittt bon et
[ ]

18 NOV 1952 I am enclosing in the attached envelope

the combination of the office safe which was

changed on November 11, 1952.

Copies Referred 7&/\/{:})::\% oy L :

n

Toooooiiiiinnnns Deputy Permanent Delegate

.................

.................

.................

No. of Enclosures

.................

Post File

NG TrEbel 1 s I e
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SECRET

File No.| 50048~ AL-40 ’

Novembern 10,1952 }
B i |

MEMORANDUM FOR FI

Despatch No. H- 43 of April 15,

1952, to the Consulate-General, ?;m-wu ,
outlined the routine to be followed in the

event that cyphers are compromised.

D&

»‘?/{

°

Defence Liaison (2) Division.
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EXTERNAL AFFAIRS
CANADA

CONFIDENTIAL

CIRCULAR DOCUMENT

Ottawa, November 8, 1952,
NO. A. 99/52

One of the points discussed during my recent
meeting in Paris with the Heads of Canadian Missions in
Western Europe was the burden imposed on the staffs of
missions, and particularly of small missions;, in preparing
routine reports, I assured the Heads of Missions that on
my return to Ottawa I would have this matter investigated
with a view to eliminating, wherever possible, those
routine réport forms which could, without serious con-
sequences, be discontinued,

2, A review of these reports was made andiit.was
found possible to eliminate missions' annual reports
(Circular Document No. & 103/52 of October 16, 1952),
It has now been decided to eliminate the Weekly Security
Report, inaugurated in Circular Document No. 74 of
October 19, 1951,

Se - I am not, of course, suggesting by this move
that there shall be any relaxation of security standards,
The use of the forms over the past months will have served
to concentrate your attention on the vulnerable parts of
your organization, I am sure, thérefore, that with this
experience, but without the, forms, you will continue to
apply the Security Regulations whichy; you will have noted,
have been recently revised,

4, In this connection I would particularly commend
to your attention Despatch No, #-73 dated April 15, 1952,
covering the action to be taken in the case of a compromise
(suspected or confirmed) of your cypher communications,

It cannot be too strongly emphasized how important it is
that we should know without delay when you have reason to
believe that this material might have been seen by

unauthorized persons,

Secretary of State
for External Affairs,

To the Heads of
Canadian Posts Abroad
excluding Consulates,
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.............. 17 e 1 /f);§§¢ SECURITY CLASSIFICATION
i g

/@
A %&ﬁ%k CONFIDENTIAL

r

A

The Canadian Permanent Deleéétion, Geneva tx§
THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

.............................................................................

------------------------------------------------------------------------------------

18 NOV 1952

The two Yale locks referred to in
our July inventory and your letter under
reference are super pin tumbler padlocks.

The key numbers are 76F.07 and 80F.96.

Gop1es Re ferred

...............
.................
.................
.................
.................

.................

<5 These locks were received in Geneva
on July 1 and were sent in Ottawa's sea bag
No. 26, dated June 18.

3e These are the only two spare pad-

locks we have in this office and they are
being held in the safe pending your further

instructions.

No. of Enclosures

Post File

o

Deputy Permanent Delegate.

¢
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NUMBERED LETTER
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............................
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At DLLOAI ST A || 4
/ ty oW

/¢ | /,' J(Z [7}5

References

In your inventory, which has recently
been received, you make mention of "Two Yale locks
and four keys received by sea bag from Ottawa,"
You admit to being somewhat mystified about these
locks and request a word of explanation.

2. Unfortunately, you do not specify whether
the locks in question are padlocks or door locks,

If you would do so, and would, at the same time,

let me know either the number of the sea bag by
which they were received or, falling that, the date
of their arrival, I might be able to shed some light
on the problem. As things stand now, I am not sure |
whether these particular locks were {ntended for

you, or whether through an error they merely got

into a sea bag addressed to you. There is a
possibility, therefore, that some other liission is
still waiting for two locks (padlocks or door locks),
but until I have the additional information mentioned
above I cannot be certain,

3. Meanwhile, the two Yale locks, and any
other spare locks you have, should be kept in a safe
place to prevent their being compromised.

Internal
Circulation

S. & P,

for the Under-Secretary of State
for External Affairs.

wat

Distribution
to Posts

R

Ext.181B (Rev. 2/52) ; 000740
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4 June 1952

MEMORANDUM FOR DEFENCE LIAISON (2) DIVISION /Z4/62;£ﬂ4‘

Re: Office Premises for Canadian Permanent
Delegation - Geneva

I am attaching a copy of Letter No. 206
of 22 May 1952, and attachments, from Geneva,
describing the office premises. Also attached is
a photostat of a plan sent forward with this letter,

2 You might wish to retain both attachments

/»,4J“ and the plan for your records,

4 Se I should be grateful if you would return
the letter to me in due course.,
A’Vﬁ-’ | W
J. H ey,
p

plies and Properties Division,.

To arliatls, trill b comoitliat belbor titien 7%
(hibh ariiase . 4 iw.

N
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CONFIDENTIAL
Letter No. 206
Date: May 22, 1952
FROM: The Canadian Permanent Delegation, Geneva

TO: The Under-Secretary of State for External Affairs,
Canada

Reference : Your Letter No. F-126 of May 7, 1952

Subject : Office premises

In answer to your request, I am attaching
a scaled drawing showing the lay-out of the rooms
occupied by the Canadian Delegation in the villa
"La Pelouse". This plan is in fact a tracing from
an office floor plan produced by the United Nations
Secretariat. This accounts for the fact that the
scale is in centimetres and not in the more convenient
foot measurement. You will see from the key to the
plan how the main items of office furniture, including
the safe and filing cabinets, are arranged and also
the amount of space allocated to each member of the
staff (the driver of the Delegation car has no |
particular space allotted to him). |

. I am also attaching a brief description of
the office safe and each of the five filing cabinets
which should provide you with all the information

you require on these items.

" 8 As regards the locking devices on windows
and doors, it is rather difficult to describe them
accurately in view of their unusual pattern. As far

as the glass doors facing the terrace are concerned,

I am attaching a diagram which atempts to show the n.j e
locking bar device which secures ome side of these —~%=* 7
double doors. The other sides of the double doors

are in two cases secured by key locks and in the other
two cases by simple rotating catches. It should be
noted that the floor plan does not show the hinged
wooden shutters which cover the glass doors at night.
These shutters are secured from within by heavy locking
bars similar to those on the inside of the glass doors
and in our view it would be difficult to force open
these shutters from outside without damaging them
extensively.

4, I regret that it is not possible for us to
give you the name of the manufacturer of the door

locks of any of the office doors. As we pointed out

in an earlier letter on this subject, these locks and
keys were made many years ago, presumably by a Swiss
firm, since the pattern of the keys is similar to

that generally found in the older houses in this part

of Switzerland. Short of sending you a sample key,

...2
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it is impossible to give you a completely accurate
idea of their size and "cut". I am, however,
attaching a small diagram of the keys to two of the
doors to our offices in the hope that these drawings
will give you some idea of the various key shapes.

B The double doors between our Delegation
office and those of the French and Norwegian Delega-
tion offices are permenently locked, the keys being
held by the Palais des Nations. You will note that

we have a bookcase across one set of doors and our
filing cabinets blocking the other set of doors. The
double doors between the two rooms occupied by our
Delegation are left open, except when cypher material
is in use in the room occupied by the administrative
staff. On such occasions all the doors leading into

4 7 The administrative staff room are locked from the in-
side.
uﬁfw6. The United Nations door-keeper, who sits

in the entrance hall immediately outside our office,

is in possession of duplicate keys to the entrance
doors to both our office rooms. The reason for this

is that it is his duty to enter our office in the
evening to close the wooden shutters cGovering the glass
doors and also to let in the cleaning women at 5 A.M.
each morning (except Sundays).

7= As pointed out on previous occasions, it is
difficult in this building to obtain the same degree

of security as might be possible in a more modern
building with fewer doors and windows, equipped with
modern locking devices. However, you will no doubt wish
to study the information contained in this letter, to-
gether with the floor plan, before deciding what fur-
ther measures might be taken to ensure a greater degree
of security than is possible in this office at the
present time.

8. We understand that Mr. Berlis will be
arriving in Ottawa shortly, and, in view of his detailed
knowledge of our office lay-out, you may find it useful
to consult him on this matter.

B.M. Williams
Secretary.
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% - » Containers for holding Classified Materia \
N ' ¥ §
SAFE - J. & J. Taylor Limited; Handle No. 99936; \:i//

. shipped by the Department of External Affairs,

Ottawa, in 1949.
FILING CABINETS

We are in possession of the following filing
cabinets:-

Two "Prestonia" steel four-drawer filing
cabinets, purchased on E.A. Order No. 1803 in
1948, received in Geneva in 1949. These two
filing cabinets have been fitted with steel
locking bars similar to those originally
installed on the filing cabinets in Ottawa;

One "Popham" steel four-drawer cabinet
purchased on E.A. Order No. 2644 in 1952. This
cabinet was fitted with a steel locking bar
prior to shipment,

One "Popham" two-drawer steel cabinet
purchased on E.A. Order 2155 in 1950. This
cabinet has also been fitted with a steel locking
bar similar to the bars originally installed on
the filing cabinets in Ottawa.

One four-drawer cabinet on loan from the
United Nations. This cabinet was manufactured
by "Wolf Netter & Jacobi Werke", Berlin. This
cabinet is fitted with a steel bar on hinges.
This bar has a hinge in the middle of the top
and the middle of the lower drawers (the pivot of
the hinge being concealed behind the main frame-
work of the cabinet). This bar locks in the
middle of the cabinet,

000745



-~ Document disclosed under the Access to Information Act

& AL Bogipent divfdu@emvéft®de la Loi sur I'accés a linformation

GLASS

Swiven

f__—-———-—"'l.oax NG AR BN
{ 1

7/

Baoue 7

DOOR i

Qe—KEyHoLE

GLASS | L GAASS | | |

CRass Sgcrnov TUR o Borrors ExT@usion If
o OF uen?:o \’ﬂ SWivgr AoCK /G RAR
a B4R Loex .\\__‘___ Pown 14 Busen saard000746
HERDER

Y




-------------------------- | pifieitiad ottt hociie b .ol g g ot b 5 20w g s dda bl Ao Bl o e B B B o g
Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur I'acces a l'information

A

- -

S Sl e R A

ELTID

000747



Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loj sur l'acces a l'information

KEYys

y——

000748



Document disclosed under the Access to

Document dlvulgu%ggtu de'la Loisurl ac

- SOoOPrz

CONFIDENTIAL

@format/on Act
coés'a Finformation

Fi 1. No - 50048-4.-40.

! D) Soody- f/ -4

Sy 77chmn77fm.. i

4, 0f the eight safe files now await shipment,

two should be consigned to Ottawa to replace those
diverted. Perhaps you would also enquire from Messrs.
Chubb whether the one still ontsunding on Public
Works order E£-69404 will be available for shipment at
the same time,

S The six remaining cabinets, as suggested in
?ﬁ:cttﬂ' D439 of l'obruary 25, shouid be allocated as
ollows:

1l to the Canadian Embassy,

1 to the Canadian Embaasy The ﬁsguﬁ, Netherlands

1 to the Canadian Embauy Rome,Italy

1 to the Canadian Delegation, Furopean Office of
the United Nations Genm, Bvlturland

1 to the Canadian Embassy, Paris

1 to the Canadian Fmbassy, Wanhington, .c.

I should be glad if you would inform me as soon as

gouible when Messrs, Chubb expeet to ship these safes.
iles abroad,

ilelegram NO 170 . weépLemoer J M ¢
External Affairs to Canada House, lLondor

Reference: Your Telegram No, 1912 of September 3.
Subject: Chubb Safe Files.

Chubbs should now be instructed to proceed

with arrangements for the shipment of the nine safe-files
in accordance with the ﬁnon outlined to you in paragraphs

4 and 5 of my Letter D-1201 of May 28,
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Letter No'”fii"’ .................. SECURITY CLASSIFICATION

1 Date ............................... m
December 27, '1951. —=S B GCRET

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

} Ref::;e J.C.G. BROWN, CANADIAN LEGATION, BERNE. \
""""" Your letter No. 500 (Geneva series) of November 24th.
s Procedure For Feporting compromise of Gypher material.
I should like to thank you for the suggestion
made in paragraph 4 of letter under reference.
Detailed procedure for reporting suspected
or known compromise of cypher material is being prepared
Copies Referred and will shortly be circulated to posts abroad.
Lol I am sending a copy of this letter to Geneva.
S & Aaif iolasebobok

y
|
| £ th
ogndeze'-Secretary of State
for External Affairs.

-----------------

Post File
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45 &
Letter No... S %ng( ......... SECURITY CLASSIFICATION
Date.. ...t December .27:.. .1951... SECR ET

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Lo THE CANADIAN PERMANENT REPRESENTATIVE, GENEVA, SWITZERLAND.
Reference.... puptes No. 500 (Gereva ‘series)  of November 24th from Berne.

Subject: ..... prsaEdure "for PEPOPLINE ‘ompronlse ‘of ‘typher matertal; "

I am enclesing, for your information,
a copy of our letter No. D-370 of December 27th
to Mr. J.C. G. Brown, Canadian Legation, Berne,

concerning the suggestion made in letter under

€ iesBeferred reference for reporting compromise of cypher

material.

.................
.................
.................

.................

................. | B.de®. alazebrook

for the Under-Secretary of State
for External Affairs.

No. of Enclosures
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t OTTAWA FILE

......................

----------------------------

Date... Decembear. 27, .1951.......

SECURITY CLASSIFICATION

FROM: The Canadian Permanent Delegation, Geneva

10 THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

-------------------------------------------------------------------------------------

” P e
D=k 8 CRLL N TR SRS R e S SR VN e N S R T e e e
‘i
2
3
E
= 5 P
5_ SRR AR
LA ene
i AR Under separate cover
BTy Rt :
et : I am returning to you seven padlocks,

26 JAN 1962

as instructed in paragraph 5 of your

Copies Referred letter under reference.
s AR R Y S
Secretary.
P
No. of Enclosures L X
\ Wt fy
)RS
Post File z
o o J : &‘J
ol .
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FROM: The Canadian Permanent Delegation, Geneva
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THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
Your Letter No. D.418 of December 4, 1951

--------------------------------------------------------------------------------------

<
2
4/
5
L S X
7
.E
Q

10

27 DEC 1951

I should like to make the following
comments in answer to your letter under reference:

Paragraph 2 - Certificates of destruction of
one-time pads which were technically compromised
were forwarded to you by Mr. Brown under cover
of Letter No. 500 of November 24;

Paragraph 3 - It is our normal practice during
office hours to leave the safe door slightly ajar,
for the reason that you have suggested. As
pointed out in paragraph 3 of our letter No.

=

Copies Referred

.................
.................
.................
.................

497 of November 22, our failure to spin the dials
after the safe door had been closed on this
particular occasion was merely due to a misunder-
standing between myself and another member of

the staff. It is most unlikely that the same
mistake will be made again;

Paragraph 4 - As pointed out in our Letter No.

L8l of November 13 (paragraph 6), members of the
Delegation staff have always been responsible for
ensuring "that...all doors and windows are locked
on leaving the office at lunch time and at night."
Thus we are already taking the precautions which
you have suggested.

ooooooooooooooooo

Detailed floor-plans of Rooms Nos.,
4 and 5 occupied by the Delegation should be
available in Ottawa (possibly in the Supplies and

Properties division or one of the other adminis-
trative divisions) since copies of these plans were
forwarded at the time the Delegation first took

up its quarters in the villa "La Pelouse”". Locking
devices on doors and windows are of the type that
one would expect to find in a large European house
built almost exactly one hundred years ago. Keys

Post File

are fairly large and curiously though carefully
designed, each one having a slightly different cut.
It should be remembered that the glass doors leading

on to the terrace are covered each night by heavy
shutters which are firmly bolted from within.

Although we have given the matter
considerable thought, we are unable to make any
useful suggestions regarding possible measures for
making the office more secure. I might mention
here that the United Nations security service
arranges for night patrols to include the villa "La
Pelouse", and in addition day patrols on Sundays
and holidays;

cee?
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Paragraph 5 - Receipt is acknowledged of the six
Special Sargent and Greenleaf combination pad-
locks forwarded by you. The old padlocks and
keys will be returned to you by sea bag in due

e <

M. Secretary,
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FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Canadian Permenent Delegation to the United Natlons,

T0:  Geneva, Switzerland
Reference.... JOUX letter No, 497 of November 22, 1961 =
Subject:. ...} B renoh Of Seourity Rogulations .....................................

Thank you for your explanation of the
situation. I am glad that you were able to inform
us immediately this breach of security occurred
because it made it possible for us to take the
necessary action without permitting a long interval
to elapse, ' t

B. It was apparent from your letter No. 481
of November 13 that the location of your bullding

Copies Referred

.................
.................
.................
.................

..................

and the general plen of your offices would make

it fairly easy for intruders to gain entrance and
therefore all material which was in your safe must
be considered to have been technically compromised.
Accordingly, 1t was necessary for us to despateh
new cypher equipment to you with instructions that
all one-time pads should be destroyed by fire. It

is necessary, however, for you to retain the oypher-

ing book and use pade Nos. 042 and 039 for communication
with Ottawa, which were delivered to you by Mr, Brown.
Cur mission in London was instructed to destroy the
three-way Geneva pads snd you will be receiving by air
courier new pads. I should be grateful, if it were
possible, for you to send by air courier the proper

No. of Enclosures

certificates of destruction of ycur one-time pads,

3. It might be helpful to outline a few

precautions which could be taken to prevent a further
ocourrence of this type. When you are using the large
safe you should endeavour to keep the door slightly
ajar when the salfe is unlocked and, when it is neces-
sary to close the aara,tgou should lmmediately turn .
both dials to scramble the combination., If this sug-

Post File

gestion is difficult to comply with, you might adopt
a system of placing a red card on the door of the
safe showing that although the door is closed, the
safe has not been locked.

4. I am wondering whether, in view of the fact

that 1t is necessary for the United Nations' guard to |
have a key to the offices, it would be possible for you
and the Canadlian members of your mission, posted by
Ottawa, to take the responsibility of ensuring that the
doors and windows are locked when the offices are not teing

“s e 2
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used, This, of course, would not prevent the guard
from opening ::{ of the apertures and accidentally
leaving them ocked, but it might possibly be an
added precaution which could be taken, It would

be helpful if you could submit a sketch of your
offices, indicating the locking devices presently
being used on all doors and windows, In addition,
you might give me any suggestions you may have
regarding possible measures which could be instituted
to make the offices more secure,

S I am sending you by air courier six
special Sargent and Creenleaf combination padlocks,
Each lock is set on 10 - 20 -« 30, Instructions for
operating the lock and changing the combinations
are enclosed, The old padlocks and keys can be re-
turned to the Department by ordinary mail provided
they are placed in a sealed package.

v L Ap- Ar Bl
s
\ Lo baaltes &
L £ St
e ey

For the Acting Under-Secretary of State
for External Affairs
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j me....2.433.1}..1‘!9){?!41??.!.‘,..1951. SECRET
FROM: J.C.G. BROWN, Canadian Legation, Berne. <b\

T0: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
Reference...... My..telegram.No,..138. .0f Nav... 21&/51 Lrom Genexa.....c.ccovevis
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Your telegram No. 16 of November 22, 1951
was received in Berne on the next day. I was un-
fortunately absent in Basle on duty and was not
able to go to Geneva until early the following
morning, November 24, 1951. On my arrival at the
Permanent Delegation office, I was furnished with
an explanation of the incident by Mr. McIlwraith
| and Mr. Bryson. As stated in my telegram under
4 DEG 1951 reference, I am satisfied that this explanation,

; which is contained in Geneva Letter No. 497 of
November 22, is complete.

e

|
\.im:nawwx—ﬂ

ﬂoiw

C

|

Copies Referred : : C
Tolwaiy e, . 2. In accordance with your instructions, all
i pads at Geneva were destroyed by fire. A

-----------------

.................. 7 ertificate of destruction) listing the pads disposed
................. frigwe of 1s attached. "In" pad number O4L2 and "Out" pad

number 039 were brought from Berne and placed in
................. service at Geneva.

-----------------

34 In our conversation, Mr. McIlwraith
raised the question of the correct procedure for
reporting possible or actual compromise of cypher
material, He said that, since he had not been able
to find specific instructions on file concerning

this point, he had some difficulty in deciding whe-
No. of Enclosures ther he should notify Ottawa about the breach of

: security by cypher telegram, code telegram or
................. secret letter, In fact, he decided that the De-

partment should be informed with least possible
delay and that since the message could not be
classified below SECRET, it should be sent in
cypher. He assumed that the Department would
automatically appreciate that there was at least
some degree of risk that one-time pads held by the
Geneva office had been compromised and that ins-

Post File tructions would be sent regarding destruction and
replacement of the pads. In his warning telegram
Novadobowion oo . ox he purposely avoided any reference to cypher

material and placed emphasis only on the replace-
ment of padlocks and keys. His chief concern was
to warn the Department as soon as possible not to
send any cypher messages to Geneva, being in a
position himself to insure thsat no cypher messages
would be dispatched from Geneva until new one-time
pads had been received.

.C....Z
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be In discussing the method of notifying the Depart-
ment in cases of this kind, we thought that it might be
preferable to have a single code word which could be tele-
graphed to Ottawa and which would give the Department all
the information necessary to show that the security of
cypher material had been endangered. Possibly this method
of notification has already been considered in Ottawa and
abandoned for some technical reason. However, I should
like to suggest that the codeword method be reconsidered
in view of Mr. McIlwraith's uncertainty about sending a
message;Cypher as opposed to the alternative method of
sending a "secret"™ message in code,

5 No one regrets this lapse in security more than
Mr. McIlwraith but I am sure that you appreciate his
commendable action in drawing the matter to your atten-
tion without delay.

+C.G. Brown.
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EXT. 230

i ORIGINAL

o~ ) “i P\D 2%
MESSAGE FORM .
D-2 e S0 8 -AL-¥6
INCOMING
] ‘e 40
~ : Security Cl ::”s“sf' tion !
i B ETRR f
i | SECRET
-é 5 ESEP Ny - .
YA R FROM: THE CANADIAN PERMANENT REPRESENTATIVE TO THE UNITED NATIONS
10 GENEVA, SWITZERLAND.
TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, u»!\.nDA
24 NOV 1951
System fo B e
CYPHER-OTP No. 138 f “ae: November 24, 1951
Priority 2 |
Reference: Your telegram No. 10 of 22nd November to 1
: | ~  Berne. I
Depaﬂmenta% : i SLQ;};GC'&": :‘
Circulation o e ;
MINISTER v Following from Brown, Begins: 4
UNDR/SEC R \ : |
D,UNDR /SEC i have carried out your instruetions and g
A/UNDR/SEC'S. | am satisfled that Geneva letter No. 497 of 22nd
November forwar@ed alr bag No. 49 the 22nd
November, fully explains the incident. Ends. ,
Done
Date
References ‘
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OTTAWA FILE

SECURITY CLASSIFICATION

CONFIDENTIAL

------------------------------

...............

FROM: The Canadian Permanent Delegation, Geneva

A805 THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

------------------------------------------

----------------------------------------------------------

19 NOV 1951

Copies Referred

.................
.................
.................
.................

ooooooooooooooooo

No. of Enclosures

.......... )

Post File

I am forwarding under cover of this
letter the first Weekly Security Report for this
post, in accordance with the instructions contained
in your circular document under reference. Owing
to the fact that the Permanent Delegation office
is located in a building which is the property
of the United Nations, the following points should
be taken into account when our security reports
are examined by the Department in Ottawa.

o There are nine Permanent Delegations,
including our own, housed in the villa "La Pelouse"
(Austria, Belgium, Denmark, France, Norway,
Netherlands, Sweden and Turkey). The Canadian
Delegation office, consisting of two rooms, is

situated on the ground floor, with one of its entrance
doors immediately opposite the main entrance door

to the building and the other door opening on to a
short corridor leading off the main entrance hall.

Both rooms also have French windows which open on to
the terrace at the back of the building. These windows
are all equipped with full-length wooden shutters which
are secured from the inside.

L A United Nations guard is on duty in the
main entrance hall of the building from 7.30 A.M.

to 8 P.M. each day of the week, except Sunday. This
guard is responsible for maintaining the general
security of the building as a whole. This includes
locking and shuttering all windows and outside

doors on leaving at night and checking the identity
of all persons, not already known to him, who enter
the building during the day.

L. The United Nations guard holds the keys to
all office doors in the building, including those

of the Canadian Delegation office. Duplicates of
these keys are also held by the Canadian Delegation
staff. The guard opens all offices to let in the
char staff in the early morning and he is responsible
for general supervision during the cleaning work.

5. The locks on the office doors are not of
the self-locking type and in view of the fact that
the United Nations guard on duty must have keys to
these doors in order to let in the cleaning staff
in the morning and to close the shutters at night,
there would be no point in having special locks
fitted with keys held only by the Delegation staff,.

g
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b Under present arrangements, the
Delegation staff are responsible for ensuring
that the safe and filing cabinets and all doors
and windows are locked on leaving the office

at lunch time and at night. However, as
explained above, this does not prevent the United
Nations guard from entering the office after the
staff have left in order to make his own check

on windows and shutters.

& All classified material is kept either
in the safe or in the filing cabinets located in
one of the two rooms occupied by the Delegation.
The safe and the filing cabinets are left unlocked
during office hours since there is always at least
one member of the Canadian staff on duty in that
room. Keys to filing cabinet padlocks are kept
permanently in the safe and are only removed for
the length of time required to undo the padlocks
when the office is opened at 9 A.M. and 2.30 P.M.

84 When cypher material is in use, both
doors of the room housing the safe and filing
cabinets are locked from the inside to ensure

against unexpected entry of any unauthorized person.
The doors are unlocked again when all cypher material
has been replaced in the safe.

0% It will be noted from the foregoing

that it is particularly important for the staff of
this office to ensure that no classified material

of any kind is left on desks or in drawers or in

any other part of the office in view of the fact

that the United Nations guard and the char staff have
access to the rooms when no member of the staff is
present.

10, Should you wish to make any comments on
the various points which I have mentioned above,
I would be very glad to hear from you in due course.

(for) ﬁg()my

Secretary. |
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SECRET

----------------------

CANADIAN PERMANENT DELEGATION, Geneva.
THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

oooooooooooooooooooooooo

Yesterday Morning it was reported to me
by a member of the staff that she had found the
door of the Taylor safe in this office closed,
but not locked, when she went to open it at 9 a.m.
I should like to give the following explanation
of how this breach of security occurred.

e On the preceding evening when Miss
Boisvert and I were preparing to close the office
for the night, Miss Boisvert asked me to assist
her in closing the door of the safe since she

had difficulty in manipulating the two handles

on the door. I should say that I had demonstrated
on a previous occasion to Miss Boisvert how to
close the door and how to lock it by spinning

the dials after the door was closed.

3. On this occasion I again showed her how
to operate the handles on the door but did not
myself spin the dials, assuming that she would

do this, However, she in turn assumed that I had
locked the door and she did not, therefore, spin
the dials herself., In view of the circumstances,
I accept full responsibility for the breach of
security which resulted from this misunderstanding
and I do not consider that Miss Boisvert is in any
way to blame.

Lo Although the safe door remained unlocked
from 7 p.m. to 9 a.m. the next morning, I consider
it most unlikely that the safe was entered during
that period or that any of our cypher material has
been compromised. However, in order that we may
regain maximum security for our filing cabinets
(the keys always being kept in the safe), I decided
to send you a telegram immediately asking you to
send a new set of padlocks and keys as soon as
possible. Should you consider it necessary for

us to destroy existing One Time Pads held by

this office, I would be grateful for your ins-
tructions.,

B I very much regret my failure to carry
out fully security regulations on this occasion;

......2
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B the occurrence has at least served to emphasize
very forecibly, not only to myself but to all other
members of the staff, the importance of double check-
i?%.on the normal security precautions taken in this
office.

M cd

(for) Secretary.
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EXT. 97.
2 led |
Loods” Al |

SECURITY CLASSIFICATION !

MESSAGE FORM
OUTGOING

FILE REF.

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Message To Be Sent

EN CLAIR o i
CODE o
CYPHER

Degree of Priority

e DOEDIATE 0

ORIGINATOR ‘'

R.P. Cameron

Typeds i i

Is This Message
Likely To Be Published

Yes () No (¥)

Internal Distribution:

o~

UeSeSeEe Ao

Copies Referred To:

50-P-427-100M

(2)

No..... /7;2.1 Date For Communications Office Use Only
November 22, 1951
sEnT. . NOV 221950
o \F s : l

B - = T )

i  ANYNHERE

Do not send any classified elegramiby usual

4
el e

until further notice.
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EXT. 97.
MESSAGE FORM | rue REF" 9 g ‘ .
OUTGOING | .5, /4 AL

SECURITY CLASSIFICATION

S8 GAR R T

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Message To Be Sent No/’gi Date Sﬁﬁim‘munwWﬁ (0] e Only
EN CLAIR | November 22, 1951. $aiches _ V 5‘2 ?%g}
CODE ;

CYPHER -/ | X p / /
©F7
Degree of Priofity ) : Canadtan delegatlon, Geneva, have

ORIGINATOR

R i vt LS AT Gl ol i

Local Tel. 7051 ........................
APPROVED

Type

Is This Message
Likely To Be Published

Yes () No (X

Internal Distribution:

U.S.8. A

Copies Referred To:

50-P-427-100M

ok.

1nformed us that Taylor safe in their office was

left unlocked night lof November 20-21. This ;

creates a/technical’compromise of allﬁcypher

material held there. We'havefinstructed Geneva

by/code/telegram to/ceasé/telegraphing”classifiedf

materiai; since we cannot use the/compromisedﬁ
$ -

> / (-" -
pads held in Geneva. We must ask you to send J.C.

Brown %o"Geneva'as quickly as possible. He should
report'our dnstructioné as follows:;ﬂ _
We appreciate quick information on the
incident. Allfcypher ﬁaterial held is

technlcally compromlsed Ali one-time pada

should be destroyed by fire : The basic

cypherlng book will be retained Brownf

should take with him in pad No. 042 and out

pad No. 039. "These could then be used
o

for communication with Ottawa. We have
e y > ’ 7 -~ ~ /
instructed Londoﬁltb destroy 3-way Geneva

padé andsnew/pade w11l b€ sent to Geneva/
and/Londoh by bag;'"Certificateg of destructioa
should befsent by bagf ,
- We hope ‘this will not unduly in-
convenience yod; but you w111/appre01ate the’

necessity for quick and effective action.

SECRETARY OF STATE FOR EXTERNAL AFKA]
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e MESSAGE FORM  [enerer | of gai

SECURITY CLASSIFICATION

SECRET |

FROM: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: THE HIGH COMMISSIONER FOR CANADA IN GREAT BRITAIN, LONDON.

Message ITO Be Sent Nogﬁ?i‘ Date For Communications Office Use Only
EN CLAIR ' | SENT NOV 22 195§
CODE | o November 22, 1951. Easia=y 54
CYPHER JUT0[ x

R Canadian Permanent Delegation,

Degree of Priority 7

me;MEQﬁ?AN?{fZZ%; Geneva, has informed us that safe in their office

ORIGINATOR was not, repeat not, locked through the night of
g ¢ T November 20-21. We have instructed them to cease
Typc,G.de‘I‘.Glaze-—

BEOSK /Hfip telegraphing classified material and are arranging

Local Tel.Y.QS.l ..........................

APPROVED BY

for Berne to send an officer to Geneva with full

instructions and one-time pads. Please destroy

& j? ; your 3-way pads Geneva and your 50-way in pad.

ey W R T 1 TR T /fh‘/é. ANOFF/CER

ooeq: G :d€T.Glaze- | 2, Please inform Commonwealth Relations
yped:......... P e A

Is This Message Office personally and immediately that because the

Likely To Be Published

Yes () No ( X safe containing basic cypher and decypher was left un-

Internal Distribution:

locked we regard this and other material in the safe
U.8.8.Eih. 8 as technically compromised’ Although the general
circumstances make actual compromise unlikely,'yku
should-express our regret for any inconvenience that

27/9 may be caused. We can now only . inform them of this
ety 4] R S
quicklys

Copies Referred To:

= 3-way pads will be replaced in
Geneva and London as soon as circumstances allow.

Ends. =~

SECRETARY OF STATE FOR EXTERNAL AFFAIRS.
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, EXT. 230
MESSAGEFORM: | ., Tete o
5. , | SPp Y&-AL-Y0
2 INCOMING | : ‘
Eigve = et b
2 e
ij Security Classification
J:.A__._._ SECRET
O rrom.THE PERMANENT REPRESENTATIVE OF CANADA, UNITED NATIONS,
10 : GENEVA
% TO: THE SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
21 NOV 1951
Systern : :
CYPHER - o.T.P, | 136 Date: November 21, 1951.
Priori
S Reference:
IMPORTANT
Departmental 0 ubiect:
C?rculaﬁon et Taylor safe.
MINISTER
UNDR /spc Regret to report that Taylor safe in this office
D/UNDR spc

A/UNDR /sgcrg

Done

Date.

References

was not (repeat not) locked though door was left
closed during the night of 20th-2lst November.
Since keys to filing cabinet padlocks are kept
in safe request send six new standard padlocks
(inciuding one with quarter-inch hasp) and keys
immediately so that maximum security may be
regained as soon as possible.

2. No evidence that safe opened during
the night and consider this eventuallty most

unlikely. Combination has been changed today.

3. Full report follows by letter.
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. |

EXTERNAL AFFAIRS j
CANADA i i Y

CIRCULAR DOCUMENT
Ottawa, November 7, 1950.

NO. B. 121

Security Arrangements.

In order to improve the facilities for the safe
custody of classified documents at your post, I should be grateful
if you would have all cabinets used for this purpose fitted with
hasps and iron bars. The hasps should be so fitted that the bar
passes through the handles of the drawers and should be either
rivetted to the frame or-made fast with a bolt and locking washer.
You should disconnect the push-button locking device with which
the cabinet may be equipped and rely for protection solely on the
bar and padleck, The push-button lock has little value and can
only give & false sense of security.

In ordering additional cabinets in future I should
be grateful if you would specify the use to which they are to be
put. If a secure depository is required we shall supply you with
steel cabinets equipped with bar and padlock; otherwise we shall send
you cabinets without a locking device of any kind. If satisfactory
steel cabinets can be purchased more conveniently locally, they
must be fitted with bar and padlock before being used for classified
material. The work on the cabinets may be done locally and posts in
the United Kingdom and the United States may also purchase the
padlocks locally, provided that they are as good as the Yale padlock
supplied by the Department; all other posts will be supplied with
padlocks from Ottawa.

I would draw your attention to the precautions to be
observed in handling the keys for padlocks. A careful record of the
persons to whom kéys are issued should be kept. No person locally
employed should be given a key. The keys should be kept in the
safe when not in use and should not be teken out of the building.
Should a key be lost, the padlock together with the remaining keys
should be returned by bag to the Department, and such less should
be notified to the Department so that a new lock may be despatched
without delay. A spare padlock should be kept in reserve so that a
padlock compromised by the loss of a key can be replaced at once.
In no circumstances should amy keys be cut locally. : :

”L\

for External Affairs.

To the Heads of

Canadian Posts Abroad.
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; SECRET
FilJ 50048-AL-40 ' ! f/{ At

e ’ /
,! 6/8 i _ ' November 1, 1951,

GENEVA

Feb, 7, 1949 - Telegram No, 17 advises receipt of safe
bearing handle 099936

Letter No. 17 of Feb. 12, 1949 from Geneva reads "We B
have in the office one filing cabinet which
is secured with a padlock."

Desp. 235 of Nov. 30, 1950 reads "Two four-drawer filing
cabinets and one two-drawer filing cabinet
are being fitted with metal bars and hasps."

Our letter D,10 of Jan. 8, 1951 reports sending four padlocks
and four sets of duplicate keys.

Letter F., 161 of April 26, 1951 to Geneva authorizes purchase of
a one=-drawer cabinet.

Letter D. 168 of April 27, 1951 advises Geneva that Miss
MacCallum is taking with her one padlock and
keys for the one-drawer cabinet (above
mentioned),

Letter D, 259 of June 28, 1951 advises Geneva that we are
sending one Yale padlock No, 774 with duplicate
keys as a reserve,

X Letter D, 325 of Aug. 29, 1951 to Geneva authorizes purchase of ]

a four-drawer steel filing cabinet, but
Letter No., 377 of Sept. 10, 1951 from Geneva advises that

this cabinet was not purchased. A requisition
was enclosed for a new filing cabinet. A note \
at bottom of this despatch states that an order
for a cabinet with bar and hasp will be placed
by S. & P, (initialled J.R.M. Sept. 20, 1951).

X Letter D, 325 also advises Geneva that one padlock with
four keys are enclosed (for use on the cabinet
authorized but not purchased)
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The attention of all members of the delegation is drawn to the
reguletions for the handling end transmission of classified msterial as
set out in the Govermment booklet on security prepered by the Security
Panel for use by depsrtments and sgencies of the Canadian Govermment,
Classified material includes any written, typewritten or printed materiel -
such as documents, stenmographers' note books, carbon papers, motes, drafts,
and spoiled copies = which contains classified information,

Classified material used by the delegation should be senmt by
diplomatic bag, by cyvher telegram, or in the custody of designated courier,
In no circumstances should it be hendled, sealed or unsealed, by any person
other than a member of the delegation or member of the govermment service
posted by Ottawa, nor should anmy other person have access to such material,
In this regard, & distinetion should be made between drivers serving as
chauffeurs and as messengers. Non-Canadian drivers may serve as chauffeurs
for the delegation but they should not be used for the carriasge of classified
meteriel, unless in the capacity of chauffeur driving a Canadian suthorized
t0 handle such material and who retains it in his custody,.

¥hen not in use, particularly during the lunch hour and st nighs,
classified meterial should be kept secure in the repositories provided in
the hotel or in the office of the Cansdian Fmbassy. While delegstes may wish to
work in their bedrooms, every effort should be made to ensure that classified
material is not left unattended there.

With the exception of the entrance hall and rooms No's. 3, 6, 14,
15 and 16, the floor on which the offices are situated is a restricted area
from which all persons other than members of the delegation or members of
the govermment service posted by Ottewa are to be excluded. All entrances
other then the main entrance to this area have been closed off, end emtry will
be controlled by a twenbyefour hour guard consisting of ¥, Stevenson, C.R.
Doughty, A«R. Minter and a fourth member to be named shortly. Supervision
of the guards will be performed by Sgt. Vaucher of the Imbassy who will report
to the Secretary Gemeral of the Delegation, ’

Arrangements have been made for the destruction of classified waste
by fire,

In case of doubt it is suggested that Mr. A.R. Crepauld be cone

sulted, 000778
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Defence I.iséaﬁmiﬂ

October 1, 1951

MEMORANDUM FOR

o AR A S A A
INTERNATIONAL CONFERENCES SECTION

Attached for inclusion in
the Hanbook of Administrative Memoranda for
the Canadian Delegation to the 6th session
of the United Nations General Assembly, is
e note on the security arrangements.

Q. de T. GLAZEBROOK

Defence Liaison(Z2)

4

fo Information ACt

g

e

digclosed und
eﬁéulgu&n vertu dle‘qa Loi sur l'accés a l'information

o | gooyf‘A'L'%

000779




Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loi sur I'acces a l'information
Defence Liaison(H) Veo . Hoore tdle

File 50048-AL=-40
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Afernational Conferences

Attached for inclusion in the commentary
for the Canadlan do:::?uun to the Oth session of the
tnlted Nations Gene Assonbly le a note on the
security arrangemente.

I should be grateful if it could be
for Mr. Crepault, Secretary General, to consult with
this Divielon and plek up a of the Government
booklet referred to in p 1 of the atteched
note before he leaves for Paris.

Defence Lialeon(2)

000780




Document disclosed under the Access fo Information Act

| DeFEHTS" LIRS0 VL L HbER AP
- - | ] 5 2
T Flles = 50048=40
’ HO04L=AL=40

QONPIDENTIAL

September 12, 1051

The attention of all members of the delegation
is drawn to the regulations for the handling and trans-
migsion of classified material ss set out in the Covermment
booklet on sscurity prepared by the Security Panel for use

departaents and agencies of the Cansdian Government,
lagsified material lncludes any wriiten, typewrltien or
printed material-such as documents, stenogravheras' note
books, carbon papers, notes, drafts and spolled coples=
which contains aumirhd information.

Classified material used by the delegation
should be sent by diplomatic bag, by eypher tel or
in the wstody of deesignated eourlier. In no circumstas
should 1t be handled, soaled or unsealed, by any person
aher than a msmber of the delegation of member of the
govermment service posted by Ottawa, nor should any other
person have access to such materials In thie regard, a
distinction should be made between drivers serving s
chaulfeurs and as messengers. Non-Canadlan drivers may
serve as chauffours for the delegatlion but they should not
Do used for the carriage of classiflied material, unless in
the capacity of a chaulfeur driving a Canadian authoriszed
to handle such material and who re g 1%t Iin his cuastody.

When not in use, partisulerly during the lunech
hour and at night, classilled material should be kept
secure in the repositories provided in the hotel or in the
office of the Canadlan representative. While delegates
may wish to work in thelr bedrooms, every effort should be
made Lo ensure that oclassified material is not left une~
attended thera,

With the exception of the entrance hall and ‘
rooms No's O, €, 14, 15 and 16, the floor on which the |
offlces are situated 1s a restricted area from which all

assesasl
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persons other than members of the delegation or members

of the Government service posted by Ottaws are to be
excluded. All entrances other than the main entrance to
this area have been slosed off, and entry will be controlled
by a twenty-four hour guard, o’

) L ir"“fd,,

Arrangementa have besn made for the des-
truction of classifled waste by fire.

In case of doubt it 1s sugrested that
Mre As Re Crepault be consulted.
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j? 7 SECURITY CLASSYIFICATION

"FROM: THE CANADIAN PERMANENT DELEGATION, Geneva

- TO:

THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

Reference.....v o5t . sm 0T (BN, W T AR RE RVEWRY &0 . R228 e ciinnini i,

D- 2 Sull:jec:t;

-----------------------------------------------------------------------------------

7
/

4

\ij\:cﬁ St(mm»—-

—
<

|

17 SEP 1951

In accordance with your instructions we are
making available one four-drawer filing cabinet for use
by our delegation to GATT. The cabinet concerned will
be one that we already hold on loan from the United
Nations (as part of the office furnishings). Although
we normally use this cabinet for unclassified material
only, it is, in fact, fitted with a locking device
similar- to those now universally used by the Department
at home and abroad, (i.e. a bar - in this case hinged
to the cabinet itself - secured with a departmental
padlock). Since locally made filing cabinets are of

Copies Referred

a different size and pattern to those used by the
[ Department, I think it would be preferable to have
| another cabinet sent from Ottawa and in the meantime
to use the United Nations cabinet for the GATT dele-
gation. The majority of our cabinets would then be
of the same pattern and be equipped with identical
locking devices. ‘

2. I am therefore attaching a requisition for

a new filing cabinet in the hope that the arrangement

I have proposed will be satisfactory from your point
. of view, '

No. of Enclosures .

ol

h’ost File

No...lr6=0.....
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Ext. iiiii ‘
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SEClﬁ? I,'I(Y CLASSIFICATION

CONFIDENTIAL

A
Date......Augnst, .29, 1955, {Sub. .. 2Chon, o .. |.

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permanent Delegation; Geneva,
Reference....... Ybur'telegram'woz“Wé'of'August°28y'1951 ......................

Subject:........ Securityia%'ﬁh@-GATT-Delegation“meeting ................... -

From your telegram under reference it
seems obvious that the Delegation will require
locked accommodation Tor their classified material
both in their offices and in the hotel. You are
accordingly authorized to purchase a four drawer -
steel filing cabinet, which should be fitted in
accordance with the terms of our Circular Document
No. Bl21l of Wovember 7, 1950. Pleass quote

authority EA 7323-A. I trust that such a cabinet,

Copies Referred . . ) .
p1es heterre or one of roughly similar size, will be available

No. of Enclosures

Post File

to you in Geneva and thedt i1t will be ready for the
opening of the GATT conference on Sepisember 17.

I enclose one padlock with four keys,
No. 4A575, for this cabinet.

Under-Secretary of State
Tor External Affairs
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CONFIDENTIAL

August 29, 19581

MEMORANDUM FOR ECONOMIC DIVISION 5p PB4~ D

I attach a note on sec ‘3:}:\?%”““-%duua

EE drafted for enclosure in the commentary for the

delegation to the forthcoming meeting at Geneva,

concerning the General Agreement Tariff and

T Trade. I also attach a copy,No. 504,of the Security

Panel booklet for your information.

\\\\mb%v
AUG 31 351

2leo m‘qiﬁﬁ(ﬂ EN wtm
A,
Y
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July 24, 1951

SECURITY ARRANGEMENTS

The attention of all members of the delegation is
drawn to the regulations for the handling and transmission
of classified material as set out in the government booklet
on security prepared by the Security Panel for use by
departments and agencles of the Canadian Government. Glassi- -
fied material includes any written, typewritten or printed
material — such as documents, stenographers! note books,
carbon papers, notes, drafts and spoiled copies — which
contains classified information.

Classified material used by the delegation should
be sent by diplomatic bag, by cypher telegram, or in the
custody of designated courier. In no circumstance should
it be handled, sealed or unsealed, by any person other than
a member of the delegation or member of the government service
postdd by Ottawa, nor should any other person have access
to such material. 1In this regard, a distinction should be
made between drivers serving as chauffeurs and as messengers.
Non-Canadian drivers may serve as chauffeurs for the debgation
but they should not be used for the carriage of classified
material, unless in the capacity of a chauffeur driving a
Canadian authorized to handle such material and who retains
1t in his custody.

When not 1in use, particularly during the lunch
hour and at night, classified material should be kept secure
in the repositories provided in the hotel or in the office
of the Canadian representative. While delegates may wish to
work in their bedrooms, every effort should be made to ensure
that classified material i1s not left unattended there.,

Arrangements should be made for the destruction of
classified waste by fire in co-operation with the Canadian
Permanent Delegation to the Huropean 0ffice of the United
Nations, Geneva.

In case of doubt, it is suggested that Mr.Goldschlag
be consulted.
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SECURITY CLASSIFICATION

Letter NoD"‘?/? .........

RESTRICTED

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permanent Delegation; Genevea,
Reference......! Oun.Telegram .No...85 . .0of . August. 27, . 098k ...
Subject:....... Seaunihg.problﬁmﬁ.nelﬂting.tm.&éﬁﬂ.delegation .............

: As you will have gathered from our
telegram under refersace, bthe number of
cabinets required to meet the needs of this
Delegation will depend on whether they are
obliged to use one of thelr hotel rooms as

an office in addition to the gquarters provided
Tor them in the Palals des Nation. I am not
sure whether aubthority will be requlred =0 that

Copies Referred you can purchase additional filing cabinets to

meet this need. Howsver, sultable locked

.................

No. of Enclosures

-----------------

Post File

steel {iling cabinets must be provided for this
Delegation and I believe they will requirs at
the very least one four-drawer £iling cabinet.

2. It will also be necesgsary {or you to

make arrangements for any clasaified waste which
the Delegation may have.

T~ Cealrr

ﬁb\UndaP-Secretary of Stato
for External Affalrs
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CONFIDUNITAL

July 24, 1951,

MEMORANDUL! ¥OR MISS LIBAGHER

Az you reguested, the sbttached note
on security has been drafted for inclusion in
the commentary for the delegation to the forth-
coming session of ECOS0C in Goneva,

Arrangements are being made to provide
you with a letter designating you as a courier

and with two brief cases for the carriage of
clasgified material,

—
£

T e pee Crr e

Defence Liatson (2)
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SECURITY ARRANGEMENTS

The attention of all members of the delegation
is drawn %o the regulations for the handling and transw
migslon of eclassified material as set out in the governs
ment booklet on security prepared by the Security Panel
for use by degartmante and agenecies of the Cansdian
CGovernment, Jlassified materfal includes any written,
typewritten or printed material <= gsuch as documents,
shenographers' noté books, carbon papers, notess
drafts and spoiled coples == which containsclassified
Information.

~ Classified material used by the delegation
ghould be sent by diplomatic bag, by cypher telogramy
or in the custody of designated courier, In no cir-
cunstance should it be handled, sealed or unsealed, by
any person other than a member of the delogation or
member of the government service posted by Ottawa, nor
should any other person have access to such matorial,
In this regard, a distinetion should be made betweon
drivers serving as cheuffeurs and as messengors. None
Conndlan drivers may serve as chauffeups for the
delegation but they should not be used for the carriage
of elassified meberial, unless in the capacity of a
chauffeur driving a Canadian authorized to handie such
materlial and who relains it in his custody.

When not in use, partlcularly during the lunch
hour and at nighty classitied material should be kept
sesure in the repositories provided in the hotel or Iln the
office of the Canadian representative. While delegates
may wlish t0 work in thelr bedrooms, every effort should be
nade to engure that eclassified materlal is not left une-
attended there. - |

| Arrongements have been made for the destruetlon o
slaggified waste by fire,

In case of doubk, it is ¢uggesbted that liss B,

Meagher be consulted,
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Letter No... ,E}k‘?sf ................. SECURITY CLASSIFICATION
. TR TR T (UP T
Date........x June 284 29Fhy RESIRICTED

FROM: THE UNDER-SECRETABRY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Permancnt Delegation, Goneva.
Reference,...... Yenas - Jotbey Yoy 233 of Moy 3;1’ CRGEE reerre
Subjecti....c.en 3@&?&1' F&&E&c}f; D R b

1 am gending by sea bag cne Yale
padlock Fo. 774 with key in duplicate (Ho, 8b277)

“Copies Referred ko be held in reserve as an addltional replacew
S ments,

------------------

’ G. de T. GLAZEBROOK
' for External Affairs

Eﬁ,@mﬁm@rnﬁmmtaw of State

Post File
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e f S
"Letter No..... R : SECURITY CLASSIFICATION
Date.......... May.1llth, 195L..... . | FESTRICTED
FROM: The Canadian Permanent Delegation, Geneva
TO:. -THE ‘UNDER-SECRETARY  OF STATE FOR EXTERNAL AFFAIRS, CANADA
‘Beference..... Your, letber No. D.168 of April 27th, 1951, .. . ..
Subject........ our requisition No. 5.~ Filing Cabinet, . ... .
Ty VS
T
i%?“ 1": I assume that the padlock delivered to us
{%{:”'““J by Miss MacCallum is to be retained by this office
: } i ) o ’ . 4
rij;ﬁfqu permanently for use with the new single drawer
S .
R cabinet. If my assumption is correct, it will not
e
s ' be necessary for you to send us an extra padlock
21 MAY 1951 . '
, to be held in reserve since we already hold one for
Copies Referred
N this purpose. : P
,,,,,,,,,,,,,,,,,, o : "D"Y\%
nnnnnnnnnnnnnnnnn ,\’\-( . N /
. Secretary,

Post File

No. ... l”’ -3‘0 cen
|

\
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TO:
Reference....

Subject:.....

Copies Referred

- No. of Enclosures
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OTTAWA -'FILE

No: ﬁ%‘!@ %wm‘/ 00480,

SECURITY CLASSIFICATION

- BBRERIOIED

THE UNDER- SECRETARY OF STATE FOR EXTEBNAL AFFAIRS, CANADA

Hy dadten F
Faox %,gm%wim ﬁm

%mam ﬁ’“ v kmm Dalle @am;mg Cenavi. _
,‘,m} of Aypdt Ay B8k e SIRETTCPPTRTLITETREIERS
i&'ﬁm&d &ai}mﬁ*.......; ........ U

54 aﬁa h&eﬁw&umg & mm%r x:a:i;" @m éa:mwaisiﬁn w

wmx zm' @m 'ﬁme% sl

, %m %‘%ﬁa tmﬁmw m:s xm ya&ﬁax«d&y fm‘ V%zmm, m wﬁ&iﬁg
ok with four fﬁ%’l&&ﬂ&w w2 m« the

mn% ﬁmm m}xﬁmﬁ @%ﬂ.ﬁ}ﬁ :;mzz. bm been em&a ml ‘35@ _
zawazmm Wo a&a‘m ﬂ.za czm amaa a@mﬁ ;gr‘&’s.% én mm z;za&ma&a

%aa %::a %zm :m mwﬂw.

m @a@ﬂmﬁ ﬁhﬁum neb iﬁ@ uﬁaﬁ mxw mmagﬁm
m&%@rm ggmma mr&m% *ﬁ?m “ﬁa}mm&ﬁ o T R O

G, de T, GLAZEBHOOK

tnder-fesretary of State
For Dxbornsl Mifsive
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| é?‘ /4,[&’396PLICATE‘ : Mew -
:;, v 'N\sv qéééytm¢L5¢ﬁ~»~@¢ﬁ”
B ‘ ' *"‘ 101§Zic-40 h s
\fof’f_::“,i‘”‘.”’j{ : Nowootoorionrmainiinae,
' ..f,ﬂm.,,.”n.;ﬂxt.:”,;,g} . - "o .| SECURITY CLASSIFICATION -]
- . DateAprll26195l ....... _. . S e L NONE _.

'A,}FEO'M-' ‘ THE UNDER SECRETABY OF STATE FOR EXTERNAL AFFAIRS CANADA

N‘TO': - GANADIAN PERMANENT DELEGATION ’ GENEVA. , : : .
Your letters No. 130 of March 2’7, 1951 and No. 231 of Nov. 30, 19

--------------------------------------------------------------------------------------

------u---.----o-.-.---.--.-.-...o---.a---o-.--o...no---o--oo'--------.-’--e...-.._.o---'-

Authorlty Now EA 7071—A is belng ralsed to_"
':'cover the purchase of a. cablnet as. suggested 1n paragraph 2 f

| ""f" I E B “-”J'of your letter No. 231 c -?"';N -:-‘ -

Cbplesfhiérred . 'fh-'-f / ;' f;:fﬁa Please proceed w1th purchase 1nclud1ng bar, .

,_;1::::?ji:::: - f{ so that the cablnet will be avallable for the WHO Delegatlon. '

A further 1etter w1ll be sent to you shortly

1n thls connectlon.

©© . (Signéd) H. F. Clark:

' Under-Secretary of State

. "No. of Enclosul‘e% : A for-External: Affairs .

Post File -» .. ! ]
_‘No'.l ................ ~ N
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e : ... | orrawa FILE
10104 -c-4

-------------------------

S TACTRTTTR 'sscunzrv CLASSIFICATION
Date.B{I?‘?P.ll..%:?.’. 1'951 RESTRICTED
- Ef‘Tdf_f’ iﬁﬁm THE UNDER SECRETARY OF STATE FOR EXTERNAL AFFAIRS CANADA .
- FROW-r' qzﬁ_l . The Oanadlan Permanent Delegatlon, Geneva. -"'
Reference.:‘l....'Iom' letter No.. F-82 of March. .12th., 1953,.;.'.........‘....._ .............
’ Securlty Arrangements - Slngle—drawer flllng cablnet.
Sub_]ect...,.,‘;._...__.....v..._................" ..... IXERCETE TR eeneneenes aaseaanes SRMERIEEE

It is appr901ated that a 51ngle drawer “cabinet Lo
affords only limited securlty ‘but it is also my thought '
" that a two-drawer cabinet is only sllghtly'more secure.
. In any. event, as the -two-drawer. cabinet prev1ously sent
to us has proved of great use for the Permanent Delegatlon
Offlce, I.should like to retain:it here. and ‘would still
appreclate receiving: a 81ngle—drawer cabinet whlch could’’
be used- by delegatlons at the hotel. -

Although T am not alw&ys in‘a p051t10n to. control

securltj arrangements at the hotel, I do try go far as

possible to ‘make sure that reasohable- security arrangementsni’
-are observed by delegations and this: will. contlnue to ‘be.

the ‘case whether ormot a flllng cablnet is recelved.o It o
is not, however, only for reasons of securlty that a flllng-

o cablnet has been requested but' it is felt that this would:

-be of. great assistance to v1s1t1ng delegatlons for. hotel

. rooms do not provide any space at all which is approprlateﬂ

for flllng even routlne documents. -

In the c1rcumstances, I bope that 1t Wlll prove B
p0551ble to. meet our: request.

L R ’(signéd)ﬁN.F;H;Berlisf
Secretary

Tt _should be barred (send 2 padlocks), and nay - "be R
used for clas51f1ed materlal up to confidential- only.
: (Sgd ) ViC.Moore :
' ' . © .Dul.. 2_.
(Sgd ) ViCLits L
Mr. Hoore -~ / e : o - ‘
- See our. letter-F 161 authorlzlng purchase. As thls As g01ng
g ordlnarx air mail no mention was made of" 1ocks. I wnder—
" stand-you will follow up with a letter re locks. and - security
arrangements.- -As you are sendlng one padlock one extra only
'Wlll be ordered e .

“(Sgd ) J E. Munro S
| .26/1;/51 - T L

T - 000794
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/0/0 ‘fZF SECURITY CLASSIFICATION

. UL nm'r:.ﬁ | ?
hm‘v'mwhkﬂ“

) = S Y
at “Riioh 1, 195,

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: '
The Cenadisn Pevwanent; Delogation, Gouevas

i
Reference..... Yoilr TevHsE Foe %331. Gatad Toaveabey 3Up o ﬁg" B U EE

it
o
I
&
o
-
b
E...'l
P
foss
o
o3
tt

D ECE: o v eneraresansenreaanoseeeannansnstmesonsogessesns YU e el GdL S S e a T e e as
Subject: Secumity Avpangenmite s = SINGLO-AREUE PLITHY Uebi NGt

Ag » aingle drawer cabinet can m&.ﬂiiy bs cwvie%,

Copies Referred

No. of Enclosures

R T YRERIRLEY

Post File

No.. {‘ . e

it offords very 1itile seourity fov clagsified metevial,
phowld thevefores be grateful if you would continue to uss
the 4wo draver cabinet in the hotol during conferencess If
the vansgenent cannot provide plovage for the cabivet while
it ig not in use, you might keep 4t in your officea. Should
i% be stored ab the hotel, the padlock should be rewoved and
kept with the ka;rﬁ in your gefe ov mﬁ‘fiae eebinat,

Tou will appreciete the i’am& t!aa% oven & barmd
orbinet of gsubsbuuticl weighd cammot be conpidered & sectrs:
repusitory for & hotel viom aud that 1% would be desivable
40 keop olasgified papers uged by convention Sclegniions with
your own claspified meterisl im the m«fa gt your office overw

- nighls

Zﬂnﬁe acmtaw of State
for Rztornel Affalys
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© flarch 12, 1951.

W,

o mé;om;mg FoR §UPPLIES"A'1@ PRoi?Eﬁ'riES" '

Attached is a reply, which you might send

. out, to letter No. 231 of Hovember. 30, 1950 from the ‘

' Permanent Delegation in Geneva corcerning the purchese -
of single and.double drawer cabinets for the storage:
of classified material. As Migs Munro has pointed out '

& gingle drawer cabinet has little security value. I|| % W’fo ALazen,

should -eppreciate your congulting us in sdvance when MA?I‘_,,M/ e
requests are made to you for security equipment, par— U

- tieularly 'for repositories such as thig which do not :
" conform’ to normel specifications. - : / ;,,

/’”
G, 08 zr GL,/-\ZC_BR()QK W’W w

L Defence Liaison (2) Ml b

- 000796
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i
| 1 A
Letter No... .Eé.ﬁo.?. e ‘ SECURIZ T CLASSIFICATION }
A S
Date.. ‘Jonuary 29;- 1950 ce v e e een

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Csnedian Permanent Delegation, Geneva

iy letter D, 10 of Jenuary & implied that

we are sending you o nimber of filing cablnets., This
Copies Referred , o 7 o s} 4 ey .
To - 18 not the aase. Four padiwcks only have been despabéhed,

G. de T, GLAZEBROOK

/ . - g
/“ Under-Secretery of State
for External Affairs

. No. of Enclosures

Post File




Ex‘lz A

"Letter No/{ ......... e

January. 19th., .1950...

FROM: The Canadian Permanent Delegation, Geneva.

TO:

24 JAN1951

.................

ooooooooooooooooo

ooooooooooooooooo

ooooooooooooooooo

nnnnnnnnnnnnnnnnn

No. of Enclosures

Post File

Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loj sur I'acces a l'information

OTTAWA FILE

wo. 50048-AL=kQ...... ‘
% 7 ) -

SECURITY CLASSIFICATION 4

RESTRICTED )

'THE UNDER-SECRETARY CF STATE FOR EXTERNAL 'AFFAIRS, CANADA

I am glad to note from your letter that

‘four padlocks with keys are being sent to this office

as requested in my despatch No. 235 of November 30th,
1950. ' _

In your letter, however, reference is made
to "the filing cabinets which are being shipped to you'.
You will note from my original communication on this
subject that the padlocks are required for filing
cabinets already installed and I assume that the
reference to cabinets being shipped is an error.

™mN."Hl
Secretarys
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} Letter Nov... Be. /4. ... sEcUR 1w "ok kssricaTiOh. . ||
‘ Date. January, 8, 195L, s RS RICTED
- Date......... . 8RR8TY By P00

FROM: THE UNDER-SECRETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA

TO: The Canadian Consul, Geneva, Swibtzerland
Reference........ Qirevisr Documend. B 12k of  Bovember s 39900 o oo
Subject: ......... Security Arrengements. . ........... T

I am sending by diplomatic sea bag four

padlocks together with four sets of duplicate keys

Copies Referred

T0u e en et ninnnns {Hos. ALGBL, 5A660, GAY97 and 34736) for the
................. filing cabinets which are helng shipped to you. .

Gode T. GLAZc5RUUK

_ /
= TOD Under-Secretary of State
No. of Enclosures for External Affairs

-------------------

1

Post File
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| GENEVA REPORT iy G l
"... 50042 ~4/ 4D
Security Q“ﬁ?ﬂ%/mn /HM }

| ' An officer posted to Geneva must have a
thorcugh knowledge of the security regulations
of the Department of Externsl Affairs as he will
be responsible for security in this post. :
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Despatch No..... P T //;}J SECURITY CLASSIFICATION
Date...... November.30th,..1950 .. ’BM /\((JU SECRET
FROM: The Canadian Permanent Delegation, Geneva
TO: THE SECRETARY OF STATE FOR EXTERNAL AFFATIRS, CANADA

: Reference..... Your. .Circular. Docuuent. No.. B.121 .of. Novembexr. 7th,. 1950..

Subject:

5 DEC 1950

Copies Referred

Post File

Two four-drawer filing cabinets and
one two-drawer filing cabinet in this office are
being fitted with metal bars and hasps in accordance
with the instructions contained in the circular
documentes I shall be grateful, therefore, if
four padlocks can be sent from Ottawa in order to
lock these cabinets and to provide a spare lock
to be kept in reserve,

Dl
M

N.F.H. Berlis,
Secretary. —_

000802
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S A }Hijéa}&j ‘ <idy i ;52"
Letter No.. .231. s .'.‘».; ......... i g}f ¢ | VSECURITY. CLASSIFTCATION
Date. ... JoveTOEE 20th, 1050, o tione
TO: pROM: THE UNDERiSECBETARY OF STATE FOR EXTERNAL AFFAIRS, CANADA
AFROM: TOX ,: ‘LHE CANADLAN PbﬂMANBNl DLLEGA&ION GEREVA,
- Reference..... LQul. Letter Ho.. Ev.191.0f. Novenher. 7Lh, 19500 e e eieearnniiaerasiann
Our Requ181tlon Ho.' 5 = Filing Cablnets. - B .
SubJect .................................................

_ I have noted your suggestion that the two-drawer
filing cabinet sent to this office might perhaps be
stored at the Hotel de la Paix and used as required by
delegations. I have, however, found the two-drawer
cabinet to be most useful in my own office and should be
happy to continue using it. Horeover, I realize from
past experience that the hotel hag very little storage
space aveilable and although I am sure that the management

Copies Referred .

...................
..................
.................
..................

.................

would wish to cooperate insofar as possible with the
Canadian delegation, it might cause them some embarrassment
to retain a filing cabinet permenently in storage. For.
-these reasons, I have enquired concerning the possibility
of purchasing locally a single cabinet which I believe
would sppropriately meet the needs of delegatlons '
temporarlly in Geneva. .

: It is: p0581ble to purchase in Geneva a single
drawer steel cabinet without lock for 165 Swiss francs
- plus tax. The inside measurements of the cabinet are
38,6 cm. wide by 29.4 cm. high by 16 cm. long. - If

No. of Enclosures

could be-fitted to 1$ and a special padlock obtained from
Ottawa. - ' . .

_ There is no urgency about this request but it
- would be useful if such a cabinet could be purchased before

the Summer months when large conferences will be in session
in.Geneva. 1 shall, therefore, be most grateful for your
comments on this suggestlon. .

Post File

(Signed) N.F.H.Berlis

No.. 4.13':'6 ........ )

Secretary

‘authority is obtained to purchase this cabinet, a metal bar «-u
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p - CANADIAN DELEGATION

‘\‘
s to the

® curopean Office of the W 1 ‘ ‘
United Nations SECRET

DELEGATION DU CANADA

ST T e s

EETIRNAL AF ARG WLa Pelouse", Palais des Nationms,
aroaft fLE L Geneva, February 12th, 1949.
‘l

No. /Z

SiT, E\ . ﬁ}@fn@_ﬁ'ﬁ?ﬁ%’i

5 AT Laak s s 3RS

"1 refer to paragraph 12 of my despatch o =2
No. 10 of February 3rd in which I stated that securitylauww: .o AF
arrangements had not yet been completed in the permanent
office quarters in Geneva which are now located in "La
Pelouse" a villa belonging to the United Nations which
las been converted for the use of permanent delegations.

£y 2. I wish to refer also to my telegram No. 16 /7'?
e .} of February 7th and to your telegram No. 28 of Febiuary

& 10th concerning damage to the safe sent to this office

i from Canada.
e 3. Security arrangements have now been completed

: and the safe has been opened and put into operation.

" . Although the members of the staff of this office tried
d several times the combinations which were set and the

2l . security officer from the U.K. Permanent Delegation also
2 — attempted to open the safe, it was apparent that either
e the mechanism or the handles had been jammed in transit.

Yesterday, however, I arranged to have Mr. Ewing who is
the Security offlcer at the U.S. Legation in Berne visit

%’EBQi 19419thls office to look at the safe., Before he arrived, we

ried again the combinations and on this occasion we were
successful in opening the safe. Mr. Ewing was not, therefore,
required to examine the mechanism but he gave as an
explanation for our difficulties the fact that the handles
had been jammed in transit and that possibly the comblnations
were not good.

Since opening the safe, each member of the
staff of this office has tried the combinations several
times; the combinations have now been changed in accordance
with instructions; and the safe appears to be working
satisfactorily.

5. In addition to the safe, we have in the
office one filing cabinet which is secured with a padlock.

6. Although the French doors leading from the rooms
occupied by the Canadian delegation lead on to an outside
terrace, the doors are locked at night and heavy outside
shutters are also securdy fastened to make entry from the
outside impossible. Keys have now been provided for the

inside doors which are also locked when the office is closed.
After 8.00 p.m. when the concierge is no longer on duty

in the public hall of this building, the main door is also
locked and the outside storm door locked in addition so that
entrance to the building can only be obtained through the

use of proper keys.
1

The Secretary of State. _ X
for External Affairs, ( cesee 2 '
Ottawa, Canada, ‘

000805
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2

Te Keys to the outside door are, of course,
available to the delegatlons from other countries who also
have office space in this bulldlng but it would be a
difficult task for outsiders to gain access,

8. : The grounds are supposedly patrolled at
1ntervals durlng the night by U.N. guards.

9. " I am satisfied that the security arrangements
in effect for this office are adequate and we shall take
every proper precaution to keep our files and papers secured.
I have the honour to be, '
Sir, :
.Your obedient servant,

s>

(for)  Permanent Representative.
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4 -
M "La Pelouse", Palais des Nations,
[<; Geneva, February 22nd, 1949,

0 '

Dear Mr., Hemsley,

In a secret despatch No, 17 dated February 1l2th
the security arrangements for this office were described
and you will note from the despatch that some difficulty was
encountered in opening and putting into operation the safe sent
from Canada for our use. The security arrangements are now
working quite satisfactorily but I wish to refer to this subject
in order to explain in ‘advance the large number of taxi fares
charged on our January and February accounts,

2. When Mr. Jean Désy arrived in Geneva on January 23rd
for a meeting of the Executive Committee of the International
Refugee Organization, he indicated that it would be necessary
for him to send and receive cypher telegrams and that it would
not be convenient to do this through the Legation at Berne, 100
miles away. The cypher books which were held for us in Berne
were, therefore, brought to Geneva and deposited in a sealed
package in the vault of the U.K. Permanent Delegation who had
previously offered the use of their facilities. At that time,
the Canadian office was located at the HOtel de la Paix and

it was necessary to use taxis to collect the books from the U.K.
vault and to return them there for safekeeping.

3. About the same time, Mr. Norman Robertson arrived

in Geneva with Mr, A.E. Ritchie from Canada House and Mr. C.S.A.
Ritchie from the Canadian Embassy in Paris to attend meetings

of the Special Berlin Currency Committee. Towards, the end

of Mr. Robertson's stay in Geneva, a large amount of cypher work
was done by this office and although the office had moved to

"La Pelouse" on February lst, the safe had not yet been opened
and keys had not been obtained to permit the use of the office
in the evening or on Sunday. It was, therefore, necessary to
continue working in Mr. Robertson's room at the Hdtel de la Paix
after office hours and to use taxis for obtalnlng and returning
the cypher books,.

S.D. Hemsley, Esq., :
Chief Administrative Officer, esseee 2
Department of External Affairs,
Ottawa, Canada. 000807
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Lo - This situation should not re-occur as security
arrangements have been completed at "La Pelouse”. The cyplier

books are kept in the safe and keys are available to permit us
to work in the office at any time,

5e If more specific information should be required:
concerning the large number of taxi fares shown on our accounts,
I shall, of course, be glad to give further particulars. ‘

Yours sincerely,

RYAR

et

N.F.H. Berlis,
Secretary.,
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Ottawa, December 10, 1948

MEMORANDUM FOR Mi. MATTHEWS

I would have no objection from the security
point of view to the villa which Mr. Wilgress recommends
that we should rent as office space in Geneva. It is
not by any means ideal, as other delegations would have
offices under the same roof and as there would bs no
night guard in the building, but Mr. Day tells me that
the number of secret papers which will have to be kept

in Geneva will be very limited and could easily be kept
in a safe.

You might like to ask Mr. J.G. Smith to make
immediate arrangements for shipping a safe to Geneva,
if this has not already been done,as the Delegation
will need a safe no matter what offlces are finally
obtained. Until the safe arrives in Geneva, it would
be undesirable to keep secret papers in the villa.

j>wwxs ccuMLytﬁgg//1§»ifz T, suwati,
stﬁLQW kloclo d o _u hn;_aLQ
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MESSAGE FoRﬁ  MEST
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NLF‘SSAGE TO BE SENT

EN CLAIR
CODE
. _CYPHER 07/

X

_FOR COMMUNICATIONS OFFICE USE ONLY

5 February 10, 1949. SENT = L\EB 1V 1948

..... 8 ‘ Date ) o /

t
i
o

) DEGREE OF PRIORITY .

_TYPED :

_get reliable local firm to open safe.

IS THIS MESSAGE .

LIKELY TO BE PUBLISHED [ -

YES 0 .- NO |

INTERNAL DISTRIBUTION :

HE .............. ::,_f-,",.'_,.':':‘::'. s 7

,SPIES REFERRED - TO:

.3

-339-50M, C e
]

- ’ Y 4

//

-
Ul

t;i/;(<'g  : Your telegram No. 17 of February 7- :

1. V//; If damage to your safe cannot be .repaired by

S o L s

& U.S., or.U.K: national vouched for by his Legatlon, try. to

Repalrs may be carmed

3V/; your premlsii/ynaer Canaalan superv 1o but, 1f
deorépalrﬁda necess:.tdté’{*noval of safe to?iocaﬁflrm

and- we bhall try to arrange for

o

a Forelgn Offlce expert to be sentVi/"romlﬁmdon//gecurity of .

/'/

please reoort extent of damage,

’che mechanism of our safes is most. important.

SECRETARY OF STATE FOR EXTERNAL AFFAIRS.
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- "FROM‘ THE PERMANENT REPRFSENTATIVE OF CANADA d} LN ﬁlmﬂ GEmA M_g}
TO‘ HT‘? SECRETARY OF STATE FOR WXTERNAL AF’R‘AIRS OTTAWA .;. -

A N . L ~ ,‘4: ‘0"' v"‘ . l<" P : ' s '
IMMEDIATE v’i? N ;\,gﬁ*.t‘lﬁ;._ S E c RE T

R . .
SR . &§
| CYPHER - 0 ’I‘ P, S oy \t GmNEVA February 7th 1949
NG, 17 T 2R ST
AN 2 S .

' to W11gress. Safe bearing handle 099936 and 1nstructions have

: been received in Geneva

-l;”be opened Secur1ty man from Unlted Kingdom permanent delegation

fexamined safe but could not help.- Please advise what arrangementsﬂ

- Dacument disclcg i=remy]
Document dlvulgue

N2 »i;p,
; File fo. gq@ H (M

'. L?

., RN “\

PSRN el
e

&

ui;;eﬁ 17 ebruary 7th Secret aetter ofCIanuary 5th

,", é,: Safe was damaged in tran81t and cannot repeat not

) may be made for repairs

3 Cypher books are belng kept in sealed case in United

) ,Kingdom vault until our safe 1S repaired

,-_,
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Lo e

' CANADIAN, PERMANENT REPRESENTATIVE:
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