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IN REPLY PLEASE QUOTE \

Depactment of National Befence TTEEE

CANADA

CHIEFS OF STAFF COMMITTEE
OFFICE OF THE SECRETARY.
CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA
28th Novenbsr, 1949,
an;SQn-
co&aSD :
Cul8 7
CaD.R.B.
Disclosure of Information
1. ' ’ﬁeferez;ce peworandun C5C ﬂ—i of 23rd Kovesmbor,
2, At the requesi of the Ghiof of the Air Staff,
who pould profer not to ecwmont oa this subject at
this time, this metter will be included on the ZAgenda
jof tho 455th moeting of tho CThiefs of Staff Conmittes,
date to be notifled lnter,
%Za—/m ”/ <
i {J B.B. Smith)
Brigadier,
Secretary,
5M—4-49 (2110) 000216

H.Q. 224-15-9
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TOP SBCHEY

A D AR 0D W

gSTS 11560-2 {CHS)
28th November 1949,

SECRETARY
CHIEVS OF STAFF COMMITIER

Disclosure of informmtion to
Other c’omtrrial

With referencs to your CSC 8~1 of
25rd Novezber, 1948, I concur with the memorandun from

the Secretary, Joint Intelligence Comnittes.

S CHIEP OF T¥E NAVAL STAFF.
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‘Classification

cac T/, 2,.3.////4%

Reference

}2

v

CHIEFS OF STAFF CTE

Request your comments hereon for C.N.S. please,
and return to Room 3316 by gs sagw As /5 o

]i)ate Z?‘/’//‘%f

Recommend avproval of Chiefsof Staff
Committees on the two attached papers.

2. Attached to the fly leaf is draft covy
of R.C.N. amendment to C.B.0. Form U2D(5)
(1948) Paragraph 65A which will include all
the information contalned in these two
papers for the guildance of Commanding

Offi Cere, H-Mo C. Ships.

(K L. Atwood)
Commander, R.C.N.,
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IN REPLY PLEASE QUOTE

CSC 8-1

Department of PNational Befence
CHIEFS OF STAFF COMM]TTEE

OFFICE OF THE SECRETARY,

CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

23rd Hovember » }»949'

gc&ns‘g
cba.s L
Coll84”
c.ﬂ’RlB‘

Disclopure of Information
Yo Other Countries

1, Enclesed 12 copy of & self-explanstory
memorandum froo the Secretary, Joint Intelligence
Committee, together with enclosures,

2 oy I be pdvised, pleare, of your
concurrence or rveparks in this connection,

(3.0.B. Smith)
Brigedler,
Soerotary.

*
S5M—4-49 (2110)
H.Q. 224-15-9 000219
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CsSC 14-2-1
#zop, sEcRey

JOINT THTELLIGENCE CONMITTER

Hovember 22nd, 1949,

Tho Becretary,
Chicfs of Staff Committee,

Disclosure of Information
50 Okher Countries

1. I sond you hercwith copies of the following
docunentas

{(a) A paper entitled "Disclosure of Informetion
to Other Countries®,

(b) A paper entitled "Helease of Information to ‘
© Commonwealth Countries”,

2. The former has been approved by the Joint Intellie
gence Committee who recommended that it be approved by the
Chiefs of Staff Cormittee and be forwerded to the Secnrity
Fanel for their consideration, ’

3, Since the latter paper is & review of the present
practices employed by the individual Servicee and the Defence
Research Board with respect to the release of information to
Cormonwealth countries, it need only be noted by the Chiefs
of Staff Commitiee &t this time, Its object was to achieve
2 uniform practice amongst the three Services and it was pre-
pared as a separate paper because the Joint Intelligence
Cozmittee did not conaider it advisable to include any refer-
ence to Commonwealth countries in the fermer psper,

4o I should be grateful if you would include this matter
on the agenda for the next meeting of the Chiefs of Staff
Connittes,

(.H. Newsome)
Wing Gﬁmbﬂﬂl’, ﬂ.c.ﬁ.F-’
Ene, Secretary,
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. TOP SECRET

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

GENERAL

1, - The policy described hereunder should be observed with regard
to the disclosure of information to other governments, or their represen-
tatives, whether civilian or military, It should be borne in mind,
however, that, under this policy, information will only be dlsclosed when
appropriate authority has been obtained for such disclosure. The policy
in no way relieves officials of their obligations under the Official
Secrets Act,

QEFINITIQN ‘

2. The term "information™ is taken to refer to information which
is the property of or the primary concern of the Canadian Government,
It covers:

(a) Information - that is to say knowledge of Canadian forces,
equipment, research and development, etc, This is further
sub-divided into:

(1) Scientific information, when this has resulted from
fundamental research and development carried out
under government auspices or which is allotted a
security classification,

(ii) Technical information about equipment, manufacturing
processes and operational technique,

(iii) Non-technical information, such as orders of battle,
strengths, locations, operations, training methods,
plans, organization and publications,

(b) Intelligence - that is to say knowledge of foreign countries
in 2ll the fields listed in (a) above, possessed by Canada,

CATEGORIZATION OF NATIONS FOR DISCLOSURE PURPOSES

3, In the light of the above, a standard policy has been prepared
by which foreign nations are categorized as described below for disclo-
sure purposes, (See Appendix "A" attached) In each of the first four
categories, foreign nations may receive, at the discretion of the Canadian
Government, information up to and including classification for that
category,

Category 1 ~ Nations who may be given up to and including Top
Secret mllltary information,

Category 2 - Nations who, though normally given no higher infor-
mation than Confidential, may, in the interests of Canadian
strategic policy, receive information up to and including Top
Secret under special security arrangements such as those devised
for the North Atlantic Treaty, .

Category 3 - Nations who ggy be given up to and including Con-
fidential information, )

Category 4 - Nations who may be given up to and including
Restricted ‘information,

Category 5 =~ Nations who must be given no classified information
except as necessary to ensure reciprocal treatment for Service
Attaches, Missions, etc,, and never higher than Restricted,

000221
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e It is emphasized that the rules for disclosure of classified

r““~1nformatlon under each of the categories are permissive, No nation should

bé given any information unless Canada thereby derives some polltlcal,
military or economic benefits,

RECIPROCITY

5¢ It is important that the disclosure of information shall be on

a reciprocal basis, With some nations Canadian relations are so close

that reciprocity is implicit, while other nations may have nothing to

offer that Cannda needs, though it may, for instance, be possible to ask

for "intelligence" in exchange for "equipment", With the low category

nations, reciprocity is essential as a weapon should it be desired to

stave off an awkward request by making a counter-request known to be im~
possible of fulfilment, The counter-request need not necessarily be con-

fined to the requirements of one department, It is considered that the
reciprocity rule should be maintained, The responsibility for applying

the principles of reciprocity will be assumed by departmental security
‘gigipers_who will, if dn.deubbe-copgult the Joint Intelligence Committee
or the Security Panel,

1
INDUSTRIAL PATENTS

6, In order to safeguard industrial interests, information of con-
cern to manufacturers, whether government-owned or privately-owned, will
be dealt with in the following manner:

(2} Wholly Patentable, i.e., the whole of the information can
be protected by a patent specification,

If secret, consideration will be given to the possibility
of acquiring a secret patent in Canada and disclosure to a
foreign government should, as far as possible, be made on
the following conditions:

That the information is kept secret and the govern-
ment of that country will grant to Canada, on request,
patent protection of suitable priority,

If not secret, i,e., such that publication in a patent
specification is permissible, no problem arises, Govern-
ment-owned inventions should be examined to see whether
foreign patents should be obtained and exploited, In the
case of privately-owned inventions, the recipient government
should be referred to the owner to negotiate terms,

(b) Wholly Unpatentable, i.e., the information, while commercially
valuable, is not of the kind which can be protected by a patent
specification,

Government-owned information should only be supplied if a
quid pro quo is obtained -~ sitrategic, political or commer-
cial = worth the value of the information,

In the case of privately-owned information, the foreign govern-
ment should merely be put in touch with the owner, but if the
nature of the information is secret, the owner should be warned
that he should communicate the 1nformatlon only to accredited
representatives of the foreign government who are pledged to
maintain secrecy,

5

000222




R

(a)

Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés & I'information

€

-3 -

) (c) Partly Patentable and Partly Unpatentable, The only impor-

tant case is where the information as a whole is secret and
unpatentable, e,g., the layout, dimensions and specification
of an aero engine, while some parts are patentable and may be
patented without fear of disclosing the general design, e.g.,
a magneto,

The patented and unpatented parts should be treated separately
as in (a) and (b) above but, in the case of privately-owned
patentable information, care should be taken to inspect any
patent applications before they are filed in the foreign
country by the owner, to make sure that they do not disclose
any secret information,

Departments which are negotiating with foreign governments for
the communication to them of information of commercial value
may, depending upon the particular circumstances, decide to
carry out the negotiations themselves and may lay down the
terms upon which the information may be used by those govern=-
ments, or they may decide to entrust the negotiations, under
suitable conditions, to private firms or individuals,

CONDITIONS FOR DISCLOSURE

7

The following conditions should be laid down and agreed to by

2ll nations to whom information is disclosed:

(a)

(b)

The i-formation received should be safeguarded under sub-
stantially the same rules of security as the Canadian
authorities themselves impose,

The information is disclosed only for the use of the
recipient government and such of its contractors, under
seal of secrecy, as it may notify to the Canadian Govern=
ment in writing, Disclosure to any other government or
publication to the press or in any other way, would con~-
stitute a breach of the agreement,

November 18th, 1949,
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TOP SECRET

APPENDIX M"AM

CATEGORIZATION OF FOREIGN NATIONS

1. Foreign nations have been placed in the following categories
for the purpose of receiving information:

Category 1 - Nations who may be given up to and including
Top Secret information:

Unifed States of America,

Category 2 = Nations who, though normally given no higher
information than Confidential, may, in the interest of
Canadian strategic policy, receive information up to and
including Top Secret under special security arrangements
such as those devised for the North Atlantic Treaty;

Belgium, Luxemburg, Denmark, France, Iceland, Italy,
the Netherlands, Norway and Portugal,

Category 3 - Nations who may be given up to and including
Confidential information:

Greece, Sweden, Switzerland and Turkey,

Category 4 - Nations who may be given up to and including
Restricted information:

A11 foreign nations not included in the other four
categories,

Category 5 ~ Nations who must be given no classified informa-
tion except as necessary to ensure reciprocal treatment for
Service Attaches, Missions, etc,, and in no case higher than
Restricted:

The Soviet Union, Albania, Bulgaria, China,

Czechoslovakia, Finland, Hungary, Poland,
Roumania and Yugoslavia,
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- TOP SECRET
. RELEASE OF INFORMATION TO COMMONWEALTH COUNTRIES
1, - The Joint Intelligence Committee has recently prepared for the

concurrence of the Chiefs of Staff Committee and subsequent consideration
by the Interdepartmental Security Panel a paper setting out the policy
for the disclosure of information to foreign countries, It was not con-
sidered advisable to make reference in that paper to the countries of the
British Commonwealth, and these now form the subject of this paper,

2. United Kingdom policy, which has heretofore had considerable
influence on Canadian practice in these matters, has undergone a change
in recent months, Whereas in 1946 the British paper on thc subject
stated that the Commonwealth countries were all eligible to receive up
to TOP SECRET information, a recent revision of the British paper omits
all reference to the Commonwealth, The considerations preventing the
British from making any declaration of policy which would differentiate
between the various countries of the Commonwealth in matters of security
are also applicable to the Canadian Government, It is inopportune there-
fore to seek an expression of government policy on this matter at the
present time,

3. Nevertheless, the Armed Services and the Defence Research Board
are having to deal with an increasing number of requests from Commonwealth
countries to release information and equipment, The Joint Intelligence
Committee has, therefore, reviewed the practices of the individual
Services in dealing with such requests so that uniformity and consistency
can be ensured, Paragraph 4 sets out the findings of the Joint Intelli~
gence Committee, and while there is no immediate necessity for this pro~
cedure to be approved by the Chiefs of Staff Committee, it was considered

. desirable that the Chiefs of Staff should be aware of the practice which

is generally being followed,

4Le (a) United Kingdom

Classified information up to and including TOP SECRET is

being released to the United Kingdom in accordance with

the close military liaison which hag always existed with .<f>,
that country, Procedures for clearing such information

‘are those normally applicable under the "need to know"

principle and no special safeguards are applied,

N

(b) Other Countries of the Commonwealth

Information up to and including CONFIDENTIAL is being re-

leased on a "need to know" basis, subject to evaluation

in each case as to the actual benefit, direct or indirect,

to be derived by Canada as a result, Information clas-

sified SECRET or TOP SECRET is not normally being released

to these countries, but should it be considered desirable

each case would be considered on its merits and would re- D W,
quire the approval of the Chief of Staff of the Service ’
concerned, A1l information released to these countries

is first cleared with the appropriate Directorate of
Intelligence,

(c) The foregoing takes into account and observes all existing
regulations governing security, including recognition of
our obligation not to disclose to a third power informas
tion received from a second power without the consent of
the latter,

Y

November 18th, 1949,
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Reference

m
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CNTS

A/CNTS (W. & 8)

A/CNTS (Ships)

A/CNTS (Air)

"DGFA

DGNO

SA/CNS

Request your comments hereon for C.N.S. please,

and return to Room 3316 B9 o= soomn as Possisle

I~ "NAVAY SECRETARY

Dte F/TL4G..co..
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. FILE NO. ¢SCc __ 8-

CHIEFS OF STAFF COMMITTEE <

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,
EAST BLOCK., ‘

DATE: 61;1; sapgember, 1949.

MEMORANDUM TO: C.G.S.
. . L C.AQSI /
C.N.S.
C.D.R.B.
SUBJECT:

Relesoe of Iﬂtormation A3

sonropwaadin LONMLLTie

I. The following document concerning the
above mentioned sub ject is forwarded herewith:

Demoranfun CSC 14-2-1 of 22nd August, 1949,
- from Aoting Seeretary, Joint Intelligence Conmittee,

; 2, This metter will be placed on the agenda
of the ! next meeting of the Chiefs of Staff Committee
to be held ——— . § '

(J.D.B, Smith)
Brigadier,
Secretary,

000227
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. CSC 14~2e1
"ﬁ» TOP SECRET |
Lt

JOINT INTELLIGENCE COMMITTEE

August 22nd, 1949.

Chiefs of 8taff Comittee.

Release of Information to Commonwealth Countries

1, The categorisation of Commonwealth countries, with
respect to the disclosure of classified information, has been
considered by the Joint Intelligence Committes and the attached
paper setting out principles presently followed in dealing with
Commonwealth countries has been approved by the Joint Intelli=-
goence Cormittee for comsideration by the Chiefs of Staff
Committes,

EoFe G&Bk&ll.
Acting Secretary.

The Secretary, '
Ence
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TOP SECRET
Release of Information to Commonwealth Countries
1. The Joint Intelligence Committee has recently prepared for the

concurrence of the Chiefs of Staff Committee and subsequent consideration
by the Interdepartmental Security Panel a paper setting out the policy
for the disclosure of information to foreign countries. It was not con-
sidered advisable to make reference in that paper to the countries of the
British Commonwealth, and these now form the subject of this memorandum.

Ze United Kingdom policy, which has heretofore had considerable
influence on Canadian practice in these matters, has undergone & change
in recent months. Whereas in 1946 the British paper on the subject
stated that the Commonwealth countries were all eligible to receive up
to TOP SECRET information, a recent revision of the British paper omits
2ll reference to the Commonwealth. The considerations preventing the
British from making any declaration of policy which would differentiate
between the various countries of the Commonwealth in matters of security
arc also applicable to the Canadian Govornment., It is inopportune there-

“ fore to seek an expression of Government policy on this matter at the
present time.

e Nevertheless, the Armed Services and the Defence Research Board
are having to deal with an increasing number of reguests from Cormonwealth
countries to release information and equipment. The Joint Intelligence
Committee has, therefore, reviewed the practices of the individual
Services in dealing with such requests so that uniformity and consistency
can be ensured. Paragraph 4 sets out the findings of the Joint Intelli-
gence Committee, and while there is no irmediate necessity for this pro-
cedure to be approved by the Chiefs of Staff Committee, it was considered
desirable that the Chiefs of Staff should be aware of the practice which
is generally being followede

4, () United Kingdom

Classified information up to and including TOP SECRET is
being released to the United Kingdom in accordance with
the close military liaison which has always existed with
that countrye. Procedurcs for clearing such information
are those normally applicable under the "need to know"
principle and no special safeguards are applied.

(b) Other Countries of the Commonwealth

Information up to and including CONFIDENTIAL is being
released on a "need to know" basis, subject to evaluation
in each case as to the actual benefit, direct or indirect,
to be derived by Canada as a rosulte Information clas=-
sified SECRET or TOP SECRET is not normally being.released
to these countries, but should it be considered desirable
~each case would be considered on its merits and would ro-
quire the approval of the Chief of Staff of the Service
concernede All information released to these countries

is first cleared with the appropriate Directorate of
Intelligencee

(¢) The foregoing takes into account and observes all existing
regulations governing security, including recognition of
. our obligation not to disclose to o third power informe=-
tion received from & second power without the consent of
the lattere

August 22and, 1949,
000229
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TOP_GECRET

JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,
Privy Council Office,
East Block.

Date: August 22nd, 1949,

MEMORANDUM TO: G.G. Crean, Esqguire,
Department of External Affairs.
-D.N.T,
D.M.I.
D.I.A,
D.S¢c.I. - D.R.B.
D.C.I. - R.C.M.P.
Director, Joint Intelligence Bureau.

Subject: Rolonse of Information to
Commonwealth Countries

I enclose herewith for your information and
retention the following:

>

Lotter to tho Becretary, Chiefs of Staff Committeo, from the
Secrotary, Jel.Ce, (with attachment) on the gbove subjoots

W,

.l

(F.W,T. Iucas)
Comman&er, R.C.N.,
Secretary.

Ence

.........

Dorrs" A /

AUG 26 1949
EJJSA%A51KSA“? .........
1

Bt 10 i

i Ry s s B e AT

Com
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COPY ' CSC 14-2-1

- : TOP SECRET

JOINT INTELLIGENCE COMMITTER

August 22nd, 1949,

Chiefs of Staff Committee,

|
} The Secretary,
Release of Information to Conmonwealth Countries

1. The categorigation of Commonwealth countries, with
respect to the disclosure of classified information, has been
considered by the Joint Intelligence Committee and the attached
paper setting out principles presently followed in dealing with
Commonwealth countries hes been approved by the Joint Intelli=~
gence Committee for consideration by the Chiefs of Staff
Committeo,

E.F. Gasgkell,
Aoting Secretary.

ne.

000231




D>

Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés a I'informatio,

. TOP SECRET

Release of Information to Commonwealth Countries

1. The Joint Intelligence Committee has raecently prepared for the
concurrence of the Chiefs of Staff Cormmittee and subsequent consideration
by the Interdepartmental Security Panel a paper setting out the policy
for the disclosure of information to foreign countries, It was not con-
sidered advisable to make reference in that paper to the countries of the
British Commonwealth, and these now form the subject of this memorandum.

2. United Kingdom policy, which has heretofore had considerable

influence on Canadian practice in thesc matters, has undergone a change
in recent months. Whereas in 1946 the British papsr on the subject
stated that the Commonwealth countrics were all eligible to receive up

to TOP SECRET information, & recent revision of the British paper omits
all reference to the Commonwealth. The considerations preventing the
British from making any declaration of policy which would differentiate
between the various countries of the Commonwealth in matters of security
arc also applicable to the Canadian Government., It is inopportune there-
fore to seek an expression of Government policy on this matter at the
present time.

Se Nevertheless, the Armed Services and thc Defence Research Board
are having to deal with an increasing number of requests from Commonwesalth
countries to release information and equipments The Joint Intelligence
Committee has, therefore, reviewed the practices of the individual
Services in dealing with such requests so that uniformity and consistency
can be ensureds Paragraph 4 sets out the findings of the Joint Intelli-
gence Committee, and while there is no immodiate necessity for this pro-

. cedure to be approved by the Chicfs of Staff Cormittee, it was considered

desirable that the Chiefs of Staff should be aware of the practice which
is generally being followeds

4, (a) United Kingdom

Classified information up to and including TOP SECRET is
being released to the United Kingdom in accordance with
the close military liaison which has always existed with
that country. Procedurcs for clearing such information
.arc those.normally applicable under the "need to know"
principle and no special safeguards are applied.

(b) Other Countries of the Commonwealth -

Information up to and including CONFIDENTIAL is being
released on a "need to lmow" basis, subject to evaluation
in each case as to the actual benefit, direct or indirect,
to be derived by Canada as a rosulte Information clas-
sified SECRET or TOP SECRET is nct normally being released
to these countries, bubt should it be considered desirable
each case would be considered on its merits and would re=-
quire the approval of the Chief of Staff of the Service
concerneds All information released to these countries

is first cleared with the appropriate Directorate of
Intelligences

(¢) The foregoing takes into account and observes all existing
regulations governing security, including recognition of
. our obligation not to disclose to a third power informe=~
tion received from a second power without the consent of
the lattery’

August 22nd, 1949, °
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File No. cse 14'-2-1

JOINT INTELLIGENCE COMMITTEE £0P SPORER

OFFICE OF THE SECRETARY,
Privy Council Office, '
East Block.

Date: 26 July 19,9

Referrad t
MEMORANDUM TO: G.G. Crean, Esquire, po’ f¢7/
. ' Department of External Affalpsi ™7 f7 -,
D.N.I. =~ 1 Ched 4
DoMc I. i "heensrerrmase o A
DGI‘A. : i

DoSC-I- - D-RoBo
D'COIQ - RcCoMoPa
Director, Joint Intelligence Bureau.

Roléase'_‘ of information to Commomvealth countyies

I enclose herewith for your informétion and
retention the following:

Demorandun prepared by D.II,, Filo H@ T8 711-0 (IfI~4) dated 25
July 1949, in accordance with the deecision contained in. para. 19(b)
undor Item 39 in the nimtes of the 204th nesting of the JIC, held
on 29th June; 1949.

This item will bo included @ the agenda fbr discusgion at the noxt
regular neating of tho JIC.

EJF. Giapkel)l -
m‘g»)

ecretary.

000233
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’ QOFX. S0P SICHEE
N HQTS TA1-C (iI~4)
- : OTTATA, 25 Jul 49

1 The Joint Intelligence Comaities hos recently prepared for the con-
currence of the Chiefs of Staff Commitiec and subsequent omoideration by the
Intordepartmemal Security Fanel a paper setting out tho policy for the dis-
olosurc of information to foreign coumtiries, It wne not considered advissble
to make rgfamnoe in that paper to the countries of the British Commonwcalth,
and these o.¢ form the subject of this memorandum,
2 UK policy, which has heretofore had considerable influence on Capedisn
prootics in these matters, has undergons e change in recent monthe, Ghereas
in 1946 tho Dridish paper on the subject stated thet tho Commomwcalth countrics
wsre all eligible to receive up to TOP BICRET informption, a rocent rovision
of the British paper omits all reference to the Commonwealth. The consider-
ations preventing the British from meking any declerstdon of policy which
would differentinte botween the various camtries of the Commonwealth in
patters of security sre sleo applicsble to the Canadian Governnent, It is
inopportune therefore to seek an oxpression of Governzent polizy oa this
matter at the present time,
3 Hevertheless, the Armed Servicss and the Defence Reseerch Board
cre having to deal with an incroasing mumber of requesis from Commonweslth
countries to relcese inforration end equipment. 'iﬁo Joint Imtelligence Com~
altteo has, tharefore, rovieved the praoctices of the individual Services in
dealing with cuch requests go that uniformity and consistenoy can be c¢npured.
Paragreph 4 sets out tho findings(of the Joint Intclligense Committco, and
shilo there ie no immodiate necossity for this proscdure to be approved by
4ho Chiefs of Staff Committec, 4t vas considered desirsble that the Chizfs of
Staff chould be aware of the practics waich e generally boing followod,
F (s) UK.
Classified information up to and including TOP BLCRT e being
rolessed to the UK in accordance with the close military
iaison widch hao slways cxisted with that country. Procedurcs /
for oclesring such inforustion oro those mormally sprlicable }
under the “nced to mow? princinle and po special. cafeguards | )
|
|

ara anpliecd,
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Information up to end ineluding CORFIDLTIAL is being
ralcése d on & "noed to know' basis, subjeet to oveluation
in ench case as to tho actual bemofit, direoct or indiroot,

| to ba derived by Canade ac a result, Information clessified
SECRET or TOP SECRET 1s not noroally being released to those
countries, but &k should it be considercd desirable each
¢aso tould be considered on ite morits and would requirc the
approval of the Chicf of Btaff of tho Service concerncd. All
information releascd to theso coumtrics is first cloared with

_ the appropriats Dircctorate of Intelligence,
{¢) The foregoing takes ;lnto account and obgerves all existing

regulations governing sesurity, including rocognition of
our obligation not to disclosc to & third power information
roesived from a gocond powsr without tho consent of tho latter.

5 Any additional points vhich appesr important to the Chicfs of Steff

would be sppreciated,
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SECURITY
CONFIDENTIAL PANEL
B DOCUMENT
SP=44
MEMORANDUM FOR THE SECURITY PANEL:
Exchange of information with foreign
countries: U.S.8.R, and satellites
1. In a letter dated June 1, 1949, addressed to the

Chairman, Security Panel, the Under-Secretary of State for
External Affairs expressed concern at the volume of official
information which is going from Canada to countries dominated

by the U,3.S5,R. and to the Soviet Union itself, It was pointed
out that this exchange involves possible dangers from the point

of view of security and that no serious attempt is being made to
withhold information that Canada might give as a quid pro quo in
exchange for information from the U.S,5.,R. and satellite countries,

2, In the past, other departments have been requested to
send all exchanges of information with the U,S.S.,R. and satellite
countries through the Department of External Affairs, in order
that an estimate of the volume and nature of official information
being sent to those countries might be made. On balance, the
exchange of information with these countries has been one-sided,
and it would appear desirable to place future exchanges on a
reciprocal basis,

3 While External Affairs is in a position to deal with
the problem of organizing these exchanges on a reciprocal basis,
the Under=-Secretary of State for External Affairs has suggested
that his department should not be made ultimately responsible for
dealing with the security aspects of all proposed exchanges., It
has been suggested that it might be appropriate to refer all doubt-
ful cases to the Secretary of the Security Panel, who would then
consult those members of the Panel who might be particularly
interested, or, if the importance of the request warranted it, the
matter at issue could be brought before a meeting of the Panel.

be There would appear to be no great difficulty in implem-

enting the proposed procedure insofar as the Security Panel is con-
cerned, but as the question concerns other departments, and as some
procedural questions are apt to arise, it would appear desirable to
have the matter thoroughly canvassed by members of the Panel before
any procedures are adopted,

5e It has also been suggested that a compilation of material
going forward from Canadian government departments to Communist
countries,; or received in return, should be forwarded to the Panel
at regular intervals for the information and guidance of the members
in dealing with this problem, A record of exchanges for the month
of June, 1949, is attached hereto as Appendix "A", and this
indicates that Canada's adverse balance on this exchange is clearly
overwhelming, ’

6. The establishment of a procedure whereby the exchange of
information with the U.,S.S.R. and satellite countries might be regu-
lated on a quid pro quo basis will, it is considered, be in the
interests of national security and at the same time provide Canada
with a certain bargaining power in relation to this matter.

E.F, Gaskell,
Secretary.

000236
Privy Council Office,

July 25, 1949,




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur ['accés a l'information

T0F SECRET
.Rq%rw:f;w&f?é?fﬁk&ﬂﬂf.

JOINT IFTELLIGEHCE COMMITTES JUL 13 1949
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dune 24th, 1940, | /
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1. Ttem 31, paregraph 8(b) of the 208rd meeting of
mmnmmmwmumw?u.?m
late a proposed categerigation of foreign nations for discussion

Z2e ; ¥ | nm herewith such a proposed categorizatien for

&
©
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APPENDIX "A"

CATEGOR IZATION OF FOREIGN NATIONS

1. Foreign nations have been placed in the following categories
for the purpose of receiving informations

Category l. Nations who may be given up te and ineluding
"Top Secret" informations

United States of Americas

Category 2+ Nations who, though normally given no higher
Eform%ion than "Cenfidential®™, may, in the interests of

Canadian strategic policy, receive information up to and
including "Top Seecret" under special security arrangements tihs
devised for North Atlantic Treaty sediet wepd" 4

v v 7
Belgium, Luxsmburg, Demmark, France, Iceland, Italy,
the Netherlands, Norwey and Portugals

Category 3+ Nations who may be given up to and including
'Eoﬁﬁe’n%hl" informationt

Argentina, Brazil, Chile, Greece, Sweden, Switzerland
and Turkeye

Cate 4. Nations who may be given up %o and imeluding
ﬁos%r&eﬁd" informations

All foreign nations not included in the other four ‘
categoriess

Category 54 Nations who must be given no classified infor-
mation except as necessary to ensure reciprocal treatment for
Service Attaches, Missions, ete., and in no case higher than
"Restricted"s

The Soviet Union, Albania, Bulgaria, China, Czechoslovakia,
Finland, Hungary, Poland, Roumania and Yugoslavia.
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-y JUL 13 1949 TOP SECRET
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June 22na, 1849,

KEMORANDUR PR TER JUINT INTRLLIGENCE COMMITTES:

e S -0 1 RO 404 4 . D RS 5 00

le With refersuce Lo Item 16 of the 20lst meeting, para=
graph 10(b) and Item 51 of the 208rd meeting, paracraph 8(b),
I am attachlug horewith, feor yowr information and retention,
copy of reply recolved by the Department of Exterual Affairs
from the Oifies of Gthe High Commissioner for the United Kingdom
congerning recategorisation of eertain countries under North
Atlantic Treaty arrangeruntse S

»

("aWels Lucas)
Commender,; Relellss
Seeretarys

.Ence
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TOF SECRET

Office of the High Commissioner
for the United Kingdom,
Barnscliffe,
CTTAWA.

13th Juns, 1948,

1085/8

Dear lir. Heeney:

Would you please refer to your letter of 10th May on
the guestion of the disclosure of military infermation %o fereign
countries?

In answer to the question raised in your lotter I have
been asked to inform you that the United Kingdom asuthorites cone
gider that, until the Atlantic Pact military machinery has been
established, it will not be possible to forecast what procedure
will be adopted for the exchange of information and inbtelligence
between signatories of the Pact and between the sigmatories and
other countriess They will, however, examine the matter fully
when more is known of the lines on which the military erganization
will be set ups

Yours sincerely,

Ge Be Gharmon

AsDo Py Heonay, BsQes KeCe,

Under=Socretary of State

for Externsal Affairs,
Cttawne
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DIRECTORATE OF N VAL INTELLIGINCE

NTERNAL KINUTS SHEZT -

_TOP SECR="™

CLASS: Qyijé;.
é‘. //5‘5‘/0 ;L //

DATE w/jfé{:V?\

INITIAIS i
i RE'!‘ARI( S
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NOTE:" 1.

2.
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The appropriate Staff Officer receiving this file is
resp#nsible for:

{a) Either preeising or indicating items of interests;
(b) Initiating any action reouired;
- {c¢) Checking internal distribution and preparing External

. Minute Sheet for outside distribution considered
desirable,

The Internal Minute Sheet is NOT te leave the Directorate
af Naval Intelligence,
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TOP SECRET

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

GENERAL

1. The policy described hereunder should be observed with regard
to the disclosure of information to other governments, or their represen=-
tatives, whether civilian or military. It should be borne in mind,
however, that, under this policy, information will only be disclosed
when appropriate authority heas been obtained for such disclosures The
policy in no way relieves officials of their obligations under the
Official Secrets Acte

DEF INITION

2e The term "information" is taken to refer to information which
is the property of or the primary concern of the Canadian Governmente.
It covers:

(a) Information -~ that is to say knowledge of Canadian forces,
equipment, research and development, etc. This is further
sub=divided into:

(1) Scientific information, when this has resulted from
fundamental research and development carried out
under government auspices or which is allotted a
security classification,

(ii) Technical information about equipment, manufacturing
processes and operational technique.

(1iii) Non=-technical information, such as orders of battle,
strengths, locations, operations, training methods,
plans, organization and publications,

(b) Intelligence - that is to say knowledge of foreign countries
in all the fields listed in (a) above, possessed by Canada,

CATEGOR IZATION OF NATIONS FCR DISCLOSURE PURPOSES

3e In the light of the above, a standard policy has been prepared
by which foreign nations are categorized as described below for disclo=~
sure purposess In each of the first four categoriss, foreign nations
mey receive, at the discretion of the Canadian Govermment, information
up to and including classification for that category.

Category 1 = Nations who may be given up to and including Top
Secret military informetion.

Categor¥ 2 = Nations who, though normally given no higher
information than Confidential, maz, in the interests of

Canadian strategic policy, receive information up to and in-
cluding Top Secret under special security arrangements such
as those devised for North Atlantlc Treaty discussionse '

Cetegory 3 = Nations who mey be given up to and including
‘CTonfidential information.

Category 4 = Nations who may be given up to end incliuding
Restricted information.

Category 5 = Nations who must be given no classified information
except as necessary to ensure reciprocal treatment for Service
Attaches, Missions, etce, and never higher than Restricted,

) 000243
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4q It is emphasized that the rules for disclosure of classified
BXX2eXXY information under each of the categories are permissive, No
nation should be given any information unless Cunadwe thardhy
derives soms political, mllltary or economic benefitse

=

RECIPFROCITY anj;
S5¢ It is important that the disclosure of xmisttexse information

shall be on a reciprocal basis. With some nations Cenadian relations
are so close that reciprocity is/implicit, while other nations may have
nothing to offer that Canade neéds, though it may, for instance, be
possible to ask for "intelligéﬁce" in exchange for "equipment"., With
the low category nations reciprocity is essential as a weepon, should
it be desired to stave off an awkward request by making a counter=-
request known to be impossible of fulfilment. The counter=request need
not necessarily be confined to the regquirements of one department. It
is considered that the reciprocity rule should be maintaineds The re=-
sponsibility for applying the principles of reciprocity will be assumed
by departmental security officers who will, if in doubt, consult the
Joint Intelligence Committee or the Security Panel,

INDUSTR JAL PATENTS

6s In order to safeguard industrial interests, information of con=
cern to manufacturers, whether government-owned or prlvately-owned, will
be dealt with in the following menner:

(a) Wholly Patenteble; i.ee., the whole of the information can
be protected by a patent specification.

If secret, consideration will be given to the possibility
of acquiring a secret patent in Canadae and disclosurse to a
foreign govermment should, as far as possible, be made on
the follow1ng conditions:

That the informetion is kept secret and the government
of that country will grant to Canada, on request,
patent protection of suitable prioritye

If not sscret, i.¢., such that publication in a patent:
specification is permissible, no problem arises. Govern-
ment-ovmed inventions should be examined to see whether
foreign patents should be obtained and exploited. In the
case of privately-owned inventions the recipient government
should be referred to the owner to negotiate terms.

(®) Wholly Unpatentable, ie.ee, the information, while commercially
veluable, is not of the kind which can be protected by a patent
specificatione :

Government-owned information should only be supplied if a quid
pro quo is obtained - strategic, politiecal or commercial -
worth the valus of the informations

In the case of privately-owned information, the foreign
government should merely be put in touch with the owner,
but if the nature of the information is secret the owner
should be warned that he should communicate the information
only to accredited representatives of the foreign govern=
ment who arc pledged to maintain secrecye
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Partly Patentable and Partly Unpatcntebles The: only impor=
tant cose is where the information as a whole is seeret and
unpatentable, e.ge, the leyout, dimensions and specification
of an aero engine, while some parts are patentable and may be
patented without fear of disclosing the general design, c.ge,
a magneto.

The patented and unpatented parts should be treated separately
as in (a) and (b) above but, in the case of privately-owned
patentable information, care should be taken to inspect any
patent applications before they are filed in the foreign
country by the owner, to make sure that they do not disclose
any secret information. '

Departments which are negotiating with foreign governments for
the communication to them of information of commercisl value
may, depending upon the particular circumstences, decide to
carry out the negotiations themselves and may lay down the
terms upon which the information may be used by those govern~-
ments, or they may decide to entrust the negotiations, under
suitable conditions, to private firms or individuals.

CONDITIONS FCOR DISCLOSURE

Te

The following conditions should be laid down and egreed to by .

all nations to whom information is discloscd:

(a)

(b)

The information received should be safeguarded under substantially
the same rules of security as the Canadian authorities
themselves impose,

The information is disclosed only for the use of the
recipient government and such of its contractors, under
seal of secrecy, as it may notify to the Cenadian Govern-
ment in writing. Disclosure to any other government

or publication to the press or in any other way would
constitute a breach of the agreement,

May 11th, 1949,

000245




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur l'accés a l'information

L0 Mw@=l

By 26th, 184

2o It will be moved that Brigadier Ulark,

in his reply
Shroughoet %o Eetrie Decmwsnt Neos 20, ;mwmm'w
Erephe of Metric Decawswmt Ues 30 L8 ailmched beweritu,

s hsmbera are roguasted tH ousore Bhmt i

# dosmmenl -
with the required eseurity pressutions azd is either flind ti:: mmm
fotrie saberinl or destroyed after resdiag.

e This matter will bo places on the
of the Camittes, uumuwamwmu’:m“m
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z

LONDON BRGLALD 1214004 HMAY 45,
Secretary C+8.Cs { ACTION )

grciz, TOP BECRE?
Following for Brig Smith from Brig Clark.
PARA ONB
Refersnce your meassge 401 of 0508107 Uy 49,
Begarding disclosurs of UK informmtion to warious nations,

© the spsoial sacurity arrangements referred to in C08 (48)(180)(0) para

six under catepory two are the metric security regulations gontainsd in
Betric Doownent Wumbar 20 { final editicn with Amsrican amendments)e

PARA TWO

In sddition to the security procedura set up in Metrie
Document Eumber 20, the Military Comittee Franks certsin dooumsnt such
as Orders of Battle quots not to be removed from 38 Vhitehall unguote.
Such papers can bs geen only by sppropriate members of the Vestern Unian
Defenoe Organiszation by viaiting 36 Vhitehall.

PARA PHRER

The Seoretary of J.I.Cs stated that thers are no other spoclal

ssourity arrengements eoxcept thoss refsrred to in psragraph four of
c03 (48)(180)(0) under the heading agreement with the USAs

CANMILITRY,

30208 /CB/1520463 AAY40.
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© &SCRED EXTRACT FROM

YLTRIC DOCULSHT 10s 20 (CONPLOTR)

AGHEED BECURITY FROCEDURE TO GOVIRE LRUSGELS TREATY
PCLITICAL AYD MILITARY TALES AND DNFORIATION
CRERCIEG THEREFRQM

l. IBIRIC « All papers comprising joint plans or comtaining informatiom
supplied by the other membor mations end tabled at meetings of the Permanent
Canmiesion and Bilitary Committee sst up under the Bruesels Treaty will bear
the codeword METRIC in ordor to indicate their origin and to ensure that they
shall only be handled by the special LETRIC Reyictries and distribution
mdchinery established fam this purposes LIETRIC marking and METRIC procedure
need not bo applied to papers prepared in Minietries as Uriefs for delegates
or to papers prepared as a result of decisions taken or information exchanged
in the Permanent Commisgion o lillitery Committes unless such papers une
avoldably cempromise the seocurity of CLASSIFIED Joint decisions or of
CLASSIFIED information belanging to enother member country.

2« GRADIIGe The codeword MBIRIC 4 & security warning. Within NEIRIC, doou=~
rents will be graded TOP SDCREY, SECRBT, COMFIDENTIAL or RESTRICTED according
to their contents. Responsibility for grading will rest with the originating
authority, whother this be & Brussels Ireaty body or an individual oocuntry.
Standards for oleassification of documents in any of the security oategories
are set out at Appendix A. Those are necessarily open to intorpretation and
the final deoisicen shall roat with the originating suthority.

8+ DORIGRADING. 5o documents will de downgraded withoub tho agreement of the
oricloating authority.

4« DISTRIBUTION LISTS. Thero will not be an automatio db tribution for all
METRIC documents according to secwrldy grading. Documents marksd TOP SECRET
pay require to be seon by entirely different sets of dopartmonts in each
country according to thoir contonts. Distridution should, therefore, be laid
dovn separstely for sach individual document according to its eubject matter.
This distribution will be egreed by the Comittee dealing with the subject
concernod, there a particular doowsent is tadled by en individual country the
reprasontatives of the othor otuntries must be in & position to state what
distribution of the docsument will be essentlal as far as their country is con=
corned and this will bo jJointly agreed.

5+ DISTRIBUTING MACHINERYe All documents having been graded end distribution
agreed ag laid down above, will do produced in the roequisite quantity of numbered
sopies by the Seorctariat which will also assign & reference number for regis-
tration purposes which does not give any indication of the contsnta. The
Sacretariat will then issue the reguisits number of copios to sach Delegation
ajgainst receipt. The roceipt should quote only the seriel and reference nuwber
of the documents and not its title. No METRIC doouments should de copies or
paraphrased in fulls Departments receliving UEMIC ddwuments may, however, ’
inoludo oxtroocts thereof so far as is nscessary in papers prepared calling for
action by sudberdinate branches. Additional coplss, if necossary, may be cbtalned
fron the Bccretariat.

0. Bach country will set-up a Central FITRIC Registry emd distributive mschinery
to handle ¥.TNIC documonte. Cne end of this organization will bde est up by cach
country concernnd in thoir owm capitals, Eo ISTRIC material will be passed oxespl
through thess chennels.

The United Kinpden have seb up simllar spocial EZIRIC rezistry machinery.

7« The L3TIC Registrics sot up by each Country, either at tho LOYDOE or Home end,
will %o responsible for ensuring the 4istributien laid dom on each IITRIC doou=
rent. Theeo Registries will furtler be responsible for the securivy of all

;uTRIC Goouments in trensit end for obilsining roceipts at all hand-over points o
that the progross of the packaze can be traced throughoute.
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o8¢ It will be laid down by the national suthority concernsd which personnel
'y » within ewch MSTRIC Registry may handle METRIC doouments in ssch of the

vur seewrity gradings. MBIRIC documents will be encloasd in an inner envelope
marked with the greding allotted and the word EBTRIC. They will be enclosed in
an outer envelops addressed to the officer in charge of the Metrio Registry
conoerned and franked with & package number for receipting purposes. The word
UETRIC will HOT appsar en the cuter menvelops. %hen the mail reaches the
Reglstry the outer envelopss will bs openod in the Central Hetric Reglstry, dut
the imner envelopes will emly be opened by Registry personnel on the list entitled
to handle documents in the security grading shown on the inner envelops. There
thers is a disteibution to be made, this will be effected by the Reglstry pere
sormel responsible for the grading concerned. then it is necessary to ensure that
& document will be dolivered to one named person only, the immer envelope will be
marked moccordingly and will not bs opened in the Reglstry. Individual receiptas

will be atiached to sach copy of & dooument individuslly addressed and will be
returned to the Secretariat, signed by the addressee.

8. Telephonic and telegraphio conmunications will NOT be used for the transmission
or the discuseion of LETRIC information.

10« Tranait of documents will in all cases be by acoompanied beg.

s ST )

11, HANDLING CF METRIC DOCUMSETS IN GOVERNMENT DEPARTMINTS In the seme way as
with the Central LSTRIC Rogistries, when scomes necessary for a Government
Department or Service to handle METRIC documents sslected personnel will be
nominated in that department who will be suthorized to handls EBTRIC doouments
in each of the four security catsgories. 7This might involve four lists in each
caue, the sige of which will increase in inverse ratic to the seorecy of the
document. All lists, howsver, will be kept to the worksble minfrum end must ine-
- olude not only the Ministere or officers who will aet on the document, but ths
-~  Secretaries, typists, registrars, eto. who will have to handle it. It foliows
therefore that & special registry parallel’ to the Central NETRIC Registry will
have to be set up in emch of the Ministries conocerusd ms it becomes involved.

12; SCREXNIRG OF PERCONNEL. The security authority appointed for this purpcse in

each comntry will be responaible for establishing the reliability of all persons

whoss names appear on the liats of thosge who require to have mcoess to ¥ELTRIC

documents, both in the registriss and in the Sovernment Departments and Services.
V In the oase of those persons requiring to have mocosss to TOP SECRET or SECRET

| documents, even if there is no adverse trace in existing records, it mey be neces~
sary to conduct positive enguiries.

13, There thers is reason to doubt the relimbility of auy individual on these lists,
the linister responsidle will be advised by the Security authority and it will be

W Siggested that he should nominate an alternative. Perscmnsl with uneatisfactory
socurily records will be transferred outside the METRIC sphere.

14, Persounel engaged in handling XETRIC meterisl will be reguired to sign e
documen! drawing their attention to their apecial rosponsibility for safeguarding
such patirial, end their llability to prosscution if sither by intent or regligence,
. ‘they allw it to pass inte unauthorized hends. The responsibilities of personnel
N go engagél mhould be explained veorbally to them in the clearsst poseidble terms,

18, ADMIMSTRATIVE SECURITY, .Defensive security messures in departments authorized
o handie IR IC material will te csntrally cowordinated in each country and will be

. sufficientio satisfy the responsible Ssourity authority in the country concérnsd.
&t AppendidB are notes on the defensive security measures considered desirsble.

In parioular, each department handling METRIC material will take steps to
ensure thitsaeas to the special MITRIC registry and offices dealing exclusively
with LRIRIC Ufairs is denied not only to outside visitors bubt mlso to other per=
sonnsl of thilepartment mot figuring on the lists. ‘

16, IESS Réasa*s. hhere no joint Press commmique an any HBTRIC topic has besn
agroed by the ttee concerned, individual countries wishing to make a relesse to

their own Fred will odtain olearance from the Permanent Comnission Secretariat
befors doing s

000249




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur 'accés a I'information

1""/ - JOINT SECURITY CONTROL. . The Government of sash of the countries will appoint
g fully qualified and permanent representative either to sit on & permarent
Security Cummittes or to aset the other Security represéntatives as necessary, in
order to discuss and formulmte joint security policy to mwet developments emerging
from the progresss of thes talks e.ge. oextension of the fisld to which METRIC infore
mation is to dbe distributed,

18, Should the Permaneut Commission deoide to extend the BRUSSELS TREATY talks teo
cover economic or finansial matiers directly relevant to the politiocal or military
discussions, the sscurity procedure roIevan*. to any new Committees desling with
such points would have to be reviewed.

¥ETRIC mmrkings snd procedures will not be extended to the proceedinge of any
comittes except on ths direct ruling of the FPermmnent Commission, nor will any new
¥etric Registry be sed up, any Government Depariment, nor any organisation whatsosver
indoctrinsted in Metric without the prior recommendation of the Security Conmittee
and the approval of the Permanent Commissiont. .

) Eaton Place,
SeWole

7 15th January, 1949.
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7 CSC 14-21

o | 20P SECRE?

JOINT INTELLIGENCE COMMITTEE

Chg'd to. AL,

‘May 1llth, 1949, / /

MIRORANDUM FOR 1B JOINT INPELLIGENCE COMMTPTEE:

1. . I enclose herswith a proposed draft of the memorandum
for the Security Panel entitled "Disclosure of Information to
Other Countries®, in accordance with the decision of the 20lst
meeting of the Joint Intelligence Committes, ' '

2+ 1%t ghould be noted that no attempt has been mads to
list the countries falling under the various categories as it
is folt that such a list would be premsture at the present time.

| 3. I also snclose:

{a) copy of a letter from the Under-Secretery of State
- for Bxternal Affairs, addressed to the Acting High
Commissioner for the U.K., regarding any changes
which the U.X. Govermment intends to make in their
present policy when the Atlantio Treaty comes into
force; and

(b) copy of u signal from the Secretary, Chiefs of Starf
- Committes to Brigadier Clark requesting further in-
formation on "special security safeguards™,

4o This matter will be placed on the agenda for the next
neeting of the Joint Intelligence Committee, to be hold om
Vednesday, lMay 18th,

i . f".w‘_‘—. L\)w\\

(Fc’ﬁo Te hlﬁll)
Conmander, ReCeNes
Enoe Secrotarye.
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T0P_SECRET

“t

Dear Mr. Shannon,

I refer to Bir Alexander Clutterbuck's letter of
September 20, 1648, with which he enclosed & memorandum on the
disclosurs of military information to foreign countries, which
embodied the United Kingdom Govermment®s policy on this question,
and to Mr. Reid's reply of December Tth.

Consideration is now being given to the revision of
Canadian Government policy in the light of the changes which will
be brought about when the Atlantic ITreaty comes into foroe. In
this regsrd Wieshould be interested to know whether the United
Kingdom Government intends to revise thesir present policy when
the Atlentio Treaty comes into force, I should be grateful for
any indiocation you might be abls to give me in this regard and for
any information you may have on the ehangn which might be made in
United Kingdom policye.

thould any changes be made in Cenadien Govermment policy
I shall, of vourse, inform you.

Yours sincersly,

{&.DsPs Hooney)
Under«<Secretary of Btate
for BExternel Affa;ra

GeBeB+ Shannon, Esqs,
Asting High Commissioner for the
United Ringdom,
Earnsciiffe,
(VIR SR A W ¥ ™
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0+ | ARMY MESSACE

N ; - . : CSC 14-2-1
Y , | (OUTGOING) -
.,./\n
OTTAWA ONTARIO 9 MAY 49
THE SECRETARY
CANADIAN JOINT LIAISON OFFICERS
’ /0 CARMILITRY

10NDON ENGLAND

J C8C 1126 TOP SECRET

| . FOLLOWING FCR BRIGADIER CLARK FROM BRIGADIER SMITH (+)

PARA ONE  REFERENCE UK CHIEFS OF STAFF MEMCRANDUM ENTITLED DISCLOSURE OF

o . UNITED KINGDOM MILITARY INFORMATION TO FCREIGN NATIONS (.)

j PARA TWO  NATIONS LISTED UNDER CATEGORY 2 MAY QUOTE RECEIVE INFORMATION

- | UP 70 AND INCLUDING TOP SECRET UNDER SPECIAL SECURITY ARRANGE-

MENTS SUCH AS THOSE DEVISED FOR WESTERN UNION DEFENCE TALXS

' , | UNQUOTE (.) '

‘ PARA THREE 1IN CRDER TO COORDINATE CANADIAN WITH UK POLICY IN THIS REGARD
IT IS REQUESTED THAT MORE DETAILED INFORMATION CONCERNING SUCH

o SPECIAL SECURITY ARRANGEMENTS BE FORWARDED 70 CANADIAN CHIEFS

OF STAFF COMMITTRE (.)

DISTRIBUTION BY CSC OFFICE

ARMY SIGS (4)

(JDB SMITH) BRIGADIER » ROUTINE 091210Q
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TOP SECRET

DISCLOSURE OF INFCRMATION TO OTHER COUNTR IES

GENERAL

le The policy described hereunder should be observed with regard
to the disclosure of information to other govermments, or their represen=-
- tatives, whether civilian or military. It should be borne in mind,
however, that, under this policy, information will only be disclosed
when appropriate authority has been obtained for such disclosure. The
policy in no way relieves officials of their obligations under the
Official Secrets Acts

DEFINITION

2e The term "information" is taken to refer to information which
is the property of or the primery concern of the Canadian Government.
It covers:

(a) Informaetion - that is to say knowledge of Canadian forces,
equipment, research and development, etc. This is further
sub~divided into:

(1) Scientific information, when this has resulted from
fundamental research and development carried out
under government auspices or which is allotted a
security classification.

(ii) Technical information about equipment, manufacturing
processes and operational technique,

(iii) Non~-technical informetion, such as orders of battle,
strengths, locations, operations, training methods,
plens, organization and publicationss

(b) Intelligence -~ that is to say knowledge of foreign countries
in all the fields listed in (a) above, possessed by Canada,

CATEGOR IZATION OF NATIONS FOR DISCLOSURE PURPOSES

3e In the light of the above, a standard policy has been prepared
by which foreign nations are categorized as described below for disclo~
sure purposese. In each of the first four categories, foreign nations
may receive, at the discretion of the Canadian Government, information
up to and including classification for that categorys

Category 1 = Nations who may be given up to and including Top
Secret military information.

Category 2 = Nations who, though normelly given no higher
in?orma%lon than Confidential, may, in the interegts of

Canadian strategic policy, receive informetion up to and in-
cluding Top Secret under special security arrangements such
as those devised for North Atlantic Treaty discussionse ’

Category 3 = Nations who may be given up to end including
" Confidential informatione

Category 4 = Nations who may be given up to and ingiuding
Restricted information,

Category 5 ~ Nations who must be given no classified information
except as necessary to ensure reciprocal treatment for Service
Attaches, Missions, etcs, and never higher than Restricteds
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4, It is emphasized that the rules for disclosure of classified
- military information under each of the categories are permissive, No

nation should be given any information unless Ghe—Ua&%gﬁ:@%a@fem thereby

derives some political, military or economic benefitse

RECIFROCITY

Se It is important that the disclosure of misbary informetion
shall be on a reciprocal basis. With some nations Canadian relations
are so close that reciprocity is implicit, while other nations may have
nothing to offer that Canada needs, though it may, for instance, be
possible to ask for "intelligence" in exchange for "equipment". With
the low category nations reciprocity is essential as a weapon, should
it be desired to stave off an awkward request by making a counter-
request known to be impossible of fulfilment, The counter=-request need
not necessarily be confined to the requirements of one department. It
is considered that the reciprocity rule should be maintained. The re-
sponsibility for applying the principles of reciprocity will be assumed
by departmental security officers who will, if in doubt, consult the
Joint Intelligence Committee or the Security Panel,

INDUSTR JAL PATENTS

Be In order to safeguard industrial interests, information of con~-
cern to manufacturers, whether government-owned or privately-owned, will
be. dealt with in the following manner:

(a) Wholly Patentable; i.e., the whole of the information can
be protected by a patent specification.

If secret, consideration will be given to the possibility
of acquiring & secret patent in Canada and disclosure to a
foreign government should, as far as possible, be made on
the following conditions:

That the information is kept secret and the government
of that country will grant to Canada, on request,
patent protection of suitable priority,.

If not secret, i.c., such that publication in a patent
specification is permissible, no problem arises. Govern=-
ment-owned inventions should be examined to see whether
foreign patents should be obtained and exploited, In the
case of privately-owned inventions the recipient government
should be referred to the owner to negotiate termse.

(®) Wholly Unpatentable,_i.e.y‘the information, while commercially
valuable, is not of the kind which can be protected by a patent
specificatione

Government=owned information should only be supplied if a quid
pro quo is obtained - strategic, political or commercial -
worth the value of the informatione

In the case of privately-owned information, the foreign
government should merely be put in touch with the ownmer,
but if the nature of the information is secret the owner
should be warned that he should communicate the information
only to accredited representatives of the foreign governw=
ment who are pledged to maintain secrecye
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(¢) Partly Patentablc and Partly Unpatcntablce The only impor-
tant case is whero the information as e whole is secret and
unpatentable, e.g., the layout, dimensions and specification
of an aero cngine, while some parts are patentable and may be
patented without fear of disclosing the general design, G.Ze,
o magneto.

The patented and unpatented parts should be treated separately
as in (a) and (b) above but, in the case of privately-owned
patentable information, care should be taken to inspect any
patent applications before they are filed in the foreign
country by the owner, to make sure that they do not disclose
any secret informations

(d) Departments which are negotiating with foreign governments for
the communication to thom of information of commercial value
may, depending upon the particular circumstences, decide to
carry out the negotiations themselves and may lay down the
terms upon which the information may be used by those govern-
ments, or they may decide to entrust the negotiations, under
suitable conditions, to private firms or individuals.

CONDITIONS FOR DISCLOSURE

Te The following conditions should be laid down and agreed to by
all nations to whom information is discloscd:

() The information received should be safeguarded under suﬁ&éh‘€7
the same rules of security as the Canadian authorities
themselves impose,

(b) The information is disclosed only for the use of the
recipient government and such of its contractors, under
seal of secrecy, as it may notify to the Canadian Govern-
ment in writing. Disclosure to any other government
or publication to the press or in any other way would
constitute a breach of the agreement,

May 11lth, 1949,
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‘. . FROM: OrFice oF RqﬂMdt}§bggﬁfnm“
- . SENIOR NAVAL LIAISON OFFICER MAY/111048
' (U.K.SERVICES LIAISON STAFF), CANADA File Nf S”SO»—/ _______
; 2 10 Albert fitgégﬁi'to .............................. :
TO: The Naval Secretary,
Department of National Defence, SECRET
(Naval Service), )ﬂr’SNLO UK # S/199
Ottawa, Ont.
File: 2-8-6-2
Date: 9th May, 1949.
MAY 121949

NAVAL STAFF § +/

INFOEMATICN _L
ACTION
REVIATKS
vl oto | e
T e
PN o
r t DIATY

et

Subject: Admiralty Secret Office Memorandum No. S.6/49
Disclosure of Nilitary Information to
Foreign Nations.

I am pleased to forward for your information and
retention one copy of the above-noted papsr.,

Would you be so kind as to acknowledge receipt
by signing and returning to this office the attached duplicate

copy of this memorandum.

Mt - L

R.W. Stirling-Hamilton
Captain, Royal Navy.
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COPY /HT.
M.01339/48
FOR ISSUE IN LONDON AND BATH
SECRET OFFICE MEMORANDUM NO. S.6/49.
Disclosure of Military Information to Foreign Nations.
For purposes of receiving British military
information, China has been relegated to Category 5. Secret
O0ffice Memorandum No. S.16 of 20th September, 1948, should be
amended accordingly.
2. An amendment to C.B.O. Form U.2.D.(5)(1948) is being
issued.
N.J. ABERCROMBIE L

For Secretary
5th April, 1949. ~

| (75 \
o~ K‘V‘uf%;g (%) C'?4g>‘ ‘
p .
fror’
0 p;’-’ﬁ 4%701}4?
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W~ U SECRET
;w/' | N.8.7.8, 11550-2
NS, c 1950—1h Vol, 2,
MEMORANDUM TO: Npya1 Secretary.
D.F.P.

¢.B.C. Form U2D (5) (19kg)

C.B.0, Form U2D (5) (1946) (Flag 1) has been
sguperseded . by (19u48),

F Memorandum %o replace Memo on same sublect
" dated 15th Hay, 1947 (Flag II) is aﬁtaehed for approval
and signature,

v
{ Memo. %o be attached to fly leaf of each
jk copy issued. 100 copies of Memo are required.
[

Distribution: (a) C.B.O. Form U2D (1948) to be issued
to 21l holders of C.B.'s in the R.C.N,
asccording to regulations,

(b) To be issusd %o all staff officers,
Naval Divisions (ppreonal charge) who are
in receipt of C.B.'s.

Attached referencess

C.B.0. Form U2D (5) 1946 copy 1176 (Flag I.)

C.B.O. Form U2D (5) 1i::éz?py 673 (¥lag III)

(L.L. Atwood),
Commander, R,C.N,
Director of Naval Intelligence.

6th May, 194g, | -

Ottawa, Canada,
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Ottewa, 6th May, 9.
M.5.7.5, 11550-2

TO; HOLDEZRS OF C.B.O. FORM U2D (5) (194€).

Although C.B.C, Form U2D (5) (19L8&) is esued

as a SICRTT C,B,, the information contained in paragraph 65
page 10 is classified Top Secret in Canada. Additional
precautions must therefore be taken by all holders to ensure
egainet loss or compromise of the C,B, and its contents,
C.B.O0. Form U2D (5) (1948) is appWicable to the %,C.N, with
the following qualiflcations'

(1)
¢2)

(3)

(6)

Naval Headguarters is the competent authority
in 211 instsnces,

Parallél Canadian basis with regsrd to ships,
shore establishments, Stetions, etc,

No clessified information, documents or other
material shall be given to any foreign nationals,
authorities or representatives without approval
of Naval Headquarters,

Farticular attention is drawn to the R.C,N,
relations with the Royal Navy and the United
Stetes Navy: viz: No Admiralty clessified
information, documents or meterial held
permanently or on loan by the R,C,N, may be
passed to the U,3, Navy without AdmLPalty s
approval, Similarily no U,S., Navy classified
informetion, documents or material held
permanently or on loan by the R.C,H. may be
passed to Admiralty without U.S. Navy Department
approval. This pr?ctlce also applies to other
Government Departments, Agencies, Civil industry,
Firms or 1ndividuals in Canada,

Chenges, additions or deletions will be issued
from time to time as applicsble to the R.C.N,

Holders of C.B.0, Form U2D (5) (19U8) must

ensure that-the utmost discretion is strictly
adhered to in the care snd handling of both o~
this C.B, and the information contained therein,-

V2
e

/A

-, //./ Q/ P
SERAN ' 44(&%%(
NAVAL S”CRETARV

— Y T T e
-
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 ZOP SECRET
“JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,
Privy Councill Office,
East Block.

Date:  May 3rd, 1949,

MEMORANDUM FOR: \G. Crean, Esqulilre,

artment of External Affairs.

HOHEZUQ
e R e

Subject: Disclosure of Information to Other Countries

1. The following document concerning the
above mentioned subject 1s forwarded herewith: .

Qoments of members re the sbove,.

' 2. Thils matter will be placed on the
agenda of the pext meeting of the Joint Intelligence
Committee to be held Friday, ¥ay 6the

(F.W.T. Lucas)
Commander, R.C.N.,
Secretary,
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, ’3. DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

Direqtor of Scientiflec Intelligence:

Reference your memorandum CSC 14-2-1 of April 11, DJIB colla=-
borated with DSI on this problem and I agree with the comments he hasg
forwarded to you.

In addition the JIC might wish to define more clearly the cate-
gorization of Commomwealth and ex~Commonwealth countries ee.ge Eire and
Burmn,

It is further suggested that JIC might consider it worth while
obtaining expert patent advice concerning the content of paragraph 10
dealing with "Industrial Considerations" in order to ensure whether
. Canadian patent righ&és may best be protected by present UK procedure,

Director, Joint Intelligence Bureau

In your memorandum of April llth your file CSC 14=-2-l, you asgk
for comments on the further consideration of this matter. FPresumably the
UK paper under discussion will be revised <follewing the ratification of
the North Atlantic Treaty and it may be supposed that the states ratifying
the treaty may be included in category 2. I would suggest that the UK
High Commissioner be consulted on this matter through the Department of
External Affairs and that as scon as the UK decisions are known the Jel.Ce
should redraft the Canadian views in the light of that further information.

I agroe that China should be placed in category 5 but sduggest

that no recommendations be forwarded to the Seocurity Panel until the matter
can be treated as a whole,

Director of Intelligence (Air)

Reference is made to your CSC l4~2~1 dated 11 Apr 49 and our
TS24=-14=7(DIA) dated 8 Nov 48.

: DIA finds it impracticable at this time to make a firm recommene
dation regarding the adoption or otherwise of the UK policye. It is sugges~-
ted that political policy may be the overriding factor and that a decision
will only be possible after a discussion at JIC meeting when other points
of view are made known regarding Canadats commitments.

Director of Faval Intelligence

With reference to your CSC 14-2-1 of 1lth April, 1949, it is con~-
sidered that the comments on this subjeot contained in my memorandum of 2nd
- November are still valid and that no additional remarks are necessary at
this tims.

It is noted that para. (d) of my previous memorandum should read
"informed of our U.Ke Agreement®,
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Director of Military Intelligence

Reference your msmorandum ¢SC 14-2+1 dated 11 Apr 49 concerning
the marginally noted subject.

Our comments of 16 Nov 48 are still valid, and, as Canada is now
e signatory to the North Atlantic Treaty the following is rpcommended with
regard to the establishing of & Category 2 similar to that in the UK policys

(a) That a Category 2 be established to provide for the passing of
military information up to and including TOP SECRET if need be,
to such signatory countries to the North Atlantic Treaty who
might require such information in the interests of North Axlantic
strategic policy.

(b) That special security measures govern the passage of highly
classified information to the countries which are included in
this category.

It will be necessary to work out spocial security measures for the
passing of highly classified information and it is noted that the UK have
such a procedure in respect to the Western Union countriess It is recommended
therefore that the JIC ascertiasin the details of such measures hefore working
out details of a Canadian procedure,

Department of Bxternal Affairs

- As requested by your letter CSC 14~2-1 of April 11, I wish to give
you my commente on the United Kingdom Govermment's polloy on the above subject,
as set forth in the memorandum sattached to my letter to the Security Penel of
8eptember 28th, 1948, as compared to the present Canadien policy which is laid
down in a memorandum issued by the Security Panel on October 16th, 1946.

l. In order to postpone & policy declieion at the present time as re-
gards the disclosure of military information to other Commonwealth
countries, the new memerandum should be called "Disclosure of
Military Information to Foreign Countries®,

2, Para 1 of our present’memorandum should stand.

3« The terms of information to be disclosed, in para 2 of our present
memorandyn should be expanded along the lines of para 3 of the
United Kingdom memorandum, so &s to include Intelligence exchanges
88 well as disclesure of other 9ategories of scientific, technical
and non=technical information.

4, Para 4 and 5 of the United Kingdom memorandum need not be included
in the revised Canadian memorandums

S5e¢ The system of five categories, rather than three, is an improvement
over our present policy and allows for greater flexibility in dealing
with countries that are partners in the North Atlantic Treaty., In
the Canadien memorandum, we would refer, of course, to the North
Atlentic Treaty rather than to Western Union under Category 2.

Under Category 2 we might include all signatories of the North Atlantioc
Treaty; Category 3 should then include the Argentine, Brazil, Chile,
Greece, Sweden, Switzerland and Turkey; Category § would include China,
a8 suggested in the United Kingdom High Commissioner's letter to Mr.
Heeney of March 3lsate
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L4
H 6e The reciprocity section is better defined in the United Kingdom

memorandum than in our present directive but might be oxpanded so

- as to maintain our present method of making exceptions in special
circumstences by taking up particular cases with the JIC. If the
JIC finds that the requests for exceptions are becoming too
numerous, some such machinery as provided for in Para 9 of the
United Kingdom memorandum could be instituted.

The sections on Industrial patents might perhaps be referred by the
8ecretary of the Security Panel tc the Canadian Commissioner of
Patents for his comments. The United Kingdom memorandum seye that
discoveries of industrial importence which must for security reasons
be clasged as secret must be patented by the Government. PFPresent
Canadian memorandum seys that such discoveries Enil be. The Defence
Research Board may also have views on this question.

7« Para 12 of the United Kingdom memorandum is already covered by Para
6 of the Canadian memorandum.

) - '
8« The final paragrephs 13, 14, and 15 of the United Kingdom memorandum
are probably redundent and might be omitted.

I have only one general reservation to make on the form of the United
Eingdom memorandum, and that is that it ie limited to the disclosure of military
information. Our present Canadian policy is in the form of a memorandum
isgued by the Security Panel to all Government Departments and it has the virtue
of covering the disclosure of all aspects of information to other countries.
Although the Je.l.Ce may wish to confine its remarks to the disclosure of
nilitary information, I expect that the Security Panel may wish to broaden the
discussion to includs other kinds of information so that the memorandum which
may eventually be issued by the Security Panel would be as broad and comprehensive
in scops as the present statement of Canadian policy. However, as most cate-
gories of information which bear a security claseification are in fact classified
because of their military implications, I should not think that there would have
to be many changes made in a memorandum on the disclosure of military information
to make it apply to all types of information. On the other hand, it may be
found desirable to confine the scope of the revised Canadian memorandum to
militery information as has been done by the United Kingdom Governmente
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/%Z&>/>AL4,/ SECRET
MEMO TO: DoN7I. |

B . S

Issue of C.B.O. Form U2D (19u4g)

Recommend that C.B.0. Form U2D (5) (194&)
be issued to all holders of C.B.'s in the R.C.N,

Further recommend that if fessible,
C.B.0O., Form U2D (5) (1948) be issued to the Commanding
Officers, Naval Divisions (Personsl charge) or to the
D.I.0,'s whichever may be the most effective.

Proposed Memo to be attached to fly leaf
of esch publication issued, for comments or approval,

(H. .fﬁg;kin)

S.0. (Securitys,

23rd April, 1949,
Ottawa, Canada,

Y4
(
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SECRET 2-1-7

*‘ POLICY FOR RELEASE OF CLASSIFIED MILITARY INFORMATION

(a)

(v)

OF U.K., ORIGIN

OLD COMMONWEALTH NATIONS

The 014 Commonwealth Nations concerned with thls policy
comprise Australia, Canada, New Zealand and South Africa,

2. The Admiralty policy‘with regard to the release of

classified information of U.K., origin to 014 Commonwealth
nations ist-

"It is accepted that the "Need to Know" is established for
all 014 Commonwealth Nations in respect of all information
concerning all ships and aircraft and theilr equipment, of types
existing, or building, or being considered for inclusion, or
being modernised in or for or by their Navies and similarly for
all shore installations and their equipment."

N.A.T.0. NATIONS

The nations covered by this policy are Belgium, Denmark;
France; Iceland, Italy; Luxembaurg, Netherlands; Norway and
Portugal,

2. The Admiralty policy with regard to the release of items
of classified information of U,K, origin to these nations is
as follows:~

(a) 1t is accepted that the "Need to Know" 18 established
for all N.A.T.0O. nations in respect of all light craft
used as Trade Protection Escorts, Minesweepers,
Amphibious Warfare ships and craft, Coastal Forces
craft and Seaward Defence craft., Also of any item
of equipment of purely U.,K. origin which may be
fitted in these ships, or in existing ships of thelir
Navies, which is classified SECRET or below, the '
prototype of which has been accepted for production;

(b) similarly, it is accepted that she "Need to Know" is
established for N,A,T.D, nations in respect of Naval
aircraft and equipment of purely U,K, origin which
could be operated from, or fitted to, their aircraft
carriers and which 1s c¢lassifled SECRET or below,
the prototype of which has been accepted for produc- -
tion;

(c) information concerned with Cryptography, Radio
Countermeasures and Mine Assemblies is absolutely
excluded from this policy;

(d) it is Admiralty policy to relesse any information given
in (a) and (b) above to these nations, but, if the
consequences of the detalls of any item reaching an
unfriendly nation should be considered to outwelgh
its usefulness to ourselves, or to our potential
Allies, it is the duty of the Division sponsoring
it to ensure i1ts inclusion in the list maintained
by Dlrector of Tactical and Staff Duties Division
of items to be withheld. If any patent rights are
involved, the Sponsoring Authority is to seek the
necessary approval before.making the release;

(e) drswings and specifications for ships building or
projected may be released to N.A.T.O, nations who
show willingness to bulld, provided the drawings
do not show details of any equipment excluded by
sub paragraphs (c¢) and (d) above. In the event
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of such drawings showing space, tonnage or strengthening
in excess of requirements of equipment shown (i.e., for
equipment which is not yet releasable), 1t will be
necessary to inform the recipients that this space

or tonnage is required for equipment which it is hoped
to fit at a later date but which 1s not yet developed.

(c)NEW COMMONWEALTH NATIONS

The New Commonwealth Nations concerned with this policy

" are India, Pakistan and Ceylon,

2. The Admiralty policy with regard to the release of
‘classified information of UK. origin to these nations

is as followsi-

{(a) 1t is accepted that the "Need to Know" is established
" for all New Commonwealth nations in respect of all

light craft used as Trade Protection Escorts,
Minesweepers, Amphiblious Warfare ships and craft,
Coastal Forces craft and Seaward Defence craft,
Also of any item of equipment of purely U.K. origin
which may be fitted in these ships, or in existing
ships of thelr Navies, which 1s classified SECRET
or below, the prototype of which has been accepted
for production; = =

(b) eimilarly, it is accepted that if these nations
decide to have Naval aviation the "Need to Know"
is established for them in respect of Naval
alrcraft and equipment of purely U.K, origin
which could be .operated from or fitted to their
aircraft carriers and which is classified SECRET
or below, the prototype of which has been
accepted for production;

(¢) information concerned with Cryptography, Radio
Countermeasures and Mine Assembllies is absolutely
excluded from this poliey;

(d) 1%t 1s Admiralty policy to release any such informa-
tion given in (a).and (b) above to these nations,
but, if the consequences of the details of any
ltem reaching an unfriendly nation should be
considered to outweigh its usefulness to ourselves
or our potentlal Allies, it is the duty of the
Division sponsoring it to ensure its inclusion in
the list maintained by D.T.S.D. of items to be
withheld, 1If any patent rights are involved the
Sponsoring Authority is to seek the necessary -
approval before making the release;

(@) drswings and specifications for ships building or
peojected may be released to a New Commonwealth
nation who shows willingmess to build provided
the drawlings ete. do not show detalls of any
equipment excluded by sub-paragraphs (c¢) and (4)
above, In the event of such drawings showing
space, tonnage or strengthening in excess of °
requirements of equipment shown, (&.e. for equipment
which i1s not yet releasable), it will be necessary
to inform the recipients that this space or
tonnage is required for equipment which it 1is
hoped to fit at a later date but which 1s not yet
developed,
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3. In the case of books the Sponsoring Division or
Department should normally include New Commonwealth

nations in the distribution lists for new C.B.'s or

8.P.'s with the following exceptions:-

(a) books containing information of combined U.K./U.S.
origin and/or U.8. origin;

(b) books containing technical information regarding
. material and equipment not used in the Navy of
the New Commonwealth nation concerned;

(¢c) books containing TOP SECRET or SECRET information
regarding strategical and tactical doctrines;

(d) books containing Research and Development information:

(e) those S.P.'s which are Cyphers or related books,
for which speclal arrangements already exist,

MEW/HFL/CCB.11

SECRET
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DD/oM NSMS.11550-10,
, 21st April,

. TOP SECRET
Copy No. 2

MEMORANDUM TO THE SECRZTARY,
| JOINT INTELLIGENCE COMMITTEE,

Disclosure »f Military Information to foreign
Countries, . ‘

With reference to your CSC 14-2-1 of 1l1th
April, 1949, 1t 1s considered that the comments on
this subject contained in my memorandum of 2nd
November are sti1ll vslid and that no additional
remarks are necessary at this time.

2. It 15 noted that para. (d) of my previous

- memorandum should read “informed of our U.K. Agreement”.

I‘

7/

(Lo Le AtWOOd)
'Commander, R.C.N,,
Director of Naval Intelligence.

R ﬁi‘t\

Co?y No. 1 to J.T.C.

" 2 File.

+

9.
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OTTAWA, 20th Acril, 2
’ SECREP n88,1550-9 (Starf)

From : Director of Naval Intelligence,
National DPefence Headquarters,
Gttawa, Ontaria,

To t Staff Officer, Inieli&genee and Tragde,
H.H.C. Dockyard,
Balifax, H.G.

L7

T e e

Staff Officer, Intelligence and Trade,
HoH. T ﬁO ka al"fi.
Zsquimalt, B.C.

Exchange of Information with United States
, Authorities.

Forwardsd hoarewith for infersation 1s a
statement pressnted to the Permanent Jeint Board on
Defence by the Canadian Service Neamdere on bshalf of
the three Arned Services and the Dafence Research
Board on the above subject, The Board noted that
the Canadlian policy regarding disclosure of classifled
military information wag entireiy in accord with the
policy of the United States Service Departmenta,

2e In presenting the statsment 1% was pointed

out that it deals only with the sxchange of classified
defence information baetween the Bervice Departments of
the two OGovernments, and should not be taken to restrict
in any way the exchange of clagsified information between
other Departments of the two Govaramenta, The Canadian
Bervice Hembers also reaffirmed that tha personnel
exchange programea, by its nature, is not the appropriate
medium for exchanging information between the two-
Covernments., Exchange personnel may, howsver, request
that certain information be forwarded through the
appropriste channels, ‘

| 3, feneral Principles:

(a) The 3lUth Recommendation of the PIBD, which was
apﬁrcved by the Canadiasn Covernment on Hay 9th,
1947, states: :

"Subjeect to the rationsl pollcies of the two
Governmente, there shall be a freec and com-
prehenasive exchange of military information
in g0 far as it affects the security of the
two countries, the circulation of which shall
be suhjeet to such restrictions as mag be
gpecifiad by the originating country,

.-»...2
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{v) The national policy of Canada iz that all classified
dafence information may be disclosed to United
Statee Service Departments and agencies, for pur-
poses of colleboration in accordance with the
Recommendations of the PJBD, or for other purposes
relating to the mutual benefit of the two countries,
subject to the fcllowing restrictions:

(1) The policy in no way relieves officlale of

. their obligations under the Cfficial Becrets
Act, which requires them to obtain appropriste
suthority for the disolosure of such information,

(11) Information over which any other country
- friendly to Cansda exercises any degres of
control or jurisdiction may not be released
without that country's consent,

(341) Informstion of concern to Canadian manu-
facturers, whether Covernment-owned or
privately«owned, and whether wholly

patentable, wholly unpatentable, or
partly patentable and partly unpatentable,
may not be released without due consideration
of certain prescribed methods of protscting
Canadian industriel interegta,

{iv) Information relating to atemic snergy, even
T 1t is military in nature, may not be
released without the authority of the
Atomls Snargy Conirol Board,

(v) Information pertaining to eryptographio
devicas may not be disclosed except in
80 far as 1% may bHe necessary to imple-
mant a8 formgl agraemant with the United
States. ‘

(v1) Certain sources of intellizence information,
. and methods of acquisition, muet remain solely
under the control of Canada, and this infor-
metion may not be released to any other country,

{(v11) Information released to the United States
nust be gafeguarded under substantially the
same rules of security as the Canadian
authoritios themaelves imvose, and must
not be discloced to any other country or
to the public without the conesent of the
Canadian Government,

(L.L. Atwood)
Commander, R.C.No,
Director of Naval Intelligence,

For Despatch.r%.?.' .....
Date..... }, q:.‘{g:...-..

— Moid 3 000271
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C8C 14=2«1

TOP SECRET

Rafawsd 1o ~J¥z /g

........... . ’.‘....

JOINT INTELLIGENCE COMMITTEE APR 131949

4
N

April 11th‘ 1949. w i

MEMORANDUM FOR THE JOINT INTELLIGENCE COMMITTEES

Disclosureof uinfornibion to Other Countries

1, With reference to JIC l=2«1 of October l4th, 1948,
and the relevant correspondence relating to the marginallye
noted subjecy, the Jeint Intelligence Committee recommended
to the Security Fanel that no immediate actien should be
taken on the proposals put forward by the UsK. Government at
that time.

2e One of the reasons for this decision was that such

coumitments may apply equally to Canada if and when she be=

comes & signatory to the North Atlentic Treaty. Now that

Canada has become & signatory to the North Atlantic Treaty,

it is suggested that this subject be reviewed by the Joint

Intelligence Committee. \
\

Se This matter will be placed on the agenda of a v///
meeting of the Committee teo be held during the last week in
April and the members are requested to review the previous
correspondence on the subjeet and to inform the Secretary
whether their previous comments are still valid or if they

wish to revise them.

be The previous comments weré forwarded to the Secretary
on the following dates and under the following filess

Director of Naval Intelligence « November 2nd, 1948 < file
NSTS 11550-~10.

Director of Intelligence (Air) = November 8th, 1948 = file
T8 24-14<7(DIA)s

Director of Military Intelligence = November 15th, 1948 =
file HQTS 711=0(ADMI).

Royal Canadian liounted Police = November 8th, 1948 =« file
Ge365=51 Vebse

Be I am enclosing herewith a further communication from
the O0ffice of the High Commissioner for the United Kingdom on
the marginally-noted subject.

: r‘w i L—\.'k.~~3

(PeWeTs Lucas)
Commander, Re.Cele,
Secretary,

Joint Intelligence Committee.

Ence
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OFFICE OF THE HIGH COMMISSIONER
_ FOR THE UNITED KINGDOM

"(' Barnsc liffe,
1068/8 ; Ottawa.

f OP SECRET

i

/

4

Dear Mr. Heensy,

Disclosure of Military Information
to Foreign Nations

In my letter No. 1085/8 of the 20th September,
1948, to Mr. Reid, I enclosed a memorandum setting out the
policy of the United Kingdom Govermment with regard to the
communication to other nations of technicel information
about weapons and equipment. Annexed to this memorandum
wag an appendix showing the categories into which foreign
nations had been placed for the purposes of disclosure of
such information.

I have been asked to let you know that the United

- Kingdom authoritlies have now decided to place China in

Category 5, and to request that the appendix to the memo«
rendum may be amended accordingly. .

Yours sincerely,
(8gd) Alec Clutterbuck

A.DeP. Heeney, Eeqes KeCo,
Under~Becretary of State
for External Affairs,
Ottawa.
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nOFXES OP_SECRET

EXCHAROE OF CLASSIFIED MULTTARY ISPORMATION CAYADA=UGy=lUsKe

,1' Cannde's position in rafusing to agros to thase aﬁhanma
would bo awiward. The only roal resson we would have to put forward

18 that wo wers not aﬁm:_.m‘ sn the firet instonce, This howover, is
not entirely walid ninée wo oo ig: faot being sonsulted mow.

2. , e should égme in prinoiple to an exohange of olessified
iﬂf@‘mﬁiffﬂ on soms ainilar beeis to that proposed, with however suitaMle
prutod’fcinn for Canedian sourae information. This would involve rewording
of the agresmant along the linos of the attadhed,

B - Ta ehould ipdicate that we forcses difficulties in koeping o
st of dooucents transnitted snd quostion the usefulmoss of this proe
onfure, Inlormation on standardisation subjests & alrcady frovly exe
ohanged without the neassnity of guch reverd) wo would Shrernfore like

to huve nors inforﬁmim on f:‘hia aspeot, the roasons for tt and the basia
of opuration onvisagsd hafore agrooing o {te |

' Tt sosns unlikely that an aprecwent of this nsturo will roset
to our disedvantege. Intolligonss Agensies of nll thres countriss will
cani&nua-tu nake thelr own r"’ulm} regarding dlssomination of Intelligence
infornstion ae they do now, sven imternaliys Thers is prosunably nothing
to prevent any of the three coumtrics fren spocifying that e perticulsr
plote of iﬁfmfmxm muet 1ob passed on ty the firat cddressee {sege Oumrd),
The real bmié of any objestion vin wight have to ouch an agrosment rests
on the prexisn that more information 14 passed by hoth of theso eountrios
to Cansda Shan is pnssed by elthor of them o the others Insofer ae In-
‘4olifgonow s conserned, it is very doubtful if this is so todny, excopt
for ﬁ.‘mﬁdmmg . éai"ame papers which are gpecially sovered in the sprseonent
in any event, . | |

& The agreepant envisaged would vo of u trispartite naturs, o
indiented by the proposed title. “ '

\
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JSC 2«4
DEPARTUENT OF UATIOHAL DEFENCE \ \
2ele

JOINT SECURITY COMJITTEE

Ottawn 8 Apr 48
DM (i)

,_9 DHI

DMI

DIA
DRB (D SCI INT)

Release of Classified Service Information
to Govermment Departments and Agencies

1 Attached hereto for your approval is procedure
recommended by the Joint Security Staff for use throughe
out Department of NHatlional Dofence in implementation of

n/n policy approved by JSC and CSCe

2 Approval of the atteched papers will ensure a
uniform proocedure throughout Depertment of Hationai Defeonce,

3 For your concurrence or otherwise, please,

74

(8 M denkyns) F/L
Secretary
Jolnt Security Committee
5326
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Release of Clasaified Servios Information

to Govermment Dspariments and Apenciosg

Objesct
A ; The object of thiam paper is o sngure that Classified

éerfrica information which mmat ba released on e "ﬁoa(.!-‘bq*lxgm" basie
¢o other departmenta of govermment or govarment agencles will be \
eafeguardsd in accordance with the Canadisn Covermment Booklet on _
Security.

2 . The following procedure is to be used M a g;uAide +o
implenent policy aprroved by J3C and C3C,

General |

3 To ansurs that those personnel of de’par‘t}ncn'ta of governs
ment and govermmert a.;;az;d; ios into whose handa the clagsified in form_-e'
atlon must pass are fully awars of the asocurity im;ﬂ;ioe.tiona of a
dosument:, the following procedure will be taken into.ei‘i‘ecto '

@ 411 requesta for olassified Service Information from
departments of povermmont or govermient agenciss will bo asasosced on

individenld merit by, tho Direstor concerned who wild he the authority

te establish the “need-to-lmow” prinoiple. When doubt exiats ae to
o .
the wisdom of passing highly clagsified document to- ancther department
e

or goveriment agency the Dircotorate of Intelligence of service cone
cornad ghould be consulted,
& - Eoch classified doounent roleased to s department of

- govrermmont or jovermment a wnoy will be aqcnmpanied by two coples

of the zppropriste eckrowledrment slip at Apperdix "A°, Thig out-

linee the goourity aspecta of tha doowment in question. The duplicate

aopy will be signdd by the addrasses and returned te the Dircatorate

forwarding the document.
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APFENDIX “A®

ACYHCMLEDGDNENT RE CETP“

i Fhis &8 @ TOP SECRET dosumen® and is the sols property of the
Dapartmont of National Defence, The sweurity interest of this informetion
is paramount, The wauihorissd disslosure of this information would

epuss oxceptio nally gravs demuge %o the nationo \

m

Z ' Phe infermation eontmined in this do@umanu Wlli be diaclosad onlv
%6 sugh afﬂicimle of your organizatlion whe require sush informetion in the
perforrange of thalr duties and who,ar@ sntitled %o handle TOP SECRET documenis.

3 When K0T im actuel use this dosument will bs gmxaguardad in agcordanas
with reguletioog contsined in Booklet on Security, issuwed by in@@rd@parym@n»al
Security Penel, ua &menﬁad firom time to time,. '

4 Reproduetion of this dosument in whole or in part will NOF be nadgv
without the gpproval of the Danartnent cf Hatlonal Dafences

] : This dogument will no% be 1saued o m c¢vil ftrm or 1ndlvxdum1

m&de w~uhouf the uﬂprcvaj of the D Wepartm nt of Favional Def@nﬁao

without praor writien authority frcm the Dapartnepﬁ of latlonal Defoncg.

6 The duplicate r@ueéou will be signed and rwtufned to {Dzrecto”aua

dgoncernsd ) Dowartmmnt of National Dﬁfencea Ottawe
g g e e

(SIGNED? oeooaoaonoqoaoeeeoooooibnoooaoo

ACKNOTLEDGEVENT RECEIPP

v

1 This 43 a SECRST doeument mnd 38 the sole property of the
s o

Department of lakional Pefences, The unauthorized disclosure of this
information would endenger naticnal seeurily, cause serious injury %0 %the

interests or prestige of the naiion, or would bs of groat advant&g@ O a

foreign natisno

2 ' Th@ information Gﬁnmal?@d in this document will be discioscd nnlg

%o such officimls of youwr ormau;sablon who require such information in the
pmrformance of %heir duties and who are antiﬁlod %o handle SECRET decumsnis,

% When WOT 4o actusl use this document will be safeguerded 1m
acecrdance with regulations contained in Booklet on Securityo igssued by
Interdepartmsntel Security Penel, as amondad from time to tina,

4 Reproduction of 4 Hia document in whole or in part will NOT ba

. ] ’ .
5 his dooument will not be iﬁauad to & civil firm or individual
wz@houu prior written auuror'“ from;thbﬁﬁapawtmen@ of,ﬂational Defenceq

6 The duplicate ressipt will be signed and r@uurned to {Dirgctorato
congarned) T Depariment of Wrilonal Dﬁfenc@o Ottawna : s

'(SIGNED? QP000004BOBEOTAGIO0GEOODEOBC 00T

hn.nisn/z
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cze '
Eppbndi# na" {Contd)

ACKNOWLEDGEI'ENT RECEIPT

L This 1B a GO} rt‘i"""l‘lm.. doocument end is the uole property £ the -

Dapartment of Natiomal Defsncaes The unsuthorized diselesure of thla

informetion would be projudisial to the interests or p?aetiva of the ]
netlon, would esuvse administrative enbarrassment op diffieulty, or would ‘
ba of advantsre Yo a forai r nghiong

2 Tha informetion ccwtainad in this document will be diaclnued only
to such officiels of vour organization who reguire such informe%ion in
the parformence of their dutiess and who are entitled to hendle claswified
dogumenise

3 thn HOF in actual usg zhin dosument will bs saf eguardad in
aceordancs with regulations contained in Rookleh,on Security, issuved by
1nﬁerdepartmantal Saecurity Pansl, a# amended from time to tinaa

4 Reproduction of this document in whola or in part will nor e
nade without the srproval of the Department of National pefanca,

5 thia document will not be issued to a czvil firn or indiv¢dual
without pr;cr written authority from the Department of National Defence.

6  The duplicate receipt will be nlwned and returned %o {Directorate
congernad) Department of National Defence, Ottumac

{SIGYED) occeseccecsensccoscscsncosvsoo

ACKNONLEDGEMENT RECEILFR |

3 This is & RFSTRICTED document and 1g the solo property of the

-Dopariment of Nationsl Dofence. This informetion ia WO to ko publisLed

or cummicatsd to anyone except for officisl purposess

2 Then WOP in actunal vse this doowmend will be safeguerded in

3 Reproduction of this decument in whole or in part will NOT ba
nada without the approval of the Depertment of Hetional Dcfenceo'

& The duplicate r@cezpt #1111 be signed and returned to. (Dlr@ctora»a
consarned) Uhﬁﬂ?umgnk of Wational Defencs, Otlmws,

5 Thie documant will not be issusd to a civil firm or individual
without prior writiten authority from the Department of Hational Defence.

(SIGNED) PeasINANCEOOLBVGOB000GI003b 080
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(NOTE: As from the Meeting of 1lth-13th C\f’ A CAE7
September, 1947, the Journal is Clasmfma won ‘
classified TOP SECRET. The Board, ‘.1""‘53
however, establishes a classifica- R d 4 1
tion for each numbered paragraph eferred to. \:‘ Al
in the Journal so that those below AF 4 l%gj ;
Top Secret level may receive a /S’YO f : ‘
wider distribution.) Fuej>a .......................... ;
A ) Ch@d t8...veeevvecnaaeanc E
Date extracted OZ ”"W &“~9 N.S. -
7 — -
PERMANENT JOINT BOARD ON DEFENCE - CANADA/U.S.A.
’ T ' s
Distribution Circulated for information is
' ' - the following extract from the Journal
Bf 10)s1¥4 - of Discussions and Demmons;tﬂe s
Meeting of the Board, held ip e @2l focest
- /y;2’ . on _f7-/8 IncA 1942,
: e
S ecretary to
SUBJECT; Vice Chief of the Naval Staff,
v I ' ' l° (SECRET) Dlsclosure of Clas51f1ed Mllltary Information. ]
With reference to Para° No. 1 of the Journal of Dec° 16=17, 1948,
the Canadlan Service members submitted.a paper (Appendix No. 1)
- settlng forth the pol;cy 1n thls matter approved by the Canadlan )
‘ | Chiefs of Staff° The Board noted that, Canadlan policy regard-

“ing dlsclosure,of cla851f1ed military information was entlrely

in accord with the poliecy of the United States Serv1ce.Departmentso

.- - e e .
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. SECRET

OTTAWA, February 25, 1949,

MEMORANDUM

TO: THE PERMANENT JOINT BOARD ON DEFENCE

FROM: THE CANADIAN SERVICE MEMBERS, PJBD

Re : Exchange of Personnel and Information with
United States Authorities -

1. At previous meetings of the Board, the United
States Service members have reported on the general prin-
ciples governing the release by the United States Military
Establishment of information to the Canadian Government,
and the specific policy followed by each of the United
States Services in this connection. It was agreed that,
at the next meeting, the Canadian Service members would
present a parallel statement concerning the principles and
policies on the Canadian side,

2e In presenting the statement which follows, the
'Canadian Service members, on behalf of the three Armed Ser=
vices and Defence Research Board, desire to point out that
1t deals only with the exchange of classified defence infor-
mation between the Sérvice Departments of the two_Governments,
and—should not b6 taken to restrict in any way the exchange of
classified information between other Departments of the two
Governments. :

3 The Canadian Service members wish to reaffirm,
in this econtext, the view expressed by the PJBD at its
meeting on August 19-20, 1948, that the personnel exchange
programme, by its nature,. is not the appropriate medium for
exchanging information between the two Governments. Exchange
personnel may, however, request that certain information be
forwarded through the appropriate channels,

4, General Principles:

(a) The 34th Recommendation of the PJBD, which. was
approved by the Canadian Government on May 9th,
1947, states: '

"Subject to the national policies of the two
Governments, there shall be a free and com~
(N prehensive exchange of military information
- in so far as it affects the security of the
two countries, the circulation of which shall
be subject to such restrictions as may be
specified by the originating country."

(b) The national policy of Canada is that all classified
defence information may be disclosed to United
States Service Departments and agencies, for pur=
poses of collaboration in accordance with the
Recommendations of the PJBD, or for other purposes
relating to the mutual bensefit of the two countries,
gub ject to the following restrictions:

(1) The policy in no way relieves officials of
their obligations under the Official Secrets
"Act, which requires them to obtain appropriate

Yy
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authority for the disclosure of such
information,

(i1) Information over which any other country
friendly to Canada exercises any degree
of contrcl or jurisdiction may not be
released without that countryt's consent,

(iii) Information of concern to Canadian manu-
facturers, whether Government-owned or
privately-~-owned, and whether wholly
patentable, wholly unpatentable, or
partly patentable and partly unpatentable,
may not be released without due considera=-.
tion of certain prescribed methods of
protecting Canadian industrial interests.

(iv) Information relating to atomic energy,
even 1f it is military in nature, may not
be released without the authority of the
Atomic Energy Control Board,

(v) Informatlion pertaining to cryptographic
devices may not be disclosed except in
so far as 1t may be necessary to imple-
ment a formal agreement with the United
States. - SR '

(vi) Certain sources of intelligence informa=-
tion, and methods of acquisition, must
remain solely under -the control of Canada,
and this information may not be released
to any cother country.

(vii) Information released to the United States
must be safeguarded under substantially the
same rules of gecurity as the Canadian
authorities themselves impose, and must
not be disclosed to any other country or
to the public without the consent of the
Canadian Government.,
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EXCHANGE OF PERSONNEL AND INFORMATION
WITH UNITED STATES AUTHORITIES

20, The Committee had for consideration a paper-by the
Joint Intelligence Committee, prepared at the request of the
Canadian Members of the Permanent Joint Board on Defence.

(Memorandum CSC 14-2-1 of 28th February, 1949, from Secretary,
Joint Intelligence Committee - CSC 8-1 of 3rd March)

21. [The Deputy Minister pointed out that the "certain
prescrlbed methods of protecting Canadian industrial interests" as

_ contained in para. 4 (b) (iii) were not known and that these

should be made available bofcrc actiun to approve the paper was
taken,

22, The Chairman, Defence Research Board, stated that,
as the Defence Research Board was represented on the Permanent Joint
Board on Defence when matters of research were involved, para, 2 of
the paper should be amended to indicate that the statement of the
general principles regarding the exchange of personnel and informa-
tion was presented by the Canadian Service Members and Defence

Research Board,

23, It was sgreed, after discussion, to d@feﬁ
decision until clarlflcatlon of the methods of protecting Cﬁnadlan
industrial interests had been obtained.

W»Z (4/? Referred for information and necessary
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: h CANADA

CHIEFS OF STAFF COMMITTEE

' OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

3rd threhy 1949,
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L
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prinoiples and polieios rogording tho nerginally-noted
Bﬂbjﬂﬁt«f

2. Tho attached cemorendun proporod by the Joint |
Intodliconso Corzdttoo bas boon pubnitted for Chicfe of
Steff cpprovol. |

. 3 Thip itom vill de included in the Agonde for
tho 4i2nd maoting of tho Committos, dato to bo notified
| lotor.
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CoC l4-2~1

§ - CRET

OTTAA, February 28th, 194S.

The Secretary,
Chiefs of Staff Committoe.

Exchange of Fersonnel and Information
with Unilted States Authorities

le I am attaching herewith a self-explanatory paper
propered by the Joint Intelligence Committee for the
Canadian Fembers of the Fermanent Joint Doard on Defence
econcerning the exchange of personnel end information with
United States authorities.

2e I am dirscted to request that this be conmsidered
by the Chiefs of Staff at the earliest possible opportunity
ag it is required for the Permanent Joint Doard on Defence
meeting in Farche

(Fth Te Lucas)
Cormander, R.C.H.,
Secrotary,

Joint Intellizence Committee.
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The following is an extract from the minutes
of the.#£¥ 2702 Meeting of the above  commiitiee held.
....... 37,/3/%7 Referred for information and necessary
DNA action. :
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Referred to..,

SECURITY OF INFORMATION -
JOINT INTELLIGENCE BUREAU

46. The Chairman, Defence Research Board, reported that
a request had been received from the Chairman of the Advisory Com~
mittee on Northern Development for a complete set of JANIS reports,
it being understood that these reports were required for the Geo~
graphic Bureau of the Department of Mines and Resources. When the
Department of Mines and Resovurces wished to obtain documents of
United States origin the appropriate channel cf communication
between that Department and the U,S, Naticnal Military Establishment
would appear to be thrcugh the Department of External Affairs to the
State Department. When, however, the Department of Mines and
Resources were carrying out work_at_the request of the Department
of WaXicnal Defence,—and _U.,S,. intelligence material was required,
the Canadian Services could _make_the necessary arrangements direct
with the U.S. Services concerned. Requests for information from
{he Geographic Bureau could be dealt with appropriately by the
Joint Intelligence Bureau; other agencies or parts of the Depart-
ment of Mines and Resources should deal with the Directorate of
Scientific Intelligence,

47. The Deputy Minister indiceted that this arrange-

ment should be made clear to the Department of Mines and Resources
ené that it should also be pointed out that the Joint Intelligence
Bureau was the logical repository for documents such ag JANIS
reports,

]
48, The Committee, after discussions

(a) wapproved the arrangement whereby the Services
would make necessary arrangements with the
U.S. Services for the procurement of any
information required by the Department of
Mines and Resources when carrying out work on
behalf of the Department of National Defence;
and

(b) directed that the Department of Mines and
Resources be alvised that in all other cases
where information was required from the
United States Nstional Military Establishment,
it would be necessary to direct the request tc 000290
; he Department of External Affairs, ~

e
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SECRET |
" JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,

Privy Council Office,

East Block. , _
1

Date: February 17th, 1949.

MEMORANDUM FOR: G.G. Crean, Esqulre, _
‘ Department of External Affairs.

D.N,T

D.M.I.

D.I.A,

D.Sc.I. - D.R.B.

D.¢c.I. - R.C.M.P.

Director, Joint Intelligence Bureau. !

Sub ject: Exchange of Personnel and Information
with U.S. Authorities

1. The following document concernihg the
above mentioned subject is forwarded herewith:

Memorandum of February 17th, 1949, from ‘the Acting Secretary, Joint
Intelligence Committee, on the above subject.

2, This matter will be’ placed on the
agenda of % .an eaxly meeting of the Joint Intelligence
Committec bo—bo—hedd .« o« ¢« ¢ o o o o

AN(F.W.T. Lucas)
Commander, R.C.N.,
Secretary,
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SECRET

Ottawa, Ontario,
17 February, 1949.

MEMORANDUM TO THE JOINT INTELLIGENCE COMMITTEE.

Exchange of Personnel and
Information with U.S. Authorities

‘ 1, At the August 19-20, 1948 meeting of the P.J.B.D.,
the U.S.A.F. member tabled a paper outlining the general
principles governing the release of information by the
United States Military Establishment, as well as the
specific policy of the U.S.A.F. in this regard., The U.S.
Army and Navy members and the Canadian Service members
agreed to table similar statements,

2. As a result, and at the request of the Canadian
Service members, the Secretary of the Canadian Section
wrote to the Secretary of the J.I.C. asking that prepara-
tion of the appropriate papers be undertaken for sub=-
mission to the Board by the Canadian Service members at
the December meeting. In due course, a paper was pre=
pared by J.I.S. which confined itself to general prin-
ciples (copy attached). As there was some discussion as
to whether or not it should include the specific policies
of the three Canadian Services and since it had in any
case not been approved by J.I.C. and the Chiefs of Staff,
it was decided that it should not be tabled at the
December meeting.

' Se At the December 16-17 meeting the U.S. Army and
Navy members submitted papéers that were almost identlcal
to that presented by the U.S.A.F. member in August and
the Canadian Section indicated that its paper would be
ready for tabling at the March 17-18, 1949 meeting.

4o The Canadian Service members have asked that steps
now be taken to complete the Canadian paper for presenta=-
tion to the Board at the March meeting. It 1s assumed.
' that final consideration will be given to the questlon of

| whether or not .the Canadian statement should include

| sections on the specific policies of the individual Ser-
viceg and that it will be referred to the Chiefs of Staff

| before being tabled,

G+ H. Newsome,
- Wing Commander, R.C.A.F.,
Acting Secretary,
Joint Intelligence Committee.

Privy Council Office.
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- PERMANENT JOINT BOARD ON DEFENCE

Ottawa, November 27, 1948

MEMORANDUM FOR THE BOARD

Ret Exchange of Personnel and Information
- . with United States Authorities

"At the last meeting of the PJBD the United
States Air Force member reported on the general prin-
ciples governing the release by the United States mili-
tary establishment of information to the Canadian Govern-
ment, and the specific policy followed by the United
States Air Force in this connection, It was agreed that
at the next meeting the Canadian service members would
present a parallel statement concerhing general principles
and specific service policies on the Canadian slde.

2 In presenting the statement which follows,

the Canadian service members desire to point out that it
deals only with the exchange of classified defence informa-
tion between the service departments of the two Govern=
ments, and should not be taken to restrict in any way the
exchange of classified information between other depart-
ments of the two Governments,

Se The Canadian service members wish to reaffirm,
in this context, the view expressed by the PJBD at its
last meeting that the personnel exchange programme, by
its nature, is not the approprizie med.um 1or exchanging
information between the two Governments. Exchange
personnel may, however, request that certain informatlion
be forwarded %hrough the appropriate channels.

4, General Principles:

M(a) The 34th- Recommendation of the PJBD, which was
approved by the Canadian Government on May 9th,
1947, states:

"Sub ject to the national policles of the two '
Governments, there shall be a free and com-
prehensive exchange of military information
in so far as it affects the security of the
two countries, the circulation of which shall
. be subject to such restrictions as may be
\ specified by the originating country."

(b ) The national policy of Canada is that all
classified defence information may be disclosed
to United States service departments and agen-
cies, for purposes of collaboration in accor-
dance with the Recommendations of the PJBD, or
for other purposes relating to the mutual
benefit of the two countries, subject to the
following restrictions:

(1) The policy in no way relieves officilals

: of their obligations under the Official

| ) : Secrets Act, which requires them to
obtain appropriate authority for the dis-
closure of such information,

|
F Document disclosed under the Access to Information A

ct -
Document divulgué en vertu de la Loi sur l'accés a I'information!
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(11)

kiii)

(iv)

(v)

(vi)

(vii)

Document disclose’d)q.nder the Access to Information Act -
Document divulgué-en vertu de la Loi sur I'accés & l'information

-

Information over which any other country
friendly to Canada exercises any degree

of control or jurisdiction may not be

released without that country'!'s consent,

Information of concern to Canadian manu-
facturers, whether Government-owned or
privately~owned, and whether wholly

- patentable, wholly unpatentable, or

partly patentable and partly unpatentable,
may not be released without due considera-
tion of certain prescribed methods of
protecting Canadian industrial interests.

Information relating to atomic energy,
even if it is military in nature, may not
be released without the authority of the
Atomic Energy Control Board,

Information pertaining to cryptographic
devices may not be disclosed except in.
so far as it may be necessary to imple~
ment a formal agreement with the Unlted
States, o :

Certain gsources of intelligence informa-
tion, and methods of acquisition, must
remain solely undcr the control of Canada.

Information released to the United States
must be safeguarded under\the same rules
of security as the Canadiah authorities
themselves 1impose, and must\not be dis-
closed to any other countryjor to the
public without the consent of the Cana-

dian Government, \ Jﬂ\
M

[

Secretary, Canadlan Section,
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SECRET
JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,
Privy Council Office,
. East Block.

Date: Tobruary 17th, 1949.

Crean, Esquire,

MEMORANDUM FOR:
' artment of External Affairs.

G.G.

Dep
D.N,I
D.M.I.
D.I.A.
D.Sc.I. - D.R.B.

D.C.I. - R.C.M.P.
Director, Joint Intelligence Bureau.

Subject: Disclosure of ﬁ.S. Military Information
' in Caneds

1. The follow1ng document concerning the
above mentioned subject is forwarded herewith:

Hemorsndum of Fabruary 14th, 1949, from lr. G.G. Crean
concerning the above~mubject.

2. This matter will be placed on the
agenda of ian eariy.i~ meeting of the Joint Intelligence
Committee, to—be—Redd + « o '» « 4 « ¢

' | (:;;zgg;gi:cAannauL‘jzzr
(F.W.T, Lucas)
‘Commander,

' Secretary.
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SECRET
February 14, 1949,

MEMORANDUM TO THE JOINT INTELLIGENCE COMMITTEE

L ' At 1ts meeting on November 23, 1948 the

Advisory Committee on Northern Development considered

the question of appropriate distribution, within the
Canadian Government, of the U.S, Services! Monthly -
Strength Return (showing the disposition of their forces
in Canada) and other U.S. Service documents relating to
joint defence activities that are receivéd in Ottawa with
the marking "For Military Purposes Only", The A.C.N.D.
concluded "that the distribution in Canada of information
relating to Canada was a matter for decision by the Cana-
dian authorities, irrespective of the source of such

Anformation" and that the Canadian Section, P,J.H.D.,

should so advise the U.S. authorities,

2. As the 34th Recommendation states that dis~
tribution of information from military sources "shall be
sub jJect to such restrictions as may be specified by the
originating country", the matter was later discussed with
Mr. Heeney. He felt that this portion of the Recommenda-
tion could not have been meant to apply to information
relating to Canada gathered by the U.S. Forces and that
the Canadian Section, P.J.B,D., should take this line, at
the same time making it clear that Cangda does not expect
the U.S. Services to restrict information relating to the
United States that the Canadian Forces obtain there, He
also suggested that it be emphasized that U.S. Service
information would be distributed only to selected indivi=
duals In the Canadian Government,

Se At 1ts meeting on December 14, 1948 the
Canadian Section expressed some fear that U.S. Service
sources of information might tend to dry up if it tried
to induce the U.S. Section to accept the principle pro-
posed by the A.C.,N,D, on November 23, It was therefore
left to General McNaughton to decide, when the HBoard
discussed the Disclosure of Classified Military Informa-
tion at its December 16-17 meeting, how the question
raised by the A.C.,N.D., should be handled, Following is
the portion of the Board's.Minutes that deals with this
point: :
"The Canadian Chairman mentioned that there had

been some difficulty in Ottawa in deciding how to
treat certain classified documents furnished by the
United States authorities that Lore a label stating
that they could be used "for military purposes only",
He explained that certain officials of non-military
departments and agencles of the Canadian Government
were engaged in work that is intimately connected
with joint defence and that it was therefore essen-
tlal for selected officials of such organizations to
have access to classified material, He went on to
say that every precaution is taken to see that proper
security safeguards are observed by such officials
and that he felt it both highly important and com-
patible with proper security that these civilian
officials be given classified information appropriate
and essential to their work,

s X r-.z
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"The Board concurred in these views and furthep
agreed that each country should be the one to
construe the meaning of the phrase "for military
purposes only" within its own country, and decide
what agencies within that country should properly
receive the information, The Roard further
recognized that the whole purpose of gathering
and exchanging information in connection with
joint defence arrangements should be defeated un=-
less the Information reached those by whom it was
. needed,® :

4e It will be seen thast the sense of the HBoard
was that Ottawa was free to use its own judgment as to -
which selected officials and officers of the Government
should receive copies of U,.S, classified information re=-
lating .to joint defence activities - whatever security
markings that information bears., General McNaughto

made his remarks only after the U,S. Service Members had
made very encouraging comments along the lines of the
second paragraph quoted, He, incidentally, made it quite
clear that the information would sometimes be required
Ly civilian officials (e.g. Geographic Bureau) for non-
military purposes, although it was understood that such
officials would respect the security classifications
attached to the information, o

Se D.,R.B. has recently pointed out informally
to the Canadian Secretary, P.J.3.D., that in several
cases, U.S. reports of U,S. Service activities in Canada
contain sectiong on the geography, natural resources and
population of Canada which it i1s desirable to glve to
non~-selected Canadian civilian officials or to make
publices In view of this situation D,R.i, has suggested
that, after consideration of the matter by J.I.C. (and
possibly Chiefs), the Canadian section might take up at
the meeting of the P.J,3.D. on March 16~17 the desira=
bility of the Canadian authorities bLeing free to release
U.S, information on geography, natural resources and
population of Canada to none~selected civilian officials
or to pubtlish 1t, without reference to Washington, on
the understanding that no indication would be given that
the material had Leen collected by the U.S. Forces,

6o I would therefore suggest that this matter
be discussed at the next meeting of J,I.C, It is, of
eoyrse, connected with the paper on the disclosure of
classified military information that J.I.S. has under
preparation for tabling at the next P.J.5.D. meeting,

7o The matter is, of course, also connected with
the Joint defence publicity directives in force in Ottawa
and Washington under which information relating to joint
activities may not be released without prior interdeparte
mental and intergovermmental consultation, Shdéuld J.I.C,
endorse the suggestion made informally by D.R.3., the
Canadian Section, P.J.B3.,D., would have to make it clear
that, should the U.S,., authorities themselves also wish to
publish sections of their reports dealing with our geography,
natural resources or population, without reference to
Ottawa, they would have to take care not to indicate

that the information had been obtained in Canada by the
UsS,. Services, ' \

G. G. Crean
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EXTERNAL AFFAIRS ~w = . s -
CANADA

CANADIAN SECTION
OTTAWA, February 16, 1949.

MEMORANDUM TO: The Canadian Section, P.J.B.D.

I have already referred to you a
copy of my letter of February 8 to Dr, Solandt
regarding his suggestion that the Canadian Section

v} propose at the next meeting of the P.J.B,D, that

Ottawa be free to make public in appropriate
cases, without reference to Washington, information
in U.S. Service reports that relates to Canada.

I have now received a reply from Dr.
Solandt in which he agrees that the matter should
first be considered by J.I.C. and suggests, at the
gsame time, that the question be confined to infor-
mation relating to the geography, natural resources

y and population of Canada.

Attached for your information 1s
c0py of a paper of February 14 on this matter
which the Chairman, J.I1.C., is circulating to that
Committee prior to its next week's meeting. Para-
graphs 4 to 7, I think, state the problem as it now
stands,

Dr., Solandt tells me that the matter

18 not of direct interest to D.R.B. and that he,

therefore, doeg not wish to press the matter for
his own purposes. What he has in mind are requests

» for information in U.S. Service reports that he

receives from time to time from civilian Departments
concerned with the north and the desirability of |
establishing, if possible, a procedure more adapted |
to the needs of such Departments in order to avoid

further misunderstandings arising on their part.

Mr. Crean is familiar with the situation whieh Dr,

Solandt has in mind and will, of course, be able to

explain 1t informally to J.I.G.

biehpde AN

Secretary
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R Qif SLCRRT
Pebruary 14, 1949,

MLITORAIDUL! TO THE JOINT IINTLLIGITICE CCIITIVE

I 1

B e e e —

1. At 1ts meeting on [lovember 23, 1948 the
Advisory Comnlttee on [lorthern vevelopment consideored

the question of appropriate distribution, within the
Canadian Governnment, of the U.8., Serviceg! llonthly Strength
Return {showing the diagoa&tion of their forces in Cancda)
and otheyr U.8. Sorvice doocunents relating to joint dofence
activities that are received in Ottawa with the narking
"For Liilitary Purposes Only". The A.0.H,D, concluded

"that the distridbution In Canada of infornation relating

to Caneda was a matter for dlocision . 4y the Canaedien
euthorities, ilrrespective of the source of such information"
and that the Canadlan Zection, P.J.B.V., should so advise
the U.S., authorities.

a. As the 34th Recormendation states that dis-
tribution of information fran nmilitary sources "shall be
subject to puch restrietions as may be specificd by the
originating country”, the natter was latoer discussed with
Lr,., Heeney. He felt thot this portion of the Recommendation
could not have been meant to apply to information relating
to Canada gathered by the U.5. Forces and that the Canedian
Seoction, P.J.B.D,, should take this line, at the sane tino
naking it olear that Cannda dces not expect the U.G. Sere
vices to restrict infornation relating to the United Ctatos
that the Canadien Forces obtain there. . Fe 0lso surposted
that 1t be emphasized that U.O0. Service inforration would
32 distri:uted only to selected individuals in tho Canadian
vernnens.

3. At its nceting on Deccmber 14, 1948 the
Canadion Sectlon expressed ocme foar that U.S. Cerviee
sources of information micht tend to dry up 1f 1t tried

to induce the U.8. Scetion to accept the prineiple proposed
by the A.C.l.D. on Iovendber 23, It was therefore left to
Goneral Llellaughton to decide, when the Board discussed the
Disclosure of Clasoified Lilitary Information at its
Dococnber 16-17 neeting, how the guestion raised by the
A.C.ll.D. should bde han&led. Following 1s the portion of
the Board's liinutes that deals with this point:

"The Canadlan Chairman mentioned that there had been
sooe diffioculty in Ottawa in deciding how to treat
certain olassified documents furnished by the United
States authorities that bdbore a label stating that
they could be used "for military purposes only®, He
explalned that certain officials of non-nilitary
departnonts and acencios of the Canadiaen Covernriont
werc enraced in work that is intinately connected
with Joint defence and that it was thercforo esgen~
tial for seleoted officlals of such organizationo to
havo cocess to classified nateorial. e went on to
gay thot every precaution ic taken to see that proper
pecurity safeguards are observed by such officials
and that he folt it both highly important and
compatible with proper security that theso civilian
officials be given clasoified inforcation appropriate
and ossentlial to their work.

on o ets
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*7he Board conocurred in these viewp and further
agreed that each country should dbe the one to
construe the meaning of the phrase "for military
purposes only™ within its own country, and decide
what agencies within that country should properly
recoive the information. The Board further
recognized that the whole purpose of gathering
and exchanging infommation in connection with
Joint defence arrangements should be defeated
unless the information reached thoss by whom 1t
was needed."

4. It will be seen that the sense of the Board
was that Ottawa was fres to use its own Jjudgment as to

which selected offlicials and officers of the Government
should receive ocopies of U,S. classified information relating
to joint defence activities - whatever security markings

that infornation bears. General loNaughton nade his renarks
only aftor the U,5. Bervieco Lembers had nede very enccuraging
corments along the lines of the second paragraph guoted.

He, incidentally, made it quite clear that the information
would sometines be required by civilian officials (o.c.
Geographic Bureau) for non-military purposes, although it
was understood that such officiagls would respect the seourity
classifications asttached to the information.

5. D.R.B. hes recently pointed out informelly
to the Canadian Cecrwtary, P.J.B.D., that in several cases,
U.3, reports of U.S5, Sexrvice aotivities in Canada contained
sections” ©on the geography, natural resources and population
of Canada thich it is desireble to give to non-sclacted
Oénadian civilian officials or to make pudblic. In view

of this situation D.R.B. has suggested that, after considers
ation of the matter by J.1.C. (and possibly Chiefs), the
Canadian Seotion might take up at the meeting of the P.J.B.Jd.
on Mavch 18=17 the desirability of the Canadlan guthorities
being free t0 release U,S, information on pfeography, natural
resources and pupulation of Canada to non-seslected civillan
offlcials or to publish 1t, without reference to Washington,
on the understanding that no indication would be given that
tho naterial had been collected by the U,F. Forces.

e 1 would therefore suggest that this natter

be dlscussed ot the next meeting of J,.I.0, It is, of course,
connected with the paper on the disclosure of classified
military iafornation that J.I.8. has under preparation for
tabling at the next P.J.B.D, rmeeting.

7 The natter is, of oourse, also connected with

the Joint defence publicity directives in force in Otteva

and Vachington undor which infornation relating to joint /

activities nay not be releaced without prior interdepartzental

and intercoverntental consultation. GShould U,.I.C. endorse

the suggestion made infornally by D.K.B., the Canadian

gection, P.J.B.D., would have to pake it clenr that, should

the U.0., authorities themselves also wish to publish sections ‘

of their reports dealing with our gsographyi natural resources

or population, without reference to Ottawa, they would have

 to toke care not to indicate that the information had been 4
obtalned in Canada by the U.3. Services.

G. G. Crean
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CANADA UNITED STATES

) "'_JPERMANENT JOINT BOARD ON DEFENCE
CANADIAN SECTICH SECRET

TO:

Gen., The Hon. A.G.L. McNaughton, CH,
¢B, CMG, D3SO., Cheirman.
Eear Admiral F.L. Houghton, CBE.
Major General H.,D. Graham, CBE,
DSQ, EDO
Air Viece Marshal C.R. Dunlap, CBE.

Referred for your information.

[VICE CHIEF OF THE!

hidr

—— Secretary
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7 P.J.B.D.

CANADIAN SECTION ~— SBCRET

\ A
R i v

OTTiiA, February 8, 1949.

Dear Dr. Solendt,

I have ror scknowledgunent your letter of
Jamiary 26 regarding the discussion of the guestion of
Bxchange of Information that took place at the Degenber
16«17 meeting of the P, J3.B.D,

The sense of the mesting was, I think, that
the euthorities in Ottawa should use thelir own Jjudgment in
deternining what offiocers and officials in the Canadian
Government shonld receive olassified U.S8. informetion relat-
ing to or resulting fram joint defence activities., 4s X
understend your letter, it l1s your sugeestion thet the
matier bLe carried a atage further and that it be indicated
10 the U,.5. authorities that wa foel that Ottawa should be |
free tO pasg to non-officlal persons, or otherwise make |
public, materiel contained in alaasificd reports that the
gqs.dgervioes prepare as & result of thelr activities in ’
HSENOGE

| 1 have mede some enquirles about this matter
and find that there is soane feeling that such a proposal
should be examined by the intelligence authorities and the
Chiefs of Ctaff before the Canadian Section of the Board
takes 1t up with the U.8, Section. I gather that our
Bervice authorities might feel that there would be a sericus
risk of drying up U.S8. sources of Inforoation if the Cena~
dlen Sectlon were to assert what {s tantamount to the
general principle that Ottawa should be free todsoclassily
seotiong of the U,.S. Service reports. Less information
mipght be forthoaming even if the U,.8. Seoction of the T.JI.B.D,
agreed to the principle., Possibly the matter could be
settled to your satisfaction if, without risking any nmisg-
understanding in Washington by laying down a general prine
ciple, inaividual ocases were taken up with the U,g9. Jervices
op a 8ervice to Service basis, when it is desired to necke
public material included in thelr reports.

Dr. O, K. Solandt,
Chairman,
Defence Researoh Doard,

Ot tawa, veeel 000304 '
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It would therefore be ny sugrcestion,
provided you are ogrecable, that before ¢he Camadian
cootion of tho Board takos any ecticon in the ratter,
your rropocsl De referred <o tho Joint Intolliconce
Corrzitteos end, ulticately, to Chiofo of Staff whe could
cive tho Canadicn Section appropriote inctructions,

Ey understanding is that, in rekinc pudblic
information of the type reoferred to, it would not be your
intention to indicate that the U,J. authorities had been
respongiblo for obbaining the data. If this wero not tho
cage, I assune that we would have to be careful not o
run afoul of the Jjoint defence publicity direotivo,
ispucd by the llinlsters of liational Jefence and Lxternal
Affairs on April 1, 1948, under which interdepartmental
and Intorpoverncental clearence of information relating
to Joint defence motivitios rust precede its publication.

Yours sinceorely,

L4

-

Secretary.

1
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- & P.J .BQDD SECRET
' %ﬂ CANADIAN SECTION I

OTTAWA, February 4, 1949.

Dear Mr. Crean,

At the June 3-4, 1948 meeting of thse
r.J.B.D,, the D.R.B. representative raised the problem
of the exchange of classified information and selected
personnel between the defence research agencies of the
two countries (paragraph 7, P.J.B.D. Journal}.

As a result, at the August 19-20 meeting
the U.S.A.F. member tabled a paper outlining the general
principles governing the release of information by the
United States Military Establishment as well as the
specific policy of the U.S.A.F. in this regard. The
U.S., Army and Navy members and the Canadian Service
members agreed to table similar statements at the December
meeting (paragraph 13, P.J.B.D. Minutes).

As a result, and at the request of the
Canadian Service members, Mr., D. M. Johnson wrote to the
Secretary of the J.1.C. on October 14 asking that prepar-
ation of appropriate papers for submission to the Board
by the Canadian Service members be undertaken. A paper :
was prepared in due course by J.I.S. which confined itself
to general policy. As there was some discussion as to
whether it should include the specific policies of the
three Canadian Services and since it had in any case not
been approved by J.I.C. and Chiefs, it was decided that
it should not be tabled at the December meeting.

At the December 16-17 meeting the U.S,
Army and Navy members produced papers that were almost
identical to that presented by the U.S.A.F. member in
August and the Canadian Section indicated that its paper
would be ready for tabling at the March 17-18, 1949 meeting.
Copies of the draft J.I.S. paper and of the U,S. Army and
Navy statements, together with the P.J.B.D. Minute on thisg
question are attached. ,

The Canadian Service members would appre-
ciate it if steps could now be taken to complete the draft
Canadian paper so that it may be available for presentation
at the March meeting. I assume that final consideration
will be given to the question of whether the Canadian state-~
ment should include sections on the specific policies of
the individuel Services and that it will go before Chiefs
before being tabled.

- I am enclosing an extra copy of this letter
in case you wish to send it, with the enclosures to this
letter, to the Secretary of J.I.C. You might like to

G. G. Crean, Esq.,
Chairman,
Joint Intelligence Committee,
East Block, .
Ott awa. _ ceeed
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bring to his attention at the same time the attached copy
of my letter of January 24 to the Seeretary, Advisory
Bommittee on Northern Development regarding the question
of Ottawa using its own judgment in distributing clasi-
fied United States information regarding Canada-United
States defence arrangements and activities.

Yours sincerely,

&

Secretary.
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1 that, at its moetlug vin llovenbsr

You will raesl n
sthes reached the following conclusions.

£3, 1948, your Commlt

»

“{m) +that the distribution in Canada of inforhation
relating to Conada was a matter for decislon by
i ¢ ol the source

Canadisn qu huritlas; irrospectbly
5

"{p) that this vie. be communicated to the L.,3, autho- ,
rities throaﬂh the rarmunent Joint Board on Defence,
by the Sescretary of the Canadian Jectiaﬁ; and

(c)} +that, whan this matter is settled, the secreturies
circeulate the monthly report cn Unda personnel 1in
Capada to all memberz of the Jommittes, the Cebinet
Defence Committee, the dwcretdry of the rormapent
Joint Board or Deferce (Canadian Section) snd the
Jommissioner of the R.C.Lk. Peolige.”

Ag Ghese cone lugions could be lnteap ahed a8 ool

fllcting. i1th the 34th Recommsendation of the ¥F.J.B.0., e

paper dated Decembar 14, -- saclosed herswith as "appanéix

No, 1% -~ Hd prepared in consulbation with Mr., Heeney acd

presented ot the December 14 meebing of the Canadlan uection ‘
of the Bouvu that preceded the full ¥oard meeting held in

Lontreal on December 16-17, 1848,

At its meeting on December 14, the Cansdian B3sction ™

sxpressed some fear thatbt U,H. Service sources of information ,
would dry up if it took, a8t the meeting of the Boars, the |
- line suggested in the paper of December 1. In view of this,
and 65 the Board would be discussing the gensral guestion of
- the exchange of informotion between tha tuo oauntriﬂ It was .
agreed to lsave it G the Thalrmen of the Capsdian Lection o i
decide, in the light of the expected uigeussioms, hnw dess to

raise the point that hed caused concern to your Commitbae,

On the evening of December 16, 1 drafted, for
consideraticn by the U..J. Secretary of the Board, a mlnute
OLLLlﬁxuﬂ whe QJJPQ&C}OHG on the exchanegc of 1ufqrmduio, a8
ney had taken place in the Board that day. dtbached, a8 1

ﬂyyﬁudlﬁ Ne. 8T, a reconsbruction of Lhst wrigxna‘ '
mipute frosm which 1t v ii. te seen that Ceoperal Lehaughton

raiged the provlem of distribution by Hie Uwﬂadtag authorities
af er the U.b. arny Iamo f had made vely wpcoura %1 1g remarks
aoout the desirabili ty sn sdequate oachange of informatiol.

;..:p

The Secretary,

Advisory ”ommstﬁe& an Norbhern Uevelopment,

wast Block, .
ghhawa,

000310
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when 1 checked tils dreft with the U.u. JSecretary
he felt thet the L J. wervies meunbers aight not wish to have
attributed directly to them the onservaticn; that they had
made and ve therciore submlited te the Board, for approvsl
the next day, the minute that 1 attacih as "aAppendix ko, 3",

Yhe latter winubte wos reviewsd by the board on
Lecember 17 supd, ag @ result of sugeestions of the U,., Arny
ember, wag xav iged. o copy ol the finsl nmigube, as apovroved
by bLhe 5uarﬁ, is cttoched ag "appendix No. 47,

You will ses [ros the suclosures that General
chaughton did nol have bo Lase “he stand that dist JbUtiJL
21 Gapsda of irJorsubticon relaving to Canuda is a patter Tor
decigion in ChHtawa, since the U.J. Loction was of the
opinion that Ottava should use its owu judsment witi regard
to distrivution of all infoermation fClHu¢Lg to joint defenca
arraagenents. :

e

r
s
]

4% nis reques
aud its euncloeogsures to b
en horthern Development.

e 1 an seunirg a copy of tnis letter
he Chairman of the sdviscory Ccamlbttee
J

Tours sincerely,

seeretary, Canadlien section.

[ -

4
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SANAGA Al

et s W 8 s

L MY o 34
Vilaea, Sacerber 14

kol OB ap U PO He GaliaDloh CHatbh ol, 2old alisiid
JOLWE BUaky O Dapf ol

4# provles. hasg recently arisen which affects the
interprotadtion of the Jduh wecopnmendatlon of the feraanent
Jolny doard on «sfence wnlich. you will rccalil, deals with
Lthe exchange of militury infumzatiux bebueeu txe ﬂnjted
Lsbaves end Canadae, fhe S4th Adecommendaticn stal bnat
the circulation of such ianforzation ¥ thL e l

such restrictions =zsg wmay be apecified by the or

to

(SRS
bjiec
*jldblﬁ”

country.”
D The Canudian susnorities recently reguested fron

the Luiled Ltetes sutuorities s ponthly report concerning

bhe nuambers of persoanel ang thelr activities at the varicus
sites in Ca nima. o iws monihly report o the Cansdian
gubhorities, the L.o. a4ir ¥Yorce placed the following security
reatriction on detulls furpishec by it in the resort:

"This information jg furnished with the undsr-
gstanding that 10 will avt Bz releascd to another
nabion without zgpecific approval of the Undited 3tdles
of America ueoartment o! toe 4ir Force, thub b will
ot be used for other ohar wilitsry purposes thet
individual or corporaticen righivs origlneting in the
information whether pawented or nob will be resnected
and that Gthe ;Lfnrnagixn wili be afforded substeuntislily
the sane degres of vocurity asg afforded by the Upited
sbabtes of Jmerics Denuiny enc ol the Alr Porce,”

-
1

5
[u

Js This matber has been discussed with 'r. leene 2y,

whio conglaerg thet the aistelibubtion in Jamaus of inforastion
relating Lo Canade 18 a nalter for decision by the Canadiaa
suthorities, irrespective of the source of such inTormution.
Similarly, tim distribution ip the UVuited states of infor-
mation re;q ing to the United osbates is g matter for decision
by the United otates authorities. Lr. Heeney does not bhiuk
bhat the restrictive clasuze of u.? Sath wﬁﬂunmw dation could
heve been reasouably L&Uhu s apply b0 the disvrivwution in
cur respective countlries vf information of this kind,

4. 1% ils mceordingly surg
ratter rauly in the Jdoint 3oard, an
in applyin, the restrictive clouse in the maoner in which the
Uo.no. hus appliea it in tads cage. [t coulu be exploined,
of course, that we are as coascious of the naces sity for
security restrictions ags our U.s. colleagues, and that there
would be ne guestion of distribution beyond hlph officiels

of the government. You might add thet we would equally not
expect Lo be able Lo restrict information relating to the
United stateg wihien we mizht supply to them. J3uch sn inter-
pretation ¢ the JS4th hecommendstion would not require a
revisicn of the woraiag of the Hecommendation, sud should in
Lo way upsel tho pregsent exchsupge of military irformstion
hetwesn the Jegrviees, and btue working arrqugem.nt whersby
the oervices in each counbry regpect the securisy narkings

of those in the other.

&
2
]

e for your owp infoviation, the Advigory Commitiee on
Northe Developnent, which cousists of genior GPV@PH ent
oificlalsﬁ inaluding the Chiefls of Stalfl ara the gecrelary

to the Cahinet, is particularly iaterest in heving this

matter settlad,

seeretary, Canadlan Lechion 000312
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2he U3, Arwy lender then CU.;Sﬁ;F@ that he
had found tnoal there vas ocuquu“aﬂiy SULe Aaulﬁdh“”f on
the part of oflficers direcily coucernsd, Lo carry oub =
full an exchange of ipformation 23 is c irable and thatb
thercfore, the ezchange of infermebion requires positiv
Lucourhgereﬂt from g hi igh level.

{\.

J

The Qauadian Cheirnan aenbtioned that there nad
cen sone dlfTiculdy in LbLoeua in deciding how Lo trest
certaian classified dwcujuntk Curnished by the United States

autborities baat bore & label stating Lhabt they couls be ussd
"for military purpos-sy only'. (e did ao6 refar to any
speeific U.o, docuwent i L& equalred bnat cestulin ofticials
m uurmwlu“ry Cepartments and 42 cyw oy the Jamseian '
Goverament were snggeed in worg is intimately conneztod
wlth Joint wefence and thadt 13 wa s t ecefors cassoatbiel {orp
aclected officials of sach ovganizabion: to have aceass Lo

clageifiecd material. He wenl on %o gay that mver; orecaubion
iz baken to ses thav proper cisurity safeguards are obscrved

he szlh it bobh h¢grly izportant
sgrarilty that these ”1v111

. 2 £y saih v
A
bv such officials sud Sha
2 %
led 1Uf araahion appropr iate and

and compablble with props
of ficials be gjvvn clossl
sggentiel bo bhelr woru,

i

W
™.
&
£

The U,¥. dimy hambar expressed agreemont with
these views, =stabting thot warxings of the Lyge mentioned hy
the Canadian “Hairman should be cvonsirued by each country in
fna light of 'its own orgunizetiocn asnd needs., The U.LS, Navv
‘embeyr expressed himseld e [aring these oplnlions snd stebed

that the whole pure = w2 gatn%rﬂnﬁ sad exchonging information
in gonneetion with Joint defence arraugements uuLd ve defaated
unless the information reached these by whom 1t vvas needad,

000313
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{the tfirst throse wuwragruphs were bhe sace as in oppendix

e Cancdisn Sheirman mentioned that there ha”
heen some Gifficulty in Jitaws ln decidiug ‘oh tu btreast certa
¢luageified documentbs furrished by the Unitsd States sutnoriti
that bore a label sboating thet they could be used "Tor milita
purposes only®. hLe explained thal certala officlels of none
militaxry departmu ite and agencies of the Cenadian Govermrernt
were engs, ed in wori thet is iutimately connected with joint
defepnce sud that 1t was therclore 2ssential for selected
c¥ficials of such orgasnizuticus L0 have ue 58 bo cl&*aified
materiusl, He wen® oL o say bhat every po auuzun iz takeu

in
(B
vy

%0

tibla

gee that proper seosurlvy sa’vpuards arg cgscrved by such
officials and bhat he felt 1t uc h higbly importort end comps

vith proper securiity that thes civilisn officisls be given

clagsified inforusbtion asarwpflabe god acthidl to thelr wori,

The Board sgreed with thoge vlews, balpg of the
opinion that each country Shgm 1d conatirue securiby narxiogs
of the type guoted above the 1l3ut of its respecilive
govermaental organlz at;uu dhd ueeds, and recogaiziug vhat the
wiose purpose of gathering qﬁu e_"nunplx information in

connection with dalnt defence asrea UrﬁmeJA would be defTeated
unless the informatlion rmagneﬁ (”nu hy whom it wes needad.
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Extract from P.J.B.D. Journal of December 16-17, 1946,

I Disclesure of Classified Military Information 1

A& stated in Paregraph No. 13 of the Journal of the S
Board‘s mesting of August 19-20, 1948, on thst occasiosn the {
UV.8. Air Force member presented a paper setbting forth the :
general principles governing the release by the U.3. &lr Force
of classified information tc the Canadian Government. It had
been agreed that the U.8. Army and Navy members, au well as the
Canadian Service members, would submit similer reports at the
next mescting.

The policy of the U.S. Army was accordingly laid
before the Board in the form of 3 memorandum dated Octcber 18,
1948 (4ppendiz No, 1). The V.S, Navy's paper on Lhe same sub-
ject, dated December &, 1948, wss also presented (Hppendix No. 2).
1t wes explsined Shet the policy outlined in the U.3. 4rmy and
Navy pspers was virtually identical to that of the U,S. AiX
Force, differing only 4in regerd to minor administrative details.

It was reported that the parallel materisl under
preparation by the Cansdian dervices had not yet been epproved
by the Chiefs of 3taff, but that it was hoped to presert it at
the next meeting of the 3oard.

The Canadian Chalrman mentioned that there hed deen
some 4ifficulty in Ottews in deeciding how to treast certsia
classified documents furnished Ly .the United States authorities
that borve a label gtabing thet they bould be used “for military
purposes only." He explained that certain of ficials of non-
militery departments and agencies of the Cansdien Government
were mngaged in work that is intimately connected with joint
defence and that it was therefore essential for selected officials
of such organizations to have access to classified material.

He went on to say that every precsution is taken to see that
proper gsecurity safeguards are observed by such officiels and
that he felt it both highly important and compastlble with proper
security that these civilian officials be given clasgified
information appropriate and essentisl to thelr work.

The Board concurred in thess views and farther agreed
that esch country should be the one to construe the measniang of
the phrase "for military purposes only"™ withln its own country,
and decide what agencies within that country should properly
receive the information. {ThelBoard further recognized that the
whole purposs of gabthering and exchanging informstion in con-
nection with Joint defence/arx‘gngem@ﬂﬁsu.ld be defeated
unless the informetion reached those by whom it was needed. ,
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1. (SECRET) Disclosure-of«Classified Miiﬂ mmemnﬁanmammeaumMmﬁ

As stated in Paragraph No. 13 of the Journal of the Board's meeting
of August 19-20, 1948, on that occasion the U.S. Air Force member

| preseﬁted a paper setting forth the general principles goverging the
release by the U.S. Air Force of classified information to the
Canadian Government. It had been agreed that the U.S. Army and Navy
members, as well as the Canadian Service members, would submit |
similar reports at the next meeting.

The pollcy of the U.S. Army was accordingly laid before the
Board in the form of a memorandum dated October 18, 1948 (Appendlx
No.”l). Tpe U.S. Navy's paper on the same subject, dated December
' é; 1948, was also presented (Appendix No, 2). It was explained that
the policy outlined in the U.S. Army and Navy.papers was virtually
identical to that of the U.S. Air Force, differing only in regard
to minor administrative details°

It was reported that the parallel material under preparation
by the Canadian Services had not yet been approved by the Chiefs of
Staff, but that it was hoped to present it at the next meeting o

000316
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(NOTE: As from the Meeting of 11th=12th
' Septenber, 1947, the Journal is
classified TOP S CRET. The Board,
nhowever, establishes a classifica- .
tion for each numbered paragraph ijL:}
in the Journal so that those below
Top Secret level may receive a o
wider distribution.) o o1

Date extracted [\f/lf;%' [ F4T N.S.

'Cl‘as S 1f‘1cat lon' ‘

PERMANENT JOINT BOARD ON DEFENCE - CANADA/U .S

A ) formatl_on is
i ibution Circulated for in
Dlstr%zl the following extract from the Journal
' ’ i d Decisions at
of Discussions an
"Z’/ Meets of the Board, held in /e
I W on /{//7 9&& 199F4

Secretary to
Vice Chief of the Naval Staffy,

7

SUBJECT¢

e S

The Canadlan Chalrman mentloned that there had been some
difficulty in Ottawe in deciding how to treat certain cla531fledﬁ
documents furnished by the United States authorities that bore a

label stating that they could be used "for military purposes only."

He'eiplained‘fhat certain officials of non~military departments and
agencies of the Canadlan Government _were engaged in work that is
intimately connected Wlth joint defence and that it was therefore
-essential for selected officials of such organizations to have

access to classified'materialo He went on to say that every pre-

caution is taken to see that proper securlty safeguards are observed
by such officials and that he felt it both'highly important and com-
patible with proper security that these ci&ilian officials be given
claggified information appropriate and  essential to their work.

The Board concurred in these views and further agreed that
each country should be the one to construe the meaning of the
phrase ﬁfor military purposes only" within its own country, and
decide what agencies within that country should properly receive
the information. The Board further recognized that the whole pur- [
pose of gathering and exchanging information$in connection with ‘

joint defence arrangements would be defeated unless the information

reached those by whom it was needed., 000317
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Doﬁwgmx eﬁde la lj: sur l'accés & linformation l
(Paragraph 1)

‘ * -
: j SeEnCeRenl
CAEEAIW- UNITED STATES

- -

FERMAVINT JQINT BOAKD Co ble sdos
Washington 25, D. C.

L4

American Section
Room 2E844
Pontagon Building

18~October 1948
MEMORANDM FOR THE MEMBERS, PJBD, CANADA-UNITED STAIES:

SUBJECT: Depertment of the Army Polioy for the Digsclosuro
of Clagsified Military Information to Canada

l. At the 19-20 August 1948 mooting of the PJBD it wms agreed that the
U, 8. Ammy and Navy members and the Canadian Service members would submit at
the next PJBD moeting s ctatement of their general principles and specific
policies governing the relsase of information to the Canadian Government.

2. The general polioy for sollaboration between the United States and
Conada as stited in the 34th Recommendation and the Heoommendation of 20 MNoverbor
1946, of the Permanent Joint Board on Dofense which was approved by the Canadian
Government on 16 January 1947, and by the President of the United States on
4 February 1847, has hoen actively implementsd by the Department of the Army.

3. In implementing the above Recommendations, the Departmsnt of the Army
must determine thet proposed resleases of classified military information to
Canada conform with the following U. S. Armed Foreoes agreed general principles:

a. The Atomic Ensrgy Jommission hae sole authority over Atomic Energy
Information determined tc be "Restricted Data™, as dofimed in the Atomic Lnergy
Act of 1946, even though itemr of such information might be military in nature.

b. Information perteining to oryptography and oryptographic devices
may not be disclosed unless the information is nocessary 4o lmplement communication
agreements batween the United Siates and Canada.

¢. Information which is not relessable because of a governmental egroe-
mont with a third notion may not be released to Canada without the eongont of the
third nation. This inocludes information pertaining to the Fhilippine Republio
vhioh may not be released to Cenada without the consent of the Philippine Republis.

d. Sources of intelligence (identificstion of agencies or individuals
whose identity as a source of intelligence information recquires protection), methods
of aoquisition, amd the degree of sucoeas attained may not be released. Virtually
all completed intelligencs studies and roports ore releasable and are freely
released to Canade. .

e. Classified informetion owmed in whole or in part by a private firm
or irdividual may not be released without the consent of ths owmer.

000318
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BEST AVAILABLE COPY
3meeGe Res fbon T

o for Boord Members 18 Oaooh 133

£, Classifiad Cuinlogue sad Program Type Information mey nct be releu. cu
unless 1t is necessery to inpgilment « program mutuvelly abreec uponts  Crtalogue -ypo
Informetion means a last, indexz, or cther onumeration of military docironis, 10 ‘
ationg, orgenigetions, or materiel by title or names. FProgram Type Inﬂarmavlor'ma‘n»
& syllsbus, prospectus, or othsr document which ouvtlinss proweobad military pros.n -
ings, requirements, plans, (octrines, or opsrationn, or past, present, or futury
projects. This principle ir f2llowed in order to withhold olasulfised docurunts » hiach
require careful protection witain the continental United Statez when the cotumsnts
themselves are not necessary *o implement a program mutually sgreed upon. Thi.
restriction does not hinder the ztendardization program mpd nearly all reguestc “or
Catalogus end frogram Type Information are approved.

ge Classifisd military information that is derog&tory to the Unived
States Goverrment or mny ageagy hhareof, prejudiociel to Us 5. relations with a
foreign goverumesnt with whieh the Us 5. maintains frisndly relations, ur inform-
ation derogatory to & U. S. citixen or commorcial entity mey not bo relcsssed.
4. Releasnble Informatioa ~ 411 olassified (ineluding TOP SECRET) Deportaent
of the Army wilitary informe.tim oexocpt as indicated in 3 above, may be releassd
to Caneda. :

5. Conditions of Kolasse - Classified militery informetion is released to
Capada with the undarsiaadir: shet it will not be disclosed te another nation
without specific approvel o1 the United States DUspartment of {he Army, it will not
ke used for otner then militars purposes; that individual or ocrporation rights
origineting in the infeormation whether patented or not will be reospscted; and thab
the informati . u will be affordsd substantially the rame degree of securiiy as

afforded by the United Siates apartment of the Army.

6. Administrative Deteily ~ 2, Within the Departmont of the Army, Llheo
Director of intelllgonoe is reiponzible for formulating seourity policies uudoxr
vhich clagsified militery informstion mey be releaged tc Canada.

b. The Depariment o’ the Army chennels for releoass of classified
military informetion to Caned: sre as follows: Go visziters, to studenis azd
cbeervers, tc acoredited reprces entatlves, to exchange personnel, throvgh Lo 9,
Standardiszation Officers inm 23 .sde, and hhtOUﬁh the Intellipenss niv1qtcn Caner.’
staff, U. S. army. The most Liporitsnt channels with respeat to the ptandaraisntt oo
program and dolleboration with Cenudee-s by direct cnntue* with Uapsdioy. secerodivid
represeatatives, Caurdian e1oh rge personnel, sud U. 3. Stondardiszation Olilcerd v
Cansda. Thess three chaonels cre deifinsd as follo. o

(1) &ceredited wprosentutive « is i militery represert .tive
of & forelzn éorarument viao 1s ﬁrﬂradiiad by the dntelll;mae
Division [Foreism Linivon Offie.) te o Dep sartment o1 the
Army apgenay {or the purpose of ricelving Gl&b&lflﬁé militery
information that is within the purview of the Army 2psnoy aud
which the ageroy is authorised te disclose under curront
seourity po.icies witheut further reference to the Intelligones
Divisiop, Zomeral Staff, U. 8. Army. The asereditation

gpoecifies in vhat form classified rmilitury informatior may

be disclesed. Canadian standardigetion officers in the V.S,
ere usuclly accredited representatives. 000319
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Hemo for BYoard Members

| (2) bLxchange Pferscnnel = are nilitary porsonnel attached

| to a Us S Army organization to gain experience in

| Ue 8. methods, procedures training, administration,

| equipment, et¢., by occupying a position in a U. S,
Army orgeniszation. As "working bedies” in a U, S

| organisetion they may have access Lo classified mill-

‘ iary inforzation but are not to be considered as

| collection agente for their goveramsnt. Lxchange

personnel are not permittud to transmit documents

to Canaca., They may inform their home governnmsnt

of the existerce of information, or the U. S. Army

agoncy may forward the inlormation through the

Foreign liuison Office, Intelligence Vivision to

the appropriate military w#sency of Canada at the

regquest of exchange personnel.

(3) U. 8, Standercisetion Off’ cers - as the name implies,
aro Ues So Army officors in Sanada who psrform a
standurdisation funetion with the Canadian Govornmont.

oo Information the’ is not released by direct contact, such as accrsdited
ropresentatives, or whiohi is not released volunterily by the U. 5. Army through

upproved channols, may be requested by the interested Canaedimn military reprsscatatl
irom the Foreign lieisen Office, Intelligenco Pivision, GSUSA,

|
|
|
CHARLLES L. BOLIE

Eajor Genorel
Us So Army Member

e::sc
feE=C=R=E=T
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Co aDA PEHLANENT JOINT BOAID ON DEFENSE UNITED STiTES
Lashington 25, D.C.

American Section
Room 28844

Pente ,on Building

' 6 Deceriber 1948 |
SECRET - ;
\
|
|

I RﬂNDU‘ FOr TLL BELBIRS, PJBD CANADA-UNITED b”jT ISH

Subject;v- - Department of the Navy Policy for the Disclosure of Classificd
Military Information to Canada,

1. It was agreed ot the 19-20 August meeting of the PJBD that
the U. S5, Army and the U. S. Navy would subrit ¢ statement of their policy
governing the disclosurc of rilitery information to the Government of
Canada. accordin.ly, there is set forth below the disclosurc policy of
the Department of the Navy,

A, ‘Releasable Information:

- tiilitary information of primary interest to the Havy of all
claszifications thr015h Top Secret, except as provided below,

B. Non-reTGasab*e Informatlon.

(a) Information pertaining to Atomic Ener_y, including
"Restricted Data" as defined in the Atomic Ener.y Act
~of 1946, (Such informetion may be released only bv the
ntamlc Energy Commission. )

(b) Information pertaining to eryptography and cryptographic
_ devises unless such information is necessary to implement
communication agreements between the Department of the Navy
and the Government of -Canada,

(c) Information which is’derosatohy to the United States
Government or any agency thercof, prejudicial to United
Stdates relations xlth a.forei_n uo\rernment with which the
United States meintains friendly rclations, or deroyatory
to a United States citizen or commercial entity.

(d) Inforrmetion received by the United States from a forei n
nation uhich, upon recuest, refuses to authorize its rclease
to a third nation or information vhich is not relecsable
by overnmental agreemcnt wwth other natloﬁs.

(e¢) Sourccs of intelligence, rethods of ucqulsltlon and the
" degree of success attained. (TL;: does not include complcted
intellience studies. ) '

. -‘-l-
SLURLT
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v

;nuDA PLRLANZNT JOINT BOAKD ON DEFLNSE UNITED STATES
Vashin ton 25, D.Cs
Arcricon Section
Roor: 2844
Pcntogon Building

SLCHLT : | 6 Decoriber 1948
Subjoctt  Department ef the Navy Pelicy for the Disclosure of Clessified

ii.ditary Inform: .tion to Cenada.

(£) Glassified catalog and program typc information except that
nccessary to implement mutually agrecd to FTOograns., (This
restriction is llberally internreted in order that all
1nformﬂtlon necessary to 1U“l€h0nt standardization agrccments
or to insurc an adequatec hemispheric defense program is made

available to Canada.)

(g) Information which is privately ovmed, in vhole or in port,
* unlcsgs the permission of the ovmer is obteined,

Ce Conditions of Rclcasge:

s1l infornction is released to Canada on the condition thet it
will not be disclosed to another government without the specific
appreval of the Depertment of the Novy, it will not be used for
other than militery purposes, that incividual or corporation
rizhts originating in the information whether patented or not
ulll be respected; and that the information will be afforded
substantially the same de_rec of sccurity as afforded by the
Uaited stotes Liilitery E.feblis hment.

D. }Adni istrative Procodur05°
The Chicf of Ne val Inteliligence is the authority within the
United States Department of the Novy responsible for the disclosure
of clasgificd information to forei.n Uovcrnments. The Chief of
Naval Intclligence, in closc cooperation with other intercsted
Hevy activitics arranges fors ~
Visits by Canadian Government reiresentatives to Navy
and quasi-iavy activities,
Tio rélease of documentary data to the Conadian Government
cither uuson rcquest of Conada or by automatic distribution,
The accreditation of Canadion rerrescntatives as liaison
officcrs to Novy activities,
The exchiange of officers between the nmilitary scrvices of
the two governments,
. R .
ST .
SECHE 000322
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C.I.DA Puld LNENT JOIHT BOLLD ON DEFLNSE UNITED ST TES
Washin ton 25, D,C.

Lrericon Scetion
Toom 2TS44
Pentagon Building

SECHLT .. . .
6 Decerber 1948
subjoets Departrient of the Novy Po.icy for the Disclosure of Classified

hilitary Inforration. to Canada,

2. ~Exeept for the Administrative Procedurcs outlincd above,
the United States Navy's disclosure policy is bascd upon a National
wiasclosure Poidicy adonted by the other militery departmentsof the United
Stztes. o

3. “dIn dimplerentetion of the United stetes Navy's policy o frec
and conplete cxchonge of information with Ceneds is desired and cencouraged.

k., E. LIBBY, A

kear Aamiral,
U.S. Navy Iicmbef,
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OTTAWA, November 16th, 1948,

/s

Exchange of Personnel end Information =
1. #ith refersnce to my memorsandum of Octeber 10&&% f /
1948, and Item 1067 of the 18lst meeting held on Oetober
find, 1048, 1t will be remewbered that the Jolant Intelll-
goence Committee lustructed the Joint Intelligence Italf
te prepare the necessary paper, to te completed not later
than Decenber lst, 1948,

2e In view of the unexpected revislon of the
Aserican~Canadian agreed intalllgonoo estinmate and the
probablility that the Joint Intelligence Staff will be re-
guired to return to Yashington durling the latter part of
this month, it is most unlikely that they will be atle
tosatisfactorily couplete the peper reguired by the Joint
Ingoiugumo Committes for the Permansnt Joint Hoard om
Defence.

DEC ¥ 1848) |
e ;gj/,Y.SDQJﬂ 'xné
£ - ‘

Se The Joint Intelligerse Committee 18 therefore
reguedted to consider whether this paper should be undere
taien in some other way than by the Jelnt Intelligence
stalf. ;

4. This 1tem will be included In the agends of the
next seeting of the Committee.

T T A
| gt S 78 I Lecoos
?‘.W.T. i&ﬁ”, ﬁt.oedl’o.
3.0““?,’.
Joint Intelligencse Comuittee.

< LY ! f‘.‘ o
Ul 13/ 000324
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TOP SECRET

OTTAWA, November 16th, 19848,

MENMORARDUM FOR THE JOINT INTELLIGENCE COMMITTEE:

Disclosure of Information to Other Countries

1. With reference to my memorandum of October l4th,
1848, and Item 1086 of the 19lat meeting of the Joint
Intelligence Committee, I am attaching herewith a draft
submission to the Chairman of the Security Panel which

has been prepeared on the basis of the replies rcceived
frow the members.

2. This item will be included in the agenda of the
next meeting of the Committee.

. ——
et Locoa
FQW'TQ Luc&s, Lt-"'Cdrc,
Secretary,
Joint Intelligence Committee.

Ene.
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DRAFT JIC 1-2-1
TOP SECRET

The Chalrmen,
Securlty Panel.

Disclosure of Information to Other Countries

’ 1. The JIC has had under consideration a paper entitled
"Disclosure of United Kingdom Hilltary Information to Foreign
Nations" submitted by the Office of the High Commissioner for
the United Kingdom. 1In hls letter (undated) addressed to the
Under-Secretary of State for External Affairs, the U.K., High
Commissioner requested information as to whether the Canadian

Government had in mind the adoption of a simllar policy.

2, I am directed to inform you that the JIC is of the
opinio. that, while they are in genersal agreement with the
policy outlined in the U.X. paper, no immediate action should

be taken on the matter for the following reasons:

(a) The U.K. is a member of the Vestern European
alliance and has, therefore, staff conmitments
with France and the Benelux countries whilch

do not at present apply to Canads.

(b) Such commitments may apply equally to Canada
if and when she becomes a signatory to the

North Atlantic Security Pact.

S Se It is therefore recommended that further consideration
of the U.K. submission and its relation to .the policy of the
Canadian Government be delayed until such time as the question

of u Worth Atlantic Treaty has been clarified.

FQY]QT. Lucas, Lt."CdPo,
Secretary,
Joint Intelligence Committee.
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TOP SECRET

A'CON.S.. D-N’OP’O. and DaNcIO
INTERNAL MINUTE SHEET
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‘ NOT to leave the Directoraie 000327




Document disclosed under the Access to Inforl;)zion Act - ¢'

Docunmul m la Loi sur I'accés & I'information
LLA/OM L |
COPY NO, 2,

OTTAWA, 2nd November, .
N.S.H.S-11550-10.

MEMORANDUM 0 THE SECRETARY,
, JOINT INTELLIGENCE COMMITTEE,

Disclosure of Military Information to Fofelgn
Sountries,

There does not appear %to be any radical changes

in the current Canadlan policy and it ie strongly recommended
that: - _ .

(a) Cansda adopt policy outlined.

(b) That foreign nations bs re-categorized. . \

(c) That the Department of Trade and Commerce
asesleted by External Affairs take a more
active part in the implementaticn of paras,
8, © and 10,

(4) If aporoved, all Naval Commands will be
informed of our U. Agreement. -

2. There 18 one point, howsver, which must be taken
into oconsideration when applying the overall U.X. policy

to Canads and that 1s the necessity of overhauling our
present Patent Organization to embody the necessary factors
which will provide pirotection to U.K. and U¢S. military
equipment which may be manufactured in Canada.

" (LoL. Atwood)
Commander, R.C.N.,
Dirsctor of Naval Intelligence,

DISTRIBUTION: :
Copy No. 1 %o J.I.C,
" " 2 F‘il—e.
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\ J10 1-241

Disclosure of Iaforssticn

is I s atteehing mesorandum frow the United
Rlagdon conecerning "Ulsclosure of United Aingdom Wilitary
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0 ' TOP SECRET

DEPARTMENT OF EXTERWAL AFFATIRS

Ottawa, September 28th, 1948,

The Secretary of the Security Panel
Privy Council Office,
East Block,
. . Ottawa,

s

You will recall that the Security Panel issued
on October 15, 1946, a memorandum for the guidance of
Government Departments on "The Disclosure of Information
to Other Countries"™. This memorandum presently governs
Government policy on the disclosure of information to
other countries, and you will recall that this policy

. was formulated after consideration of thé United Kingdom
.policy on this subject.

The United Kingdom have now revised their
pollcy and I attach a letter from the United Kingdom
High Commissioner dated September 20th, enclosing a
memorandum setting out the new United Kingdom policy.

I also enclose a copy of a letter of the same date con-
. cerning the position of Ireland,

You will note that the United Kingdom Govern-
ment has asked whether the Canadian Government has 1in
mind adopting a similer policy. I should be grateful
if you would place this item on the agenda of a meeting
of the Security Panel. I shall let you know the views
of this Department in due course.

(8gd.) G.G. Crean

for Acting Under-Secretary of State
for External Affairs,
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TOP SECRET

OFFICE OF THE HIGH COMMISSIONER
FOR THE UNITED XKIWGDOM

Farnscliffe,

. OTTAWA.

20th September, 1948.

Degar Mr. Reid,

Disclosure of Military Information
to Eire.

, In a letter No. 1085/8 of 5th February, 1946
to Mr. Robertson, Mr. Holmes stated that the United
Kingdom authorities had decided to treat Eire, for the
purposes of the disclosure of military information, as
a2 nation in Category B of the memorandum encloscd in
his letter of the 31st December, 1945,

s

2. The categorization of foreign nations for this
purpose has now been revised, and I am sending you in
a separate letter a memorandum to which is appended a
1list of five categories of forsign nations now being
followed by the United Kingdom authorities. It has
been decided to trcat Eire in this connection as a
nation in Category 3 of the revised categoriss.

Yours sincerely, -

(Sgd.) Alec Clutterbuck.

E. Reid, Esqguire,

Department of External Affairs,
OTTAWA,

\,
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’ c TOP SECRET
, o :

OFFICE OF THE HIGH COMMISSIONER
FOR THE UNITED KINGDOM

Earnscliffe,
OTTAWA.

Dear Mr. Reld,

!

Disclosure of Military Information
to Foreizn Nations

' fould you please refer to Mr. Holmes' letter
No. 1085/8 of the 3lst December, 1945, to Mr. Robertson,
and to subsequent correspondence, about the United
Kingdom Government's policy with regard to the disclosurc
to other nations of technical information about weapons
and equipment. '

2. I have now been asked tc inform you that, as

a result of a recent review of the current situation,
the policy of the United Kingdom Government in respect
of disclosure of military information to countries other
than those of the British Commonwealth has been reviscd,
The enclosed memorandum sets out detalls of the latest
policy and should be regarded as replacing the corres-
ponding portions of the enclosurc to Mr. Holmes' letter.
I have been asked to point out that the changes now
decided on do not imply any alteration in the present
policy of the United Kingdom Government towards other
Commonwealth Governments,

3. In conveying this information to the Canadian
Government I have been asked to enqguire whether they
have it in mind to adopt a similar policy themselves.

Yours sincerely,

(Sgd.) Alec Clutterbuck.

E. Reid, Esquire,
Department of External Affairs,
OTTAWA,
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' TOP SECRET

MEMORANDTUM

Disclosure of United Kingdom Military
Information to Foreizn Nations

The United Kingdom Chiefs of Staff have re-examined
the existing policy with regard to the disclosure of United

Kingdom military information to forelgn nations, and in the

lizht of their recommendations, the United Kingdom Government
have adcpted the following revised policy. This policy

extends to all forms of military information as defincd in
paragraph 3 below. It is basecd on the assumption that the
disclosure of military information to foreign nations is nor-
melly made only with the object of furthering the interests

of the foreign and strategic policy of the United Kingdom
Government, and that disclosure for commercial reasons is per-
missible, and indeed desirable, when it does not confllct with
that policy. It is also related to the United Kingdom's policy

. governing the supply of arms to other nations.

P In general it.has been agreed that the existing
United Kingdom policy should be confirmed subject to a revision
in the categorization of nations. It has also been decided
that consideration should be given to clarification and
simplification of the procedure for relaxing the strict applil-
cation of current policy in exceptional circumstances.

3. Military Information

The term military information is taken to refer to
information which is the property of, or the primary concern
of the United Kingdom Service Departments and the Ministry of
Supply, or which is of defence interest. Its disclosure may

take the form of ‘the supply of equipment.

It covers:

(a) Information, that is to say, knowledge of United
‘Kingdom forces, equipment, research and develop-
'ment, etc, This is further sub-divided into:

(1) Scientific informatien, when this has
resulted from fundamental research and
development carried out under Government.
auspices or which has been allotted a
security classification.

(11) Technical information about equipment,
manufacturing processcs, and operational
technique.

(1i11) VNon-Technical information, such as Orders
of battle, strengths, locations, operations,
training methods, plans, organization and
publications of the fighting Services.

(b) Intelligencs, that is to say, knowledge of foreign
countries, in all the fields at (a) above, possessed
by the United Kingdom.
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4, Aszreement with the U,S.A.

The present decisions refer to United Kingdom informa-
tion. - Instructions relating to the disclosure of United States
or joint United States-United Kingdem owned military information
is the subject of a special agreement with the United States.

5., Policy for grading by Categories

It is proposed to amend the existing Categories B and
C in the lizht of political develeopments. The United Kingdom
now stands in closer relationship to France and the Benelux
countries than to other Category B nations, and the deteriora-
tion in relations with the Soviet Union and her satellites
makes distinction necessary between them and cother Category C
natlions, with some of whom the United Kingdom Government have
agreements to assist in training thelr armed forces. It hes
therefore unfortunately besn found necessary to adopt five.
instead of the currecnt three categories and to group nations
accordingly. The revised grouping is shown in the Appendix to
this note.

.

6. Categorization of nations for disclosure purposes

In the light of the above, 2 standard policy has been
prepared by which foreign nations are categorized as described
below for disclosure purposes. In each of the first four cate-
gories the foreign nations may receive at the discretion of
United Kingdom Departments, information up to and including .
the classification for that category.

Category 1

Nations who may be given up to and including Top Secret
military information.
Category 2

Nations who, thouzh normally given no higher information
than Confidential may, in the interests of United King-
dom strategic policy, receive information up to and
including Top Secret under special security arrangements,
such as those devised for the Western Union Defence talks,

Category 3

Nations who may be given up to and including Confldential
military information.

Category 4

Nations who may be given up to and including Restricted
military information.

Category 5

Nations who must be given no classified information
except as necessary to ensure reciprocal trecatment for
Service Attaches, Missions, etc. and never higher than
Restricted.

7. It is emphasized that the rules for disclosure of

classified military information under each of the categorics

are permissive., No nation should be given any information , '
unless the United Kingdom thereby derives some political,

military or economic benefits.
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8. The Reciprocilty Rule

It is important that the disclosure of military infor-
mation shall be on a reciprocal basis. With some nations United
Kingdom relations are so clcse that recivroccity is implicit,
while other nations may have nothing to offer that the United
Kingdom needs, though it may, for instance, be possible to ask
for "intelligence" in exchanze for "equipment™. With the low
category nations reciprocity i1s essential as a weapon, should
it be desired to stave off an awkward request by makinz a counter-
request known to be impossible of fulfilment. The Gounter-request
need not necessarily be. confined to the requirements of one Depart-
ment. It is considered that the reciprocity rule should be
maintained,

9. Machinery for Interim Adjustments

The security implications of c¢ach disclosure, even
within the approved Categories, should be-examined by the
Department proposinzg to make it. The Department should also
be responsible for obtaining the concurrence of other Depart-
ments if their interests are involved. Relaxation is required
from time to time to allow disclosure of particulaer information
to nations normally barred from receiving it. It is considered
that Departments should have discretion to relax the normal
rules provided.

(a) the relaxation relates to information of interest
to one Department only, and

(b) the information is not more than one security
zrading higher than is permitted under the
normal rules.

Guidance may be sought from the Exchange of Military
Information Sub-Committee in such cases and in all other cases
the Sub-Committee's guldance must be sought. In cases of
special difficulty or importance the Exchange of Military
Information Sub-Committee should in turn consult the Joint
Flanning Staff or Joint Intelligence Committee as appropriate.

10. Industrial Considerations

Information may be Government-owned or privately
owned; secret or not secret; wholly patentable, wholly un-
patentable, or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e. the whole of the infor-
mation can be protected by a patent specification.
If secret the Government will in all cases acquire
the right to a secret patent in the United Kingdom
and disclosure to a foreign Government should as
far as possible be made on the following condition:

That the information is kept sccret and the
Govermnment of that country will grant to the
United Kingdom on request patent protection
of suitable priority.

If not segcret, i.e. such that publication in a
patent specification is permissible, no problem
arises. Government-owned inventions should be
examined to see whether foreign patents should
be obtained and exploited. In the case of pri-
vately-owned inventions the recipient Govecrmment
should be referred to the owner, to nezotiate
terms . :
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(b) Whelly unpatentable, i.e. the information, while
commercially valuable, 1s not of the kind which
can be protected by a patent specification.,
Government-owned information should only be sup-~
plied if the United Kingdem obtains a quid pro quo -
stratezic, political or commercial-worth the value
of the information. In the case of privately-
owned information the foreizn Government should
merely be put in touch with the owner, but if’
secret, the cwner should be warned that he should
only communlc ate the information to accredited
representatives of the foreign Government who are
pledged to maintaln secrecy.

®

(¢) Partly patentable and partly unpatentable, The
only important case is where the information as
a whole 1s secret and unpatentable, e.g. the lay-
out, dimensions and specification of an aeroc
envlne while some parts are patentable and may
be patented without fear of disclosing the zeneral
desizgn, e.g. a magneto.

The patented and unpatented parts should be treated
separately as in (a) and (b) above but in the case
of privately-owned patentable informati.a care
should be taken to inspect any patent applications
before they are filed in the foreign country by the
owner, to make sure that they do not disclose any
secret information, ‘ '

(d) Departments who are negotiating with Foreign Govern-
ments for the communication to them of 1nformatlon
of commercial value, may, depending upon the par-
ticular circumstances, Zecide to carry out the
negotiations themselves and may lay down the terms
upon which the information may be used by those
Governments, or they may decide to entrust the
negotiations, under suitable conditions, to private
firms or individuals.

11. Exchange of industrial information with the United
States is subject to a separate agreement.

12, Conditions of Disclosure

The following sccurity conditions should be laid
down and agresed tc by all nations to whom information is
disclosed:

(a) The informa tlon received should be safeguarded
uncer rules desizgned to give the same standard
of security as that maintained in the United
Kingdom,

(b) The information is disclosed only for the use of
the recipient Government and for the use, under
seal of secrecy, of approved contractors engaged
on a relevant defence project. Disclosure to any
other Government, or release to the Press or in
any other way, would constitute a breach of the
agreement.
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13. Duration of Propcsed Policy

It is considered that the basic policy of disclosure
by categories should continue inuefinitely, although its appli-
cation will depend on channing stratezic and DOllth 1 factors
which will necessitate periodical r@v1bw. The United Kingdom
Chiefs of Staff will therefore review periodically the countries
to be placed in each caterory. ' :

14, Control

Control of disclosure should rest with Departments in
London but they may have discretion to delegate responsibility
for dlsclosure within the normal rules, to Commanders-in-Chief,
Heads of Service Missions, etc. when this is censidered
essential.

15. Summary

'

It has been decided that:

(i) Disclosures are permissible only when they further
United Kingdom foreign and strategic policy .or for
commercial reascns when they do not conflict with
United Kingdom foreizn and stratsgic policy.
(Paragraph l)

(i1) For purposes of disclosure, nations should be re-
categorized. (Paragraph 6 And Appendix).

(141) Disclosure should Le on the basis of reciprocity
and should be subject to an undertaking by the
recipient nation to afford sscurity safeguards
comparable with those in force in the United
Kinmuom. (Farazraphs 8 and 12).

(iv) There should be a procedure for relaxing the
rules. (Paragraph 9).

(v) The existing procedure for securing patent pro-
tection should be continued. (Paragraph 10).

(vi) Policy should be kept under periodic review.
(Paragraph 13).
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APPENDTIZX

CATEGORIZATION OF FOREIGN NATTONS

Foreign nations have been placed in the fol-
low1nm catecories for the purpose of receiving military
nformatlon:

Category 1

Nations who may be ziven up to and including
IS {5
"Top Secret' military ihformation:

Unltod States of America,
Category 2

Nations who, thouwh normally given no higher
information than Confldentlal may, in the 1ntcrcsts of
United Kingdom strategic policy, receive information
up to and including Ton Secret under special security
arrangements such as th07e;JeVlSud for the Western Union
Defence talks. '

Relgium, France, Holland and Luxembourg.
Category 3

Nations who may be gilven up to and including
Confid entlal military 1nformatlon.

Argentine, Brazil, Chile, Denmark, Greece, Norway;
Portu ral, Sweden, Switzerlend and Turkey.

Catezory 4

Nations who may be
Restricted military informat

73

ziven up to and including
o1 ¢

e
C

A1l foreign nations not included in the other
four categories. :

Category 5

Nations who must be given no classified infor-
mation except as necessary to ensure rcciprocal treatment
for Service Attaches, Missions, etc., and in nc case
higher than Restricted.

The Soviet Union, Albania, Bulgaria, Czechoslovakia,
Finland, Hungary, Poland, Roumania, and Yugoslavia.

000338



Document disclosed under the Access to Information Act - ‘
Document divulgué en vertu de la Loi sur I'accés a l'information

JIC 1-2-1
SECRET  2R9G

OTTAWAZ October 16th, 1948.

MEMORANDUM FOR THE JOINT INTELLIGENCE COMMITTEE:

Exchange of Personnel and Information
with United States Authorities

1. With further reference to Item 1051 of the 190th
meeting of the Joint Intellipence Cormlittee, I am attaching
herewlith a memorandum received from the Secretary of the
Canadlan Section, Permanent Joint Board on Defence, and a
copy of a memorandum to the members of the Permanent Joint
Board on Defence, submltted to that bedy by Halor-General
E. O'Donnell of the United States Alr orce.

2. Enclosed also is a copy of the discusslon of
the Permanent Joint Board on Defence held on August 19th-
20th, 1948, roferred to in paragraph one of Mr, Johnson's
memorandum, .

TR T Lo conn
Fn"’}nTo Luc&s, Lto'Cdro,
Secretary,
Joint Intelligence Committee.

Encl.

..........................

NOV,,1 1948
File No.. /382 2

.............................
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1
PERMANENT JOINT BOARD ON DEFENCE

CARADIAN SECTION

Ottawa, October 14, 1948

The Secretary Joint Intelligence Committee.

At the last meeting of the Permanent Joint
Board on Defence held on August 19-20, there was
some discussion about the exchange of information and
personnel by Canada end the United States. I believe
you have avallable a copy of peragraph 13 of the
Journal of that meetling together with the paper sub-
mitted by the U.S. Alr Force member of the Board,

You will note that it was agreed at the
meeting "that the Canadian service members would
present at the next meeting of the Board & parallel
statement concerning general principles and specific
policles on the Cenadian side."

I have been in touch with the Csnadlan servicd
members of the Board and they considered that the
preparation of this paper was a matter for J.I.C. At
their request I agreed to submit the matter to the
J«.I.C. I should be grateful, therefore, if you would
arrange to place this 1ltem on the asgenda of the next
meeting of J.I.Co

(Bgd.) David M. Johnson

Secretary,
Canadlan Section.
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CSC 8-5
CHIEFS OF 3TAFF COMMITTER SECRET

August 27th, 1948,

The Secretary,

Joint Intelligence Committee.
The Secretary,

Joint Security Committee.

Exchange of Personnel and Information
with United States Authoritiles

1. You will, no doubt, be interested to learn that
the above subject was discussed at a recent meeting of
the Permanent Joint Board on Defence held on August 19th-
20th, 1948,

2. The following 1s an extract from the discussion:

"The U.S. Alr Force member reported on the general
principles governing the release by the U.S8.

Military establishment of information to the

Canadlan Government. He also described the specific
policy followed by the U,3. Air Force in thils con-~
nection., The general princlples and the specifiec

Alr Porce policy are set forth in detaill in Appendix
No. 2, attached hereto. It was agreed that the U.S.
Army and Navy members would confirm at the next
heeting ¢ the Board the applicabllity of the . general
principles to their services and would submit state-
ments of the specific policles of thelr services. It
was also agresd that the Canadian service members
would present at the next meeting of the Board a
parallel statement concerning general principles and
speciflic policies on the Canadian side. The Board
confirmed its view that the personnel interchange
programme 1s not the appropriate medium for exchanging
information between the two Governments and that the
interchange officers should not act as collection or
intelligence agents."

Se I regret 1 have been able to'obtain,only one copy
of the Appendix No. 2 referred to, which is attached.

(J.A.K. Rutherford)
Lieutenant-Colonel,
Acting Secretary.
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APPENDIX NO, 2

e PERMANENT JOIRT BOARD ON DEFENCE
Washington 25, D.C.

American Section
Room 2E844
Pentagon Building

Flle PJB 128-20 16 August 1948,

MEMORANDUM FOR THE MEMBERS, PJBD, CANADA-UNITED STATES:

SUBJECT: Exchange of Personnel and Information with United
States Authorities

1. At the last PJBD meeting, Mr. Davies of the Ganadian
Defence Ressarch Board pointed out that his agency had experienced
some difficulty in arranging for exchange of personnsl and in
obtalning information, Specifically, his difficulty had been
experienced in dealing with the U.S. Alr Force. He recommended
that the PJBD consider these difficulties with a view to

extending the provisions of the 34th Recommendation regarding free
exchange of military information so as to include information on
research and development with defence implications.

2, After a general discussion, the Board considered that it
was premature to make any recommendations on this subject and
asked the USAF Member to examine the difficulties and meke a
report 6n the subject at the next meeting of the Board,

Se It appears appropriate here to state the substance of
the most recent agreed policy by the Armed Forces of the United
States on disclosure of classified military information to Canada.

General Principles

(1) The Permanent Joint Board on Defence Recommendation
of 20 Wovember 1946 provides that the exchange of
military information between the U.S. and Canada
shall be subject to the national policy of the two
countries. The pertinent policy of the U.3., in
so far as 1t affects the disclosure of military
information to Canada relates to: (1) the security
of classified military information within the terms
of the Espionasge Act, and, (2) to the protection
of private ownership rights in privately owned
information which has been developsd under military
control and which bears a security classification,
the owner thus being prohibited from gaining
patent protection.

(2) In view of the preceding, the U,S. Armed Porces must
determine that proposed releases of classified
military information tc Canada conform with the
following general principles:

(a) The Atomlic Energy Commlssion has sole authority
over Atomic Energy Information determined to be
Restricted Data, even though items of such
information might be military in nature.

(b) Information pertaining to cryptography and
eryptographic devices must not be disclosed,
except that which may be necessary to implement
a formal agreement between the United States
and Canada.
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(e)

(a)

' Certain sources of intelligence, and methods of acquisi-

(e)

(£)

(g)

(n)

(1)
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Information over which another nation friéndly to
the United States exerclses any degree of control or
jurisdiction will not be released, except that such
information may be releassed to Canada with the con-
sent of the third nation. .

Intelligence, i.e., iInformation pertailning to any
matter alien to the United States, shall be released

to Canada for purposes of collsboration in accordance
with the purposes of the Recommendations made by the
Permanent Joint Board on Defence, and for other purposes
relating to the mutual benefit of the two countries.

sion, must of necessity remain solely under the control
of the United States, however, and for that reason the
entire field of Intelligence activity is not open to
Canafian authorities. Virtually all completed intelll-
gence studles and reports are releasable to Canada and
are handed directly to the Canadian Staff in Washington
a8 soon ag they are published. :

Information derogatory to the United States or any
agency thereof, is for obvious reasons, not normally
releasable to Canada. This item does not affect the
exchange of information, however, because such materlial
usually 1is a study or treatise on which there is a
difference of opinion between egencles concerned. The
actual information should become avallable for release
as soon as it appears in spproved, or proven form.

Information owned wholly or in part by a private firm
or individual may not be released without the owners
consent. Such information conatitutes a very minor
part of the volume of technical information of value
to Canada, but requires considerable care in adminis-
tering the programme of exchange of technical informa-
tion.

The releage of clessified military information must be
limited to that which 18 necessary to accomplish the
urpose for which the release is made. This item meets
the demends of the Espionage Act, in that when this
principle is followed it shall be known beforehand that
the release of the information shall be beneficial

to the United States by being mutually beneficlal to
Canada and the United States. (1t is this principle
which causes the Armed Porces to withhold important
docunents which, in themselves, contaln no informatlion
pertinent to the collaborgtion envisaged by the Permanent
Joint Board on Defence, but which require careful pro-
tection within the continental Unlted States.

Information released must be protected by the Canadian
Government substantially in accordance with the security
afforded the information by the United States. (The U.S.-
Canadian Security Agreement, accepted by Cenada in 1947,
fulfills this requirement, although the Agreement has

not been formally adopted by the United States Joint
CHefs of Staff.)

Final decision as to the value of military information
and the relative military benefits to be derived from
its disclosure rests with the Secretary of the Army,
the Secretary of the Navy, or the Secretary of the Air
Force, in matters of interest to his Department alone;
or, with the Secretaries of the Army, the Navy, and/or
the Air Force, acting Jointly.

000343




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur ['accés a I'information

" $e. U.S. Alr Force Policy

L

(1) Releasable Information. Subject to the general prin-
ciples outlined in Par. 3 gbove, all classifiled
military information under the control or jurisdiction
of the Alr Force, Including that classified TOP SECRET
may be, and normally shall be disclosed to the Canedian
Government. This shall include, but not necesssarily
be limited to:

(a) Research and Development information.
{(b) Order of Battle.
(¢) Operational and administrative detalls.

{(d) Planning, as 1t affects the security of the
United States and Canada.

(e) Training and tactics.
(f) Intelligence.
(2) Administrative Details

(a) The Director of Intelligence, Alr Force, 1s respon-
8ible for feormmlating security policiles under which
information may be channeled to Canadian Authorities,

(b) Canadian representatives, military or civilian, who
are spsclalists or are representatives in any
special fleld, may be accredited by the Director
of Intelligence upon certification by the preoper

"Canadian,authorit to receive information from the
Air Force efficials having control over Air Force
information in those fields. The Foreign Liaisén.
Branch acts as the central point of contact within
the Air Force.

{¢) The personnel exchange programme, by its nature, is

not the appropriate medium for exchanging current

- Information between the Air Force and Canada. In
the ground rules agreed upon by both counteles
concerning exchange officers, 1t was understood
that they are not to be regarded aa collection or

. Intelligence agents, They are to be tralned in the
tactics and doctrines of the other natlon's armed
forces in order that each country may have a cadre
thoroughly indoctrinated in the operational policies
of the other. Exchange personnel may, however,
request that certaln specified documents be forwarded
to their government.

(d) Information which is not received by direct contact
between USAF officers and Canadian officials, or
which 18 not forwarded to Canada by voluntary action
on the part of the Alr Force, may be requested by
the interested Canadian Service through the Forelgn
Liasison Branch Directorate of Intelligence,

5. fhe substance of U.S. Air Force policy concerning disclo-
sure of classified military Information to Canada 1s that everything
is interchangeable which is necessary to implement mutually agreed
upon programmes.

6. With regard to specific difficulties experienced by the

Cansffian Defence Research Board with Alr Force authorities at
Wright Pield, 1t can now be reported that they have been rectifled
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Fito the satisfaction of the Defence Research Member of the Canadian
Joint Staff, Washington. The request of the Canadisn Defence
Research Board to place Dr. Watson on one year's duty with the
Electronics Sub-Division, Engineering Division, Wright Fileld,
will be granted. Purther, the Air Force is prepared, within
reason, to accommodate other representatives of the Canadlan
Defence Researdh Board on a similar basis, It is felt, however,
that each case should be decided upon its own merits. It is
believed that in thils manner the exchange of personnel will be
effected between the Canadlan Defence Hesearch Board and the Air
Force without difficulty, and that it will not be necessary to
alter the Recommendation of Wovember 20, 1946, dealing with the
interchange of personnel of the armed forces.

(sgd) EMMETT O'DONNELL, Jr.
‘Major General, USAP
US Air & Stesering Member
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OTTAWA, February 25, 1949,

MEMORANDUM

TO: THE PERMANENT JOINT BOARD ON DEFENCE

FROM: THE CANADIAN SERVICE MEMBERS, PJBD.

’

Re : Exchange of Personnel and Information ' /
with United States Authorities

1. At previous meetings of the Board, the United
States Service members have reported on the general prin-
. ciples governing the release by the United States Military
, Establishment of information to the Canadian Government,
! and the specific policy followed by each of the United
k\ States Services in this connection, It was agreed that,
N\ at the next meeting, the Canadian Service members would
present a parallel statement concerning the principles and
policies on the Canadian side,

2e In.presenting the statement which follows, the
Canadlan Service members d631re to point out that it deals ]

’

between the Service Departménts of the two Governments, and
should not be taken to restrict in any way the exchange of
classified information between other Departments of the two
Governments. .

Se The Canadian Service members wish to reaffirm,
in this context, the view expressed by the PJBD at its
meeting on August 19-20, 1948, that the personnel exchangs
programme, by its nature, 1s not the appropriate medium for
exchanging information between the two Governments,
Exchange personnel may, however, request that certain
information be forwarded through the appropriate channels,

4. General Principles:

(a) The 34th Recommendation of the PJBD, which was
approved by the Canadian Government on May 9th,
1947, states:

"Subject to the national policies of the two’
Governments, there shall be a free and com=
prehensive exchange of military information
in so far as it affects the security of the
two countries, the circulation of which shall
be subject to such restrictions as may be
specified by the originating country,"

(b) The national policy of Canada 1s that all classified
defence information may be disclosed to United
States Service Departments and agencies, for pur-
poses of collaboration in accordance with the
Recommendations ‘of the PJBD, or for other purposes
relating to the mutual benefit of the two countries,
sub ject to the following restrictions:

(1) The policy in no way relieves officials of
their obligations under the Official Secrets
Act, which requires them to obtain appropriate
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authority for the disclosure of such
information.

Information over which any other country
friendly to Canada exercises any degree
of control or jurisdiction may not be
released without that country's consent,

Information of concern to Canadian manu-
facturers, whether Government-owned or
privately-owned, and whether wholly
patentable, wholly unpatentable, or:
partly patentable and partly unpatentable,
may not be released without due considera-
tion of certaln prescribed methods of
protecting Canadian industrial interests.

Information relating to atomic energy,
even if it is military in nature, may not
be released without the authority of the
Atomic Energy Control Board.

Information pertaining to cryptographic
devices may not be disclosed except in

so far as it may be nscessary to imple-
ment a formal agreement with the Uhited
States. : )
Certain sources of intelligence informa-.
tion, and methods of acquisition, must
remain solely under -the control of Canada,
and this information may not be released
to any other country.

Information released to the United States
must be safeguarded under substantially the
same rules of security as the Canadian
authorities themselves impose, and must
not be disclosed to any other country or

to the public without the consent of the
Canadian Government,
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a . ' | : TOP SECRET /580 ~ 2./

{55tz

D.N.I,
Can see no radical changes in the current

Canadian policy, with the exception of " an overhaul of

the Canadiasn Patent system", which is out our (J.S.C.)

porogative. Thie 1s an essential factor if we a2re to

- - adopt (and we must).this or a parallel policy.

j : - It is interesting to note that the U.S.A.
consider the British Bominions separate countries, (ref.
Appendix II para. 5), 4s far.us information passing

le concerned, Therefore U.K. Gannot pass U.S. military
information to Canada.

Strongly recommend: (a) adcpting this policy.

$b) Rercategorize the Nations.

. (¢) External Affairs and Trade &
| . Commerce teske a more active part
in assisting in Para's. & - 9 and 10.

(4) That the Canadlan Government
examin@ its Patent organizations
to assume the necessary protecfion

(e) That our U.S. agreement be embodied in
the Naval aspecte in the final
notification to Commands, etc.

Consider this nulifies the Top Secret questions
to D.N.I. Admiralty, unless you wish to ob%ain personal
briefing as to its smooth(or otherwise) implemefftation.

] in)
sS.0. (oecurity’

A

13th October, 19Lg,
\ Ottawa, Canada.
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that only Canadian Intelligence ig used

:
£
:
:
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:

. 4 poliey placed all comtries in thres eategories (A, B & C)
» :wﬂungmmm&mwcm&.hhitﬂo .

m-m.w oall .

the old policy and it is considersd timt there shodl de

BO objection %0 the inslusion of Argentipe, Hragil, Chile,

fwitserland sud Portugal in categery 3 nar the paesing of

| RESTRICTED information te the othur countries in category
1 4 With regard to oategory 2 it 1s felt that Cecads should
oroate a eaterory 2 and loave fop Jater diseusslon those

countries which should be gonpidersd for this eatogorys

(e) Frovisien ie made inm the new poliey for the adjustuent of the estegery
mumnwtw.unum.puwmma
another country one o eation higher than the category allowse

Comment = This is oaly reasonable if a dojartment is te work the
rechpracal method with any degree of muweess: and the

policy provides that the inforsmtion wmst refer to that
one dapartment onlye

(4) The recipreeity ruls is wore clearly explained in the new policye

Commant - Paras 7 sod 6 should be adopted inte the Canadisn polley,
substituting Caneds for UK in para Te

(#) otoe small shange in the paragraph on Industrial Censiderations is
noteds "Quid pro guo® « strategie, monetary or both" has been
changed to read “stratesie, politicel ur eosmercial”s

Gaumouts = The addition of *politisal’ inte the “quid pro quo" - in
the new poliey appears %o be & worthwhlle amendmente

(f) Faragraph 14 deals with sentrol of discloswrs of information which in
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Zecommendations
It s recomeuded, thersfore, that:

(a) The e Carmdlan oy, with the :
)«u- ado; ted as poliey, sxoeption

(b) e countriss compising cateogory 2 be the sudject of Dupther dise
oussion in the light of Cansdisn participation in Western Uniome

It v noted that whis pelicy doss not refor in any way to the Commone
wealth Countries, vhich iz & wvaristion from the former poliacye

With vefarance %o Mautes of the 1P1st meeting, 1tem 1066, paregraph
9, he following is submibtied:

It iz not gemeddered that we lave snocgh informstion before us to
Justily an alterstion in owr presest procedure, whioh 1s get down in the Seowrity
Fenel meworandum of Ustcber 185, 1944,

o apsolal senaideruiions whish have caused the United Xinpdem to sot
ummcnummu%m.&ummmumm
umkummumum avent owr jresent provedure is
elastic soough to allow for adegquute at t&uhmxﬂmm

It 1s submitted that e xterral Affalrs view should gulde us on the
guastism of whother or not Eire should de dropped to a lower categearye

wumnmﬁmutrmo;uu:uumnumm
sure Hilitary loformation Foreiga Sations™ as lorwarded your JIC
I=Bel datod 14 Oct 482 »

(&) nz«m;mmmmawmumm
sategerization gyzten by the m as stated in pars § of the memo,
spply equally wsll %o Janada at the present time. PFor instance the
mﬂnﬁgﬂwzmmmu nseb & reguiresunt imposed by UK

(s) The new Category 4, areated for the of dletinguishiag the
Soviet Union and her satellites from m«mmé:nq’”

It is eongidersd that any requiressnt which may ariss for a sation to
regelve information of -mwmmmmmmnmuvmm
pernit should coatioue to be dealt with by the previsusly established channels

s olsarance by the JIC, P im the fulure, the volune of such reguests
mmmxmh coasideration oan then be given to a
mzummmmwmoumwm

In sumsary, DIA 4s03 20t sonsider the adoption of the five category
gystem Juetified by Caradlan ssourity requiremsuts, [IA recoumends the cone
tlnuange of the three catagory system but suggests a review and revision in the

Wez‘mxﬂm»ﬁtﬂumm intarnational developments
alsoe the adoption of the erigizal pelisye -
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, Thore does not sppear %o be any radical chenges ir the ourrent Canadian
polisy and it is stroogly resormended that:

(a) Canade adopt poliey outiined.
(b) That foreign rations bo re-categorised.
(o) That the departmest of Irsde and Commerce mssisted by “xternal
Arfairs take a more sotive pert in the lmplementation of parass
8, 9 and 10
{8) 1If approved, all Bavel Cormands will be inforued of our Usks
; Agroenante :
: mummnt.m.mamummmm
when applying the overall Us¥s poliey %o Canade and that is the neoessity of
ing our present Intent to embody the necossary faotors

shich wili provide proteetion 40 TeKe and TeSe mill ot which e
. tary eguipoon may
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FILE No. ©8C 8-
TOP SHCRET
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S
CANADA

CHIEFS OF STAFF COMMITTEE

- A " OFFICE OF THE SECRETARY,

- CABINET SECRETARIAT OFFICES,

Referred b,@ j ﬁJ ,é EAST BLOCK, OTTAWA
CT g/1988 7th October, 1948.

- Fle ,\uﬁ//fﬂ’/o

C.G.S4 P
g:;té:g: L::gu ta‘...........j_\.T ______________ ‘
U.K. policy - disclosure of military information
' ' to forelgn countrlies
1. Attached is a copy of a U.K. Chiefs of Staff

report C.0.8. {48)180{(0) deted 13th August, 1948, outlining
the poliey of the U.K. government in respect of the disclo-
sure of U.K., military information to foreign nations.

3 This report has been forwarded for the information
of the Canadian Chiefs of Staff. At the same time coples
have been sent to the U.K. High Commissioners in Australia,
Canada, New Zealand and South Africa, requesting them to
convey the substance of the report to the goveraments of
those countries and to enquire whether they intend to adopt
a similar policy themselves, The policy outlined in the
attached report does not imply any change in the present
policy of the United Kingdom toward Commonwealih governments,

3. I am informed that enquiry has been made through
External Affairs in respect of the Canadlan government's
intentions and has been passed to the Security Panel for
report. The Security Panel has in turn referred the matter
to the Joint Security Committee, Provision is made, there-
fore, for inclusion of military views.

1) | ~
¢ ) DN ! 1( éw.vf.iBean), .
Group Captain, R.C.A.F.,
@) MI\SK P Sgcretary.—

5M-4-48 (929)
H.Q. 7570-1 . 000352
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It is issued for the personal use of . /A% 0] V/ <rLS ..... Al
*TOP SECRET Copy No. ! 0\

C.0.8.(48)180(0)

13DH _AUGUST, 1948

CHIEFS OF STAFF COMMITTEE

DISCLOSURE OF BRITISH MIﬁITARY INFORIMAT TON
L0 FOREIGN NATIONS

Report by the Chiefs of Stafr.

Wle have re-examined, in the light of subsequent developments,
the existing poliey” of disclosure of military information to
Toreign nations, which was approved” by the Defence Committes in
Hovember, 19L5, We hzve extended our review to include all
forms of Military Information as defined in raragraph 3 below.

In preparing our report we have borne in mind that the disclosure
of military information to Torelgn nations is normally made only
with the object of furthering the interests of our foreign and
strategic policy; disclosure for commercial reasons is
permissible and indeed desirable when it does not conflict with
that policy, We have also been guided by the policy* governing
the supply of arms to other nations.

2. In general, we consider that the existing policy should be
confirmed, with amendment in the categorisation of nabions. We

also consider that the procedure for relaxing the strict
application of current policy in exceptional circumstances should
be clarified and simplified.

Military Informstion.

S We have taken the term "Military Information" to refer to
information which is the property of'y or the primary concern of,
the Service Departments and the Ministry of Supply, or is of
defence interest, Its disclosure may take the form of the supply
«f egquipment.

It covers :-—

(a) Information, that is to say, knowledge of British
forces, equipment, research and development, cte.
This is further subdivided into :-

(i) Scientiflc information, when this has
resulted from fundamental research and
development carried out under Government
auspices or which has been alliotted a security
classification.

g D.0.(U5)32
A D.0(U5)1hth Meubing, [tom 3.
+ D.0J(h5311

l

-

_
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(ii) Technical information about equipment,
manufacturing processes, and operational
technique,

(iii) Non~Technical information, such as Orders
of battle, strengths, locations, operations,
training methods, plans, organisation and
publications of the fighting Services.

(p) Intelligence, that is to say knowledge of forelgn
countries, in all the Tields at (a) above,
possessed by th U.K. '

Agreement with the U.8,A,

., Our report refers only to British information. Instructions
relating to the disclosure of American or joint American—British¢
ovned military information is the subject of a special agreement
with the Americans. '

Policy Tor grading by Categories,

5. We propose to amend the existing Categories B and C in

the light of political-developments. We now stand in closer
relationship to France and thne Benelux countries than to other
Category B nations, and the deterioration of*our relations with
the Soviet Union and her satellites makes distinction necessary
between them smd other Category C nations, with some. of whom
‘'we have agrecments to assist in training their armed forces,

e have reluctantly been forced to adopt five instead of the
current three categories and have grouped nations accordingly
in the Appendix to our report.

Categorisation of nations for disclosurec purposes.

6. In. the 1ight of the foregoing paragraphs, we have prepared a
standard policy by which nations are categorisced as described
below for disclosure purposes, In gach of the Lirst four
categories the nations may receive at the discretion of
Departments, information up to and including the classification
Lfor that category.

O@tegorz 1.

Nations who may be given up to and including
Top oucwct military information.

Category 2,

Nationg who, though normally given no higher information
than Confidential may, in the interests of British strategic
policy, recelive information up to and including Top Secret
under special securily arrangements, such as those

devised for the Western Unlon Defence talks,

Category 3.

Nations who may be given up to and including Confidential
mlllt 1wy information. !

Category L.

Nations whe may be given up to and including Restricted
military information.,

J =S E—053 A% frod o4 ANNEX 3z
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Category 5. .

Nations who must he given no classified information
except .8 necessary to ensure reciprocal treatment
for Service Attaches, Missions, etc. and never higher
than Restricted.

T We emphasise that the rules for disclosure of classified
military information under cach of the categories are permissive.
No nation shoald be given -any information unless we thereby
derive some political, military or economic benefits,

The Reciprocivsy Rule

G It is immortant that the disclosure of Military Information
shall be on a rp01proch bagis,. With some nations our
relations are so close that rociprocity is implicit, while other
nations may have nothing to offer that we need, though it may,
For instance, be possible to ask Tor "intelligence" in exchange
for "egulipment", With the low category nations reciprocity is
essential as a weapon, should it be desired to stave off an
awkward reqgquest by making = counter request known to be
impossible of fulfilment. The counter reqgusst need not
necessarily be confined to the requirements of one Department.
We consider that the reciprocity rule should be maintained.

‘Machinery for Interim Adjugtments.

9. The security impliications of cach disclosUre, even within
the approved Categories, should be cexamined by the Department
proposing to make it. The Department should also be responsible
for obtsining the concurrence of other Departments if their
interests are involved. Relaxation is required from time to
time to allow disclosure of particular information to nations
normally barrcd from receiving it. e consider that Departments
should have discretion to relax the normal rules provided

(a)  the relaxation relates to information of
1ntcrbut onnly to one Department, and -

the information is not more than o

grading higher than is permitted unc

(b)

ne se cur:uy

ter the normal rules,
~@Guidance may he sought from the Ixc uaﬁgb of Military

Information Sub-Committee in such cases and in all other cases

the Sub-Committes's guidancoe must be sought, In cases of specilal

difficulty or 1mporbuncb the Efcnnnab of Military Information

Sub—-Committec should in turn consult the Joint Planning Staffl

or Joint Intelligence Comnlttee as approvriate

Industrial Considerations.

[

10. Inxormatlon may ve Government-—-owned or privately—owned;
secret or not secret; wholly patentsble, wholly unpatentable, or
partly patentable and partly unpatentable,.

(a) Wholly pdtgnuablc, i,6. the whele of the information
' - Tan be protected by a patent specilication. Ir
secret the Government will in all cases acqguire the
right to.a secret patent in U,K. and disclosure to a
foreign Government should as far as possible be made
on the following condition:

That the information is kept secret and the Government
of that country will grant us on reguest patent
protcecetion of suitable priority.

-3 -
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If not secret, i.e. such that publication in a patent
specification is permissible, noc problem arises.

- Government-owned inventions should be examined to see
whether foreign patents should be obtained and
exploited. In the case of privately-owned inventions
the recipient Government should be referred to the
owner., to negotiate terms. - : )

(b) Wholly unpatcntable, i.e. the information, while
comﬂcrcjally valuable, is not of the kind which can
be protected by a patent specification.
Government—owned 1n¢ormatlon should only be supplied
if we obtain a guid pro guo - stratecgic, political
or commercial - worth the value of the information.
In the case of privately-owned informaticn the foreign
government should merely be put in touch with the

C owner, but if sccret, the owner should be warned he
hould only comm&nlchte the information to accredited
Pepfﬂqvﬁuwul”“b of the forelgn Governments who are
pledged to mailntalin sceracye.

(c) Party patentable and partly unpatentable The only
important casc is whare the qxormntlon ab 2 whole is
secret and unpstentable, e.g. the layout, dimensions
and Spp cification of an .aero cngine, while some parts
are patentable and may be patented \Mthout fear of
disclosing the general dw““gaa 2.8. & magneto. \

The patented and unpatented parts should be treated
separately as in (a) and (b) above but in the case of
privately—~owned patentable information care should be
taken to inspect any patent applications before they
are filed in the foreign country by ths owner, to
moke sure that they do nct disclose any secret
information.

(4). Departments who are nesgotisting with Foreign
Governments for the communication to them of
information of commercial value may, depending
upon the particular circumstances, decide to carry
out the negotiations theéemselves and may lay dewn the
terms upon which the infcormation may be used by those
Governments, or they may decide to entrust the
negotiations, under sultable conditions, to private
firms or individuals,

11. Ixchan

e of industrial infogmation Fith the Americans is
subject to

gseparate agreement.’

g
o
2

Conditions of Disclosure.

12. The following security conditions should be laid down and
agreed to by all natlonQ to whom information is disclosed:—

(2) The information received should be safeguarded under
rules designed to give the same standafd of security
28 we malntain. ,

(b) The information is disclosed only for the use of the
recipient Government and for the use, under sesal of
secrecy, of approved contractors engaged on a relevant
defence pTOqut Disclosure to any other Governmsent,
or release to the Press or in any other way, would
COhStltth a breach of the agreement.

(# To be concluded;)'
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14,

for

i

Control of disclosure should rest with Departments in
London, but they may have discretion to delegate responsibility

dlsclosure,

K

Duration of Proposed Policy.

13, It is considered that the basic policy of disclosure by
categories should continue indefinitely, although its
application will depend on changing strategic and political
factors which will necessitate periodical roeview.. We therefore
propose to review periodically the countries to be placed in
each category. ,
Control

within the normal rules, to Commanders-in-Chief,

Heads of Service lMissiouns, etc, when this is considered -essential,

Conclusicns .

15

We conclude that:-

(1)

Disclosures are permissible only when they
Turther our foreign and strategic policy er for
commercial reasons when they do not confliet with
our foreign and strategic policy. (Paragragh 1).

For purposes of digclosurc, nations should be
recategorised, (Paragraph 6 and Appendix).

Disclosure should be on the basis of reciprgg;ty
and should be subject to an undertaking by the
recipient naticn to afford security safeguards
comparable with our own. (Paragraphs 8 and 12),

There should be & procedure for relaxing the
rules.  (Paragraph 9).

The existing procedure {or securing pabtent o
protection should be continued. (Paragraph 10).

Policy should be kept under periodic review.
(Paragraph 13).

(Initialled) TEDDER.
. , : J.H.D,CUNNINGHAM.
. MONTGOMERY OF ALAMBEIN.

MINISTRY OF DEFENCE, S.W.1.

13TH AUGUST, 1948,

.

‘
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APPENDIX

CATEGORISATION OF FOREIGN NATIONS

Foreign Nations have been placed in the following

categories for the burposes of receiving military
information: - .

Category 1 i

Nations who may be given up to and including Top
Secret military information: -

UQS'UAO
" Category 2

Nations, who, though normally given no higher
information than Confidential may, in the interests of
British strategic policy, receive information up to and
including Top Secret under special security arrangements, such
as those devised for the Westérn Union Defence talks:

-

Belgium, TFrance, Holland and Luxembourg.

(@]
g
o+
o
(3
@]
=3
o
N

Nations who may be given up to and including
Confidential military information: - :

Argentine, Brazil, Chile, Denmark, Eire, Greece,
Norway, Portugal, Sweden, Switzerland ang Turkey.
Categor

Nations who may be given up to and including
Restricted military information: -

All nations not included in the other four categories.

Category 5.

Nations who must be given no classified information
GXcept as necessary to ensure Treciprocal treatment for service
Attaches, Missions, etc.; and in no case higher than Restricted:-
The Soviet Union, Albania, Bulgaria, Czechoslovakis,
Finland, Hungary, Poland, Roumania and Yugoslavia,

'
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1. The United Staitez Chiefs of Stoff will moke every effort

to insure .that the Upited St'fc~ will mzintain the military

gsecurity clagsifications established by United Kingdom

suthorities with regpect to military intormation of U,X.
criging =nd uhb military sccurity classifications established -
by UeKe=lU.8, 2grecment with respsct to military information of ,
joint U,K.-U.2. origin or ubvblopm»r+ will safeguard accordingly
guch mllltu;& lﬁfoﬂxtlUL; will not uxnloit such information -
for vreduction Tor other than military purposges; and, will not
disclese guch military ing

'ormatLon te a2 third nation without
.¥e consent., The British Chiefs of Staff will make every
Lffovt to dnsure that the United Kiﬁg”om will maintain the
military security clossifications established by the U,8.
authuritlc with respect to military information of U,S.

arlidn, and tne military security classifications cstablished
Ly UsK,.=U.3 rreement with respect to military information of

joint U origin or development; will safeguard
accordingly such military 1Piormab¢op' will nct explolit such
information for production for other than Military purposes;
snd will not disclose such military information to & third
tation without U.S, consent. This cgreement applics to military.
information diselosed by the United ”*‘tus to the Tnited
Kingdom or “y the Tmited Kingdom to the United States or
exchanged between the United States and the nited Yingdom on
and after the date or ﬂ””CptﬂﬁuO of this agrcement by the
Jnltpu Ringdom. The provisions contained in C.C.S. 953, 95%/1,
and $53/¢2 WL]l ‘ﬁ“lv ﬁo information disclosed by either country
to the other or chcz ed rgtwccn the United States and the
United Klnguom.bcuwu“n 1 septenber 1939 and the date of
yceceptance, of this zbrbgment by the Unitced Kingdome

e The United States Chicfs of Staff and fthe Sritish Chiefs
' agres that insofar as the U.8. and the UK. are
’rned, the ‘eouards indiented above also aprly to
nformmation developed by the U8, and UK. jointly in
collaboration with o third naotion.

a2t the provisions cf C.Ce3. 210/4 shall

Sa 1t is cpreed tha

remain in full force and effcecet until cancelled or superseded
Tty another agreement which shall then be contro.ling in this
respectha

b It is agreed in respect of clagsificd information

communicated by one country to the othery, that the recipient

Lcountry shall use its best endeavours w1tn;n the franeworx of

ite laws and rules to prevent sny loss of patowt rlbqtu in the
informstion. Specifiically it is declared and arrecd that:

ne ANY rights of the originator to obtain patent
protection in the recipient country in respect
of the information communicated are not and will
not bhe projudiced by virtue of the introduction

¢ of the information into such country.
' "
_.L-I
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fhe information, so long as it remains

lagsified, will not be used or disclosed

»y the recipient country in any manner
llkcly to prejudice the rights of the
originator to obtain pltLMt protection in
raubeot thereof, but if the recipient
country desires to use or to disclose the
information in any manner likely so to
prcjudice the rights of the originator,

1 then the recipient country will immediately
nctify the country of origin of the full
circumstances of such intended use or
disclosure, and such use or disclosure gshall
not be sffected until approval is given by
the country of crigine

*—3

'J‘O

Each country when so regquested by the other
and to the extent consistent with its laws and
rules will use its best endeavours.

Q
.

(1) tc have maintained in secrecy any
patent application filed in the
recipient country in respect of
the information for so long as may
be desired by the country of origln, and

(2) to supply reports of the manner in
which the information cmbodied in a
patent application has been used or
discloseds

m

reement the United Kingdom,

Se For the purpose of this ag
wre considered to be

the British DomlnLOHO, and India
separate nations

93
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FILE No. C3C 8=2

% % SECUE u
CANADA | quO/ |

CHIEFS OF STAFF COMMITTEE 2280

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

10th dugust, 1948. 350536

CoGeBe

CodteDe %

Cnn » 3 L ] .

C.D.R.B. _ /SQ(

Holense of Clessified Service and

§ = Dofoneo Besoarch Board information to Chg’d 10, evreererreeenis e
@ . 7/) - Covernnent Agencics, Covornront -

Bcpartx:ent.u and non-Gwcrnmnt igencioo,

0 b j'_ 1. I attach roport of tho Joint Semity
Cornittce mgarding tho rbove,
2e this roport vill be going forvnrd to

the Sceurity Panol for cemsideration by reprosentatives

of othor doportronts, and 1 chall advico you as soon as

o decinion hos boon veached., [anthile, I prosums that

you will lot ro knou if the roport of the Joint Seemrity
Cocmittoo is in ony woy unsatisfactory.

WM

1 : -n / .

{J.4.,K, DMuthorford)
Licutensnt-Colonsl,
o Enc. feting Seerotary.

5M-4-48 (929)
H.Q. 7570-1
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DIKECTOR OF NAVAL PLANS AND INTELLIGEICE
INTTRNAL ™INUTE SHEET

FROW ™ TO s
SUBJTCT :

NS FILE NO: DATE: ' |

R

Eotvin] NITTA
XPED I }\ I L‘\ZIX;E.?S REMA RKS H

a3}

O =

F
TO ¢

S0 (8)
so(P) (1)

SO(P) (2)
50 (Q)
D/DNP

S0 (1)

NID (1)

NID (2)

_NID (3)

S0 (T)

SO (STAT)

JIS (N)

S0 (SEC)
/D1
DNPI

DR

CAIR

I

ACCHSSION
LIST

EDITOR
RCNWR

NOTE:; 1. Tae first offj Jr >¢eiving this file is responsible for:
(2) Complgfiing the \Ytaff Index Form.
| trecising sr indicating items of interest.
(¢) Initiding any action reguired in D.N,P,I.
(d) Checking internal distribution and preparing External
~ Minute Sheet for outside distribution considered desirable.

2. The Minﬁte Sheet is to be attached to tne office cspy.
' It is NCT to leave the Directcrate.
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IN REPLY PLEASE QUOTE

- No. Nl S..11225-1
ICANAD.IAN JOINT STAFF 1250 TOP SECRET
1760 N =xx®C STREET, N.W.
WASHINGTON

NAVAL MEMBER . 19th April, 1948

-

§ -
[ . . -?("7:" aa fe 1
FROM: Naval Member, Canadian Joint Staff, .
Washington, D.C. ; MAY 5 o Gk -
; ‘I'w-! - .‘“
TO: The Naval Secretary, g e Ne=zd :537""7

Naval Service Headguarters, Ottawa.c%fdm“

Sub ject: Agreement between Australian and U.S,
Governments on the channels to be used in
procuring U.S. classified military informa-
tlon for Australian Government civilian -
officials (E.G., Their representative in
the British Commonwealth Scientific Office,
Washington, D.C.) Report graded A-1.

Submitted for the information of the
Department, for the attention of the Director of Naval
Plans and Intelligence.

2. It is understood that the following form of
egreement:

(a) Was drawn up by the three Australian Service
Representatives in Washington.

(b) Is acceptable to the three United States Service
Departments.

(c) Was sent by the Australian Government's
Representatives in Washington to Australia and
there approved on the highest level.

3. The U.S. Service Departments will only
recognize requests for classified military information
from accredited Service representatives in Washington
and any departure from this channel they discountenance.
In view of the foregoing, the following is suggested:

Requests for classified military information.

(a) All requests from Australian Government civilian

‘ officials for U.S. classified military information
should be sponsored by the Washington representative

s of the relevant Australian Service Department who
will be concerned with safeguarding U.S. conditions
of release. '

Clearances for Visits of direct interest to the
Australian Services.

(b) All requests from Australia for clearances for -
Australian civilian officials to visit either U.S.
Service establishments or civil plants over which
U.S. Service departments hold any security control,
should be sponsored by the relevant Australian
Service representation in Washington, who will be
concerned with safeguarding U.S. conditions of
release.

000365

f

5M—4-44(503) » ‘ 00000000000/2



Document disclosed under the Access to Information Act - -
Document divulgué en vertu de la Loi sur I'accés a I'information

- '

~ | TOP_SECRET

Ry

Clearances for visits of indirect interest to the
Australian Services.

(c¢) Australian Government civilian officials requiring
such clearances will forward their requests through
their Embassy to the U.S. State Department.

(d) A 1ist of all plants over which U.S. Services
exercise security control is being sought.

(v.sz{%(;m il

Commodore, R.C.N.,
Naval Member, Canadian Joint Staff.
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REFERRED TO| REMARKS (With Signature, Position & Date )

et o (L
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TOP SECRET,
Received from the Director of Naval Plans and Intelligence,
- Department of National Defence (Naval Services), Ottawa -
. T.8. 11550~.9, dated 12th July 1947 - Copy No. 3.
Signature 9%%?%%14;%21:ii%?fif?¢;/
Rank ......x ..........L,47§@%%;
Date ./,gz ‘ .‘%70'0000"-'-0.
The Director of Intelligence (Air), 000368

A% Building,



Document disclosed under the Access to Information Act -
. Document divulgué u d 1 ‘geeés & l'information
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L e e e ]

Received from the Director of Naval Plans and Intelligence,
Department of National Defence (Naval Services), Ottawa -

7.5, 11550-9, dated 12th July 1947 - Copy No. 2

Signature 4 AT
- W."A B ANDER{ON
B
Ran.k L A A I ) -..X.“..'.”"

Date .,.,....;1..4UE.1947.......

The Director of Miiitary ‘V;Iiz“t:'ellag.enco,

"A® Bullding, 000369
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| e
' ¥.30 115
;;:v Vol. ?15.9‘?
' *A? Cullaing
Copy . ¥

12th July, 1947,

gsted Sth Jﬁith {gggregcs to yofr J.2.00 1aB
sted July coneur in parageo

2 o B.@.S.'a i@tter'gagc‘roao 722‘%?%{?.)
dated 9th July, 1947.

he only othor matiter th-t is
relevant is the frot that personnel ore ex-
chenged betueen Cnn-dn and the United Ctates
in toth Aramy anf Aty Force Intelligence
organizations. This integretion of officers
between the two countries greatly freilitates
the exchanns of Intclligence informntion,

Up to the present, tho Chief of
B=vnl Int:liligence, United States linvy Lo orte
mont hos refused to.conelder simtlnr exchange
of officers with the R.C.H.

Cecretory, Joint Intelligenss Committee,
Hoom 319, :
Enet 5Llock,

Dlateabution:

Copy Eo. 1 = Sag, J.1.0,
Cony Ho. 2 - R.H.X.
gﬁw gﬂ. - ﬂ.g. ‘ﬁ’

ony Eo. 4 « .0 1155040
cﬁw o, 5 - File

A \
\&s\ Y S5g)

Ve
LTS
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S0P STICRET

HQTS 722-37 (Dax)

9 Jul 47
Secretary, Joint. Intelligence Committee,
Room 319, East Block, {
OTTAWA, Ontario. : '
1203
nge tion with
C
., In reply to your JIC 1-2, dated

8 Jul 47, 1t is presumed that it will be in order to refer only
to those arrangements for exchange of information which have so
far been brought within the scope of the Military Cooperation
Committee, 48 you know, other arrangements have been negotiated
direct between the Canadian Army General Staff and the Director
of Intelligence, US War Department General Staff, but so far
these matters have not been dealt with through MCC channels,

2, On this assumption, the following
aspects ought to be referred to in reply to the Secretary, Can-
adlan Section, MCCs

(a) The Thirty-Fourth Recommendation has agreed to a come-
plete exchange of military informatlion, subject to the
national policies of the two countries,

(b) Informal Chiefs of Staff approval has been given by each
country to a paper covering the security implementation . |
of the exchange of information under the Thirty-Fourth
Reconmendation, _

{c) A draft Appendix to the Basic Security Plan has now been
prepared by the Strategic Information Sub-Committee of
the Military Cooperation Committes and is awaiting formal
MCC concurrence, after which it will receive presumably
informal Chiefs of Staff concurrence, This Appendix deals
with the compilation and exchange of topographical and en-

. vironmental information about the northern portion of the
Western Hemisphers,

(d) A proposal is under consideration by the Joint Planning
elements of the MCC to create a Military Intelligence Sub-
Committee, which would prepare an Appendix to the Basic
Security Plan covering the degree of collaboration in the
field of third-power Intelligence., Agreed proposals for
the establishment of this sub-committee have not yet been
submitted to the MCC for approval,

3. As the foregoing projects, affecting
the exchange of military information with the Amoricans, have all
been negotiated by, and are under the control of, the Canadian Joint
Planning Committee, it is guggested that any statement prepared by
the JIC be submitted through the Joint Planners,

Colonel,
Director of Military Intelligence.

DISTRIBUTION:

‘__7DNPI’
DIA, 000371
DHO & P
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JIC 1-2

TOP SECRET

CANADA

Privy Council Office

July 8th, 1947.

_~ ' >
D.N,P.I. - 1202
DOM.I.
D.I.A. .
Exchange of Military Information
1. The attached communication has been received

from the Secretary, Canadian Section, Military Co-operation
Committee, regarding the above-mentioned sub ject.

2e It is requested that I may have a summary of the
arrangements at present in force between the Directorates
of Naval Plans and Intelligence, Military Intelligence and
Intelligence (Air) for the exchange of military information
with United States authorities,

Se I understand that certain of the arrangements
carried out by the Directorates of Intelligence are more

or less of a private nature and I would be grateful for
guidance as to those phases of this exchange which you will
wish to have officially passed to the Military Co-operation
Committee,

—
‘:‘w. l. LQLM

F.W.T. Lucas, Lt.-Cdr.,
Acting Secretary,
Joint Intelligence Committee.

Encl,

Ottawa, Canada
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MEMORANDUM

TS.78~2-2 (D/AMAP/P)
7th July 1947,
12028
Secretary, JIC.

Meeting of Cabinet Defence Committee and Canadian Section,
Permanent Joint Board on Defence

1. I have been asked by the Secretary, Cabinet
Defence Cormittee to prepare a series of Progress Reports
on various phases of defence coc-operation with the United
States. These are to be placed before the next joint meet-
ing of the Cabinet Defence Committee and the Canadian Sec-
tion, Permanent Joint Board on Defence,

2. In this regard I should be grateful if you would
furnish me with a brief factual report, no exceeding one
page, on the present position of the exchange of military
information aspect.

3, This memorandum should reach this office by 15th
July.

(Sgd.) J.C. Wade
(J.C. Wade) Squadron Leader

Secretary, Canadian Section
Military Co-coperation Committee.
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DIRECTCR OF NAVAL PLANS AND INTELLIGEXCE
INTERNAL, MINUTE .SHEED
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Referred to..

2,

...........

JUN 3 1947

Chegd to.,.,

--------------

.................

JOINT INTELLIGTENTT

\
OFFICE oF

Document divulgué en vertu de laLoisur Facces & Finformati

TOP SECRET

File No. 16 DmBoai]s o o

COMMITTER

a878

I
R RLH

SECRETARY,

Privy Council Office,
Fast Block,

June 3rd, 1947,

MEMORANDUM TO:

Department of
'b‘:lP.I.

D.M.I. / h
D. Of Ia (All‘). ) . 4 }’
D.Sc.I. - D.G.D.R. | &
D.C.I, ~ R.C.M.T,

I enclose herewith f

and retention the following:

Copy of British Joint Staff Missi
T«&e of classified

release by the
information,

J.A.K. Rutherford, Lt.-Col.,.

Encl, Joint

M. Johnson, Esquire,

External Affairs:

e A

"or your information

on memorandum regarding
American military

< /

\’Iv’/:’/) L &(/ Lo ((\ : ‘/\~~{’

Secretary,
Intellizence Committee,
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" cory

BRITISL JOINT STAFF MKISSIOW
Offices of the Combined Chiefs of Staff
Washkington

paal
TOP SECRET £6th May, 1947. 873

My dear Gordon

I attach Tfor the information of the Canadian
Joint Staff Mission an extract from a telesram which the
British Joint Staff Mission sent to the Cniefs of Staff
in London last week on recent developments concernins the
release to certein Dominions by the U.K. of classified
American military information.

The nexotiatiuns referred to in parasraph 1
of the telegram began with a letter from Cuptain Wootten

to Admiral Inglls dated c<lst March, 1947, coples of which
were sent to Commander Pemberton at the time.

Yours sincerely,

(sizned)

C.R. PRICE
Brixadier

Air Cowmodore R.C. Gordon, CBE,
Canadian Joint Staff Mission.
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COPY o

. TELEGRAY

From : J.3.M.

To Ministry of Defence

Date : 23rd May, 1947

SAVINGS
TOP SECRET

J.S.M. 403

Subject - Release to Dominions of U.S. classified
military information.

As a result of direct negotiatlion with the Navy and War
Departments, we have received letters from them within the last
week siving rulings on the extent to which U.S. military classified
information may be released to the Dominions without wpecific
reference to the U.S. authoritles.

2 Navy Department ruling reads:

Begins

Decision has been reached that U.S. military information,
excluslve of research and development information and classified
not higher than secret, may be released to your Government for
inclusion in Joing Unlted Kingdom-Canadian-New Zealand publications
and instructions. Certain restrictions may be placed on particular
items of iInformation, in which case the United Kingdom recipient
will be so informed by this office.

Ends

Se War Department ruling reads:

Begins

Unless specifically notifled to the contrary at the time
of release, the War Departmont autnorizes the inclusion of U.S.
military Information, classified no higher than secret, exclusive
of intelligence and research and development information, in Joint
United Kingdom-Canadian-Australian-New Zealand and training
publications and instructions,

Ends
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w 4. You will note that the actual wording of the Wwar Depart-

ment rulinz 1s more restrictive than that of the Navy Department
st in that intelligence 1s excluded and the word "training" has been
‘ddded in the last 1line,

.

5. The insortion of the word "training" in the War Department
ruling is not we think particularly significant. The author of the
letter in question made it clear that this ruling was intended to
alleviate difficulties arising from the attendance of Dominion
students at British Service schools as well as the issus of joint
pamphlets and circular letters.

6. As regards intelligence, there 1s a reply outstandins from
the Navy Department dealing with the WNaval intellizence aspect of
the problem, so it should not be assumed that the omission of any
reference to intellipence in the Navy letter has any great
significance. There 1s already a working agreement with G.2 in the
War Departnent that intelligence up to Secret may be passed to
Australia and it has been confirmed that the above ruling is not
intended to disturb existinz intelligence arrangements. Canada
presents no problem as she has her own working arrangements with

the U.S.

7 Ti.e above rullings, thouzh admittedly a step in the right
direction, do not go as far as we hoped and the exclusion of research
and development makes them almost worthless as far as technical
servlces are concerned. We feel however that it would be a mistake
to press for anythin;; more at present but we shall try to obtaln
further concessions In due course, Sir Alwyn Crow agrees with this,
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i?‘ (d) Service Equipment
\M‘

Quantitiee, types and technical details of Naval,

equipment {(including pictures and drawings).

(e) Tactics

Doctrine for employment of Nsval units, troops

|
,'

000380 .

{



L
Document disclosed under the Access to Information Act - \
» Document divulgué en vertu de la Loi sur I'accés a I'information

e 877
‘File Yo. gga.vﬂg"
- CHIE?S OF STAFF COMMITTEE ‘ 'TﬁP,§B¢ﬂﬁf
Referred to ffj“zﬁf , Tl OFFICE OF THE SECRETARY,
LT I Cabinet Secretariat Offices,
2 o5y g - East Block.

70 07- A | " Pnd June,1947.

MEMORANDUM TG C.AsS,
"""""" C.GiSs
—— C.N‘SO

D.G.D/R

SubjJect Relenso of Information by 1
4o British Comuonwonlth,

The follow1ng document concerning -the
above mentioned subgect is forwarded for information

and retentlon: . ¢ of lettcr datod 26th lay, 1047 fron Britich
Joint Stofl llisgion ﬁnabinrtan 10 CodeB.s

f‘\{/,(-;“u

(W.W. Bean)
Group Captain, R.C.A.F.,
Secretary,
CHIEFS OF STAFF COMMITTEE. ~ 000381
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. . CoPY ' : COPY

;; BRITISH JOINT STAFF MISSION
' Offices of the Combined Chiefs of Staff
Hashington

26th Hay, 1947,
‘ TOP SECRET

Hy dear Gordon 877

I attach for the information of the Canadian
Joint Staff Hission an extract from a telegran which the
Britisn Joint Staff iission sent to the Chiefs of Staff
in London last week on recent dcvelopments concerning the
release to certain Dominions by the U.K. of classified
American military information.

[apeneStal

The negotiations referred to in paragraph 1
of the telegram began with a letter from Captain Vootten to
Adniral Inglis dated 2lst Harch, 1947, copies of which were
sent to Commander Pemberton at the time,

Yours sincerely,

(signed)

CeRs PRICE
Brigadier

Alr Commodore R.C. Gordon, CBE,
Canadian Joint 3taff l!ission.

COPY | COFY
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COPY cory
. TELEGIAL
A"\ o
From JeSeM,
To 3  HMinietry of DLefence

Date &  23rd Moy, 1947

i

SAYINGS
ZQF SEGRET
JeS, M, 403

Sub Ject = Rolense to Dominions of U,3S. classified
military information.

7?7

i n result of direct negotintion with the Navy and War
bopariments, wo have roceived loLtera [rom them within the
last wook piving rulings on the extent to which U.S. military

clessified information moy be rolsased to the Dominions
without spsciflc roferonce to the U.S, auvthorities,

2 Havy Department rullng readss

Bogins

Decision hns boen reachoed that U,S. military informae
tion, exclusive of research and dovolopment informetion
and ¢lossified not highor then secret, may be relessed to
your Government for inclusion in jJoint United Kingdom-Canadiane
Hew Zesland publications and instructions. Cortein restrice
tions may be placed on perticular itema of information, in -
which gase tho United Eingdom receirient will be so informed

by thin offico.
Ends

S Viay Department ruling rends:

Boping

Unless apecifically notified to the sontrary at the time
of releoose, tho Var Department authoriscs the imclusion of
UsSe miliitary information, clnssified no higher than seoret,
sxclusive of intelligencoe and research and developmont fne
formation, in foint United Kingdom-Canedian-Australlian-Now
Zealsnd training publications and instructions,

\ , | Enda

4o You will noto that the acitual wording of t he War
Department ruling is more rostrictive then that of the Ravy
Department in that intelligence is excludod and the word
"training” has been sdded in the last line,
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5. The insortion of tho word "training" in the Var Dae
partmont rullng is not wo think particularly sipgnificant,
The author of the lettor in quoestion made it clear that this
: ruling was fntended to allovinte difficulties arising from
\ the attendance of Dominlon students nt British Service schools
. ag voll as the isaue of joint pamphlets and circular letters,

6. fis regards intelligonce, there is n reply cutstanding
from vhe Navy Department dosling with ths Raval intelligence
espect of the problem, so it should not be assumed that the
omission of any referonce to intolligenco in the Havy letter
has any great significances There is already a working agreoe-
ment with Ge.2 1n the Var Doportment that intelligence up to

o Soceret may be passed to Australis end it haes boon confirmed

' that tho above ruling is not intended to disturb existing
intelliponce arrengomnonts, Canade presents no problem as she
hss hor own working arrangements with the U.S8.

Te The above rulings, though admittedly a stop in the

right direction, do not go as far as we hopod ond tho oxe
clusion of rosoarch and developmont makes them slmost worthless
a5 faor os technical seorvices are concorneds Ye fcol however
that it would bo a mliagtake to presa for saything more at
present but we shall try to obtain further concessions in due
-eourse. Sir Alwyn Crow agroes with this,
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“DS‘A‘TIH
mE EXAMPLES OF UNOBJECTIONABLE AMD o&.w:*r.rozfm PTER
e = supendix “DY
Haferance Paraa 7{h3 & 8)
e e ;“nqrq:@n- TS Der g e - - < e e 53
Serial Subject Unodb jectionable matter Objactionabxe mattar S
(a) {b) {c) fay s
E P General i Detalls of expendlitures or statistics which if Datalls of expsnditures and atabiatics ﬂnlcn :
' | {1 published in pesacs time would NOT ens<ianger natian&l would endanger national security or which for
i Security, for examples- . ia partieculay reason 1t iIs desiraed to
i — g Lome :safeguard. for sramples- :
R : : 2 5 | : : -
o 5E Establishments. 3 - £1). Total personnel strength of the Conmndian Army, i {1} Detalls of peascs Of war istablkshaenﬁ&
A E {i1) Femes of Actlve or Reserve Units, except thoe E-. §11) ¥obilization or comversion of unlts
o § noted at Serial 2, Col {(d) {(ii) : 4 i new units for Speolal purposess
s : it ; - et Mot iR |
P t  Locations 2 {111) Locations of Active and Ragsavvs Foree»permsngﬁ, 4+ {41i1) Locations of ‘field units during time. ot
: é e stations. = By national emergency, or during manosuv- -
~ ; %, . 3 {iv) Locations of field units during tiainingete.} res the naturs of which it may be des:
; il H except as moted at berial og ‘01 {d) {111) i i ired td keep classified. : ‘
4. Weapons - . . i {v) Goneral statemenis to the effect that unite ‘4 {iv}) Unit wveapon, ammnliiion, equipment and.
b2 5 Apmunition % . ermed with rifles, artillery. tanks, anti-tany stores establiahmentsgigutive Force. _af .
z ‘{ Equipment i artillers ato. ' = : ondy}. = E
Stores : {vi) Total expenditures only, which for greater i {v} Actual weaspon, ammuniticn, equipmanz e
: g‘ : security should bs combined with other wvotes i g and stiorea atﬂaﬁgtns of units (Active
3 for example; group together the -stimales of | ., Pores onlyld. :
s : § total sums required for pay, allowances, i {vi} Potal weapon, ammunit*on, eguipmant,
=1 g quirtering; eqnipptng“an&'ma*ngaﬁn&ng~the Go | et - = an aﬁfbngﬁhsg inciuding reser:.
ST | : i-Aetive Foroea- _ i ves,. held in ordasncs a&pots of the
- H : G Canadian Army. -
g o ; . {vii) Information concerning any olassified’ _ ;
5 »‘”“?_“°‘° 2 £~ G S < . e - v ——— - § - —»--—wouoapony*ammun*tiaﬁg Qthpma“€““b stor&.'
D § ? Ressarah i {vii} Welfare, health, wmedical, da,tpl, educationsiﬂf {(viii} Developmant of* elassifled types of -
2 F and < projects, providing: they arg unelasaifiaed, 4 i wespons, ammunition, equipnent and -
s : Development i (viii) Results of the above types of projsct if } § storass. ;
Ao e S = § unclasgified. {ix) Tne results of guch development, if pr
i £ , i elassified. ¥
‘ i : = I T - e
B, | Mepufacture : {1ix) The total expenditures for production of ks i {z) Information congsrning the menufactuve
3 ' i - weapons, smmunition, equipmenta nd stores. i of any clagsifiad weapons, ammunicion,
H i {Poradded security should be combined with equipment or stores.
! : other votes es.in (vi) sbova. ) ? i
3 i i 5 &
i ; 1 | ; - "o
s 5= § Training - €x} ?rainiug of ths Rasarve Forea, ineluding corc§ | (x1) Treining programmes, syllabuses and . - °
¥ i  and Cagets. | _details eof Active Fores Scnools of
i ' {xi) Total expenditurs for all typea of tralning. : Ins true tiom. .
Foooiio Gensral purpose of AF Sehools of Instruction
i unlsgs whole subjecuundarxnstructton clsssifi%f
A 2 it e, o
8. i  Defence g {xi1) Total axpendituras only and to be combined wih {x$1) Strategiec and operational plans dealirg
13 : £ other votea, where possible. : with the ultimate security of Canaca
i : and the nature and degree of progromnss'
: : of or impletion of such plans. —




Document disclosed under the Access to information Act -

!
“. Document divulgué.en vertu de la Loi sur I'accés & F'information
. §
: P .
1§
% »
4

000386




5 i

S

v IO

psed und & Access to Information Act -
fié en vertu de la Loi sur 'accés & I'information

000387




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés a l'information |

-~ | - 19

; ¥
bened
CLASSIFICATION
/7507 3
Reference

Date. extracted _2nd June 47 .

The following is an extract from the minutes of

|
CABINET DEFENCE MINUTE

D.M,
DJOLELI. the __34th  Meeting of the Cabinet Defence Committee
- DJLT. held Eth May 47 . :
D,S.D. _ //
D,N.A.D. =7 y )
D-S-RoDc’l / : ("\\
5008, 7 <. / ~
D,I.OJ [/ , ‘
D.E.B ' / , -
E/C N%LS. (8) 3L .

Secretary to the Chief of
the MNaval Staff,

Publication of Service Information; General Policy -

The Minister of National Defence reported that the Chiefs

¢ ﬁﬁjq of Staff had suggested a general policy covering the publication of Service ./~
information,
_‘, - The general principle was that the maximum amount of Service
y information of an unclassified nature should be released through the various

media, ie,.goverrmment publications (Estimates, Pyblic Accounts, Canada |
Year Book); replies to questions asked by members on the Houses of Parlia-
ment; official press releases; speeches and press conferences by members

of the government, departmental and Service officials; and articles

written by government officials and Service personnel,

Such matters as total strength and total expenditures,
location of permanent stations, were regarded as unclassified, but
details of establishments or estimates were among those clasgified and
therefore not for publication.

An explanatory memorandum had been circulated.

(Memorandum from the Secretary, Chiefs of Staff Committee,
14th May, 1947 - Cabinet Document D.120)

The Committee, after discussion, approved the policy
proposed by the Chiefs of Staff.'

JUL “8 Ay

000388



/750 /3

- CONFIDENTIAL
CABINET DOCUMENT |
' No.. /0.
Copy Ne..... g ..................
VENORANDUM TO CABINAT DEFENCE COMMITILE:
Poalicy = Publication of Serviee Information
1. The Chiefs of Staff are of the opinion that a

comprehensive policy should be adopted to cover release of Ser-
vice information to the press and other agencies of the public,

In general, press releases and publication of articles by Ser-
vice personnel are covered and can continue to be covered by
Service regulations and instruetions. A policy to govern publi=-
cation of Service statistics in government publications and to

be followed in answering questions in Parliament has not, however,
yet been adopted. '

2. It is considered that sny poliey in this regard
should be positive rather than negative; i.e., should be directed
toward the regular release of the maximum amount of information

permissible.

3 Attached as Appendix "A" is an outline of the

proposed policy. Your attention is drawn in particulsr to

paras, 7, 8 and 10,
AR The Chiefs of Staff recommend:

(a) the adoption of the policy in regard to
disclogure of Service information des~
cribed in Appendix "A", it being noted
that action has already been teken in
respect of Service press releases and
articles by Service personnel; and

. (b) that this poliey be administered in a

' positive manner so as to provide for
regular releases giving the maximum
amount of information permissible,

W.%, Bean,

Group Captain, R,C,A.F.,
Secretary,

Chiefs of Staff Committee,

14th May, 1947,
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CONFIDENTIAL

APPENDIX “A"

POLICY - PUBLICATION OF SERVICE INFORKATION

Exw_s.s.ﬁ..&hﬁ__i_sx

1

"As a genersl principle, the maximum amount of Service

information, short of that which would snable fereim
powers to assess Canada's ability or readiness to wage
war at any time, should be released to the publie,

2 It can be assumed that any informetion which is offi-
cially released from a government source will be published
in some form or broadcast over the radie. Thereferc, the

‘rule to be followed is that only unclassified informntian
. should be released.

Yedia

3 The following are the media by which military infore
mation is officially released:

(a) The publication of Service statistics in Geverne
ment publications, for example:
(1) Public hccounts of the Dominion of Canada,4’//
(11) Estimates for the Fiscal Year 4"
(iii) Reports of House of Commons Committce,
(iv) Canada Year Book.
(b) Replies to questions asked by HMembers in the
House of Commons and by Senators,
(c) Official Service press releases.
(d) Speeches and press conferences by Govera: ant
and Service Officials,
(¢) Articles written by Government officisls ~ad
Service personnel.

A (e), (d) and (e) above, insofar ss Service ~erscnnel
are concerned, are covered by existing regulations and
instructions, but (a) and (b) have not beén adequately
provided for,

5 If detailed Service statistics are published in the
texts listed in para. 3 (a) above or in similar Jocu=
ments, there is no doubt that a statistical examination
of = single year's texts would provide a potential enewny
with a valuable indication of our ability to wege ar,
.and that continuous yearly comparisons would providfe him,
gratis, with much more definite information,

6 Furthermore, quite apart from the security roint of

view, a system which provides foreign governments —i=h
detailed statistics of our Armed Forces, gratis, ould
have an adverse effect upon our ability to ascquire irlor-
mation from those forelgn governments on 2 reclprocal
bas1s. ' .
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Policy

7 Information on the following will not be published in -
unclassified documents or released to the public by any
means without appropriate authority:

(a) ‘General: Any information, the unauthorized dige
closure of which would,

(i) Endanger the national security;

(i1) Be prejudicial to the interests or prestige
of the nation, any goverumentel activity,
or individual; '

(iii) Cause administrative embarrassment or
difficulty;

(iv) Be of advantege to a foreigh power; er
(¥) For any reason; be undesirable.

(b) Objectionable Matter; i.e., classified informa-
tion, Included in this category would be such
matters as details of peace or war establishments
or estimates, development of new classified types
of weapons, details of active force schools and
instruction, and strategic and operational plans.

8 Unobjectionable mgtter; i.e., unclassified information.
Included in this category vould be such matters as total
strength of the Armed Services, total expenditures for
defence, training for resorve forces, generalized descripe-
tions of equipment, locations of permenent stations, ecte,

Procedure

9 "~ Publication of Service Statistics in Government
Publications

(a) When preparing statistical reports and estimates,
the originator will classify the completed reports
in relation to their contents, using the sbove
policy as a guide. ‘Where it is practicable,
reports may be divided into clagssified and un-
classified parts.

(b) The co-ordinator of these reports will approve
the classifications, The appropriate Service
Directorate of Intelligence will give security
advice when requested.

(¢) The complete report on the detailed Service
estimates will be clasgified SECRET and will
continue to be distributed on a very limited
basis, '

10 Replies to Questions in the Houge
- {a) Service agencics, when preparing replics to speci-
fic questions asied by Members of the House of
Commons or by Senators, will classify the informa=-
tion contained in the reply according to its contents,
(b) General information only, on broad lines, will be
given in the House,
(¢) Information of HESTRICTED classification will be
given privately to members on request,
(d) Information of CONFIDENTIAL or higher classifica-
~tion will be withheld, ’
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CLASSIFICATION

S 250137 )

Reference

Date extracted 16th May 47

D.M, , The following is an extract from the minutes of
DI, F.I. the Meeting of the Cexxkmaxt Defence Gommiikies Council
D.W,T, held 9th May 47 . .
D,S.D., :
D,N,A.D..
D.S.R.,D
@)@ C.I.5.
D,iI.0,
D.E.E.
A/CN,A.3,{E) o5lL
A;C.N.A.S.(SD) ' " ecrevary to the Chief of
C.MNA,S, the MNaval Staff.,
DJILE.
JP, P
@JVW;’/

>

e Yolicy = Publication of Serviee Information

_ After discussion, Defence GCouncil approved the
Chiefs of Staff memorandum of L May 1947, to the Cabinet

Defence Committee, regarding the publication of Service C.S.C,
Information. '

000392




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés & I'information

NAVAL SERVICE — MINUTE SHEET
. 1/550-270726

- FILE N ]
ERRED TO| REMARKS (With Signature,Position 8 Date )

ﬁ/ /,,,Zx ,zd%//rw ‘

St =
7. . /782 —27 357 .

' 000393




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés a I'information

IN REPLY PLEASE QUOTE

Department of National Defence
Paval Serbire
. Ottawa, Canada,

CANADA

15th May, 1947.
SECRET . .  NSS 1950-1b Vol, 1

MEMORANDUM TO: HOLDERS OF C.B.O. FORM U2D (5) (1946)

- Although C.B.O. Form U2D (5) (1946) is issued ~s
a C.B., pvara., 48 is clageified in Canada as Top Secret,
A1l holders are therefore to take the necessary security
precautions,. C.B.0, Form U2D (5) (1946) is applicable
to the R.C.N. with the following qualifications:-

(1) N.S.H4Qs 1s the competent authority in all
instances.

(2). Is anmnlicable on a2 verallel basis with regard
to Ships, Shore Establishments, Stations, ete,

(3) No Claseified information, documents, or
other material, shall be given to any forelgn
nationals or authorlties without approval
from N.3.H.Q¢ In this tonnection particular
attention is drawn to R.C.N. relations with
the Royal Navyv and the United States Navy,
No Admiralty classified information, documents, -
and material, held bv the R.C.N, may be passced
to the U.S, Navy without Admiralty's approval.
Similarly, no U.S, Navy classified information,
documents, and material, held by the R.C.N. may
be vassed to Admiralty without U.S, Navy -
Department's approval.

(L) The U.S.S.R. is considered a Category "C"
nation,

(5)  Changes and additions will be issued from time
" to time as anplicable tn the R.C.N,

(6) Holders of C.B.0. Form U2D (5) (1946) are to
ensure that the vtmost discretien is used in
the care and handling of both this C.B. and
the information contained therein,

Ve

NAVAL SECRETA

U Motk s
Y.

H.Q. 1010A
250M—5-41 (335) 000394

N.S. 815-7-1010

~ R
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MEMORANDUM TO: NAVAL SECRETARY

C.B.O. FORM U2D (5) (19u46)
SECRECY REGULATIONS

APPLICATION TO R.C.N,

8, Section VII, paragraph 48 (a), (b),

Page
(¢) and (d%, and Page 9 Section VII, paragraph 50
(a) (11) and (b) are classed as Top Secret under
the Cansdian Government and R.C.N. present policy
Flag, (1) (1l2) and (2), Section VII, paragraph L&
(@) 1is included in 3(c) of the Canadian policy.

2. In order to obtain the maximum effectiveness,
the contentes of this C,B, should be made known to a

considerable number of people for administrative
purposes, and this cannot be accomplished if the
classification of the R.C.N. procedure remains Top
Secret. However, as there is very little in the
C.Be which is Canadian Top Secret, it is strongly
recommended that:

(a) C.B.O. Form U2D (5) (1946) be issued to
all holders of C.B.'s according to regu-
lations (excluding Naval Divisions).

" (b) The attached draft memorandum be approved
and placed on the fly leaf of each copy
issued so that this C,B, will be brought
in line with the present Canadian policy.

2. As this C,B, is being issued as admin-
istrative procedure and guidance for the R.C.N.
the Security Panel have no objections. The
Security classification of Secret 1s still ade-
quate protection. ’

4, One hundred copies of memo are required.

(HON‘ I:ay)
CB, ta.in, RnCéNi’
Director of Navel Plans
and Intelligence.,

Ottawa,
gth May, 1947.
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secret

MEMORANDUM TO: HOLDERS OF C.B.0, FORM U2D (5) (1946)

Although C.B.0, Form U2D (5) (1946)
is issued as a C.B., para. 48 is classifled in Canada
as Top Secret, All holders are therefore to take
the necessary security precautions, C.B.0, Form U2D
(5) (1946) is applicable to the R.C,N. with the
following qualifications:-

(1) N.S,H.Q. is the competent authority in
all instances,

(2) 1Is applicable on a parallel basis with re-
g%rd to Ships, Shore Establishments, Stations,
eui,

(3) No Claesified Ainformation, documents, or
other materlal, shall be given to any foreign
nationals or authorities without approval
from N.S.H.Q. In this connection particular
attention is drawn to R.C.N, relations with
the Royal Navy and the United States Navy.
No Admiralty classified information, documents,
and material, held by the R.C.N. may be passed
to the U.S. Navy without Admiralty'e approval,
Similarly, no U.S., Navy classified information,
documents, and materlal, held by twie R.C.N,
may be passed to Admiralty without U.S. Navy <
Department's approval, ' '

(4) The U.S.S.R. 18 considered a Category "C"
nation, .

(5) Changes and addltions will be issued from time
to time as applicable to the R.C.N,

(6) Holders of C.B,0. Form U2D (5) (1946) are to

ensure that the utmost discretion 18 used in the care
end handlingdboth this C.B, and the information

contalned therein., -

NAVAL SECRETARY,

Ottawa,
) 5th May, 1947,

Iic)
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let May, 1947.

The Seerotary,
Defence Council,

- ipatio Service Informatio

1, Attached is copy of a draft memorandum from the
Chiefs of Staff Committee to Cabinet Defence Committese, propoping
that o definite policy be established to cover rclease of Service
information to0 the press and other agencies of the public,

2 This policy originated within the Army but was
roferred to the Chiefs of Staff by the Deputy iinister with the
suggostion that 1t might be made the basis of a common Serviee
policy. The Chiefs of Staff are in agreement with this view,
but econsidor that the matter should be put before Cabinet
Defence Committee since part of the policy concerns answers to
questionp in Parliement and inclusion of Service statistics in
government publications, Before doing so, however, the Chiofs
of Staff wished this draft memorandum to be forwarded to Defenco
Council for consideration and any comments that might appear
desirnblo,

3 I should be gratoful, therefore, if this could be
included in tho Agenda of the noxt meeting of Dofence Council,

‘=7ﬁy24§4252; c),éi (v.7, Bean),

Group Captain, R.C.A.F.,
Se&’et&:‘y.
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DRAFT

CONFIDENTIAL

1st May, 1947,

WEMORANDUNM TO CABINET DEFLNCE COMEITTER:

Policy = Publication of Service Information

1. The Chiefs of Staff are of the opinion o
that -a  comprehensive policy should be adopted to cover

_ release of Service informstion to the press and other agencies
of the public. In general, press relesses and publication of
articles by Service personnel are covered and can continue to
be covered by Service regulations and instructions, 4 policy
to govern publication of Service statistics in government pub-
lications and to be followed in answering questions in Parliia-
ment has net, however, yet been adopted.

24 It is considered that any policy in this regard
should be positive rather than negative; i.e., should be
directed toward the regular release of the maximum amount of
information permissible,

3. Attached as Appendix "A" is an outline of the
proposed policy, Your attention is drawn in particular to
paras. 7, 8 and 10,

be The Chiefs of Staff recommend:

(a) the adoption of the policy in regard to dis-
- closure of Service information described in
Appendix "A", it being noted that action has
already been taken in respect of Service
prese releases and articles by Service per-
sonnel; and

(b) that this policy be administered in a positive
‘ manner so as to-provide for repular releases
giving the maximum amount of information

pernissible,

¥,W, Bean,
Group Captain, R,C.4.F.,
Seeretary,

Chiefs of Staff Committes.
Ene,
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CONFIDENTIAL

APPENDIX ""a®

gOgICY » PUBLICATION OF SERVICE IRFORMATION

Principle of the Policy

1 As a general principle, the maximum amount of Service
information, short of that which would enable foreign
powers to assess Canada's abililty or readiness to wage
war at any time, should be released to the public,

2 It can be assumed that any informetion which is offi-
cially released from a government source will be published
in some form or broadcast over the radio. Therefore, the
rule to be followed is that only unclassified informetion
should be released.

Media

3 The following are the media by which militery infor-
mation is officially released:

(a) The publication of Service statistics in Govern=
ment publications, for example:

(i) Public 4ccounts of the Dominion of Ceanada,
(1i) Estimates for the Fiscal Year,
(iii) Reports of House of Commons Committce,
(iv) Canada Year Book.

(b) Replies to questions asked by Members in the
fouse of Commons and by Senators. ' '

(e) Official Service press releases,

(d) Speeches and préss conferences by Govaraient
and Service Officials,

(e¢) Articles written by Government officinls -ad
Service personnel.

4 (¢), (d) and (e) @bove, insofar ss Service -ersonuel
are concerned, are covered by existing regulatiozns and
instructions, but (a) and (b) have not been adequatels
provided for,

5 If detailed Service statistics are published in i
texts listed in para. 3 (a) above or in similar docu~

‘ ments, there is no doubt that a statistical ex :
of a single yesr's texts would provide a poten
with & valuable indication of our ability to w

and that continuous yearly comparisons would provice hii
gratis, with much more definite information,

6 Furthermore, quite apart from the security roint of
view, a system which provides foreign governments 131

detailed statistics of our Armed Forces, gratis,  ould

have an adverse effect upon our gbility to secuire iuiow=
mation from those foreign governments on & recijrocal
basis, i
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Policy
7 Information on the following will not be published in

unclassified documents or released to the public by any
means without- appropriate authority:

(a) General: Any information, the unauthorized dis
closure of which wou1d9

(i) Endanger the national security;

(ii) Be prejudicial to the interests or nrestige
of the nation, any governmental activity,
or individual;

(iii) Cause administrative embarrassment or
difficultys; l

(iv) Be of advantage to a foreign nower; or

(v) For any reason, be undesirable,

(b) Objectionsble Matter; i.e., classified informa-
tion, Included in this category would be such
matiers as deteils of peace or war cstablishments
or estimates, development of new ClaSSlfiCd types
of weapons, details of active fore bClOOl and

J

instruction, and strategic and operationsl plans.
8 Unobjectionsble matter; i.e., unclassified information.

Included in this category would be such matters as total
strength of the Armed Services, total expenditures for
defence, training for resorve forces, generalized descrip-
tions of equipment, locations of permasnent stations, cte,

Procedure
9 Publication of ocrv1ce Stotistics in Governuent
Publicationsg \

(a) Then preparlng statistical reports and esgtimates,
the originator will classify the completed reports
in rolatlon to their contents, using the shove

, policy as a guide, W%here it is practicable,
reports mey be divided into classified and un-
clagsified parte.

(b) The co- ordinator of these reports will approve
the classifications, The appropriate Service
Directorate of Intelligence will give security
advice when requested.

(¢) The complete report on the detailed Scrvice
estimates will be clasgified SECRET and will

: continue to be distributed on o very limited
' basis,
10 " Replies to Questions in the House

(a) Service agencics, when preparing replics to speci-
fic questions asked by Members of the House of
Commons or by Senators, will classify the informa-

'

i
tion contained in the reply according to its contents

(b) General information only, on broad lines, will be
given in ths House,

(¢) Information of RESTRICTED classification will be
given privstely to members on request,
(d) Information of COLFIDENTIAL or aighor claseifics 000400
. ' tion will be withhcld.
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File
JOINT INTRLLIGENCE COMMITTER
. X V‘?'(,.,
ORFTCE OF THE SECRETAR ' iats
Privy Council Office,
Tast Block.
April 26th, 1947.
MEMORANDUM TO: D.M. Johnsong Esquire, A
Departngdy of thofnol Affairs.
|/DQL IP.I. ".\5
D.M.I.
D. of I. (air).
DOSC.I. - DtG’-D-R:
DuCqu - H.oCcN,{nPo
I enclose herewith for your information "
.and retention the following:
- . Memo CSC 8+5 dated April 25th, 1947 - Publication of

Service Information.

’)K A S

i

S /

J. ALK, RutqcrfOfd Lt.-Col.,
Secretary,

Encl. ! Joint Intelligence Committoe.




w . asces
s

SECRET

April 25th, 1047.

The Secretary,
Joint Intelligence Committee.

Publication of Service Information

The Chiefs of Steff at thelr 387th meeting of 22nd
April, consldered the General Staff Policy Statement on tho
publication of Service informetion and agreed that it would
be esatisfactory as & common policy for the three Services
and Defence Research. It was proposed, however, that para-
graph 1 be amendoed to present the statoment of principle in
& more positive manner. It was the general feeling that any

s T T -
Document disclosed undeTthe
» R Document divulgué en vertu de la Lof sur F'accés a
5 .

policy of this naturc should bo positive rather than nogative,

that 1s, should provide for the releass of the maximum of
information permissible.

This matter has formed the subject of & recormen-
dation from the Chiefs of Staff to Cabinet Defence Committes
but will be referrsd to Defonce Council for consideration
and comments first.,

{(7.¢7. Bean),
Group Captalin, R.C.A.F.,
Secretary,

000404
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SECRET
CLASSIFICATION

1950-13 Vol,l

Reference

26th April 47

387th Meeting of
THE CHIEFS OF STA¥F COMMITTEE

-
=
=y

-

The following minute is promul

information and for necessary acti

ecretary,

Chief of the Naval Staff.

leliwii=lelivielielivwlie)

Date: of Meeting: 22nd April 47

Sl = Sl =zlnis =
p=d {es} (@8 =4 o | =4 (e R =1 tav]

PUBLICATION OF SEPVICE INrOthTIOV \

11,

The Secretary reported that the Deputy Minister of

National Defence had forwarded for the consideration of the Chiefs of

Staff (with the object of formulating a common Service policy), a copy

of an Army memorandum outlining a proposed policy with rcgard to publi=-

cation of Service information, The matter had been referred to the

Joint Intelligence Committee, who recommended that the Joint Staff Poliey ‘
_ outlined in the Army memorandum be adopted as a common policy for the
« - - three Services and Defence Research,

(Army memorandum HQ 650-92-89-4, HQ 8696~1 Vol 5 dated 30th
September, 1946 - CSC 8-5 dated 18th April, 1947)

12,

policy letter be “amended to present the statement of principle in 1
more positive way.

13. Ihg;Diggngg_ggggrgl oilDefengg Research emphasized the

v

Mr. Heeney suggested that the first paragraph of this

necessity for & positive rather than a negative publicity policy. The

.tremendous amount of - specul?tlon in regard to Churchill could probebly

have been prevented if some informastion had been released on this
project at an early stage and the maximum information possible provided
at all ¢imes to the press, A4ccordingly, the gencral policy should
provide for the regular releasc of the maximum amount of informstion
permissible, This would tend to prevent unhealthy and inaccurate
speculation,

14. The Committee agreed, after discussion:

(a) to concur in the policy outlined in the Army memorandum
as a common policy for the three Services and Defence
Research, subject to amendment of para, 1 along the
lines suggested by Mr. Heeney; and

(b) to recommend to Cabinet Defence Committee the adoption
of this policy; the draft memorandum to Cabinet Defenee
Committee to be referred to Defence Council ;or con31dera-
tion and comments prior to its submission,

T —— e ———
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Reference

Date Extract’ —21st April 47 .

386th Meeting of
THE CHIEFS OF STAFF COKMITTEE

/

[ETM. The following minute is promulgapgd for
D.N.P.I. information and for necessary actiop
U.W.T.
D..S.D. %
D.N.A.D.
D.S.R.D. Secretary,
4A/C.N.S. Chief of the Naval Staff,
D.W.0.
D.E.E. Date: of Meeting: -15th April 47
A/C.N.A.S.(E)
A/C.N.A.S.(SD)
C.I.A.S.
D.N.R.

L C.N.P,

Document disclosed under the Access to Information
Document divulgué en vertu de la Loi sur I'accés & I'information

) 7507 /3

3

DISCLOSURE OF SERVICE INFOR%QTION

41, The Chief of the, g;;_ﬁ&aﬁ reported that he had received

a request from the Canadian representative of "Aeroplane Magazine" for
certain very pertinent Air Force information, If all the information
requested were provided, it would mean that all relevant information on
.the postewar Air Force was being released for publication, Much of this
information had already been released by the Winister or had been tabled
in the House and could be obtained by any interested person after a
certain amount of research, It did not seem desirable, however, to give
out the complete plcture at one time and thus meke it easily avallable

- to agents of foreign countries,

42. The Seeretary reported that a draft policy letter cover-
ing all matters of this nature, which had been prepared by thc Chicf of
the General Staff snd sent to the Deputy Minister for comments, hsd been
referred to the Committee by the Deputy Minister in order that a common
Service policy might be formulated. It was proposed that this policy
should then be discussed at Defence Council as it imetudsdirsléass
of information to members of Parliament, preparation of estimates, cte.,
a final decision on which could only be taken by the Minister or perhaps
by Cabinet,

43, The Committee agreed to defer a decision on the release
of information to "Aeroplane Magazine" pending consideration of the
over=all policy in this regard.

000406




* Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés a l'information

FILE No. 0aC 84

CANADA

CHIEFS OF STAFF COMMITTEE S[ c B Eﬁ
- d

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

18th april, 147, ;4

CohiB, /

) Attached io copy of ep frmy meworondun cutlining a
prepooed policy with romerd to publication of Dorvice information,
Thie policy lottor hes boon reforred to the Chlefn of Staff by tho
Doputy inintor, cuith the reguont thot o cormosn Servies polisy be
fermulated prior to connidoration of this matiter ot Defones Council,
¥ou wlll roerll that thora wao o briof disausaion in thio vopurd ot
the last roeoting of tho Committoo, with partienlar reforonco to
divalogurs of Alr Fores inforonticn to Yleroplenc [apagiro®,

2, ~ Yho nattor hag been rofarred to tho Joint Intellipence
Commivtoo, vho roconsond that the pemordl stoff policy oublined in
~tho lemy verorandun bo adopted a5 o comon polley for the throo
Borvicen end Tefones Rosaardch. Sho Defence Repearch reprocesitotive
on the Joint Intolligenco Cotmittos hes further sugmosted that
Appondiz *BY, esolurn (4) {viti) chould olso include ropeareh ond
be nponduld 4o road:  ®ALL phosos of resooreh oand develophont ond
the resulto of cuch rescarch ond dovelopront if claosified®,

B Thia iton 1o boing included In tho Apendn for the 307h
eoeting, Tuosdsy, Zind Apeld, ' - -
3 O e ‘.

‘f' v’:x'f. '?e——\.__*
‘BOW& 3&&&) ¥
Group Coptaln, R.C.AP.,
Socrotory.

5M-8-45 (3373)
N.S. 75701 000407
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»Q.1024 Al SERVICE — MINUTE SHEET
SECRET
o= FILE NO.= oo
REFERRED TO| REMARKS (With Signature, Position 8 Date )

AJ

Publication of Service
Information.

"I entirely agree inAprihciple with
the paper on "Publication of Service
Information", drafted by DeM.I.

2, If this is approved by the C.S.C.,
however, it will be necessary for the
Security Section of D.N.P.I. to be
strengthened to compete with all the
questions of Security as envisaged.

3. At present only 1 officer (Lt.Cdr.
Rankin) is employed in the whole R.C.N.
on Security duties. D.M.I. on the other
hand has a Lt.Col.,, 6 officers and 11
other ranks employed on these duties

at N.D.H.Q. as well as a large number

of personnel for security purposes in
Military districts and Commands.

4. If you concur, I propose to reply
that "D.N.P.I. agrees in principle w1th
the desirability of controlling the
Publication of Service Information".

(H.Nu L&y)
Capt., R.C.N
D.N.P.I.

Ottawa, 000408
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HNL:MT

ISS 1960~13 Vol.l
18th April, 1947.

Publication of Service lnforrmation

I aproe in principle with the Oeneral Staff
policy statement on publication of Service information -
(undated), which you forwarded under cover of your letter
JIC 1-4 dated April 16th.

2. Uhile it is obviously dosirsble to control the
publication of Service informstion, it will not bo possible,
at the present time, for the R.C.N. to implement this, in

view of the faot that only onc officer is prosently employed
at U.5.H.Q. on security duties.

\ (%.tz. La? ‘

Captnin, R -HQ,
Director of llaval Plans
and Tntelligence.

It.~Col, J.A.K. Rutherford,
Secretary,
Joint Intelliponce Cormittee,
Room 320,
Eapt Block,
0ttawa.

000409
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JIC 1-4
SECRET

CANADA

145013

PRIVY COUNCIL OFFICE

OTTAWA, April 16th, 1947.

* CABINET SECRETARIAT

637H0
Lo d D'N.P. IO
D.I.A,

DoSCoI. - D.GDDOR. ‘
Publication of Service Information

1. The Deputy Minister of National Defence has requested
the Chiefs of Staff to consider the attached eneral Staff policy
statement on the publication of Service information so that it
may be brought before Defence Council as a recommendation en-
dorsed by the three Services and Defence Research. It is
desirable that there should be complete uniformity in the three
Services and Defence Research in this matter in order that, if
necessary, the Minister may clear the policy of the department
with Cabinet if he deems this expedient.

2. The Secretary, Chiefs of Staff Committee, prior to
submitting the proposal for consideration, has requested that
the proposal be reviewed by the Joint Intelligence Committee and
that their views be received by noon, Friday, April 18th.

Se As this would appear te be purely a Service matter the
Chairman, Joint Intelligence Committee, has expressed the view
that clearance can be obtained from Service members of the
Committee without the need of calling a meeting tinless @miss dis-
agreement arises.

| 4, May I have your comments, please.
|
|
t
Secretary,

Joint Intelligence Committee.

bRt
JoA.K' RuEﬁgfIaI‘a, Lt.-COl.,
att.

|

|

|

000410
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Tial - -
v 2 nann

5 I deteiled Ammy otablstlics axe published in the
i texhs linted in para 3{a) above or in similar dcouments,
\ thexo is no doubt that a stablstical examination of
a gingle yeo's totto would provide a poteniial enomy with
a valteblo indicatlon of our sdility %o w.ge war, and
that continuous yeoarly comparisons would prévide bim,
gtatis, with much nore definite informatiom,
6 Furthermore, juite apart from the seeurity point
of viow, a sysiom shich provides forsign goverments
with detallel sbtatlebica of our ATmed Foxoos, gratis,
wolld have an aflverge effect upon our ability to
aoquirs informabioa fYom those foreign govermmenbe
on a reciprecal badis,

Polley

4 Information on the following will not bo
publisghed in unclassified documente or released o
the public by any means withoul appropriate authomity.

{a) Genoral: Any informatiom, the uremthorized
dizelosurs of whioh would, :

(1) Bndangor the national security:

{11) Pe Iwejudicial to the interests or
prestige of vho matian, eny governmenbel
eotivity, or individual;

(114} Cause efiministrative cmberrasement op
4iflicultys

(iv) Bo of advantags $o a foreign power; or
(7) Foz any reason, be undesirable.

{b) Ohicctionable matter,  4.0., cinssified
cormeblon. Ixemples of objectionable mabter,
wWaich havo baen congidered with particular
woforence $o the government publicetions listed
in pava 3(a) dbove, are included in Appendiz
"R" . attached,

a Unobjesticnablio matter, 1,0., wnlassified
informavicn. Lxamples of unobjectionable matter,
which may bé published in unolassified documenta,
Tox emample, Covomnment publicetions, or may be
releassd $0 the public by any means, are ineluded
in Appendix "D", ai¥achsd, 5

Procedure

9 Publicatlon 67 Service Statisbics in Govermment
Publications,

(a) When preporing statistical reports and estinaton,
the origliator will elassify thgbamploted meperts
in relabiom %o thélr combenta, using the abéve
policy ae a guide, Where it is pzmeticable,
reports mey be divided into oclassificd and wa-
clagsified parta,

>.I.....0‘..'/3

e

- [ 000412
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() The vo-oxdinator of these Xeports will approve

the classifications, The Divectorste of
Hilitaxry Tatelligence will give mecurity advice

(o) T™e complese report on the detalled Ammy
estimates will be classified SECRET and will
contime 4o he distributed on a very limited
basiz, ’

(&) Those parsz of the dotailed Axmy estimatos
which are the congorn of the OGhief of the
Goneral Staff, the Afjutant General, the
Mapter Genmaral of the Orfnsnce end the
Quartcimagtor Ganeral will be co-ordinated by
the Dizectorate of Staff Duties and will earxy
a minimum olassification of CONFIDENTIAL.

Repllos to Jusstions in tho Houwse = g

(a) Branches cr Directorates whon preporing replics
%o specific questions askel by Membexrs of the
Houso of Commons o2 by Sexglors will clabsify
the Inforration containsd fn the »eply
agevnding to i%s conten /

(b) Genezal information ofly, on broed lines, will
be given in the House, L

7 (e} Tuformaticn of RESTRICTVD elassifieotion will:

; be piven privetely to members on reguost.

, (d) Informaticn of CONFIDINIIAL or higher

glasgificotion will be withheld.

~ Official Army Press and Radio Releases

Press teleoses issued by the Army will be $an
agcordance with the policy contained in H)S £696-1
Vol §, datcd 12 Jul 46, copy of which is atitached as
Appendlx "LiY, end H) 650-92~8%8-4 dated 30 sep 46
attached as Appendix "B, -

ATmy persovnel will be govermed in these m'zteré
by the rogulaticns set out in KR (Cam), paragraphe
438 to 454 inclusive, and by "The Official Seorets

of which Torma Appendix IV, KR (Can),

Lisubenant~General ,
Chief of the Gemeral Staff,

J 000413 : i
s 4,./ : - j Bl ey ey ; ;[L.,,d;_.;;,
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'CONFIDENTIAL

DEPARTMENT OF NATIONAL DEFENCE

- ARMY -

OTTAWA, 30 Sep 46

‘ ‘ HQ 650-92-89-4 -
- | HQ 8696-1 Vol 5

41l General Officers Commanding,
All District Officers Commanding,
Commandant, Royal Military College, .

Kingston, ,

- Commander, Cdn Army Staff,

Washlngton, D.C.

Chief of Staff, Cdn Military Headquarters,
' Londcn, England.

Commander, Northwest Highway System,

Whitehorse, Yukon,

Release of Information to Press

1, This directive discusses details affecting
commands and districts but the principles are to be
applied by all addressees., It should be read in con-
Jun\tlon with HQS 8696-1 Vol 5 of 7 Sep 1946

Relations w1th the Press

2. Good relationship with the press can only
be gained by frequent personal contact. Some doubt
appears to exist as to the manner in which Commanders
should deal with the press, It is the purpose of this
‘directive to point out what can - and what cannot - be
released by GO0sC and D0OsC to the press,

Policy Matters . :

3. Matters involving National Policy will not
be divulged or discussed with the press without prior
submission to and approval of Army Headguarters (GS 30
of 17 May 1946 refers). Once such matters of policy .
have been determined and their interpretation by Commands
decided on, GOsC may discuss them with the press
providing the discussions are restricted within the

scope of the responsibiiB®ies of the Commander concerned,
Examples of the above might include:

Tralning of Active and Reserve Force units.

Summer Camps.,

Exercises,

Composition and organization of Active and

' Reserve Force units within a Command, or District.
" (e) Movaus of units within a Command, o» District.

SN NN
a0 oM
— e N N
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4. : G0sC and DOsC should hold periodic press
conferences, Sc¢ KR (Can), para 434. In preparing
subjects for discussion with the press, full use is

to be made of the Cemmand PRO who is able to advise
what can and what cannot be discussed. While Command
PROs should be present at all press conferences, the
responsihiiiby remains that of the commander concerncd.

Security Aspects

5. As a guide to @0sC and DOsC, for press
conferences, the following treatment of material,
from the security standpoint, will be followed:

(a) VUnclassified -- may be discussed with the
press,

(b) BHRestricted -- may be discussed with the

/ press as "off record" information at the
discretion of the GOC or DOC if he feels
this is necessary to provide proper back—
ground. '

(¢) Confidential and above == may not be discussed
with the press.

General Guidance

6. The following instructions will form
guldanoe for GOsC and DOsC:

'The ordersto Command PROs are that they will --

(a) Keep themselves fully in the Command military
picture at all times.

(b) Periodically visit all officers at Command HQ,
and oensure that as far as possible they are
prasent at all conferences,

{¢) They will gain the confidence of the Commander
and his staff and take all steps to continue
this understanding.

(d) Have access to and give direct guldance in PR
matters to the GOC,

(e) Be responsible to the GOC for maintenance of -
good relations with all news media within
the Command area.

(f) Refer all matbers having Command policy aspects
to the GOC.

(g) Maintain continuous personal contact with senisr
press officials and be ready to assist them in
obtalning speedy and accurate replies to
legitimate press queries, obtaining appropriate
Security guidance from the General Staff.

000418
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(h) Keep the press informed in advance of news=~
~worthy items affecting the Army within the
Command, including senior appointments and
retirements, when approved by Army Head=
quarters.

(1) Maintain frequent contact with acting District
PROs to ensure that good rclations are main-
tained between District headgquarters and the
local press. . _

(k) Keep DPR(A) at DND advised of news events
requiring photographic coverage so that arrange-~
ments may be made to despatch a photographer
if this is considered necessary.

" (1) Arrange press coverage of special evants,

. cpress bcours and-accéreditetion thrdéugh DPR(A)
at DND of special feature writers who wish
to visit military installations within the
Command,

-
~

(m) Arrange for spebial publicity displays in the
. theatres, stores, etc., and maintain good
relations with radio stations personnel.

{n) Advise GOC and DPR(A) at DND of adverse press
criticism in ordei’ to be able to.refute such
statements with accurate replles, if so-

directed,
Reports
7 A semi-monthly report on Public Relations

activities within the Command will be forwarded by
PROs to DPR(A) at DND., It will be initialled, prior
to despatch, by, or for the GOC. The f¢llowing points
will be included:

(a) Number of press releases issued.

(b) Queries from the press affecting policy which
had to be referred to the GOC or DPR(A) fer
decision.,

(¢) Adverse press citicism, if any.

(d) Number of liaison visits and points discussed
and decisions given to acting PROs at District

HQ.

(e) General - describding activities of Cemmand PRO
during perlod under consideration,

(f) Outstanding future events regquiring special
news or photographic csverage beyond the
capabilities of Femmand HQ.

¢
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A copy ef the repért will be passed by PROs to the
Commander to whose HQ they are attached,

.. JP AP i"" W}_l.ﬂ,‘i«"w .
g;tﬁf{jﬂ? e

vy
i Licutenant-General,
Chief of the General Staff.

I
.

PISTRIBUTION: (for Information)

Deputy Minister:

Heads of Branches

Vice Hcads of Branches

Deputy Heads of Branches

All Directors, Army Headquarters

Judge Advocate General

Military Seccretary

Command PROs (5) 3

‘District A/PROs (11)

DPR (Army)

File .
*War Diary |

- o e W W s D BB W e = .

000420



' Document disclosed under the Access to information Ac! -1

Document divulgué en vertu de la Loi sur I'accés a l'information

’ ' YDIIY
) | .

Appendix
TioTerence para 4)

‘ltg "

433,

{a) An of'licer or soldlor iz forbldden to publish or

. communicate, either dirsctly or Indirectly, to ths preas,
any military infornation, or hia views on any milltary
subject, without spoccial authority from National Defence
Headquarters. Any Information of a professional nature
which he may scquire vinile travelling or employed on duty
is to be regardcd as thes property of the Department of
National Defence und ia not %o boe published in any form
wilthout previously obtainlnpg the permlission of latlonal
Defence Hemdquarters. 4n officer or aoldler will be held
reaponsible for all stabtements contained in communicatlons
to other persons viiich anay subsequently be published in
the press. le is not to projudge questions which ere
under the consideration of superior suthority by the
publication, anonynou.aly or otherwiss, of his opinions,
and he 1s not to take part, in public, in a discussion
relating to orders, regilations, or instructlionsa, issuad
by hia superiors.

{(h) an offilcer or soldler who deaires to publish an article
will make written mppli:ation through the usual channels
%o the Sacrotary, National Defence leadquarters, for
permnlasion to publish auch article. The application rust
be accompanied by the article in duplicate, either in
typewuritten or oroof form, togother with a statement from
the authority, L{ any, under whom the applicant ia Zmmad- J
lately servlug, that such authority has no objsction to ’
pormission baing applied for. One of the coples 8o
submitted wlll be rehanined at National Defence Hesdquarters
for reference. Psrmissioen to publish will apply only to -
the article, etec., us sibmitted, and no slterations therein,
or additions thercto, othor than those of & mers editorlal
nature are to be made sitbseauently withou’ authorlty from |
National Defence ilecadquerters.: '

{c)} The permission to mblish the article, ete., will not
convey official enCorserent of its contents, and no
Stetement tending to imply official approval or endorsation
1s Yo be included in any part of the publication, nor is
the permission to be referred to in any way.

454,

Any communlcations affecting the Militila generally, Or any

arm or servics theraeof waich 1t may ve considered desirable -
Lo make to the press, will bs made by National Defence
Headquarters. In military dlstricts, commmications to tho
press may only be made vien they solely ai'fect the commaud
concernsed, and in this case they will be mads through

Di§triot Headquartcrs; all applications of prass reproesenti-
atives will be referred ;0 an authorized staff officor,

qooooe-c-a./‘?

\ oy I
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CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

15th Aprily 1947,

63645
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Infornation
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E

4 474

1 Attached is n oopy of lottor from the Preuident of
the Hationgl Resesrch Council te tho Fereign Liatson Offico of
the (nited Statos ior Departmont and of thelr roply. This
corronpondonco has beon forvarded by the Carcdisn Joint Stoff
tdssion, Ceshington, for youwr informotion. You uiil note that
tho U8, Lar Dopartment will mot relosce tochnical information
excopt through the Canndlen Joint Stoff Hpalon,

2. Tho Cencdien Prbaooy hes notified the Hationsl
Ranearch Gouncll of this poliay.

S e
2919 5[7 {5, Bean},

o B Oroup Captaln, R.C,AF,.,
Eﬁﬂ:’ ““6‘ Seoretary. -
. _
\5""
m on“~ : ,
5M8-40 (878) C | | ‘ 000423
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\

WAR DEPARTLIENT

War Department General Staff
Initelligence Div,, ‘
“ashington 25, D.C.

0616 '

Commander

Canadian Joint Staff lM4ssion
2222 S Street I\I.W.
washington 8, D.C.

Dear Sir:

: There 13 attached a letter signcd by lHr, G.J.
Mackenzle, President, National Research Council, Ottawa,
Canada, dated 15 larch 1947, requesting that ilr, Rgymond |
A. Frigon be placed on the accredited 11st to receilve |
technical information f rom the U.S. Apmcd Forcss. 1t |
also states that Mr, Frigon will be assisted by Hiss Z,
Jesson, who might bo signing for and in the abscnce of

Mr, Fpigon,

This will confirm the telephone conversation bew-
tween Colonel Uraling and Gproup Ugptaln Carscallen in
vnich it was stated that Var Department policy doos not
permit the United States Jar Department to deal directly
with civil agencies of the Cagnadlan Government., A recent h
change in policy limits the JVar Lepartment to furnishing ine
formation to the Cenadian Government's recognized military
agencles, In other words, vie are restricted to dealling
only with the Canadian Joint Staff Mission and/or the
Cgnadian Military or Air Attache., Under the Canadian Joint
Staff Mjission, of course, the R.C.A.F. and Canadian Army
3taff are included.

It would be very much appreciated if you would
inform the National Research Council of the above and ex=
press our regrets that war Department policy does not pore .
mit the direct exchange of informatlion with the representative
of the National Research Council.

Sincerely yours,

(signed)
FRANRCIS J. GRALING
Colonel, GSC
Incl Foreign Liaison Officer
Ltr dtd 15 Mar 47
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- - ’ Cgble Address "Research"
In your reply Please Quote

d . o . Fi1le NOe¢sesss F.d.G,

0616

Office of the President - OTTAWA, March 15, 1947

NATIONAL RESEARCH COUNCIL
Cagnada .

Lt. COlo R. \VQ ':Ieaver, GSC,

Foreign Liaison Office, :
Military Intelligence Division, G=2,
War Department General Staff,

Room 2B=730, Pentagon Bldgs.,
washington 25, D.C., U.S.A.

Deer Sir:

I have to inform you that Mr. Raymond A.
Frigon will shortly take up an appointment in Weshington
as representative of the National Research Council
of Canada., Mr. Frigon will be attached for formal
purposes to the Cansdian Embassy but will be located at
the Canadian (N.R.C.) Scientific Liaison Office in the
British Commonwealth Scientific Office, 1785 Massachusetts
Ayenue, N.W., Washingtone. '

I would be grateful if you would place lir, Fpigon
on your list of representatives accredited to receive
technilcal information from the Armed Forces. .
|

Mr, Fpigon will be assisted by Miss Z, wesson
who may on occasion sign for him in his absence.

Yours Sinczrely,
(signed)

C. J, Hackenzlie,
President.
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Date extracted

10th April 47

CABINET DEFENCE MINUTE

Document disclosed under the Access to lnformatioﬁc
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T o SeenrrE T

CLASSIFICATION

/) /550 20U A .

Reference

The following is an extract from the minutes of

NN

h /C.T, A.u.(SD)

N « Mo
)D U.F. the 30th  Meeting of the Cabinet Defence Committee
DT, held 31lst March 47 o
D. S.Da
D,N.A.D,
D.S.R.,D.
2/0.1.5.
D,i.0.
D.E.E.

Secretary to the Chief of

C.P.A S.

DL R,

C.N.P.,

the MNaval Staff.

- and therefore perhaps release of inf ormation was being unnecessarily prevented.

Diselosure of Information to Other Countries

The Minister of National Defence stated that the United
Kingdom grouped other countries into certain categories which indicated
the security classification of military and technical information which
might be given to those countries, Category "A" comprised countries of
the British Commonwealth (excluding Eire) and the U.S.A. who could be
given all classified information. The United Kingdom, however, had now
altered its policy as regarded India in that, though India remained in
Category "A", only such top secret and secret technical information as
was necessary for her immediate military needs would be given, each item
being considered on its merits. The Security Panel had recommended that
a similar procedure be adopted for Canadian use as in any event information
of British origin could be released only with U,K., concurrence. It was
proposed that the Joint Intelligence Committee should congider such
individdal cases as might arise, being guided by the principle adopted
by the U.K,

(Memorandum from Secretary, Security Panel, March 7th,
1947 - Cabinet Document D,110).

The Director General of Defence Research raised the
question of the actual administrative policy followed in regard to
release of classified information; in particular the manner in which the
Joint Intelligence Committee was giving direction. His experience had indicated
that the J.I1.C. was inclined to take the most restrictive view in each case,

It appeared that the practice followed by J.I.C., was to release information
only if a reciprocal release could be expected from the other country
concerned. This policy was applied regardless of the security cldssification
involved.

The Committee, afte discussion;

(a) approved the re-categorization of India in accordance
with U.K. policy and,

(b) agreed that individual requests for releases of informatioh
of a top secret or secret nature to India be referred to
the Joint Intelligence Committee. 000427
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THIS DOCUMENT IS THE PROPERTY OF THE GOVERNMENT OF CANADA

TGP SECRET

MEMORANDUM/TO THE CABINET DEFENCE COMMITTEE:
Disclosure of Information to Other Countries

1. By authority of the Cabinet Defence Committee, the
Security Panel recently issued an administrative memorandum
-outlining the policy to govern the disclosure of military
and technical information to other countriecs, '

the United Kingdom, sroups the nations inte three catezories e
"AM, "B" and "C", and indicates the security classification
of information each may receive, Category "A" comprises
countries of the British Commonwealth of Nations (exeluding
| Eire) and the U.S.A,, who may receive all classified

' information,

2. ' This policy, which is similar to that pursued in
|

Se Advice has been received that the United Kingdem
policy, as it affects grouping in Category "A" has been
amended as regards India. While she will remain in Category
"A", only such Top Secret and Secret technical information
will be given to her as is necessary for her lmmcedliate
military needs and each item will be consiJQred on its
merits., N

4, As our practice is to clear with the United Kinge

dom authicrities if the informaticn to be released is of

British crizin, the Security Panel deem it desirable that

& similar procedure be adopted for Canadian usec; also, the
Panel beliecves that in present conditions such a policy

1s the best one to pursue,.

Se The Security Panel therefore recommend that India
remain in Catezory "A" but that requests for release of in-
formation of a Top Secrect or Sscret nature be rsferred to
~the Joint Intellicence Committee for conslderation in in-
dividual cases and that they be suided by the prlnclple that
only such information should be oassed which is required for
her immediate nceds.

J.A.K., Rutherford, Lt,-Col.,
Secretary,
Security Panel.

Privy Council Office,
March 7th, 1947.

11557
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Following is T£@Mo 0 000000000000 o0f the minutes of Thecooccoococoo

meetlng of theoooooooooooooooheld onooooooono[roalt?oooooooooooo

Disclosurs of Information to Other Countries; ~— — — - —
Catezorization of Wations

7. The Actinz Cheirman referrcd to the ad-
ministrative memorandum dated 15th October, prepared
by the Security Panel, outlining the policy to be
observed with regard to the disclosure of information
to other countries ‘or thelr representatives @1th9r -
military or civilian,

The grouping of nations Into categories
was based on a policy pursued by the United Kingdom
and was accepted for Canadian use subject to ncriodic
review by the Security Panel,

The United Kingdom pollcy, as it affected
grouping in Category "A", had been amended as regards '
India, It had been decided that while she would remain
in Category "A" only such Top Secret and Secret technical
information should be siven to her as was necessary for
her immediate military needs and each item would be
considered on its merits,

In view of thils decision it was for con-
sideration by the Panel as to whether a simllar pro-
cedure should be adopted for Canadian use.
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: 8. Mr. Crean expressed the view that sincs
clearance from ErIEI R authoritiss would be nocassary
in the relesse of classificd information of British -
orizin it would bve desirable to adopt Uniteu Kinzdom
policy in this regard.

-9, It was asreed, after discussion, that:

(a) India should remain in Catezory "A" bub
that requests for relcase of information
of a Top Secret and Secret nature be referred
to the Joint Intelligenee Committee for
consideration in individual cases; and

(b) that thils decision be the subject of a
rcﬂort to the Cabinet Defence Committes.

Booklet on Security

10. The Acting Chairman submitted for cone
sideration a aralt copy ol The Booklst on Seeurity pree
pared by the Sub-Committee in accordange with declsiong
reached at meetings of the Panel hbld on 24th June - and
8th July. . ‘

(Security Panel Document SP- 19)

" In the preparation of this mat=r1al the
Sub—Committep, realizing that sscurity requirements

~within individual dcpartments of zovernment varied

greatly, had endeavoured to pTOViJu fuidance rather

“than regulations., The emphasis the refore was on the

advisory section, All thb rezulations reproduced in

the Appendices had been authorized with the sxception

of that dealing with security measures in relation to
documsntsa Howbvar, this appendix was merely an
amplified version of the Panel's memorandum of September
4th, 1P46, and did not appcar to raise any new questions
of policya

It weas intonded that the booklet be printed
in a form similar to the governnent t&lgphone directory
but in a slizghtly smaller size, viz. 5% x 8 inches.
Estimates for undertaking this work had been received
from Service prwntlng establishments and amounted to
$50400 for 200 ¢copies. The Privy Council Office would
provide the necessary funds for this purpcsae,

The Sub-Committee had found the United
Kinstm bodklet on Sescurity of considerable help and
wers 2lso indebted to Mr. George Glazebrook, formerly
of the Department of External Affairs for his advice.
Coples of the bBooklet should be dent t6 the United : _
Kinddom Seeurity Panel and to Mr. Glagebbook with :
acknowled sement, :

11‘ Cbmmander‘ Maddonald oxpressm the view v
thaﬁ cebbain sC6tion of Tavrt V dealing with cypher ’
Becurity dontalned information which should not have
the wide circulation proposed for the booklet. Con-
sideration mizht be glven to edesew vrestricting the
distribution of this chapter te departments which have
occasion to send or rcccive cypher telegrams,

- 000431
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12, The Panel, after'diséussion:

{a) approved the draft submitted subject to sueh
amendments as were agreed upon in the discus-
gion and agreed that arranzements be mdde for
the printins of the booklet in the style
proposed;

(b) =agreed that initial distribution of the
booklet be made departmentally to all Deputy
Ministers and Security Officers, and at the
discrctlon of the Chairman to government
azencles; and

{c) agreed that the administrative memorandum
on "Sececurity Measures in Rclation to Documents®
issued under date of September 4th, 1946, be
superceded by the instructions contalned in
Appendix "A" and that the new instructions
be circulated forthwith,

Sceretary, .
Security Panel,

Privy Council Office, ‘
. "March S5th, 1947.
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NAVY DEPARTMENT , |
OFFICE OF THE CHIEF OF NAVAL OPERATIONS “
WASHINGTON 25, D.C.

SECRET ) ' 6 FER 1947
Serial No., 001193P32

My dear Commander Pemberton:

Governmental policy has recently been established
making possible the free and comprehensive exchange of
classified militery information on matters connected with the
gecurity of Canada and the United States as provided for by
the torms of the "34th Recommendation™ of the Permanent Joint
Board on Defense.

The disclosure of the aforementioned infornation
to Canads, however, will be contingent upon agreement to the
following conditions precedent to its release:

a, Wwill npot be disclosed to a third nation without
specific approvel of the United States,

. bse will be afforded substentially the same degree of
security afforded by the United States.

c. will not be exploited for production for other
than military purposes. _

d. the rights of the individual or concern, originating
the development, whether it is patented or not, are
to be regpected by Canada in accordance with the
patent laws of the country of the originator.

Relative to the administration within the Navy
Department for the releasing of Navy classifled military infor-
mation to Canada, the Office of Naval Intelligence is the
authorized channel through whieh such data shell be disclosed.

The following is to be followed in all requests for
such information, whether for specific items, to make vigits
to Naval or quasi-Naval activities, or for the establishment
of continuing projects or lialson.

Requests for specific data should be addressed direct
to the Office of Naval Intelligence which will undertake to
obtain the desired information and trensmit it to you.

Requests for permission to visit at Naval or quasi-
Naval esvablishments should also be forwarded .direct to the
Office of Naval Intelligence., Upon receipt of complete infor-
mation as to the 1dentity of the representetive(s) desianated “1
to make the visit, the nature and scope of the visit, and the
probhable frequency end length of visits, if more than one, the
0ffice of Naval Intelligence will arrange for the visit(si and
inform you of the results.

Request for nermission to establish continuing pro-
Jects or liaison, likewise should be forwarded direct to the
Off{ce of Naval Intelligence. Upon recelpt of complete infor-
mation as to the identity of the representative(s) designated to
perform the business inwvolved and the type of project or liaison
desired the 0ffice of Naval Intelligence will also arrange the e
appropriate liaison within the Naval Establishment.
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The foregping arrangements will include the
time and place and personnel for conferences determined
to be necessary.

With kindest personal regards.
Very sincerely yours,

(Sgdc)

THOS. B. INGLIS,
Rear Admirsl, U.S. Navy
Chief of Naval Intelligence
by direction.

Commander F.J.D. Pemberton, R.C.N.(R),
Naval Attache,

Canadi an Embassy,

1746 Massachusetts Avenue,

Washington, D.C.
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OFFICE OF THw CHIEF»OF THT WAVAL STAFP
OTTAWA -

CONFIDENTIAL ' Lth February, 1947

MEMORANDUN 53976 7

DISCIOSURE ¢ SERVICE INFORIATION

Addressees are to ensure that they and
all officers and men under their jurisdiction are couversant
with the provisions of K.R.C.N. article 12.73 which prescribes
the procedure which serving personnel must follow when
disclosing any information of a Bervice nature, whether
written or verbal, to the public.

In addition, personnel at Naval Service
Headquarters are hereby fortidden to disclose,under
any circumstances, any information of a Service nature
to the press or to persons outside the Service, either
verbally or in writing. :

The only sources of information available
to the press or to any other persons outside the Naval
Service are the office of tre llinister of Hational Defence \
and the Director of MNaval Information after he has ’
cleared with the appropriate departmental aufhority.
o

I8}

f/ ' //
/ . /’7/’ !
[l (/ oy
(FLE. Reid)
Vice Admiral
CHIHF CF THE NAVAL STAFT

TO:
AL BRANCH HEADS 4WD DIIUECTORS

AT NAVAL SERVICE FHRADQUARTERS .
COIM-AMDIIC CFFICER, I.M.C.S, "BYTOWN".

’
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H 0239 NAVAL SERVICE — MINUTE SHEET
FILE NO.-.TS.11550-2.FD 27. ..

REFEﬁRED TO| REMARKS {With Signature,Position 8 Date )

DNPI It is approved to promulgate your
draft memo (6 down) on Disclosure of ‘
Information to Other Countries, to the |
addressees you have indicated; memo to |
constitute temporary instructions for the
Naval Service pending Cabine Approval

of the policy involved. /

(H.E. Reid) ‘
Vice~Admiral

C.N.S.
26th November, 1946,
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