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IN REPLY PLEASE QUOTE

Department of National Wefence AE SHeRE

CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,

CABINET SECRETARIAT OFFICES,

EAST BLOCK, OTTAWA

28th November, 1949.

&.6,8,-
G.865. .

C.1.8.-"

CDR B.

Disclosure ofInformation

i. Beferenco senorendan CSC d=} of 23rd Novesbor.

2. At the request of the Ghief of the Air Staff,

who vould profer not to coment on this subject at

this tine, this matter will be included on the Agenda

of the 455th moeting of tho Chiefs of Staff Committee,

tdste to be notified later,

Bente
(J.D.B, Smith)
Brigadicr,

Seeretary.
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VWH: JH

TOP SECRET
nn ee a

STS 11560-2 (CHS)

28th November 1949.

SECRETARY

CHIEYS OF STAFF COMMITTEE

Disclosure of information to

Other Countries

With reference to your CSC &~1 of

23rd November, 1949, I concur with the memorandum from

the Secretary, Joint Intelligence Committees.

Se CHIEF OF THE NAVAL STAPF.
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‘Classification

CB ORS of. a8Ueg
Reference

raza

gos

CHIEFS OF STAFF CTE

Request your comments hereon for C.N.S. please,

and return to Room 3316 by ys sggw As (B LE

Date BILUL YG...

Recommend approval of Chiefsof Staff
Committee on the two attached papers.

2. Attached to the fly leaf is draft copy

of R.C.N. amendment to C.B.0. Form U2D(5)
(1948) Paragraph 65A which will include all
the information contained in these two

pavers for the guidance of Commanding
Offs cers, H.M. Ce Ships.

(OL: Atwood)
Commander, R.C.N.,
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IN REPLY PLEASE QUOTE

CSC 8-1

Department of National Defence

CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY.
CABINET SECRETARIAT OFFICES:

EAST BLOCK, OTTAWA

23rd Hovenber s 1949.

€.G.5,

GAS *

0.5.51.
C.D.E.B.

Dieclosure of Information

nm? Other Countries,

i. Enclesed le copy ef a self~-explanetory

memorandum from the Secretary, Joint Intelligence

Committee, together vith enclosures,

2 flay I be ofvised, please, of your

concurrence or renparkto in this connection.

(3.D.B. Smith)
Brigadier,

Soeretary.

000219



Document divulgué en vertu de la Loi sur I'accés & l'information

} Document disclosed under the Access to Information Act -

[7 oe
a

CSC Lim2el

Fron seoREy

JOIN? INTELLIGENCE COMMITTEE

November 22nd, 1949,

Tho Secretary,

Chiefs of Staff Committce,

Disclosure of Information

—42Other Countries

il. I send you herewith copies of the following

docunentss

(a) A paper entitled "Disclosure of Information
to Other Countries",

(bo) A paper entitled "Release of Information to |
' Commonwealth Countries’,

2s The former has been approved by the Joint Intellie

gence Committee who recommended that it be approved by the

Chiefs of Staff Comittee and be forwarded to the Security

Fanel for their conaiderstion,

3. Since the latter paper is e review of the present

practices employed by the individual Services and the Defence

Research Board with respect to the release of information to

Cormonwealth countriea, it need only be noted by the Chiefs

of Staff Committee at this time, Its object was to achiove

a uniform practice amonget the three Services and it was pre-

pared as a separate paper because the Joint Intelligence

Committees did not conaider it advisable to include any refer-

ence to Commonwealth countries in the former paper,

be I should be grateful if you would include this matter

on the agenda for the next meeting of the Chiefs of Staff
Committee,

(G.H. Newsome)
Ging Commander, R.C.AF.,

Ene, Secretary,
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: TOP SECRET

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

GENERAL

1, - The policy described hereunder should be observed with regard

to the disclosure of information to other governments, or their represen-

tatives, whether civilian or military, It should be borne in mind,

however, that, under this policy, information will only be disclosed when
appropriate authority has been obtained for such disclosure, The policy

in no way relieves officials of their obligations under the Official

Secrets Act,

DEFINITION

2. The term "information" is taken to refer to information which

is the property of or the primary concern of the Canadian Government,

It covers:

(a) Information - that is to say knowledge of Canadian forces,

equipment, research and development, etc, This is further

sub-divided into:

(i) Scientific information, when this has resulted from

fundamental research and development carried out

under government auspices or which is allotted a

security classification,

(ii) Technical information about equipment, manufacturing
processes and operational technique,

(iii) Nontechnical information, such as orders of battle,

strengths, locations, operations, training methods,

plans, organization and publications,

(b) Intelligence - that is to say knowledge of foreign countries

in all the fields listed in (a) above, possessed by Canada,

CATEGORIZATION OF NATIONS FOR DISCLOSURE PURPOSES

3, In the light of the above, a standard policy has been prepared

by which foreign nations are categorized as described below for disclo-

sure purposes, (See Appendix "A" attached) In each of the first four

categories, foreign nations may receive, at the discretion of the Canedian

Government, information up to and including classification for that

category,

Category 1 ~ Nations who may be given up to and including Top

Secret military information,

Category 2 - Nations who, though normally given no higher infor-

mation than Confidential, may, in the interests of Canadian

strategic policy, receive information up to and including Top

Secret under special security arrangements such as those devised

for the North Atlantic Treaty, .

Category 3 - Nations who may be given up to and including Con-
fidential information, :

Category 4- Nations who may be given up to and including

Restricted ‘information,

Category 5 = Nations who must be given no classified information

except as necessary to ensure reciprocal treatment for Service

Attaches, Missions, etc,, and never higher than Restricted,

000221
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Ve It is emphasized that the rules for disclosure of classified
“information under each of the categories are permissive, No nation should

be given any information unless Canada thereby derives some political,

military or economic benefits.

RECIPROCITY

5e It is important that the disclosure of information shall be on

a reciprocal basis, With some nations Canadian relations are so close

that reciprocity is implicit, while other nations may have nothing to

offer thet Canada needs, though it may, for instance, be possible to ask

for "intelligence" in exchange for "equipment", With the low category

nations, reciprocity is essential as a weapon should it be desired to

stave off an awkward request by making a counter-request known to be im-

possible of fulfilment, The counter-request need not necessarily be con»

fined to the requirements of one department, It is considered that the

reciprocity rule should be maintained, The responsibility for applying

the principles of reciprocity will be assumed by departmental security

officers who will, if in daubt »waeansult the Joint Intelligence Committee “TMW

or the Security Panel,

L
INDUSTRIAL PATENTS

6, In order to safeguard industrial interests, information of con-

cern to manufacturers, whether government-owned or privately-owned, will

be deait with in the following manner:

(a) Wholly Patentable, i.e., the whole of the information can

be protected by a patent specification,

Tf secret, consideration will be given to the possibility

of acquiring a secret patent in Canada and disclosure to a

foreign government should, as far as possible, be made on

the following conditions:

That the information is kept secret and the govern-

ment of that country will grant to Canada, on request,

patent protection of suitable priority,

If not secret, i,e., such that publication in a patent

specification is permissible, no problem arises, Govern-

ment-owned inventions should be examined to see whether

foreign patents should be obtained and exploited, In the

case of privately-owned inventions, the recipient government

should be referred to the owner to negotiate terms,

(b) Wholly Unpatentable, i.e., the information, while commercially
valuable, is not of the kind which can be protected by a patent

specification,

Government-owned information should only be supplied if a

quid pro quo is obtained - strategic, political or commer-

cial - worth the value of the information,

In the case of privately-owned information, the foreign govern=

ment should merely be put in touch with the owner, but if the

nature of the informetion is secret, the owner should be warned

that he should communicate the information only to accredited
representatives of the foreign government who are pledged to

maintain secrecy,
s
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“) (c) Partly Patentable and Partly Unpatentable, The only impor-
tant case is where the information as a whole is secret and

unpatentable, e,g., the layout, dimensions and specification

of an aero engine, while some parts are patentable and may be

patented without fear of disclosing the general design, e.g.,

a magneto,

The patented and unpatented parts should be treated separately

as in (a) and (b) above but, in the case of privately-owned

patentable information, care should be taken to inspect any

patent applications before they are filed in the foreign

country by the owner, to make sure that they do not disclose

any secret information,

Departments which are negotiating with foreign governments for

the communication to them of information of commercial value

may, depending upon the particular circumstances, decide to

carry out the negotiations themselves and may lay down the

terms upon which the information may be used by those govern-

ments, or they may decide to entrust the negotiations, under

suitable conditions, to private firms or individuals,

CONDITIONS FOR DISCLOSURE

7 The following conditions should be laid down and agreed to by
all nations to whom information is disclosed:

{a)

(b)

The i-formation received should be safeguarded under sub-

stantially the same rules of security as the Canadian

authorities themselves impose,

The information is disclosed only for the use of the

recipient government and such of its contractors, under

seal of secrecy, as it may notify to the Canadian Govern=

ment in writing, Disclosure to any other government or

publication to the press or in any other way, would con-

stitute a breach of the agreement,

November 18th, 1949,
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TOP SECRET

APPENDIX "A"

CATEGORIZATION OF FOREIGN NATIONS

1. Foreign nations have been placed in the following categories

for the purpose of receiving information:

Category 1 - Nations who may be given up to and including

Top Secret information:

United States of America,

Category 2 - Nations who, though normally given no higher

information than Confidential, may, in the interest of

Canadian strategic policy, receive information up to and

including Top Secret under special security arrangements

such as those devised for the North Atlantic Treaty;

Belgium, Luxemburg, Denmark, France, Iceland, Italy,

the Netherlands, Norway and Portugal,

Category 3 - Nations who may be given up to and including

Confidential information:

Greece, Sweden, Switzerland and Turkey,

Category 4 - Nations who may be given up to and including

Restricted information:

All foreign nations not included in the other four
categories,

Category 5 ~ Nations who must be given no classified informa-

tion except as necessary to ensure reciprocal treatment for

Service Attaches, Missions, etc,, and in no case higher than

Restricted:

The Soviet Union, Albania, Bulgaria, China,

Czechoslovakia, Finland, Hungary, Poland,

Roumania and Yugoslavia,
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a RELEASE OF INFORMATION TO COMMONWEALTH COUNTRIES

l. - The Joint Intelligence Committee has recently prepared for the

concurrence of the Chiefs of Staff Committee and subsequent consideration

by the Interdepartmental Security Panel a paper setting out the policy

for the disclosure of information to foreign countries, It was not con-

sidered advisable to make reference in that paper to the countries of the

British Commonwealth, and these now form the subject of this paper,

26 United Kingdom policy, which has heretofore had considerable

influence on Canadian practice in these matters, has undergone a change

in recent months, Whereas in 1946 the British paper on the subject

stated that the Commonwealth countries were all eligible to receive up

to TOP SECRET information, a recent revision of the British paper omits

all reference to the Commonwealth, The considerations preventing the

British from making any declaration of policy which would differentiate

between the various countries of the Commonwealth in matters of security

are also applicable to the Canadian Government, It is inopportune there-

fore to seek an expression of government policy on this matter at the

present time,

3. Nevertheless, the Armed Services and the Defence Research Board

are having to deal with an increasing number of requests from Commonwealth

countries to release information and equipment, The Joint Intelligence

Committee has, therefore, reviewed the practices of the individual

Services in dealing with such requests so that uniformity and consistency

can be ensured, Paragraph 4 sets out the findings of the Joint Intelli-

gence Committee, and while there is no immediate necessity for this pro~

cedure to be approved by the Chiefs of Staff Committee, it was considered

, desirable that the Chiefs of Staff should be aware of the practice which

is generally being followed,

4e (a) United Kingdom

Classified information up to and including TOP SECRET is

being released to the United Kingdom in accordance with

the close military liaison which has always existed with O-

that country, Procedures for clearing such information

‘are those normally applicable under the "need to know"

principle and no special safeguards are applied,

N\

(b) Other Coumtries of the Commonwealth

Information up to and including CONFIDENTIAL is being re-

leased on a "need to know" basis, subject to evaluation

in each case as to the actual benefit, direct or indirect,

to be derived by Canada as a result. Information clas-

sified SECRET or TOP SECRET is not normally being released

to these countries, but should it be considered desirable

éach case would be considered on its merits and would re- 0 “,

quire the approval of the Chief of Staff of the Service °

concerned, All information released to these countries

is first cleared with the appropriate Directorate of

Intelligence,

(c) The foregoing takes into account and observes all existing
regulations governing security, including recognition of

our obligation not to disclose to a third power informae

tion received from a second power without the consent of

the latter,

x

November 18th, ‘1949,
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FILE NO. CSC

CHIEFS OF STAFF COMMITTER

C.G.8.

CeAeS« "

CNS.
C.D-R.B.

SUBJECT:

Re

S~],
ane NNN,

OFFICE OF THE SECRETARY,

CABINET SECRETARIAT OFFICES,
EAST BLOCK.

DATE: 6th Septonber, 1945.

Release of Information to

I. The following document concerning the
above mentioned. subject is forwarded herewith:

Memorandum CSC 4-2-1 of 22nd August, 1949,
' from Acting Secretary, Joint Intelligence Committee.

2. This matter will be placed on the agenda
noxt

aan

(J.D.B. Smith)
Brigadier,
Secretary.

meeting of the Chiefs of Staff Committee
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“ TOP SECRET |
Cat

JOINT NITELLIGENCE COMMITTEE

August 22nd, 1949.

Chiefs of Staff Committees.

Release of Information to Commonwealth Countries

le The categorization of Commonwealth countries, with

respect to the disclosure of classified information, has been

considered by the Joint Intelligence Committee and the attached

paper setting out principles presently followed in dealing with

Commonwealth countries has been approved by the Joint Intelli~

gence Committee for consideration by the Chiefs of Staff

Comnitteo.

BeFs Gaskell,

Acting Secretary.

The Secretary,

Ende
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TOP SECRET

Release of Information to Commonwealth Countries

le The Joint Intelligence Committee has recently prepared for the

concurrence of the Chiefs of Staff Committee and subsequent consideration

by the Interdepartmental Security Panel a paper setting out the policy

for the disclosure of information to foreign countries. It was not con~

sidered advisable to make reference in that paper to the countries of the

British Commonwealth, and these now form the subject of this memorandum.

Ze United Kingdom policy, which has heretofore had considerable

influence on Canadian practice in these matters, has undergone a change

in recent months. Whereas in 1946 the British paper on the subject

stated that the Commonwealth countries were a11 eligible to receive up

to TOP SECRET information, a recent revision of the British paper omits

all reference to the Commonwealth. The considerations preventing the

British from making any declaration of policy which would differentiate

between the various countries of the Commonwealth in matters of security

are also applicable to the Canadian Government. It is inopportune there-

‘fore to seek an expression of Government policy on this matter at the

present time.

Se Nevertheless, the Armed Services and the Defence Research Board

are having to deal with an increasing number of requests from Commonwealth

countries to release information and equipment. The Joint Intelligence

Committee has, therefore, reviewed the practices of the individual

Services in dealing with such requests so that uniformity and consistency

can be ensurede Paragraph 4 sets out the findings of the Joint Intelli-

gence Committee, and while there is no immediate necessity for this pro-

cedure to be approved by the Chiefs of Staff Committee, it was considered
desirable that the Chiefs of Staff should be aware of the practice which

is generally being followed.

de (a) United Kingdom

Classified information up to and including TOP SECRET is

being released to the United Kingdom in accordance with

the close military liaison which has always existed with

that country. Procedures for clearing such information

are those normally applicable under the "need to know"

principle and no special safeguards are applied.

(b) Other Countries of the Commonwealth

Information up to and including CONFIDENTIAL is being

released on a "need to know" basis, subject to evaluation

in each case as to the actual benefit, direct or indirect,

to be derived by Canada as a result. Information clas-

sified SECRET or TOP SECRET is not normally being. released

to these countries, but should it be considered desirable

each case would be considered on its merits and would re-

quire the approval of the Chief of Staff of the Service

concernede All information released to these countries

is first cleared with the appropriate Directorate of

Intelligence.

(c) The foregoing takes into account and observes all existing

regulations governing security, including recognition of

_ our obligation not to disclose to a third power informa-

tion received from a second power without the consent of

the lattere

August 2énd, 1949, -
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TOP SECRET

JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,

Privy Council Office,

Hast Block.

Date: August 22nd, 1949.

MEMORANDUM TO: G.G. Crean, Esquire,

Department of External Affairs.

>D.N.I.

D.M.I.

D.I.A.

D.Sc.I. - D.R.B.

D.C.I. - R.C.M.P.

Director, Joint Intelligence Bureau.

Subject: Rolease of Information to
Comonrealth Countries

I enclose herewith for your information and

retention the following:

>

Letter to the Secretary, Chiefs of Staff Comitteo, from the
Secretary, JeIe6s, (with attachment) on the above subjoct.

Penn.

os

(F.W.T. Lucas)
Commanter, R.C.N.,

Secretary.

Ente

eeerrernPere! ESE f

AUG 26 1949

Fae f ISRO A Goo
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an TOP SECRET

JOINT INTELLIGENCE COMMITTER

August 22nd, 1949,

Chiefs of Staff Committee. —

The Secretary,

Release of Information to Commonwealth Countries

1. The categorization of Commonwealth countries, with

respect to the disclosure of classified information, has been

considered by the Joint Intelligence Committee and the attached

paper setting out principles presently followed in dealing with

Commonwealth countries has been approved by the Joint Intelli-

gence Committee for consideration by the Chiefs of Staff

Comnittes.

Bef. Gaskell,

Acting Secretary.
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TOP SECRET

Release of Information to Commonwealth Countries

1. The Joint Intelligence Committee has recently prepared for the
concurrence of the Chiefs of Staff Committee and subsequent consideration
by the Interdepartmental Security Panel a paper setting out the policy

for the disclosure of information to foreign countries. It was not con-

sidered advisable to make reference in that paper to the countries of the

British Commonwealth, and these now form the subject of this memorandum.

Le United Kingdom policy, which has heretofore had considerable

influence on Canadian practice in those matters, has undergone a change

in recent months. Whereas in 1946 the British paper on the subject

stated that the Commonwealth countries wore o11 eligible to receive up

to TOP SECRET information, a recent revision of the British paper omits

all reference to the Commonwealth. The considerations preventing the

British from making any declaration of policy which would differentiate

between the various countries of the Commonwealth in matters of security

are also applicable to the Canadian Government. It is inopportune there-

fore to seek an expression of Government policy on this matter at the

present time.

Se Nevertheless, the Armed Services and the Defence Research Board

are having to deal with an increasing number of requests from Commonwealth

countries to release information and equipment. The Joint Intelligence

Committee has, therefore, reviewed the practices of the individual

Services in dealing with such requests so that uniformity and consistency

can be ensurede Paragraph 4 sets out the findings of the Joint Intelli-

gence Committee, and while there is no immediate necessity for this pro-

. cedure to be approved by the Chicfs of Staff Committee, it was considered

desirable that the Chiefs of Staff should be aware of the practice which

is generally being followed.

4, (a) United Kingdom

Classified information up to and including TOP SECRET is

being released to the United Kingdom in accordance with

the close military liaison which has always existed with

that country. Procedures for clearing such information

_are those-normally applicable under the "need to kmow"

principle and no special safeguards are applied.

(b) Other Countries of the Commonwealth .

Information up to and including CONFIDENTIAL is being

released on a "need to know" basis, subject to evaluation

in each case as to the actual benefit, direct or indirect,

to be derived by Canada as a rosulte Information clas-

sified SECRET or TOP SECRET is net normally being released

to these countries, but should it be considered desirable

each case would be considered on its merits and would ree

quire the approval of the Chief of Staff of the Service

concerneds All information released to these countries

is first cleared with the appropriate Directorate of

Intelligences

(c) The foregoing takes into account and observes all existing

regulations governing security, including recognition of

_ our obligation not to disclose to a third power informa~

tion received from a second power without the consent of

the latter.’

August 22nd, 1949. °
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File No. cse 14°21

JOINT INTELLIGENCE COMMITTEE TOP SPOREP

OFFICE OF THE SECRETARY,

Privy Council Office, ,

East Block.

Date: 26 July 29%9

Referred ¢.

MEMORANDUM TO: G.G. Crean, Esquire, <A Ld

Department of External Affairsg f° efs7 -,

D.N.I, = | chord tl
D.M. I. . " hecerrrtaasepiiree

D.I.A. . .

D.Se.I1. - D.R.B.
D.Cc.I. - R.C.M.P.

Director, Joint Intelligence Bureau.

Release of information to Commonvealth counteies

I enclose herewith for your information and
retention the following:

Uenorandum prepared by D.U.I4, File 8 1 T8 711-0 (if1-4) dated 25
July 1949, in accordance vith the decision contained in para. 19(b)

under Item 39 in the nimites of the 204th nesting of tho JIC, hold

on 29th June, 1949.

This item will bo ind. uded en the agenda, for discussion at the noxt
regular meeting of tho JIG.

ELF. Gaskell ~Ej tasten
ecretary.

Vetvigt nection te aie cartel
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op . OTTATA, 25 Jul 49

1 = Tha Joint Intelligence Comittee has recently prepared for the con-

currence of the Chiefs of Staff Comittes and subsequent consideration by the

intordepartmental Security Fanel a paper setting out the policy for the dis-

olosure of information to foreign countries, It we not considered advissble

to make reference in that paper to the countries of the British Commonucalth,

and these oy form the subject of this menoraniun.

2 UK policy, which has heretofore had considerable influence on Canadian

preotics in these matters, has undergon « change in recent months. ‘hereas

in 1946 tho Dritish paper on the subject stated that the Commonwealth countrics

were all eligible to receive up to TOP SICRLT information, a recent revision

of the British paper omits all reference to the Commonsealth. The consider-

ations preventing the British from making any declaration of policy which

would differentiate between the various countries of the Comtonwealth in

matters ef security sre also applicuble to the Canadian Governsent, It is

inopportune therefore to seek an oxpression of Governzent policy on this

matter at the present time.

3 Nevertheless, the Armed Services and the Defence Research Board

cre having to deal with an increasing number of requests from Commonrealth

countries to release inforcation and equipment. che Joint Intel ligence Com

mittce has, therefore, reviewed the practices of the individual Services in

dealing with such requests so that uniformity and consistency can be cnsured.

Paragraph & sets out tho findings of the Joint Intd ligense Committee, and

guile there fe no immediate necossity for thie proscdure to be approved by

the Chiefs of Steff Committes, 4t cas considered desirable that the Chicfs of

Staff should be aware of the practice which 4e generally boing followed,

& (e) TE.

Classified information up to and including TOP SECRiT ds being

yolessed to the UK im accordance with the olose military

liaison waich hac elwaye existed with that country. Procedurcs |
for clearing such inforvation aro those normally applicable |

under the “need to know" princinle and no special. esfeguards | |

|
arta applied.
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Information up to and including CONPIDITIAL is boing

release d on e "need to know" basis, subject to ovaluation

in each case as to tho actual benefit, direct or indiract,

| to ba derived by Canada ap a result, Information classified

SECRET or TOP SECRET 1s not normally being released to those

countries, but ik should it be considercd desirable each

caso would be considered on ite norits and vould require the

approval of the Chief of Staff of tho Service concernod., All

information released to theso countrics is first cleared with

_ the appropriate Dircetorate of Intelligence,

{e) The foregoing takes inte account and observes all exteting

regulations governing security, including recognition of

our obligation not to disclose to a third power information

roesived from a sccond power without tho consent of tho latter.

5 Any additional points chich appear inportant to the Chicfs of Staff

would be appreciated.
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SECURITY

CONFIDENTIAL PANEL

° DOCUMENT

SP-44

MEMORANDUM FOR THE SECURITY PANEL:

Exchange of information with foreign

countries: U.S.S.R. and satellites

l. In a letter dated June 1, 1949, addressed to the

Chairman, Security Panel, the Under-Secretary of State for

External Affairs expressed concern at the volume of official

information which is going from Canada to countries dominated

by the U.S.5,R. and to the Soviet Union itself, It was pointed

out that this exchange involves possible dangers from the point

of view of security and that no serious attempt is being made to

withhold information that Canada might give as a quid pro quo in

exchange for information from the U.S.S.R. and satellite countries,

26 In the past, other departments have been requested to

send all exchanges of information with the U.S.S.R. and satellite

countries through the Department of External Affairs, in order

that an estimate of the volume and nature of official information

being sent to those countries might be made. On balance, the

exchange of information with these countries has been one-sided,

and it would appear desirable to place future exchanges on a

reciprocal basis,

3e While External Affairs is in a position to deal with
the problem of organizing these exchanges on a reciprocal basis,

the Under-Secretary of State for External Affairs has suggested

that his department should not be made ultimately responsible for

dealing with the security aspects of all proposed exchanges, It

has been suggested that it might be appropriate to refer all doubt-

ful cases to the Secretary of the Security Panel, who would then

consult those members of the Panel who might be particularly

interested, or, if the importance of the request warranted it, the

matter at issue could be brought before a meeting of the Panel,

Ae There would appear to be no great difficulty in implem-

enting the proposed procedure insofar as the Security Panel is con-

cerned, but as the question concerns other departments, and as some

procedural questions are apt to arise, it would appear desirable to

have the matter thoroughly canvassed by members of the Panel before

any procedures are adopted.

De It has also been suggested that a compilation of material
going forward from Canadian government departments to Communist

countries, or received in return, should be forwarded to the Panel

at regular intervals for the information and guidance of the members

in dealing with this problem, A record of exchanges for the month

of June, 1949, is attached hereto as Appendix "A", and this

indicates that Canada's adverse balance on this exchange is clearly

overwhelming,

6. The establishment of a procedure whereby the exchange of

information with the U.5.5.R. and satellite countries might be regu-

lated on a quid pro quo basis will, it is considered, be in the

interests of national security and at the same time provide Canada

with a certain bargaining power in relation to this matter.

E.F, Gaskell,

Secretary.
000236
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le Item 31, paragraph 6(b) af the 203rd meeting of
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at a later meetings nw _ _—

2e z oc herewith such a proposed categorization for

po : ie ae cae oe 7 “either the mations within the
Commonwealth or those naticns who have recently changedtheir

Ei
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:
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APPENDIX "4"

CATEGORIZATION OF FOREIGN NATIONS

le Foreign nations have been placed in the following categories
for the purpose of receiving informations

Category 1. Nations who may be given up to and including
"Top Secret" informations

United States of Americas

Category Ze Nations who, though normally given no higher
Tefoontte. than "Confidential", may, in the interests of
Canadian strategic policy, receive information up to and :
including "fop Secret" under special security arrangements Pao ao
devised for North Atlantic Treaty telke: w7<—4

¥ v ¢

Belgium, Luxenibur gy Denmark, France, Iceland, Italy,
the Netherlands, Norway and Portugal. ~

Category 5e Nations who may be given up to and including

Weontiaectial" informationt

Argentina, Brazil, Chile, Greece, Sweden, Switzerland

and Turkeys

Cate 4- Nations who may be given up to and including
WEoctr tea" informations ;

All foreign nations not included in the other four |
categories.

Category 54 Nations who must be given no classified infor-
mation except as necessary to ensure reciprocal treatment for
Service Attaches, Missions, ete,, and in no case higher than

"Restricted":

The Soviet Union, Albania, Bulgaria, China, Czechoslovakia,
Finland, Hungary, Polend, Roumania and Yugoslavia.
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JOINT INTELLIGERGE #

June 22nd, 1949.

MGMGRANDUM FOR TEE JOINT INTRLLIGENCE COMMITTEE:

le With reference te Item 16 of the 201st meeting, para~
graph 10(b) and Item 81 of the 20Srd meeting, paracraph 8(b),
i em attaching horewith, fer your information and retention,
copy of reply received by the Department of Mxternal Affairs

from the O:fice of the Nigh Comiesioner for the United Kingdon
concerning recategor ization ef certain countries under North

Atlentic Treaty arrangeronts. i og ee

(PaleTe Lucas) -
Commander, Relelles

Soeretarys
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Office of the High Commicsioner

for the United Kingdom,

Rarnecliffe,
OTTAWAs

lath June, 1949,

1085/8

Dear Mr. Heeney:

‘Would you please refer to your letter of 10th May on
the question of the disclosure of military infermation to foreign

eountries?

In answer to the question raised in your letter I have

been asked to’inform you that the United Kingdom authorites con-
sider that, until the Atlantic Pact military mohinery has been
established, it will not be povsible te forecast what procedure —~
will be adopted for the exchange of information and intelligence

between signatories of the Pact and between the signatories and

other countries, They will, however, examine the matter fully
when more is known of the lines on which the military organization

will be set ups

Yours sincerely,

Ge Be Sharmon

AsDePs Hoenay, Esqe, KeCes

Under-Secretary of State

for Sxternal Affairs,
Ovtawas
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TOP SECRE~

DIRECTORATE OF NAVAL INTELLIGINCE

" & ~ INTERNAL KINUTS sHEST -

CLASS: YS.j SUBTEO?:
i wee nee oe . . . ts + ~~

| FILE NO. TS. S50 - a ra 4 DATE 1/9. £. V9!
[oo cr sunrens. : beeen wes a OT

[REFERRED INITIALS | |
REMARKS

lon wr Zh a

ib “az phere ff

Se ates ae meen
wie ew meee eae enna cnet ates cetethee ee une ee pe ee tees een tenepen nee tment ee oe nee nee eee ee

NOTE:: 1. The appropriate Staff Officer receiving this file is
resp@nsible for:

(a) Either preeising or indicating items of interests;
(b) Initiating any action reouired;

_(c) Cheeking internal distribution and preparing External
_ Minute Sheet for outside distribution considered

Gesirable,

2. The Internal Minute Sheet is NOT to leave the Directorate 000241
af Naval intelligence,
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Jeint Intelligence Committees, for your information and ree
tant Lome

ze ‘the appondin to ‘ais paper, which will consist of
the of the ewmtrise eoneermed, will be cirene )
lated te te the members as soon as completed, for thelr conaidera=
then and disewseion at a later mestinge
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TOP SECRET

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

GENERAL

le The policy described hereunder should be observed with regard

to the disclosure of information to other governments, or their represen-

tatives, whether civilian or military. It should be borne in mind,

however, that, under this policy, information will only be disclosed

when appropriate authority has been obtained for such disclosure. The

policy in no way relieves officials of their obligations under the

Official Secrets Acte

DEF INITION

Le The term "information" is taken to refer to information which

is the property of or the primary concern of the Canadian Governmente

It covers:

(a) Information ~ that is to say knowledge of Canadian forces,

equipment, research and development, etc. This is further

sub-divided into:

(1) Scientific information, when this has resulted from

fundamental research and development carried out

under government auspices or which is allotted a

security classification.

(ii) Technical information about equipment, manufacturing

processes and operational techniques

(iii) WNon-technical information, such as orders of battle,

strengths, locations, operations, training methods,

plans, organization and publications,

(b) Intelligence - that is to say knowledge of foreign countries

in ail the fields listed in (a) above, possessed by Canadas

CATEGORIZATION OF NATIONS FOR DISCLOSURE PURPOSES

Se In the light of the above, a standard policy has been prepared

by which foreign nations are categorized as described below for disclo~

sure purposes, In each of the first four categories, foreign nations

may receive, at the discretion of the Canadian Government, information

up to and including classification for that categorye

Category 1 - Nations who may be given up to and including Top

Secret military informatione

peace 2 ~ Nations who, though normally given no higher

information than Confidential, May » in the interests of

Canadian strategic policy, receive information up to and in=

cluding Top Secret under special security arrangements such

as those devised for North Atlantic Treaty discussionse ,

Category 3 = Nations who may be given up to and including

‘Confidential information.

Category 4 = Nations who may be given up to and including
Restricted informatione

Category 5 « Nations who must be given no classified information

except as necessary to ensure reciprocal treatment for Service
Attaches, Missions, etce, and never higher than Restricted.

: 000243
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4e It is emphasized that the rules for disclosure of classified
MEKKERKF information under each of the categories are permissive. No

nation should be given any information unless Ganade ‘thereby
derives some political, militery or economic benefitse

[L-
RECIPROCITY oi

56 It is important that the disclosure of omixbitexgt information

shall be on a reciprocal basis. With some nations Canadian relations

are so close that reciprocity is/implicit, while other nations may have

nothing to offer that Canada needs, though it may, for instance, be

possible to ask for "intelligénce" in exchange for "equipment", With
the low category nations reciprocity is essential as a weapon, should

it be desired to stave off an awkward request by making a counter-

request known to be impossible of fulfilment. The counter-request noed

not necessarily be confined to the requirements of one department. It

is considered that the reciprocity rule should be maintained. The re-

sponsibility for applying the principles of reciprocity will be assumed

by departmental security officers who will, if in doubt, consult the

Joint Intelligence Committee or the Security Panel.

INDUSTRIAL PATENTS

Se In order to safeguard industrial interests, information of con-

cern to manufacturers, whether government-owned or privately-omed, will
be dealt with in the following manner:

(a) Wholly Patentable; ise., the whole of the information can
be protected by a patent specification.

If secret, consideration will be given to the possibility

of acquiring a secret patent in Canada and disclosure to a

foreign government should, as far as possible, be made on

the following conditions:

That the information is kept secret and the government

of that country will grant to Canada, on request,

patent protection of suitable priority.

If not secret, ice, such that publication in a patent -

specification is permissible, no problem arises. Govern-

ment-owned inventions should be examined to see whether

foreign patents should be obtained and exploited. In the

case of privately-owned inventions the recipient government

should be referred to the owner to negotiate terms.

(b) Wholl Unpatentable, ieee, the information, while commercially

valuable; is not of the kind which can be protected by a patent
specifications :

Government-owned information should only be supplied if a quid

pro quo is obtained ~ strategic, political or commercial -

worth the value of the informations

In the case of privately-owned information, the foreign

government should merely be put in touch with the owner,

but if the nature of the information is secret the owner

should be warned that he should communicate the information

only to accredited representatives of the foreign govern=

ment who are pledged to maintain secrecye
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Partly Patentable and Partly Unpatentables The: only impor-

tant case is where the information as 4 whole is sseret and

unpatentable, eege, the leyout, dimensions and specification

of an aero engine, while some parts are patentable and may be

patented without fear of disclosing the general design, Cege,

& magnetoe

The patented and unpatented parts should be treated separately

as in (a) and (b) above but, in the case of privately-owed
patentable information, care should be taken to inspect any

patent applications before they are filed in the foreign

country by the owner, to make sure that they do not disclose

any secret information. ,

Departments which are negotiating with foreign governments for

the communication to them of information of commercial value

may, depending upon the particular circumstances, decide to

carry out the negotiations themselves and may lay down the

terms upon which the information may be used by those govern-

ments, or they may decide to entrust the negotiations, under

suitable conditions, to private firms or individuals.

CONDITIONS FOR DISCLOSURE

Te The following conditions should be laid down and agreed to by .
all nations to whom information is disclosed:

(a)

(b)

The information received should be safeguarded under substantially
the same rules of security as the Canadian authorities

themselves. impose.

The information is disclosed only for the use of the

recipient government and such of its contractors, under

seal of secrecy, as it may notify to the Canadian Govern-

ment in writing. Disclosure to any other government

or publication to the press or in any other way would

constitute a breach of the agreement.

May llth, 1949.
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ARMY EESSAGE TOP SECRET

4

LONDON BRGLAND 121400A. MAY 45.

Secretary CsS.C. { ACTION )

SPC12, TOP SECREP

Following for Brig Smith from Brig Clark.

PARA ONS

Reference your measage 40] of 0906102 Uny 49.

Regerding disclosure of UK information to various nations,

win under category two are the metric security regulations contained in
Metric Doounent Wunber 20 ( final edition with American amendments).

PARA TRO

In addition to the security procedura set up in Metric
Document Kumber 20, the Militery Comittee Franka certein document auch

as Orders of Battle quote not to be removed from 36 Whitehall unquotes
Such papers can be geen only by appropriate members of the Western Union
Defence Organisation by visiting 34 Whitehall,

PARA TEREB

fhe Secretary of JeIeC, gtated that there are no other spoclal

seourity arrengemente except those referred ta in paragraph four of

COS (48}(160)(0)} under the heading agreement with the USA. }

CANMILITRY.

80208 /CB/1520462 /MAY404
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VETAIC DOCUMNT Hos 20 (COMPLoT2)

AGHEED SECURITY FROCEDURE TO GOVIRN BRUSSELS TREATY
POLITICAL AND MILITARY TALES AND INPORRATION

CRSROIEG THER EFROW

a. EGimRic . All papers comprising joint plane or containing information

supplied by the other member nations and tabled at meetings of the Permanent
Commission and Hilitary Committee sat up under the Bruesels Treaty will bear

the codeword METRIC in ordor to indicate their origin and to ensure that they

shall only be handled by the special LETRIC Regietries and distribution

machinery established fee this purpose. LKETRIC marking and METRIC procedure

need not be applied to papers prepared in Winistries as triefs for delegates

or to papers prepared as a result of decisions taken or information exchanged

in the Permanent Commisgion or Liilitery Committee unless such papera un-

avoidably compromise the security of CLASSIFIED joint decisions or of

CLASSIVIED information belonging to another member country.

2s GRADING. The codeword METRIC ie a security warning. Within METRIC, doou-

ments will be ereded TOP SECRET, SECRET, CONFIDENTIAL or RESTRICTED according
to their contents. Responsibility for grading will rest with the originating

authority, whether this be a Brussais Treaty body or an individual oountry.

Standards for olassification of documents in any of the security oategorics

are set out at Appendix A. Those are necessarily open to interpretation and

the final deoision shali reat with the originating authority,

Se DORNGRADING. Ho doourente will be downgraded without tho agreement of the

orictnating authority.

4 DISTRIBUTION LISTS. Thero will not be an automatio d& tribution for all

METRIC documents according to security grading. Documente marked TOP SECRET

may require to be seon by entirely different sets of departments in each

sountry according to their contents. Distribution should, thereforo, be laid

down separetely for seach individual document according to ite subject matter.

This distribution will be egreed by the Committee dealing with the subject

concerned, Tihere a particular dooment is tabled by en individual country the

representatives of the other countries must te in a position to state what

distribution of the document will be essential as far as their country is con=

cerned and thie will be jointly agreed.

5s DISTRIBUTING MACHINERY. All documents having been graded and distribution |
agreed me laid down above, wil] be produced in the requisite quantity of numbored

copies by the Secretariat which will also assign a reference number for regis~ }

tration purposes which does not give any indication of the contenta. The

Secretariat will then issue the requisite number of copios to each Delegation

against receipt. The receipt should quote only the serial and reference number “e

of the documents and not its title. Ho METRIC dooumente should be copies or _ .
paraphrased in full. Departmente receiving NETIC diwumente may, however, '

include oxtracta thereof so far as is necessary in papers prepared calling for.

action by subordinate branches. Additional copies, if necessary, may be obtained

from the Secretariat.

G6. Bach country will set-up a Central rSTRIC Registry and distributive machinery
to handle L2TIC documents. Cne ond of this organization will be est up by cach

country concerned in thoir own capitals. Noe ISimIC material will be passed oxespt
through these channels.

Phe United Kincden have set up similar spocial ETIRIC registry machinery.

7. The ESIC Registrios sot up by each Country, either at the LOEDOR or Hone end,

will bo responsible for ensuring the distribution laid dom on each KUTRIC docu=

mente Thoso Registries will furtier be responsible for the security of all
“sTRIC deoounants in transit and for obtaining receipts at all hand-over points co

that the progross of the package can be traced throughoute
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+

t+ It will be laid dom by the national authority concerned which personnel byye: within each MSIIC Registry may handle KBTRIC documents in each of the
vur security gradings. METRIC documents will be enclosed in an inner envelope

marked with the grading allotted and the word KETRIC. ‘They will be enclosed in
an cuter envelope addressed to the officer in charge of the Metric Registry
concerned and franked with s package number for receipting purposes, The word
LETRIC will HOT appear on the outer zenvelope. then the mal reaches the
Registry the outer envelopes will be openod in the Central Hetrioc Registry, but
the inner envelopes will only be opened by Registry personnel on the list entitled
to handle documenta in the security grading shown on the inner envelope. Where
there is a disteibution to be made, this will be effected by the Registry per~

( sonnel responsible for the grading concerned. then it is necessary to ensue that
& document will be delivered to one named person only, the inner envelope will be
marked accordingly and will not be opened in the Registry. Individual receipts

| will be attached to each copy of a document individually addressed and will be
| returned to the Secretariat, signed by the addressee.

'
8. Telephonic end telegraphio communications will NOT be used for the trananiseion
oy the discuseion of METRIC information,

10. Tranait of documents will in all cases be by accompanied bag.

12. HANDLING OF METRIC DOCUNSETS IN GOVERMENT DEPARTMENTS.» In the same way as
with the Cen STRIC Registries, when ecomes necessary for «a Government
Department cr Service to handle MET2IC documenta selected personnel will be
nominated in that department who will be authorized to handle EBTRIC docunente
in each of the four security categories. ‘This might involve four lists in each
case, the sise of which will increase in inverse ratio to the seorecy of the
document. All lista, however, will be kept to the workable minimm and mst in«-

- elude not only the Ministers or officers who will aet on the document, but the
- Secretaries, typists, registrars, eto. who will have to handle it. It follows

therefore that a special registry parallel'to the Central METRIC Registry will
have to be set up in each of the Ministries concerued as it hecomes involved.

12, SCRERWIRG OF PERSONNEL, The security authority appointed for thie purpose in
each country will be responsible for establishing the reliability of all persons
whose names appear on the lists of those who require to have acoess to KETRIC
documents, both in the registries and in the Government Departments and Services.

\ In the case of those persone requiring to have access to TOP SECRET or SECRET
} documents, even if there is no adverse trace in existing records, it may be neces-
sary to conduct positive enquiries.

13. Where there is reason to doubt the reliability of any individual on these lists,
the Minister responsible will be advised by the Security authority and it will be

Wrmsuggested that he should nominate an alternative. Personnel with unsatisfactory
security records will be transferred outside the METRIC sphere.

14. Personne] engaged in handling METRIC material will be required to sign a
documen\ drawing their attention to their special responsibility for safeguarding
such matirial, end their liability to prosecution if either by intent or negligence,

. they aliw it to pass inte unauthorized hands. the responsibilities of personne)
\ go engagél should be explained verbally to then in the clearest possible terms,

18. ADMINSTRALIVE SECURITY. Defensive security measurea in departments authorized
to handle Simic material will te centrally coordinated in each country and will be

. gufficientto satisfy the responsible Seaurity authority in the eountry concérned.
At Appendiaa are notes on the defensive scourity measures considered desirable.

In perlouler, each department handling MBTMMIC material will take steps to
ensure that/paeas to the special MZIRIC registry and offices dealing exclusively
with KEIRIC 'fairs is denied not only to outside visitors but also to other per=
sonnel of thiiepartnent not figuring on the liste. .
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Ye JOINT SECURITY CONTROL. The Government; of each of the countries will appoint
9 fully qualified and permanent representative either to sit on a permanent

Security Committee or te meet the other Security representatives as necessary, in

order to discuss and formulate joint security policy to met developments emerging

from the progress of the talka e.g, oxtension of the field to which METRIC infor-

mation ia to be distributed,

18. Should the Permanent Comission decide to extend the BRUSSELS TREATY talks te

cover economic or financial matters directly relevant to the politioal or military

aiscussions, the security procedure calsvant to any new Committees dealing with
such points would have to be reviewed.

METRIC markings and procedure will not be extended to the proceedings of any

comittes except on the direct ruling of the Permanent Commission, nor will any new

Metric Registry be set up, any Government Departuent, nor any organization whatsoever

indoctrinsted in Metric without the prior recommendation of the Seourity Comittse

and the approval of the Fermanent Commission.

Eaton Place,

SeWele

; 35th January, 1949.
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CSC 14-241

Referred tot: We
, i

JOINT IBTELLICENCR COMMITTER _ MAY 211949

Chg’d to. eal.

May llth, 1949. / f

MEMORANDUM FOR $8 JOINT INTELLIGENCE COMMTPTERs

i. _. E enclose herewith a proposed draft of the memorandum

for the Security Fanel entitled "Disclosure of Information to

Other. Countries", in accordance with the decision of the 20let

meeting of the Joint Intelligence Comittes. .

2. && should be noted that no attenpt has been made to

list the countries falling under the various categories as it

is felt that such a list would be premature at the present time.

3e I also enclose:

{a) copy of a letter from the Under-Secretary of State
for External Affairs, addressed to the Acting High

Commissioner for the U.K., regarding any changes

which the U.K. Government intends to make in their

present policy when the Atlantic Treaty comes into

force; and

(>) copy of a signal from the Secretary, Chiefs of Start

- Comittee to Brigadier Clark requesting further ine

formation on “special security safeguards".

4e —S=—s Tha matter will be placed on the agenda for the next.
meeting of the Joint Intelligence Committee, to be held om

Wednesday, May iSths

Fit, bLocws

(FeWe Le incas)
Commander, EeCoNes

Ende Secrotarye
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TOP SECRET

“sf

Dear Mr. Shannon,

I refer to Sir Alexander Clutterbuck's letter of
September 20, 1948, with which he enolosed a memorandum on the

disclosure of military information to foreign countries, which

embodied the United Kingdom Government's policy on this question,
and to Mr» Reid's reply of December 7th.

Consideration is now being given to the revision of

Canadian Government policy in the light of the changes which will
be brought about when the Atlantic Treaty comes into foros. In
this regard @eshould be interested to know whether the United

Kingdom Government intends to revise their present polisy when

the Atlentio Treaty coms into forces I should be grateful for

any indisation you might be able to give me in this regard and for

any information you may have on the > changes which might be made in

United Kingdom policy.

Should any changes be made ‘4m Canadien Government polioy

I shall, of course, inform yous

Yours sincerely,

{AoDsPe Hooney)

Under «Secretary of State

for Externel Affairs

GeBebs Shannon, Esqes

Acting High Commissioner for the

United Kingdom,

Farnaciiffe,

Ob tA Whe
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O° 
| ARMY MESSAGE

_ P 7 CSC 14-2-1
Y ? | (OUTGOING) -

if

OTTAWA ONTARIO 9 MAY 49

THE SECRETARY

CANADIAN JOINT LIAISON OFFICERS

| c/o CANMELIERY
LONDON ENGLAND

| csc 1125 TOP SECRET | |

. FOLLOWING FOR BRIGADIER CLARK FROM BRIGADIER SMITH (.)

PARA ONE © REFSRENCE UK CHIRFS OF STAFF MEMORANDUM ENTITLED DISCLOSURE OF

‘UNITED KINGDOM MILITARY INFORMATION TO FOREIGN NATIONS (.)

PARA THO NATIONS LISTED UNDER CATEGORY 2 MAY QUOTE RECEIVE INFORMATION

7 | UP TO AND INCLUDING TOP SECRET UNDER SPECIAL SECURITY ARRANGE-

MENTS SUCH AS THOSE DEVISED FOR WESTERN UNION DEFENCE TALKS

. | UNQUOTE (.) .

PARA THREE IN ORDER TO COORDINATE CANADIAN WITH UK POLICY IN THIS REGARD

IT IS REQUESTED THAT MORE DETAILED INFORMATION CONCERNING SUCH

_ SPECIAL SECURITY ARRANGEMENTS BE FORWARDED TO CANADIAN CHIEFS

OF STAFF COMMITTRE (.)

DISTRIBUTION BY CSC OFFICE

ARMY SIGS (4)

(JDB SMITH) BRIGADIER . ROUTINE 0912209
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TOP SECRET

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

GENERAL

le: The policy described hereunder should be observed with regard

to the disclosure of information to other governments, or their represen-

‘ tatives, whether civilian or military. It should be borne in mind,

however, that, under this policy, information will only be disclosed

when appropriate authority has been obtained for such disclosure. The

policy in no way relieves officials of their obligations under the

Official Secrets Acte

DEFINITION

Ze The term "information" is taken to refer to information which

is the property of or the primary concern of the Canadian Government.

It covers:

(a) Information ~- that is to say knowledge of Canadian forces,

equipment, research and development, etc. This is further

sub-divided into:

(1) Scientific information, when this has resulted from

fundamental research and development carried out

under government auspices or which is allotted a

security classification.

(ii) Technical information about equipment, manufacturing

processes and operational techniques

(iii) Non-technical information, such as orders of battle,

strengths, locations, operations, training methods,

plans, organization and publicationss

(6) Intelligence ~ that is to say knowledge of foreign countries

in all the fields listed in (a) above, possessed by Canadae

CATEGORIZATION OF NATIONS FOR DISCLOSURE PURPOSES

Se In the light of the above, a standard policy has been prepared

by which foreign nations are categorized as described below for disclo~

sure purposese In each of the first four categories, foreign nations

may receive, at the discretion of the Canadian Government, information

up to and including classification for that categorye

Category 1 - Nations who may be given up to and including Top

Secret military information.

Category 2 = Nations who, though normally given no higher

tafornetion than Confidential, mays in the interests of
Canadian strategic policy, receive information up to and in-

cluding Top Secret under special security arrangements such

as those devised for North Atlantic Treaty discussionse ,

Category 3 ~ Nations who may be given up to and including

Confidential information.

Category 4 = Nations who may be given up to and including
Restricted informations

Category 5 = Nations who must be given no classified information

except as necessary to ensure reciprocal treatment for Service

Attaches, Missions, etes, and never higher than Restricteds
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4 It is emphasized that the rules for disclosure of classified

nation should be given any information unless the—United—Kingdom thereby

derives some political, military or economic benefitse

RECIPROCITY

Se It is important that the disclosure of miskkbery information
shall be on a reciprocal basis. With some nations Canadian relations

are so close that reciprocity is implicit, while other nations may have

nothing to offer that Canada needs, though it may, for instance, be

possible to ask for “intelligence” in exchange for "equipment". With

the low category nations reciprocity is essential as a weapon, should

it be desired to stave off an awkward request by making a counter-

request known to be impossible of fulfilment. The counter-request need

not necessarily be confined to the requirements of one department. It

is considered that the reciprocity rule should be maintained. The re-

sponsibility for applying the principles of reciprocity will be assumed

by departmental security officers who will, if in doubt, consult the

Joint Intelligence Committee or the Security Panel.

INDUSTRIAL PATENTS

Be In order to safeguard industrial interests, information of con-

cern to manufacturers, whether government-owned or privately-owned, will

be. dealt with in the following manner:

(a) Wholly Patentable; i.e., the whole of the information can

be protected by a patent specification.

If secret, consideration will be given to the possibility

of acquiring a secret patent in Canada and disclosure to a

foreign government should, as far as possible, be made on

the following conditions:

That the information is kept secret and the government

of that country will grant to Canada, on request,

patent protection of suitable prioritye

if not secret, i.¢., such that publication in a patent

specification is permissible, no problem arises. Govern-

ment-owned inventions should be examined to see whether

foreign patents should be obtained and exploited. In the

case of privately-owned inventions the recipient government

should be referred to the owner to negotiate termse

(b) Wholly Unpatentable, ieee, the information, while commercially

valuable, is'not of the kind which can be protected by a patent

specifications

Government-owned information should only be supplied if a quid

pro quo is. obtained ~- strategic, political or commercial ~

worth the value of the information.

In the case of privately-owned information, the foreign

government should merely be put in touch with the owner,

but if the nature of the information is secret the owner

should be warned that he should communicate the information

only to accredited representatives of the foreign govern=

ment who are pledged to maintain secrecye
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(c) Partly Patentable and Partly Unpatentablee The only impor-

tant case is where the information as a whole is secret and

unpatentable, e.sge, the leyout, dimensions and specification

of an aero cngine, while some parts are patentable and may be

patented without fear of disclosing the general design, GeZe;

a& magnetoe

The patented and unpatented parts should be treated separately

as in (a) and (b) above but, in the case of privately-owned

patentable information, care should be taken to inspect any

patent applications before they are filed in the foreign

country by the owner, to make sure that they do not disclose

any secret informatione

(d) Departments which are negotiating with foreign governments for

the communication to them of information of commercial value

may, depending upon the particular circumstances, decide to

carry out the negotiations themselves and may lay down the

terms upon which the information may be used by those govern-

ments, or they may decide to entrust the negotiations, under

suitable conditions, to private firms or individuals.

CONDITIONS FOR DISCLOSURE

Te The following conditions should be laid down and agreed to by

all nations to whom information is disclosed:

(a) The information received should be safeguarded under subset
the same rules of security as the Canadian authorities

themselves impose.

(b) The information is disclosed only for the use of the
recipient government and such of its contractors, under

seal of secrecy, as it may notify to the Canadian Govern-

ment in writing. Disclosure to any other government

or publication to the press or in any other way would

constitute a breach of the agreement.

May llth, 1949,
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FROM:

_ REGISTERED MATL

OFFICE OF

SENIOR NAVAL LIAISON OFFICER

(U.K. SERVICES LIAISON STAFF), CANADA

We oY
Referred t hcg.

MAY/11 1940

File No
Truro Building, ,

10 Albert gt&bgi’,to

Tocneeaasscesecese
ress

ven c ence bene seeassoeenees

TO: The Naval Secretary,

Department of National Defence, SECRET
(Naval Service), a SNLO UK # 8/199

Ottawa, Ont.

File: 2-8-6-2

Date: 9th May, 1949.

‘MAY 1.21948

V| TO

nw

DS Car

Subject: Admiralty Secret Office Memorandum No. S.6/49
Disclosure of Military Information to

Foreign Nations,

I am pleased to forward for your information and

retention one copy of the above-noted paper.

Would you be so kind as to acknowledge receipt

by signing and returning to this office the attached duplicate

copy of this memorandum.

base 0.
_

R.W. Stirling-Hamilton

Captain, Royal Navy.
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COPY /BT.

M.01339/48

FOR ISSUE IN LONDON AND BATH

SECRET OFFICE MEMORANDUM NO. S.6/49.

Disclosure of Military Informtion to Foreign Nations,

For purposes of receiving British military
information, China has been relegated to Category 5. Secret
Office Memorandum No. S.16 of 20th September, 1948, should be
amended accordingly.

2. An amendment to C.B.0. Form U.2.D.(5)(1948) is being
issued,

N.J. ABERCROMBIE

For Secretary

5th April, 1949.
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nee . N.S.7.8, 11550-2
Nes, G! 1950-14 Vol. 2.

MEMORANDUM TO: Nayai Secretary.

D.P.P.

C.B.0, Form ver (5) (1948)

C.B.0. Form U2D (5) (1946) (Flag 1) has been
-pupersedéd . by (1948).

Memorandum to replace Memo on same subject

' Gated 15th May, 1947 (Flag IZ) 18 attnched for approval
and signature,

Memo. to be attached to fly leaf of each

copy issued. 100 copies of Memo are required.

Distribution: (a) C.B.0. Form U2D (1948) to be issued
to all holders of C.B.'s in the R.O.N.
according to regulations,

(b) To be issusd to all staff officers,

Naval Divisions (pergonal charge) who are
in receipt of C.B.‘'s,

Atteched references;

C.B.0. Form U2D (5) 1946 copy 1176 (Flag I.)

C.B.0. Form U2D (5) “a 673 (Flag III)

(LL. Atwood),
Commander, R.C.N.

Director of Naval Intelligence.

6th May, 1949, ~~
Ottawa, Canada. .
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Ottawa, 6th May, 9.

H.S.0.8, 11550+2

TO; HOLDERS OF C.B.O. FORM U2D (5) (1948) .

Although C.B.0, Form U2D (5) (1948) is Lesued
as a SHCRUT C,8,, the information contained in paragraph 65

page 10 is classified Top Secret in Canada. Additional

precautions must therefore be taken by all holders to ensure

egainst loss or compromise of the C,B, and its contents,

C.B.O. Form U2D (5) (1948) is applicable to the 2,0.N, with
the following quetificatione:

(1)

(2)

(3)

(6)

Naval Headquarters is the competent authority

in all instances,

Parallel Canadian basis with regsrd to ships,
shore establishments, Stetions, etc,

No clessified information, documents or other

material shall be given to any foreign nationals,

authorities or representatives without approval
of Naval Headquarters,

Farticular attention is drawn to the R.C,N.

relations with the Royal Navy and the United

States Navy: vizt No Admiralty clessified

information, documents or meterial held

permanently or on loan by the R,O,N, may be

passed to the U,S,. Navy without Admiralty! s
approval, Similarily no U,S. Navy classified

information, documents or material held

permanently or on loan by the R.C,N. may be

passed to Admiralty without U.S. Navy Department
approval. This preceice | also applies to other

Government Departments, Agencies, Civil industry,

Firms or individuals in Canada,

Chenges, additions or deletions will be issued

from time to time as applicable to the R.C.N,

Holders of C.B.0, Form U2D (5) (1908) must

ensure that. the utmost discretion is strictly
adhered to in the care and handling of both ~

this ©.B. and the information contained therein, '

Z

“

Jao
fy [ by MO
wh C hgag

NAVAL SECRETARY , eT oe
NO
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TOP SECRET

‘JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,

Privy Council Office,

East Block.

Datei Way Sra, 1949,

MEMORANDUM FOR: \G. Crean, Esquire,

artment of External Affairs.

HQMHESUA PHH SD

Subject: Disclosure of Information to Other Countries

1. The following document concerning the

above mentioned subject is forwarded herewith: .

Somments of members re the aboves

'é@. This matter will be placed on the

agenda of the pext meeting of the Joint Intelligence

Committee to be held Friday, May éthe

(F.W.T. Lucas)
Commander, R.C.N.,

secretary.
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, e, DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

Director of Scientific Intelligence:

Reference your memorandum CSC 14-2-1 of April 11, DJIB colla=-

borated with DSI on this problem and I agree with the conments he has

forwarded to yous

In addition the JIC might wish to define more clearly the cate-_
gorizeation of Commonwealth and ex-Commonwealth countries eeg» Eire and

Burma.

Tt is further suggested that JIC might consider it worth while

obtaining expert patent advice concerning the content of paragraph 10

dealing with "Industrial Considerations" in order to ensure whether

. Canadian patent righés may best be protected by present UK procedures

Director, Joint Intelligence Bureau

In your memorandum of April lith your file CSC 14-2-1, you ask

for comments on the further consideration of this matter. Presumably the

UK paper under discussion will be revised following the ratification of

the North Atlantic Treaty and it may be supposed that the states ratifying

the treaty may be included in category 2. I would suggest that the UK

High Commissioner be consulted on this matter through the Department of

External Affairs and that as scon as the UK decisions are known the deIeCe

should redraft the Canadian views in the light of that further information.

I agree that China should be placed in category 5 but suggest

that no recommendations be forwarded to the Seourity Panel until the matter

can be treated as a whole.

Director of Intelligence (Air)

Reference is made to your C8C 142-1 dated 11 Apr 49 and our

7824-14=7 (DIA) dated 8 Nov 48.

DIA finds it impracticable at this time to make a firm recommen=

dation regarding the adoption or otherwise of the UK policy. It is sugges=-

ted that political policy may be the overriding factor and that a decision

will only be possible after a discussion at JIC meeting when other points

of view are made imown regarding Canadats commitmontse

Director of Naval Intelligence

With reference to your CSC 14-2-1 of llth April, 1949, it is con=

sidered that the comments on this subject contained in my memorandum of 2nd

November are still valid and that no additional remarks are necessary at
this tims.

It is noted that para. (d) of my y previous memorandum should read
"informed of our U.eKe Agreement".
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Director of Military Intelligence

Reference your memorandum CSC 14-21 dated 11 Apr 49 concerning
the marginally noted subject.

Our comments of 15 Nov 48 are still valid, and, as Canada is now

a signatory to the North Atlantic Treaty the following is recommended with

regard to the establishing of a Category 2 similar to that in the UK policy:

(a) That a Category 2 be established to provide for the passing of
military information up to and including TOP SECRET if need be,

to such signatory countries te the North Atlantic Treaty who

might require such information in the interests of North Atlantic

strategic policy.

(b) ‘That special security measures govern the passage of highly
classified information to the countries which are included in

this category.

it will be necessary to work out special security measures for the

passing of highly classified information and it is noted that the UK have

such a procedure in respect to the Western Union countries. It is recommended

therefore that the JIC ascertain the details of such measures before working

cut details of a Canadian procedures

Department of Bxternal Affairs

- As requested by your letter CSC 14-21 of April 11, I wish to give

you my comments on the United Kingdom Goverment's policy on the above subject,

as set forth in the memorandum attached to my letter to the Security Panel of

September 28th, 1948, as compared to the present Canadian policy which is laid

down in a memorandum issued by the Security Panel on October 165th, 1946.

le In order to postpone a policy decision at the present time as re-

gards the disclosure of military information to other Commonwealth

countries, the new memorandum should be called "Disclosure of

Military Information to Foreign Countries".

2. Para 1 of our present’ memorandum should stand.

3e The terms of information to be disclosed, in para 2 of our present

memorandym should be expanded along the lines of para 3 of the

United Kingdom memorandum, so as to include Intelligence exchanges

@s well as disclosure of other categories of scientific, technical

and non-technical informations.

40 Para 4 and 5 of the United Kingdom memorandum need not be included

in the revised Canadian memorandume

Se The system of five categories, rather than three, is an improvement

over our present policy and allows for greater flexibility in dealing

with countries that are partners in the North Atlentic Treaty. In
the Canadian memorandum, we would refer, of course, to the North

Atlantic Treaty rather than to Western Union under Category 2.

Under Category 2 we might include all signatories of the North Atlantic

Treaty; Category 3 should then include the Argentine, Brazil, Chile,

Greece, Sweden, Switzerland and Turkey; Category 5 would include China,-

as suggested in the United Kingdom High Commissioner's letter to Mre

Heeney of March Slet.
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memorandum than in our present directive but might be oxpanded so

- as to maintain our present method of making exceptions in special

circumstances by taking up particular cases with the JIC. If the

JIC finds that the requests for exceptions are becoming too

numerous, some such machinery as provided for in Para 9 of the

United Kingdom memorandum could be instituted.

The sections on Industrial patents might perhaps be referred by the
Secretary of the Security Panel tc the Canadian Commissioner of

Patents for his comments. The United Kingdom memorandum says that

discoveries of industrial importance which must for security reasons

be classed as secret must be patented by the Government. Present

Canadian memorandum says that such discoveries Bl be. The Defence
Research Board may also have views on this question.

7. Para 12 of the United Kingdom memorandum is already covered by Para

& of the Canadian memorandum.

'

8. The final paragraphs 13, 14, and 15 of the United Kingdom memorandum

are probably redundant and might be omitted.

I have only one general reservation to make on the form of the United

Kingdom memorandum, and that is that it is limited to the disclosure of military
information. Our present Canadian policy is in the form of a memorandum

issued by the Security Panel to all Government Departments and it has the virtue

of covering the disclosure of all aspects of information to other countries.

Although the J.I.C. may wish to confine its remarks to the disclosure of

military information, I expect that the Security Panel may wish to broaden the

discussion to include other kinds of information so that the memorandum which

may eventually be issued by the Security Panel would be as broad and comprehensive

in scope as the present statement of Canadian policy. However, as most cate-

gories of information which bear a security classification are in fact classified

because of their military implications, I should not think that there would have

to be many changes made in a memorandum on the disclosure of military information

to make it apply to all types of information. On the other hand, it may be

found desirable to confine the scope of the revised Canadian memorandum to

militery information as has been done by the United Kingdom Governments
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ope SECRET

MEMO TO: D-sNct. |erence

Issue of C.B.0O. Form U2D (1948)

Recommend that C.B.0. Form U2D (5) (1948)
be issued to all holders of C.B.'s in the R.O.N.

Further recommend that if feesible,
C.B.O, Form U2D (5) (1948) be issued to the Commanding
Officers, Naval Divisions (Personal charge) or to the
D.I.0.'s whichever may be the most effective.

Proposed Memo to be attached to fly leaf.
of each publication issued, for comments or approval.

(H. Renkin)
$.0. (Security),

23rd April, 1949,
Ottawa, Canada,

pd
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SECRET 2-1-3

F- POLICY FOR RELEASE OF CLASSIFIED MILITARY INFORMATION

(a)

(b)

OF U.K. ORIGIN

OLD COMMONWEALTH NATIONS

The Old Commonwealth Nations concerned with this policy

comprise Australia, Canada, New Zealand and South Africa.

2. The Admiralty policy with regard to the release of
classified information of U.K. origin to 01d Commonwealth
nations is:=

"Tt 4s accepted that the "Need to Know" is established for
all 01d Commonwealth Nations in respect of all information
concerning all ships and aircraft and their equipment, of types

existing, or building, or being considered for inclusion, or

being modernised in or for or by their Navies and similarly for

all shore installations and their equipment."

N.A.T.O. NATIONS

The nations covered by this policy are Belgium, Denmark;
France; Iceland, Italy; Luxembaurg, Netherlands; Norway and

Portugal.

Ce The Admiralty policy with regard to the release of items

of classified information of U.K. origin to these nations is

as follows:~

(a) it 1s accepted that the "Need to Know" is established
for all N.A.T.O. nations in respect of all light craft

used as Trade Protection Escorts, Minesweepers,

Amphibious Warfare ships and craft, Coastal Forces

craft and Seaward Defence craft. Also of any item

of equipment of purely U.K. origin which may be

fitted in these ships, or in existing ships of their

Navies, which is classified SECRET or below, the :
prototype of which has been accepted for production;

(pb) similarly, it is accepted that the "Need to Know" is
established for N,A,T.O, nations in respect of Naval

aircraft and equipment of purely U.K, origin which
could be operated from, or fitted to, their aircraft

carriers and which is classified SECRET or below,

the prototype of which has been accepted for produce -

tion;

(c) information concerned with Cryptography, Radio
Countermeasures and Mine Assemblies is absolutely

excluded from this policy;

(d) it is Admiralty policy to release any information given
in (a) and (b) above to these nations, but, if the
consequences of the details of any item reaching an
unfriendly nation should be considered to outweigh

its usefulness to ourselves, or to our potential

Allies, it is the duty of the Division sponsoring

it to ensure its inclusion in the list maintained

by Director of Tactical and Staff Duties Division

of items to be withheld. If any patent rights are

involved, the Sponsoring Authority is to seek the

necessary approval before-making the release;

(e) drewings and specifications for ships building or
projected may be released to N.A.T.O, nations who

show willingness to build, provided the drawings

do not show details of any equipment excluded by

sub paragraphs (c) and (a) above. In the event
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of such drawings showing space, tonnage or strengthening

in excess of requirements of equipment shown (41.e., for
equipment which is not yet releasable), it will be
necessary to inform the recipients that this space

or tonnage is required for equipment which it is hoped

to fit at a later date but which is not yet developed.

(c)NEW COMMONWEALTH NATIONS

The New Commonwealth Nations concerned with this policy

‘are India, Pakistan and Ceylon,

2, The Admiralty policy with regard to the release of
‘classified information of U.K. origin to these nations

is as followst-

(a) it is accepted that the "Need to Know" is established
' for all New Commonwealth nations in respect of all

light craft used as Trade Protection Escorts,

Minesweepers, Amphibious Warfare ships and craft,

Coastal Forces craft and Seaward Defence craft.

Also of any item of equipment of purely U.K. origin

which may be fitted in these ships, or in existing

ships of their Navies, which 1s classified SECRET

or below, the prototype of which has been accepted

_ for production; ~~~

(b) similarly, it is accepted that if these nations
decide to have Naval aviation the "Need to Know"

is established for them in respect of Naval

aircraft and equipment of purely U.K, origin

which could be operated from or fitted to their

aircraft carriers and which is classified SECRET

or below, the prototype of which has been

accepted for production;

(c) information concerned with Cryptography, Radio
Countermeasures and Mine Assemblies is absolutely

excluded from this policy;

(4) 4t 1s Admiralty policy to release any such informa-
tion given in (a). and (b) above to these nations,

but, if the consequences of the details of any

item reaching an unfriendly nation should be>

considered to outweigh its usefulness to ourselves

or our potential Allies, it is the duty of the

Division sponsoring it to ensure its inclusion in

the list maintained by D.T.S.D. of items to be

withheld, If any patent rights are involved the

Sponsoring Authority is to seek the necessary ~

approval before making the release;

(é) drawings and specifications for ships building or
projected may be released to a New Commonwealth

nation who shows willingress to build provided

the drawings etc. do not show details of any

equipment excluded by sub-paragraphs (c) and (d)
above, In the event of such drawings showing

space, tonnage or strengthening in excess of '

requirements of equipment shown, (fe, for equipment

which is not yet releasable), it will be necessary

to inform the recipients that this space or

tonnage is required for equipment which it is

hoped to fit at a later date but which is not yet

developed,
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3. In the case of books the Sponsoring Division or
Department should normally include New Commonwealth

nations in the distribution lists for new C.B.'s or
8.P.'s with the following exceptions:-

(a) books containing information of combined U.K./U.S.
origin and/or U.S. origin;

(b) books containing technical information regarding
. material and equipment not used in the Navy of

the New Commonwealth nation concerned;

(c) books containing TOP SECRET or SECRET information
regarding strategical and tactical doctrines;

(ad) books containing Research and Development information:

(e) those $.P.'s which are Cyphers or related books,
for which special arrangements already exist.

MEW/HFL/CCB.11

SECRET
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Dp/om NSMS.11550-10,

, 21st April, 9.

. TOP SECRET

Copy No. 2

. MEMORANDUM TO THE SECRSTARY,
/ JOINT INTELLIGENCE COMMITTEE,

Disclosure of Military Information to Foreign
Countries.

With reference to your CSC 14-21 of llth
April, 1949, 4% 1s considered that the comments on
this subject contained in my memorandum of 2nd
November are still valid and that no additional
remarks are necessary at this time.

2. It 4s noted that para. (d) of my previous
/ memorandum should read “informed of our U.K. Agreement".

4,

f

(L. Le Atwood)
‘Commander, R.C.Ne,

Director of Naval Intelligence.

4 a

Distribution: _ a fsTopy No. I to J.I.C.

" 2 Fale,
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OTTAWA, 20th Avril, 9.

SECREP N88,1550-9 (Start)

Prom : Director of Naval Intelligence,
National. Defence Headquarters,
Gttawa, Ontario,

To : Staff Officer, Intelligence and Trade,
HeM.C. Dockyard,

Halifax, 8.5.
4)

ee Staff Officer, Intelligence and Trade,
Hew.U. Bo eky ard,

Zsquimalt, 5.C.

Exchange of Information with United States
Authorities.

Forwarded herewith for infermation is a
statement presented to the Permanent Joint Board on
Defence by the Canadian Service Nembere on bshalf of

the three Armed Services and the Defence Research

Board on the above eubject. The Board noted that
the Canadian policy regarding disclosure of classified

military information wae entirely in accord with the

policy of the United States Service Departments,

Ze In presenting the statement 1% was pointed
out that it deals only with the exchange of classified

defence information between the Service Departments of
the two Governments, and should not be taken to restrict

in any way the exchange of classified information between

other Departments of the two Governmenta, The Canadian

Service Members also reaffirmed that the personnel
exchange programma, by its nature, is not the appropriate

medium for exchanging information between the two-
Governments. Exchange personnel may, however, request

that certain information be forwarded through the

appropriete channels.

| 3 General Principles:

(a) The 34th Recommendation of the PJBD, which was
approved by the Canadian Government on Hay 9th,
1947, states:

ecccel
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(b) The national policy of Canada is that all classified
defence information may be disclosed to United
Statee Service Departments and agencies, for pur-

| poses of collaboration in accordance with the
Recommendations of the PJBD, or for other purposes
relating to the mutual benefit of the two countries,

aubject to the following restrictions:

(1) The policy in no way relieves officials of
. thetr obligations under the Official Secrets

Act, which requires them to obtain appropriate
authority for the disclosure of such informations

(44) Information over which any other country
friendly to Canada exercises any degres of

control or jurisdiction may not be released
without that country's consent,

(444) Information of concern to Canadian manu-
facturers, whether Covernment-owned or
privately~owned, and whether wholly

patentable, wholly unpatentable, or

partly patentable and partly unpatentable,
may not be released without due consideration

of certain prescribed methods of protecting

Canadian industrial interesta,

{4v) Information relating to atomic energy, even
4f it is military in nature, may not be
released without the authority of the
Atomic "nergy Control Boards

(v) Information pertaining to cryptographic
devices may not be disclosed except in

so far as 1% may be necessary to imple

ment a formel agreement with the United

States, ‘

(vi) Certain sources of intelligence information,
_and methods of ecquisition, muet remain solely |
under the control of Canada, and this infor-
mation may net be released to any other country,

(vii). Information released to the United States
must be eafeguarded under substantially the

same rules of security as the Canadian
authorities themselves imoose, and must

not be disclosed te any other country or

to the publie without the consent ef the

Canadian Government.

(LoL. Atwood)
Commander, R.C.Ne,

Director of Naval Intelligence,

For Despateh, (U9. caus,
Date..... Al: 4.49.

sesees Minin = 3 000271
oath; ces,



CSC 14-2]

TOP SECRET

JOINT INTELLIGENCE COMMITTER ae 13109/

-

Bone

- ( PA

MEMORANDUM FOR THE JOINT INTELLIGENCE COMMITTEE:

Diselosurefciulnformation to Other Countries

le With reference to JIC l*2<1 of October 14th, 1946,

and the relevant correspondence relating to the marginally=

noted subjecv, the Joint Intelligence Committee recommended

to the Security Panel that no immediate action should be

taken on the proposals put forward by the UsKs Government at

that times

Ze One of the reasons for this decision was that such
commitments may apply equally to Canada if and when sho be=

comes @ signatory to the North Atlentic Treaty. Now that
Canada has become a signatory to the North Atlantic Treaty,

it is suggested that this subject be reviewed by the Joint

Intelligence Committee.

Se This matter will be placed on the agenda of a fe
meeting of the Committee to be held during the last week in

April and the members are requested to review the previous

correspondence on the subject and to inform the Secretary

whether their previous comments are still valid or if they

wish to revise theme

Se The previous comments weré forwarded to the Secretary

on the following dates and under the following files

Director of Naval Intelligence « November énd, 1948 = file

NSTS 11550-10.

Director of Intelligence (Air) = November Sth, 1948 « file

“TS 24-147 (DIA).

Director of Military Intelligence « November 15th, 1948 »

file MQTS 711+0(ADMI).
Royal Canadian Mounted Police + November 8th, 1948 + file

G.355+51 VeGe

Be I am enclosing herewith a further communication from

the Office of the High Comnissioner for the United Kingdom on

the marginally-noted subject.

(PeWeT. Lucas)
Commander, ReCeNe,

Secretary,

Joint Intelligence Committee.

BMG e
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OFFICE OF THE HIGH COMMISSIONER

. FOR THE UNITED KINGDOM

i Barnse liffe,

1058/8 / Ottawa.

ft OP SECRET

Dear Mr. Heeney,

Disclosure of Military Information

to Foreign Nations

In my letter No. 1085/8 of the 20th September,
1948, to Mr. Reid, I enclosed a memorandum setting out the

policy of the United Kingdom Government with regard to the

communication to other nations of technical information

about weapons and equipment. Annexed to this memorandum

was an appendix showing the categories into which foreign

nations had been placed for the purposes of disclosure of

such informatilone

I have been asked to let you know that the United
- Kingdom authorities have now decided to place China in

Category 5, and to request that the appendix to the memo~«

reandum may be amended accordingly.

Yours sincerely,

(Sgd) Alec Clutterbuck

AeD FP. Heeney, Begs, KeCeos

Under=Secretary of State

for External Affairs,

Ottawa.
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HOTES fOP_SECRRT

EXCHANGE GF OLASSIFIED NULITARY INPORMATION CANADA Gy=UeKe

le Canndu's position in refusing te agros to theseoxohanges

Would bo awiward. The only real yosson we would have to pub forward

is that we were not consulted Sn the first instonte, ‘This however, te

not entirely walid Bince wo ne in faot being consulted nowe

a. . Te should apres in principle to an axebange of classified

information on goms similar besia to that proposed, with however suitable

protection for Canedian source information. This would involve rewording

of the agreement slong the lines of the attached,

Bs Be ehowld indicate that we fereses difficulties in keeping a

list of doourents transmitted and question the usefulness of this pro-

cedure, Information on standardisation subjents is alroady frooly ex~

changed without the neassnity of much reoerdy wo would Ghercfore Like

te have nore inforantion on thie agneot, tho reasone for tt and the basis

of operation onvisagsd hafore agreoing to tte |

as %% soens unlikely thet an agreement of this nature will roact

to our disedyantage. Intolligonse Agencies of ali thres countries will

continue te make their on rules regarding diseomination of Intelligence

infornstion ae they do naw, sven internally. There Le prosunably nothing

to prevent any of the three countrica fron specifying that a particular

piste of ioforantion audt not passed on ty the firat addresace (cege Guard).

The real basis of any objection 18 might have to ouch an agrosment reste

on the premise that more information 14 passed by both of theao countriosg

to Canada Shan is passed by either of them to the other. Ingofar ae in-

telligones ts cogserned, it is very doubtful if this ta so todny, excopt

for Conada~0-5 . defense papers which are speaidlly sovered in the agreenent

in ary event. | |

§ The agreement envisaged would be of « tri«partite naturs, os

indiented. by the proposed title.
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Pat gs, -, es 8
a ce?

JSC 2=4

DEPARTMENT OF NATIONAL DEFENCE | \
RBele

JOINT SECURITY COMMITTEB

Ottawa & Apr 48

Du (it)

—J DNI

DUT

DIA

DRB (D SCI Int)

Release of Classified Service Information

to Government Departments and Agencies

i Attached hereto for your approval is procedure

recommended by the Joint Security Staff for use throughe

out Department of National Defence in implementation of.

m/n policy approved by JSC and C&C.

20 Approval of the attached papers will ensure a

uniform procedure throughout Department of Rational Defence,

3 For your concurrence or otherwise, please.

(8 Menkyns) F/L
Secrotary

Joint Security Committees

5326

000275



Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés &@ l'information

“a | JSC Bat
a

Release of Clasaified Service Information

to Goverment Departments and Apencios

Object

a / the object of thin paper ig to engure that Classified»

Service information which mat ba released on a “read -to-lnow" basia

to other departmenta of goverment or govarmment agencies will be \

esfeguarded in accordance with the Cenadian Government Booklet on 4

Seourity.

2 . The following procedure in to be uaed as & cuide to

4implenent policy approved by J3C and CSC.

General |

3 To ensure that those personnel of departments of sovern»

ment and governner.t asjone jos into whose handa the classified ir forme

ation must pass are fully aware of the aocurity implications of a

dooument, the following procedure will be taken into effects

4 41 requesta for classified Serviece Information from

departments of. covermment or government agencise will be asseased on

individual merit by.tho Direster concerned who wild he the authority

te establish the *needstoclmon” prinoiples When doubdt exists aa to

& .

the wisdom of passing highly classified document to another department

@

or goverment avsenoy the Dirsotorate of Intelliscence of service sone

gerned should be consulted,

§ - Each classified dosounment released to a department of

- government or sovernment a jenoy will be accompanied by tro sopias

of the appropriate acknowledgment slip at Appordix "A°. Thi out.

linea the assurity aspasta of the document in question. The duplicate

aopy will be simmok by the addressee and returned te the Dircotorate

forwarding the document.
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APPENDIX “a®TM

ACKNONLEDGENENT RE soBIP

i fhis £9 e& TOP SECRET document and ia. the sole property of the
Department of National Defence, The security interest of this Information

46 parantount, Phe unauthoriasd diselosure of this information would |

@ause exceptio onal ty grave damage to the nations \,

at

2 Phe information eorteined 4n this dosument will be dteclosed ‘only.
te aueh of iciale of your organiuation whe require suehk information in the
performange of thair duties and who are entitied to handle TOP SECRET documents.

3° WhenNOY im acivel use this document will be safeguarded in necordanas
with reguiletions eontsined in Booklet on Security, isoved by interdepartmental
Security Panel, as amended fron time to tima,.

4 Reproduction of thie document in whole or in part will NOP be nade
without the epproval of the ‘Departront of Hational Defences

om) fhis document wilt nok ‘be issued % tO ® oivil firm or individual

made without the approved of the D Departms nt of National Defence.

without prior written author ity from the Department. of Yational Pefences

6 fhe duplicate receipt wilt be signed and returned to (Directorate
doncerned} Department of National Defence, Ottara

{ . Nt on

-(sToneDy. OSSSCFOGCBAARHOSGCIAGOIHSEROICIYD

ACKNGHLEDGENENY RECEIPT

‘

i This 48 a SEGRET doeument and is the sole property of the
aout

Department of National Defence. The unauthorized disclosure of this

information would endanger natienal seeurity, cause serious injury to the

interests or prestige of the nation, or would be of great advantage. EO &

POreLER muxt3 Of

2 . The information contained in this document will be disclonod ondy
%o sueh officials of your orzanization who require auch information in the
performance of their duties and who are entitled 4 handle SECRET deamnente,

2 “When NO! ia actunl use ‘this document will be safocuarded in
accordance with regulations containad in Booklet on Security, igsued by
Interdepasrtmental Security Panel, as amendad from time to time

4. Reproduction of + chi docunent in whole or in ‘part wild No? bn

. 4 : :

6 this dooument will not he lsaved tos civil. firm or individual
without prior written author Ley from the Department of, Hational Dofenceg

8 the duplicate receipt will.be signed and returned to (Directorate
congerned) T Department, of Nxtional Defence, Ottawas sO

- (SIGNED) VOD AGHORYOTASFoOGeoaNVG0aGOKG

ry £3

000277
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Appondis "a" (conta)

ACKNOWLEDGE? ENT RECEIPE

4. Phte dn a GO PINREPIAL document and is the sole property of the -

‘Pepartment of National Defences The unguthoriszed disclosure of thie :
information would be projudisial te the interests or prestige of the |

nation, would eavse administra¢ive ambarrassment og diffieulty, or would ;
be of advantare to a Porels, m nghion,

2 The information contained in this document will be disciseed only
to such officiuis of your organivabion who require such information in

the performance of their dutiea and who are entitled to handle classified

documentse

3 “then HOF in actual use ‘this doeument will be saf feguarded in
aceordance with regulations contained in Booklet,on Security, iesved by
interdepartmentel Security Panel, a& amended from time to tam

4 Reproduction of this document in whole or in part will NOP be
made without the approval o? the Department of National pefencas

5. hin document will not be issued toe oivil firn: or individual,
without prior written authority from the Department of National Defence.

6 he duplicate recedpt will be eigned and returned to (Directorate
congerned) Dapartment of National Defence, Ottawa.

(SIGNED) cacseoceccereccooesosaoonucay

ACKNOVLEDGEMENT RECEIET )

3 fhia ia a RESTRICTED document and ie the sole property of the
“Department of National Defanee, This information ia HOT to be published

or conmmicatsd to anyone except. for official PUSPOROB.

2 When NOP in actual use this doaument will be safeguarded in

accordance with regulations contained in Booklet on Security, issued. by

‘Interdepartmenta] Security Panel, as enended from timo to tima,

3 Raproduation of this decument in whole or in part will NO? bs

madd without the approval of the Department of Netional Defense. |

a, Phe duplicate receipt will be signed and returnad to. (Directorate
conserned) Departmont of National Defences, OCttawi,

5 Thie document wild not be issued to a civil firm or individual

without prior. written authority from the Department of National pefence,

{SICNED) PUAESHAMOTOGEADGOSOCOGGITIG ES O48
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(NOTE: As from the Meeting of 11th-12th SE CHET
September, 1947, the Journal is Classifica LON ip
classified TOP SECRET, The Board, alee eo
however, establishes a classifica-

tion for each numbered paragraph Referred to. xf ” eh mre
in the Journal so that those below APR; 4 1949 /
Top Secret level may receive a woe Gg ;
wider distribution.) Bile em iL aM, ' |

Chad 10. .ccccsseccrecesecescseesenes
aul -7 J

Date extracted oa” = Cofi£ 9 N.S.
7 we

PERMANENT JOINT BOARD ON DEFENCE - CANADA/U.S.A.

Distribution Circulated for information is
the following extract from the Journal

Af sofstt4- of Discussions and a held tp ee £
Meeting of the Board, held in g@2@cl Gen

- “N. oy. - On SZ7-f8 INAV,

Sek’

Me, ecretary to

SUBJECT: Vice Chief of the Naval Staff,

u | L. (SECRET) Disclosure. of Classified Military. Information. |
With reference to Para. No. 1 of the Journal of Dec. 16-17, 1948,

the Canadian Service members submitted. a paper (Appendix No. 1)

setting forth the policy in this matter approved py the Canadian dl

| | Chiefs of Staff. The Board noted that, Canadian policy regard-
ing disclosure of classified military information was entirely

in accord with the policy of the United States Service Departments.
a - a eee = were ~
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S BRCRET

OTTAWA, February 25, 1949,

MEMORANDUM

70: «THE PERMANENT JOINT BOARD ON DEFENCE

FROM: THE CANADIAN SERVICE MEMBERS, PJBD

Re: Exchange of Personnel and Information with

United States Authorities

le. At previous meetings of the Board, the United
States Service members have reported on the general prin-=
ciples governing the release by the United States Military
Establishment of information to the Canadian Government,

and the specific policy followed by each of the United
States Services in this connection, It was agreed that,

at the next meeting, the Canadian Service members would

present a parallel statement concerning the principles and

policies on the Canadian side,

Le In presenting the statement which follows, the

Canadian Service members, on behalf of the three Armed Ser~
vices and Defence Research Board, desire to point out that
it deals only with the exchange of classified defence infor-
Watton between the Sérvice Departments of the two Governments,.
and-should not bé taken to restrict in any way the exchange of
classified information between other Departments of the two

Governments.

3 The Canadian Service members wish to reaffirm,
in this context, the view expressed by the PJBD at its
meeting on August 19-20, 1948, that the personnel exchange
programme, by its nature,.is not the appropriate medium for
exchanging information between the two Governments, Exchange
personnel may, however, request that certain information be
forwarded through the appropriate channels.

4, General Principles:

(a) The 34th Recommendation of the PJBD, which. was
approved by the Canadian Government on. May 9th,

1947, states:

"Subject to the national policies of the two
Governments, there shall be a free and com-

(\ prehensive exchange of military information
- in so far as it affects the security of the

two countries, the circulation of which shall
be subject to such restrictions as may be

specified by the originating country."

(bo) The national policy of Canada is that all classified
defence information may be disclosed to United
States Service Departments and agencies, for pur-
poses of collaboration in accordance with the

Recommendations of the PJBD, or for other purposes
relating to the mutual benefit of the two countries,

sub ject to the following restrictions:

(1) The policy in no way relieves officials of
their obligations under the Official Secrets
‘Act, which requires them to obtain appropriate

eek
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(v)

(vi)

(vii)
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authority for the disclosure of such

information,

Information over which any other country
friendly to Canada exercises any degree

of econtrel or jurisdiction may not be

released without that country's consent.

Information of concern to Ganadian manu-

facturers, whether Government~owned or

privately-owned, and whether wholly

patentable, wholly unpatentable, or

partly patentable and partly unpatentable,

may not be released without due considera-.

tion of certain prescribed methods of

protecting Canadian industrial interests.

Information relating to atomic energy,

even if it is military in nature, may not

be released without the authority of the

Atomic Energy Control Board.

Information pertaining to cryptographic

devices may not be disclosed except in

so far as it may be necessary to imple-

ment a formal agreement with the United ~

Statese . ee

Certain sources of intelligence informa-

tion, and methods of acquisition, must

remain solely under -the control of Canada,

and this information may,not be released

to any other country.

Information released to the United States

must be safeguarded under substantially the
same rules of security as the Canadian

authorities themselves impose, and must

not be disclosed to any other country or

to the public without the consent of the

Canadian Government.
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LAL He Referred for information and necessary
DNA action.

DNPO nf

DNI Aida [Gh 2*iy
DSS ” _

CNP ’ NAVALASECRETARY

DCNP

DNR pi |
DCTs ” 7

A/CNTS (W.& S)

A/CNTS (Ships)

| A/CNTS (Air)

" DGFA

DGNO

“SA/CNS

a ee ee ne aR cer cm ee enn nim ae i — ee!

EXCHANGE OF PERSONNEL AND INFORMATION

WITH UNITED STATES AUTHORITIES

20, The Committee had for consideration a paper by the
Joint Intelligence Committee, prepared at the request of the

Canadian Members of the Permanent Joint Board on Defence.

(Memorandum CSC 14-2-1 of 28th February, 1949, from Secretary,

Joint Intelligence Committee - CSC 8-1 of 3rd March)

21. The Deputy Minister pointed out that the "certain

prescribed methodsof protecting Canadian industrial interests" as
_ contained in para. 4 (b) (iii) were not known and that these

should be made available bofcre acticn to approve the paper was

taken,

22. The Chairman, Defence ResearchBoard, stated that,

as the Defence Research Board was represented on the Permanent Joint
Board on Defence when matters of research were involved, para, 2 of

the paper should be amended to indicate that the statement of the

general principles regarding the exchange of personnel and informa-

tion was presented by the Canadian Service Members and Defence

Research Board,

23. It was agreed, after discussion, to defer
decision until clarification of the methods of protecting Canadian
industrial interests had been obtained,

~ oe
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FILE No. oe fe}
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CABINET SECRETARIAT OFFICES,
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Ly At the request of the Canadian Service Usrbers of
the Pormonont Joint Board on Defence, the Joint Intelli«

genes Conaittec have prepared o otatexent concorning thse

principles and polieclos regarding tho oerginaliy-noted
subject.

ae Tho attached cemorandun proparod by the Joint
Intellicones Comittes has boen submitted for Chicke of

Staff cpprevol.

| Be Thin item vill be included in the Agonda for
tho 442nd meting of tho Gomnittes, dato to bo notified

| dotor.s
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SlCRET

OTTALA, February 28th, 1949.

The Secretary,

Chiefs of Staff Committees,

Exchange of Fersonnel and Information

with United States Authorities

Le I am attaching herewith a self-oxplanatory paper

prepared by the Joint Intelligence Committee for the

Canadian Members of the Permanent Joint Board on Defence

concerning the exohange of personnel and information with

United States authorities.

2e Iam directed to request that this be considered

by the Chiefs of Staff at the earliest possible opportunity

as it is required for the Permanent Joint Coard on Defence

meeting in arch.

(F.W, Te Lucas)
Commander, RCs,

Secretary,

Joint Intellizence Committee.
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The following is an extract from the minutes

of. the. A¥AVQ Meeting of the above commiitiee held.

se eeees PALLY. Referred for information and necessary
action.

D.N.Com

DNPO _ fi

(SONI Aya WW WS
“DSS ‘

CNP

DCNP

DNR

CNTS

A/CNTS (W.& 8S)

A/CNTS (Ships)

A/CNTS (Air)

DGFA

DGNO

SA/CNS ~

SECURITY OF INFORMATION -
JOINT INTELLIGENCE BUREAU

46, The Chairman, Defence Research Board, reported that

a request had been received from the Chairman of the Advisory Com-

mittee on Northern Development for a complete set of JANIS reports,

it being understood that these reports were required for the Geo-

graphic Bureau of the Department of Mines and Resources. When the

Department of Mines and Resuurces wished to obtain documents of

United States origin the appropriate channel of communication

between that Department and the U.S. National Military Establishment

would appear to be through the Department of External Affairs to the

State Department. When, however, the Department of Mines and

Resources were carrying out work at the request of the Department

of National Datence,—and,U.S, intelligence material was required,
the Canadian Services could_make the necessary arrangements direct

with the U.S. Services concerned. Requests for information from

the Geographic Bureau could be dealt with appropriately by the

Joint Intelligence Bureau; other agencies or parts of the Depart-

ment of Mines and Resources should deal with the Directorate of

Scientific Intelligence,

4

(a) approved the arrangement whereby the Services

would make necessary arrangements with the

U.S. Services for the procurement of any

information required by the Department of |

Mines and Resources when carrying out work on

behalf of the Department of National Defence;

and

(o) directed that the Department of Mines and

Resources be advised that in all other cases

where information was required from the

United States National Military Establishment,

it would be necessary to direct the request tc 000290

he Department of External Affairs, ~
od fy _ .
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File No.

' JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,

Privy Council Office,

East Block.

Dates February 17th, 1949.

MEMORANDUM FOR: G.G. Crean, Esquire,

‘ Department of External Affairs. |
D.N.I

DMI.

D.I.A. ; |

D.Sce.I. - D.R.B.

D.C.I. - R.C.M.P. 3
Director, Joint Intelligence Bureau.

Subject: Exchange of Personnel and Information

with U.S. Authorities

1. The following document concerning the
above mentioned subject is forwarded herewith;

Memorandum of February 17th, 1949, from ‘the Acting Secretary, Joint

Intelligence Committee, on the above subject.

2, This matter will be: placed on the
agenda of ‘an ex lp meeting of the Joint Intelligence
Committees O—be~hetd 2. 2 0 ew ee

PF.W.T. Lucas)
Commander, R.C.N.,

Secretary,
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SECRET

Ottawa, Ontario,

17 February, 1949.

MEMORANDUM TO THE JOINT INTELLIGENCE COMMITTEE.

Exchange of Personnel and

Information with U.S. Authorities

‘ i. At the August 19-20, 1948 meeting of the P.J.B.D.,

the U.S.A.F. member tabled a paper outlining the general

principles governing the release of information by the

United States Military Establishment, as well as the

specific policy of the U.S.A.F. in this regard, The U.S.

Army and Navy members and the Canadian Service members

agreed to table similar statements,

Qe As a result, and at the request of the Canadian

Service members, the Secretary of the Canadian Section

wrote to the Secretary of the J.I.C. asking that prepara-

tion of the appropriate papers be undertaken for sub-

mission to the Board by the Canadian Service members at

the December meeting. Im due course, &@ paper was pre~=

pared by J.1.S. which confined itself to general prin-
ciples (copy attached). As there was some discussion as

to whether or not it should include the specific policies
of the three Canadian Services and since it had in any

case not been approved by J.1I.C. and the Chiefs of Staff,

it was decided that it should not be tabled at the

December meeting.

Se At the December 16-17 meeting the U.S. Army and

Navy members submitted papers that were almost identical

to that presented by the U.S.A.F. member in August and

the Canadian Section indicated that its paper would be
ready for tabling at the March 17-18, 1949 meeting.

ae The Canadian Service members have asked that steps

now be taken to complete the Canadian paper for presenta-

tion to the Board at the March meeting. It is assumed.

that final consideration will be given to the question of

| whether or not the Canadian statement should include
| sections on the specific policies of the individual Ser-

vices and that it will be referred to the Chiefs of Staff

| before being tabled,

G.-H. Newsome,

- Wing Commander, R.C.A.F.,

Acting Secretary,

Joint Intelligence Committee,

Privy Council Office.
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PERMANENT JOINT BOARD ON DEFENCE

Ottawa, November 27, 1948

MEMORANDUM FOR THE BOARD

Ret Exchange of Personnel and Information

with United States Authorities

“At the last meeting of the PJBD the United

States Air Force member reported on the general prin-

ciples governing the release by the United States mili-

tary establishment of information to the Canadian Govern-

ment, and the specific policy followed by the United

States Air Force in this connection, It was agreed that

at the next meeting the Canadian service members would

present a parallel statement concerning general principles
and specific service policies on the Canadian side.

ee In presenting the statement which follows,
the. Canadian service members desire to point out that it
deals only with the exchange of classified defence informa-

tion between the service departments of the two Govern~

ments, and should not be taken to restrict in any way the
exchange of classified information between other depart- .

ments of the two Governments.

Se The Canadian service members wish to reaffirm,

in this context, the view expressed by the PJBD at its
last meeting that the personnel exchange programme, by

its nature, is not the approprinie medium llr exchanging

information between the two Governments. Exchange

personnel may, however, request that certain information
be forwarded through the appropriate channels.

4. General Principles:

(a) The 34th. Recommendation of the PJBD, which was
approved by the Canadian Government on May 9th,

1947, states:

"sub ject to the national policies of the two '

Governments, there shall be a free and com-

prehensive exchange of military information

in so far as it affects the security of the

two countries, the circulation of which shall

be subject to such restrictions as may be

specified by the originating country."

(0) The national policy of Canada is that all

classified defence information may be disclosed

to United States service departments and agen-

cies, for purposes of collaboration in accor=

dance with the Recommendations of the PJBD, or

for other purposes relating to the mutual

benefit of the two countries, subject to the

following restrictions:

(1) The policy in no way relieves officials
of their obligations under the Official

Secrets Act, which requires them to

obtain appropriate authority for the dis-

closure of such information,

000294
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aw (ii) Information over which any other country
friendly to Canada exercises any degree
of control or jurisdiction may not be

released without that country's consent,

(141) Information of concern to Canadian manu-

facturers, whether Government-owned or

privately-owned, and whether wholly

-patentable, wholly unpatentable, or

partly patentable and partly unpatentable,

may not be released without due considera-~

tion of certain prescribed methods of

protecting Canadian industrial interests.

(iv) Information relating to atomic energy,
even if it is military in nature, may not

be released without the authority of the

Atomic Energy Control Board,

(v) Information pertaining to cryptographic

devices may not be disclosed except in.

so far as it may be necessary to imple-

ment a formal agreement with the United

States. oo

(vi) Certain sources of intelligence informa-
tion, and methods of acquisition, must

remain solely under the control of Canada,

L (vii) Information released to the United States
must be safeguarded under\the same rules

of security as the Canadian authorities

themselves impose, and must\not be dise

closed to any other countryjor to the

public without the consent of the Cana-

dian Government, \ DN

ph
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SEGRET

JOINT INTELLIGENCE COMMITTEE

OFFICE OF THE SECRETARY,

Privy Council Office,

. Hast Block.

Date: february 17th, 1949.

Crean, Esquire,MEMORANDUM FOR: G.G.

Department of External Affairs.
D.N.I

D.M.I.

D.I.A.

D.Sc.I. - D.R.B.

D.C.I. - R.C.M.P.

Director, Joint intelligence Bureau.

Subject; Disclosure of U.S. Military Information
in Canada

1. The following document concerning the
above mentioned subject is forwarded herewith:

Memorandun of February 14th, 1949, from ir. G.G. Crean
concerning the above-subject,.

2. This matter will be placed on the
agenda of tam eariy.ii~ meeting of the Joint Intelligence

Committee, to-be-hetd ss ee saw de

| Boemet
(F.W.T. Tue as}

‘Commander,

‘ Secretary.

000296
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SECRET

February 14, 1949,

MEMORANDUM TO THE JOINT INTELLIGENCE COMMITTEE

Ls At its meeting on November 23, 1948 the

Advisory Committee on Northern Development considered

the question of appropriate distribution, within the

Canadian Government, of the U.S. Servicest Monthly -

Strength Return (showing the disposition of their forces

in Canada) and other U.S. Service documents relating to
joint defence activities that are received in Ottawa with

the marking "For Military Purposes Only", The A.C.N.D.
concluded “that the distribution in Canada of information

relating to Canada was a matter for decision by the Cana-

dian authorities, irrespective of the source of such

information" and that the Canadian Section, P.J..D.,
should so advise the U.S. authorities,

ee. As the 34th Recommendation states that dise

tribution of information from military sources "shall be

sub ject to such restrictions as may be specified by the
originating country", the matter was later discussed with

Mre Heeney. He felt that this portion of the Recommenda-

tion could not have been meant to apply to information

relating to Canada gathered by the U.S. Forces and that
the Canadian Section, P.J.&.D., should take this line, at
the same time making it clear that Cangda does not expect
the U.S. Services to restrict information relating to the
United States that the Canadian Forces obtain there, He
also suggested that it be emphasized that U.S. Service
information would be distributed only to selected indivi-
duals in the Canadian Government,

36 At its meeting on December 14, 1948 the
Canadian Section expressed some fear that U.S. Service
sources of information might tend to dry up if it tried.
to induce the U.S. Section to accept the principle pro-
posed by the A.C.N.D. on November 23, It was therefore
left to General McNaughton to decide, when the Board
discussed the Disclosure of Classified Military Informa-
tion at its December 16-17 meeting, how the question
raised by the A.C.N.D. should be handled. Following is
the portion of the Board's.Minutes that deals with this
point: .

"The Canadian Chairman mentioned that there had
been some difficulty in Ottawa in deciding how to

treat certain classified documents furnished by the
United States authorities that bore a label stating

that they could be used "for military purposes only",
He explained that certain officials of non-military

departments and agencies of the Canadian Government

were engaged in work that is intimately connected

with joint defence and that it was therefore essen~

tial for selected officials of such organizations to

have access to classified material, He went on to.

say that every precaution is taken to see that proper

security safeguards are observed by such officials

and that he felt it both highly important and com-~

patible with proper security that these civilian

officials be given classified information appropriate

and essential to their work,

“oe o eee

‘
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'The Board concurred in these views and further

agreed that each country should be the one to

construe the meaning of the phrase "for military

purposes only" within its own country, and decide

what agencies within that country should properly

receive the information, The Hoard further

recognized that the whole purpose of gathering

and exchanging information in connection with

joint defence arrangements should be defeated un-

less the information reached those by whom it was

. needed,"

4e It will be seen that the sense of the Board

was that Ottawa was free to use its own judgment as to -

which selected officials and officers of the Government

should receive copies of U.S. classified information ree

lating to joint defence activities + whatever security

markings that information bears, General McNaughto

made his remarks only after the U.S. Service Members had

made very encouraging comments along the lines of the

second paragraph quoted, He, incidentally, made it quite

clear that the information would sometimes be required

by civilian officials (e.g. Geographic Bureau) for non}

military purposes, although it was understood that such

officials would respect the security classifications

attached to the information, r

De D.R.B. has recently pointed out informally

to the Canadian Secretary, P.J.4.D., that in several

cases, U.S. reports of U.S. Service activities in Canada

contain sections on the geography, natural resources and

population of Canada which it is desirable to give to

noneselected Canadian civilian officials or to make

public. In view of this situation D.R.&. has suggested

that, after consideration of the matter ty J.I.C. (and

possibly Chiefs), the Canadian section might take up at

the meeting of the P.J.8.D. On March 16-17 the desira-

bility of the Canadian authorities being free to release

U.S. information on geography, netural resources and

population of Canada to noneseléected civilian officials

or to publish it, without reference to Washington, on

the understanding that no indication would be given that
the material had teen collected by the U.S. Forces,

66 I would therefore suggest that this matter
be discussed at the next meeting of J,I.C. It is, of
eccurse, connected with the paper on the disclosure of

classified military information that J.I.S. has under
preparation for tabling at the next P.J.4.D. meeting,

7. The matter is, of course, also connected with
the joint defence publicity directives in force in Ottawa
and Washington under which information relating to joint:
activities may not be released without prior interdeparte
mental and intergovernmental consultation, Should J.I.6,
endorse the suggestion made informally by D.R.&., the

Canadian Section, P.J.&.D., would have to make it clear

that, should the U.S. authorities themselves also wish to

publish sections of their reports dealing with our geography,
natural resources or population, without reference to

Ottawa, they would have to take care not to indicate

that the information had been obtained in Canada by the
U.S. Services. , ;

G. G Crean

000298
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EXTERNAL AFFAIRS ~m= x" . a’

CANADA

CANADIAN SECTION

OTTAWA, February 16, 1949.

MEMORANDUM TO: The Canadian Section, P.J.B.D.

I have already referred to you a
copy of my letter of February 8 to Dr. Solandt

regarding his suggestion that the Canadian Section

“NAVAL STAFF propose at the next meeting of the P.J.B.D. that
FORMATICR ottawa be free to make public in appropriate

ACTICN cases, without reference to Washington, information

REMAtKS in U.S. Service reports that relates to Canada.

INE] D: I have now received a reply from Dr.

Solandt in which he agrees that the matter should
first be considered by J.I.C. and suggests, at the

sane time, that the question be confined to infor-
mation relating to the geography, natural resources |

and population of Uanada.

Attached for your information is

copy of a paper of February 14 on this matter

which the Chairman, J.1I.C., is circulating to that

Committee prior to its next week's meeting. Para-

graphs 4 to 7, I think, state the problem as it now

stands.

Dr. Solandt tells me that the matter

is not of direct interest to D.R.B. and that he,

therefore, does not wish to press the matter for

his own purposes. What he has in mind are requests

: for information in U.S. Service reports that he

receives from time to time from civilian Departments

concerned with the north and the desirability of

establishing, if possible, a procedure more adapted

to the needs of such Departments in order to avoid

further misunderstandings arising on their part.
Mr. Crean is familiar with the situation which Dr,

Solandt has in mind and will, of course, be able to

explain it informally to J.I.C.

Plsistrla My — |
Secretary

oo
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Yebruary 14, 1949.

MLCORANDUL] TO THE JOINT TSCLLiGcrrce COLNTTs:

i. At its neeting on November 253, 19468 the
Advisory Comnittee on Northern Development considored
the question of appropriate distribution, within the
Canadian Government, of the U.S. Services. Lonthly Strength !

|
u

Cnc

Return (showing the disposition of their forces in Canada)
and other U.5. Service documents relating to joint dofenco
activities that are received in Ottava with the marking
“For Liliteary Purposes Only”. The A.O.N.D. concluded

"that the distribution in Canada of infornation relating

to Canada was a matter for Gocision . wy the Canadien
euthorities, irrespective of the souras of such information"
and that the Canadian Cection, P.J.0¥.0., should so advise
the U.S, authoritios.

a. As the Séth Recommendation states that dis-

tribution of infornation fran military sources "ghnll be
subject to such restrictions as may be specified by the
originating country", the natter was later discussed with

Ur. Heeney.. He felt that this portion of the Recommendation
could not have been neant to apply to information relating

to Canada gathered by the U.S. Forces and that the Canadian

Section, P.J.8.0,, should take this line, at the sane tino

naking ft clear that Cannda does not expect the U.G. Sere
vices to restrict infornation relating to the United States

that the Canadian Porces obtain there. . Fs also surgosted

that it be emphasized that U.O. Service inforration would
be distributed only to selected individuals in tho Canadian

veTnonent.

3. At ite neeting on December 14, 1946 the
Canadian Section expressed oone foar that U.S. Cervice
sources of information nicht tend to dry up if it tried
to induce the U.G. Section to accept the principle proposed
by the A.C.N.D. on Hovemnber 23. It was therefore left to
Goneral LicNaughton to decide, when the Board discussed the
Disclosure of Clasoiried Lilltary Information at ite
Decenber 16-17 neeting, how the question raised by the
A.C.U.D,. should be handled. Following 1s the portion of
the Board's Minutes that deals with this point:

“The Canadian Chairman mentioned that there had been
sone difficulty in Ottawa in deoldins how to treat
certain classified documents furnished by the United
States authorities that bore a label stating that
they could be used "for military purposes only®. Hoe
explained that certain officials of non-nilitary
departnents and acencles of the Canadian Governnent
were encaced in work that is fntinately connected

with joint defence and thot it was thercfore esgen-
tial for selected officials of such orranizations to
have access to classified naterial. He went on to
gay thot every precaution is taken to see that proper
security safeguards are observed by such officials

and that he felt it both hichly important and
compatible with proper security that these civilian
officials be given classified inforcation appropriate

ond essential to their work.

@neet
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“Sne Board concurred in these views and further.

agreed that each country should be the one to
construe the meaning of the phrase "for military

purposes only” within its own country, and decide
what agencies within that country should properly

recoive the information. The Board further —

recognized that the whole purpose of cathering
and exchanging information in connection with
joint defence arrangements should be defeated

unless the information reached thoss by whom it
was needed."

4 it will be seen that the sense of the Board
was that Ottawa was free to use its own judgment as to

which selected officials and officers of the Government
should receive copies of U.S. classified information relating

to joint defence activities - whatever security narkings
that information bears. General McNaughton made his renarks

only after the U.&. Service Lienbers had made very encouraging
comments @long the lines of the second paragraph quoted.
He, incidentally, made 1t quite clear that the informotion
woula@ sonetines be required by civilian officials (o.c.

Geographic Bureau) for non-military purposes, although it
was understood that such officials would respect the seourity

classifications attached to the information.

5. D.R.B. has recently pointed out informally
to the Canadian Cecrvtary, FP.J.B.D., that in several cases,
U.S, reports of U.S. Service activities in Canada contained

sections. 1 the geography, natural resources and population

of Canada thich it is desirable to ceive to non-selected

Odnadian civilian officials or to make public. In view
of this situation D.R.B. has suggested that, after consider<-

ation of the matter by J.1.C. (and possibly Chiefs), the |
Canadian Seotion might take up at the meeting of the P.J.3.2.

on March 16-17 the desirability of the Canadian authorities

being free to release U.S. information on peography, natural

resources and papulation of Canada to non-selected civilian
officiais or to publish It, without reference to Washington,
on the understanding that no indication would be given that
the material had been collected by the U.F. Forces,

Se I would therefore suggest that this natter
ba discussed at the next neeting of J.I.0. It is, of course,

connected with the paper on the disclosure of clossified
military {aformation that 7.1.8. has under preperation for
tabling at the next P.J.5.0. mesting.

9. The natter is, of course, also connected with

the joint defence publicity directives in force in Ottawa
and Vachington under which information relating to joint
activities may not be roleaced without prior interdepartcental

ond intercovernmental consultation. Should U.I.C. endorse
the suggestion made informally by D.K.B., the Canadian
Section, P.d.8.D., would have to make it clear that, should
the 0.0. authorities thenselves also wish to publish sections
of their reports dealing with our geography; natural resources
or population, without reference to Ottawa, they would have
to take care not to indicate that the Information had been
obtained in Canada dy the U.S. Services.

G. G. Grean
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NOTE: 1. The appropriate Staff Officer receiving this.file is
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des irable.
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CANADA UNITED STATES

- DBremounr JOINT BOARD ON DEFENCE
CANADIAN SECTION SECRET

TO:

Gen. The Hon. A.G.L. McNaughton, CH,

CB, CMG, DSO., Cheirman.

Rear Admiral F.L. Houghton, CBE.

Major General H.D. Graham, CBE,
DSO, ED.

Air Vice Marshal C.R. Duniap, CBE.

Referred for your information.

: Beir

Secretary
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7 P.J.B.D.

CANADIAN SECTION ~ SECRET
\ .

2? ' \

OPTAJA, February 8, 1949.

Dear Dr. Solendt,

i have for acknowledguent your letter of
January £6 regarding the discussion of the question of

Bxohange of Information that took place at the December
16-17 meeting of the P.J.B.D.

The sense of the meeting was, I think, that
the authorities in Ottawa should use their own jJudement in
determining what officers and officials in the Cenadien
Government should receive classified 0.9. information relate
ing to or resulting fran joint defence activities. As I
understand your letter, it le your eugeestion that the
matter be carried a atage further and that it be indicated
to the 0.5. guthorities that wa fool that Ottawa should be |

free to pass to non-official persons, or otherwise make |
public, material contained in classified reports that the
Bee goorrioes prepare as a result of their activities in |
enags

| ZI have made some enquiries about this matter
and find thet there is sane feeling that such a proposal

should be examined by the intelligence authorities and the
Chiefa of Ctaff before the Canadian Section of the Board
takea it up with the U.S. Section. I gather that our
Service authorities might feel that there would be a sericus
risk of drying up U.S. sources of Information if the Cana-
dian Section were to assert what is tantamount to the

General principle that Ottawa ehould be free todsclassitfy

sections of the U.S. Service reporta, Lesa information
might be forthooming even if the 0.3. Section of the T.d3.5.D.

agreed to the principle. Possibly the matter could be
settied to your satisfaction if, without risking any mis-

understanding in Washington by laying down a ceneral prin-
ciple, individual cases were taken up with the U.S. Services
on a Service to Service basis, when it is desired to ncke

public material included in their reporte.

Dr. 0. EK. Solandt,
Chairnan,

Defence Research Doard,

Ottawa. eeeskd 000304 '
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It would therefore be ny euccestion,
provided you are agreeable, that before the Canadian
-ootion of tho Board takes any action in the ratter, -
your rropocal be referred to tho Joint Intollicence |
Comuittes and, ulticately, to Chiefs of Staff the coulda
give tho Canadicn Section appropriate inetructions,

Ey understanding is that, in rakinr public
information of the type referred to, it would not be your
intention to indicate that the U.9. authorities had been
responsible for obtaining the data. If this were hot tho
oase, I assume that we would have to be careful not to
run afoul of the joint defence publicity directive,
jasued by the Ministers of National Defence and External
Affairs on April 1, 1946, under which interdepartnental
aud intorpoverncental clearance of information relating
te joint defence activities rust precede its publication,

Yours sincerely,

Ls.
e

Secretary.

, information

Raccés @ l'information
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‘~ « Pod B.D. SECRET
& CANADIAN SECTION ee

OTTAWA, February 4, 1949.

Dear Mr. Crean,

At the June 3-4, 1948 meeting of the
P.J.B.D., the D.R.B. representative raised the problem |

of the exchange of classified information and selected

personnel between the defence research agencies of the

two countries (paragraph 7, P.J.B.D. Journal).

As a result, at the August 19-20 meeting

the U.S.A.F. member tabled a paper outlining the general

principles governing the release of information by the
United States Military Establishment as well as the

specific policy of the U.S.A.F. in this regard. The
U.S. Army and Navy members and the Canadian Service

members agreed to table similar statements at the December

meeting (paragraph 13, P.J.B.D. Minutes).

As a result, and at the request of the

Canadian Service members, Mr. D. M. Johnson wrote to the

Secretary of the J.I.C. on October 14 asking that prepar-

ation of appropriate papers for submission to the Board

by the Canadian Service members be undertaken. A paper

was prepared in due course by J.I.S. which confined itself

to general policy. As there was some discussion as to

whether it should include the specific policies of the

three Canadian Services and since it had in any case not

been approved by J.1I.C. and Chiefs, it was decided that

it should not be tabled at the December meeting.

At the December 16-17 meeting the U.S.

Army and Navy members produced papers that were almost
identical to that presented by the U.S.A.F. member in

August and the Canadian Section indicated that its paper

would be ready for tabling at the March 17-18, 1949 meeting.

Copies of the draft J.1.S. paper and of the U.S. Army and

Navy statements, together with the P.J.B.D. Minute on this

question are attached.

The Canadian Service members would appre-

ciate it if steps could now be taken to complete the draft

Canadian paper so that it may be available for presentation

at the March meeting. I assume that final consideration

will be given to the question of whether the Canadian state-
ment should include sections on the specific policies of

the individual Services and that it will go before Chiefs

before being tabled,

I am enclosing an extra copy of this letter
in case you wish to send it, with the enclosures to this
letter, to the Secretary of J.I.C. You might like to

G. G. Crean, Esq.,

Chairman,

Joint Intelligence Committee,

East Block, Lo

Ottawa. . eeeek
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bring to his attention at the same time the attached copy
of my letter of January 24 to the Secretary, Advisory
Gommittee on Northern Development regarding the question
of Ottawa using its own judgment in distributing clasi-
fied United States information regarding Canada-United

States defence arrangements and activities.

Yours sincerely,

(A.
Secretary.
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«

Wwe yo 4 pty : Ly 5 ees Ttpes

Gist a. DP est Mi bo GpatAL APRS AIRS

wy

OTPAWws, January £4, 1949.

“ear Sir

1 that, at its meatiug on NovemberYou wilh reeal &

tes peached the following conclusions:£3, 1945, your Commit

“(a) that the distribution in Canada of inforhation
relating to Canada was a matter for decision by

i 'e of the sourceGanadian aun ers ent irrespectiv

5

"(b) that this vie. be communicated to bhe Lad. aubho~ ;
rities through the rarmunent doint Board on Defence,

by the Seoretary of the Canadian Seotion: and

(c} that, when tuis matter is settied, the sacreturies

eirpeulate the monthiy report oa Unde personnel ia
Canada to ell members of the CSommittes, the Cebinet

Defence Gommittee, the Seoratary of the vorneanent
Foint Board on Defence (Canadian Section) snd the
Jommissioner of the 2.C.h. Police.”

O

we these conc lusions could be inberpr ‘ated a@ con

ith the 34th Recommendation of the #.J3.5.0., 8

ted Decembar 14, -- euclosed herewith as “Appandiz
. -~ wes prepare@ in consultation with Mr. Heeney and; 1a °

presented at the December 14 meeting of the Canadian section

of the noord that preceded the full Moard meeting held in
Kontreal on December 16-17, 1gds.

4b its meeting on December 14, the Canadian jection TM~

expressed some fear that 0,5. Service sources of {nformation

would dry up if it took, at the meeting of the Boara, the
line suggested in the paper of December 14. in view of this,

and as the Board would be discussing the general question of

the exchange of information between the two countries it was
—

agreed to isave it G the Chairman of the Canadian Lection to

Gecide, in the light of the expected aiscuasions, how bash toae

raise éhe point that hed caused concern to your Gommitsae,

Cn the evening of December 16, i drafted, for

eongideration by the U.3. Secretary of the Board, a minute

oat ene the discussions on the excharec of information as

ney had taken place in the Board that cay. atbached, as

"append ix No, 8", a reconstrietion of that original
minute from which it will be seen that Ceneral Lehaughton

tribution by tre canadian guthorities
meh

raised the problem of dis

af se. or the Usde army eee 1c had made very enecoura als ag ramarks
aocouts the desirabili ity © an edequate eachange of information.

peo

The Secretary,

Advisory Committee on Northern Vevelopment,
Hast Block,

obtawa.
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up

when L checked this dreit with the U.u. Jeeretary

he felt that tue L. 3. verviesa meubers mignt not wish to have
attributed directly to them the opservaticus that they had

made and ve therefore submitted te the Board, for appreovel

the next Gay, the minute that I] attach as "Appendix ho. 3s".

the Latter winute was reviewed by the board on

Lecember 17 suo, ag @ result of sugeestions of the Uo, Arny

hemver, wag revi ised, « Gopy of the finsi minute, as approved
by the ‘ g0ard, is attached ag "appendix Ne. 4".

You will ses fron. the sueciosures that General

ehavehton did not nave to taze Vhe stand that dist Lust On
it Ganeda of inforuuticn reiating te usnada is a matter for
decision in Gttawa, since the U.3. ccetion was of the
opinion that Ottawa should use its own judgement with regard

to distribution of all information rolabine to joint defenca
arrangerents. .

ere c
+

wi

46 his regques

Qua Lts eueclosures to %

on jorthern Development.

6 4 an senuoing @ Goov of tnis letter

he Chairman of the sdvisory CeniitteeJF

fours Sincerely,

Jeeretary, Canadien section.

, .

4
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vette .

ved et eet
Ste eI

2a * Kes WGvilleawt, Jevember 14

ea Or ap ouh POR SNe GahiDlah GCBatPhai, 2 abt wil oi

JOLKE BO skO Oly Dod ond a:

& probles. hag recently arisen which affects the

luterpratation of the ddcuh wecoumendatioa of the vernauent

Joint dogrd on velence woich. you will recall, deals with

Che exchenge of militury isformatiou between tne Uni ted
J58tes and vanada,. ‘the d4th xecommendation sea ILes bhat

agethe circulation of such inforaation " shall ject to

such restrictions ss may be apecified by the ‘or riuating
eountry.”

ae fhe Canedian aguchorities recently requested from

tne Uaited utetes autiorities 4 monthly report concerning

bhe numbers of sersonnel end their activities at tre various

sites in Ca ine da. 46 148 nonthly report to the Cansdian

subhorities, the l.o. alr Yorce placed the followine security

reatrietion on detuils furnishea by it in tha resort:

“Pnis infermation jg furnished with the under-

standing that it will ast bs released to another

nebion without speeifia apnroval of the United states

ar America Yeoartnent of tne Air force, that «tb will

not be used for ether tha, wilitary purposes thet

individual or corporation Pighis oripinating in the

information whether wented or not will be rusnected

and that the informesion will be afforded substeuntiaily

tne sune degres of PACU d ity as afforded by the United

states of umericg Usenasny ent of the Air Force."

a

aoe

Qk:

Oe his matber has been discussed with lr. Ueene ny,
who cGonsgiucrs that the aistribubion in Canaae of infornagstios

relating to Canade is a natter for decision by the Canadian

suthorities, irrespective of the souree of such information,

Similarly, the Gistributicn in the United states of infor

mation relut ing to the United states is a matter for decision
by the United obtates authorities. hr. Heeney does not think

that the restrictiye clause of ung 44th Hecommendation could

heve been reagouably Hevsd .O apoly to the digtributien in

cur respective ecuntries uf informatio. of this kind,

4. Lt is secordingly surg hat you might raise the

natber orally in the doint joard, and point out the difficulties

in applyin,, the restrictive clause in the manuer in which the

U.dwa.f=. hus appliea it in tais cage. it coula be explaingd,

of course, that we are as coascious of the neces sity for

security restrictions gu our U.o. cOlleagues, and that there

would be ne question of distribution beyond hieh orficisis
of the government. Yuu mig’ add that we would equally not
expect to be uble to restrict information relating toa the

United states whieh we might supply to them. Such an inter-

pretetion oY the 44th Necommendation would not require a

revisicn of the woraiag of the Kecouwnendation, sud should in

Lo way upset the present exchange of military information

between the services, and tue working arrangemonts where by

the services in each country resnect the security oarkings

of those in the other.

De for your own lvtcothation, the Advisory Committee on

Kor the Development, which cougists of senior Governr ent
officials, ineluding the Uhniefs of 3uarf ang the Secretary
to the Gabinet, is particularily interest in Revineg this

matter settied,

secretary, Canacian veelion 000312
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tf S4omwayr fliptgen oye? ae gy tee ve bape retet oa Ut ewe hee om
(voe FAPsy three porch. phs wore the agane as dn Appendia —

“hao U.S. Arey Member then Conmen bed that he

had found tnat there was cgaaionally Sue hesitancy. on
the part of officers directly Concerned, GO Garry ouh #2

full an exchange of informetion gs is ces Lrable and that
therefore, the axchange of infcersmetion requires positiv

eucouregement from a hi igh level.

Be
te

The Canadian Uheirman mentioned tnab there nad

een some difficulty in Ubueva in deciding now to treat

certain classified toeunente furnished by the United States
authorities that bore @ label stobting that they coula be used
"Tor millitery pucposes obply". (6 did aot rsefsor to any

specific U.G. document.) be explained tast cettuin officials

of nonemilitery Gepartments ana ageucies o, the Vanacien

Government were engared in orc treat is intimately cennested

with joint wefence anc that i: was therefore ussantiel for

sGlected officials of such ovganizgubtions to have gevess to

Classified material. He wenl on to say that ever. nrecanus$ion

ig taken to ses thet proper cosurity safeguards sare observed

by such offielais sud that he vslti it poth higaly important
and conpabible with proper sezurity that these civilia
officials he given Glassified inf oration appropriate and

esséntiel to thelr work.

The U.G. army Ranber expressed agreement with
these views, stating thet marxings of the type mentioned by
the Canadian Chairman shoulda bs construed by each country in

pee light of its own orgenizaticn and needs. The U.S. Navy

amber expressed himself? es .'_aring these opinions and stated

that the whole pure 4 on gathering aid exchanging inYormation
in gonnection with joint defence arrangements roar ve defeathed — 7

unless the infermotion reaches those by whom it vas needed,

000313
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v

ae « awe vd

ones a

ahd we
eee acne

(the first these wuragruphs were the esac a3 in jsppendix

Me Cancdien Jheairman mentioned that there ha”

heen some Gifficuity in vttava in decidiug now: tu treat certain
classified documents furnished by the United States eutnorities

that bore a label stating thet they could be used “for iniiitary

purposes only”. he expleined thal certala officials of non-

military depurtmer ibs and agencies of the Canadian Coverament
were engt,ed in work thet is iutimately connected with joint

defence und that it was thercerore essential or selected

officials of such orgunizuticus to have aoc $s bo clessified
material, He wend on to say that every ps caution is taken to
gee that prover security safenuards are ooserved by such
officials and that he felt it box h highly important end compatible
With proper security that thes givilien officials be given

classified inforagtion aopropriase and vgctetial to their work,

fhe Soard savreed with thege vlews, being of “he

opinion that each cone ry shou ld gonstrus security narsinogs

of the type quoted above the digit of its respective

governmental organiz ration. sud needs, and recopuiziug that the i
wiese purpose of gathering ene exohang ing information in
connection with fodab defence arcra {DPELeNhS would be cefeated
upbless the information resuhed tndse hy whom it was needed.

‘

000314
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Extract from °.d.B.0. Journal of December 16-17, 1946.

I Disclosure of Classified Military Information |

As stated in Paregraph No. 13 of the sournsi of the |

Board's meating of August 19-20, 1948, on thet occasion the |

U.S. Air Poree member presented a paper setting forth the

general principles governing the release by the U.s. Air Force
of classified information tc the Canadian Government. it had

been agreed that the U.S. Army and Navy members, a4 well as the

Ganadian Service members, would submit simller reports at the

next mecting.

The policy of the U.S. Army was accordingly laid

before the Board in the form of 3 memorandum dated Octcber 16,

1948 (Appendix Ne. 1). The U.S. Navy's paper on the same sub~

ject, dated December 6, 1948, was also presented (Appendix No. 2}.

It was explained that the policy outlined in the U.S. Army and

Navy pspers was virtually identical to that of the U.S. Air

Force, differing only in regard to minor administrative details.

It was reported that the parallel material under

preparation by the Canedian services had not yet been epproved

by the Chiefs of Staff, but that it was hoped to presers it at

the next meating of the Soard.

The Canadian Chairman mentioned that there nad been

some difficulty in Ottewa in deciding how to treat certein

classified documents furnished vy the United States authorities

that bore a label stating that they bould be used “for military

purposes only." He explained that certain officials of non~

military departments and agencies of the Cansdian Government

were engaged in work that is intimately connected with joint

defence and that it was therefore essential for selected officials

of such organizations to have access to classified material.

He went on to say that every precaution is taken to see that

proper security safeguards are observec by such officials and

that he felt it both highly important and compatible with proper

security that these civilian officials be given classified

inforsation appropriate and essential to their work.

The Board concurred in these views and further agreed

that each country should be the one to construe the meaning of

the phrase “for military purposes only” within its own country,

and decide what agencies within that country should properly

receive the information. {The{Board further recognized that the

whole purposs of gathering and exchanging information in con-

nection with joint defence srrengonefts(shduld pe defeated —
unless the information reaéhed those {by Whom it was needed,

et ; t

' “i

a bos
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As stated in Paragraph No. 13 of the Journal of the Board's meeting

of August 19-20, 1948, on that occasion the U.S. Air Force member

| presented a paper setting forth the general principles governing the

release by the U.S. Air Force of classified information to the

Canadian Government. It had been agreed that the U.S. Army and Navy

members, as well as the Canadian Service members, would submit |

similar reports at the next meeting.

The policy of the U.S. Army was accordingly laid before the

Board in the form of a memorandum dated October 18, 1948 (appendix

Noo 1). The U.S. Navy's paper on the same subject, dated December

, 6, 1948, was also presented (Appendix No. 2). It was explained that

the policy outlined in the U.S. Army and Navy papers was virtually

identical to that of the U.S. Air Force, differing only in regard

to minor administrative details.

It was reported that the parallel material under preparation

by the Canadian Services had not yet been approved by the Chiefs of

Staff, but that it was hoped to present it at the next meeting o300316
the Board.
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(NOTE: As from the Meeting of Lith=lLeth
' September, 1947, the Journal is

classified TOP SE CRET. The Board,
however, establishes a classifica~

tion for each numbered paragraph 513

in the Journal so that those below

Top Secret level may receive a 
me.

wider distribution.) 
- oe

Date extracted PE ln A S4FT ‘N.S.

~ Clas 8 ificat jon

PERMANENT JOINT BOARD ON DEFENCE — CANADA/U.S

vatriby ” formation isi ibubion Circulated for in

oy the following extract from the Journal
. i a Decisions atof Discussions an

LOE. Meets of the Board, held_in Bre.
| D4 - on VE. 17 Geo 15F ise

Secretary to

Vice Chief of the Naval Staff,

7

SUBJECT!

a Ye

The Canadian Chairman mentioned that there had been some

difficulty in Ottawa in deciding how to treat certain classified ,,

documents furnished by the United States authorities that bore a

label stating that they could be used "for military purposes only."

He explained that certain officials of non-military departments and

agencies of the Canadian Government _were engaged in work that is

intimately connected with joint defence and that it was therefore

essential for selected officials of such organizations to have

access to classified material. He went on to say that every pre-

caution is taken to see that proper security safeguards are observed

by such officials and that he felt it both ‘highly important and com-

patible with proper security that these civilian officials be given

classified information appropriate and’ essential to their work.

The Board concurred in these views and further agreed that

each country should be the one to construe the meaning of the

phrase "for military purposes only" within its own country, and

decide what agencies within that country should properly receive

the information. The Board further recognized that the whole pur- |

pose of gathering and exchanging information in connection with

joint defence arrangements would be defeated unless the information

000317reached those by whom it was needed.
L.
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S SeE=C-ReHe'l
CAA: UNITED STATES

wm ns

PERMANLNT JOINT BOARD Ga bie saloe

Washington 25, D. ©.

Ca

American Section

Room 25844

Pentagon Building

18 October 1948

MEMORANDUM FOR THE MEMBERS, PJBD, CANADA-UNITED STATES:

SUBJECT: Department of the Army Policy for the Disclosure
of Classified Military Information to Canada

1. At the 19-20 August 1948 meeting of the PJBD it was agreed that the

U, S. Army and Navy members and the Canadian Service members would submit at

the next PJBD meeting a statement of their general principles and specific

policies governing ths release of information to the Canadian Government.

2. The general policy for collaboration between the United States and

Canada as stated in the 34th Recommendation and the Hecommendation of 20 November

1946, of the Permanent Joint Board on Defense which was approved by the Canadian

Government on 16 January 1947, and by the President of the United States on

4 February 1947, has boen actively implemented by the Department of the Army.

3. In implementing the above Recommendations, the Department of the Arny
must determine that proposed releases of classified military information to

Canada conform with the following U. 5. Armed Forses agreed general principles:

a. The Atomic Energy Jommission has sole authority over Atomic Energy

Information determined tc be “Restricted Data", as defined in the Atomic Energy

Act of 1946, even though itens of such information might be military in nature.

be Information pertaining to cryptography and cryptographic devices

may not be disclosed unless the information is nocessary to implement communication

agreements between the United States and Canada.

Ge Information which is not releasable because of a governmental egree=

mont with a third notion may not be released to Canada without the consont of the

third nation. This includes information pertaining to the Philippine Republic

whioh may not be released to Canada without the consent of the Philippine Republis.

a. Sources of intelligence (identification of agencies or individuals

whose identity as a source of intelligence information requires protection), methods

of acquisition, and the degree of success attained may not be released. Virtually

all completed intelligence studies and reports are releasable and are freely
released to Canada.

oe. Classified information owned in whole or in part by a private firm

or individual may not be released without the consent of the omer.

000318
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Bee Ge Ree TE

£ inno for Board Membera Vé Ose Lae

f. Classified Catalogue aad Program Type Information may net be releacce

unless it is necessary to imnpdament « program mutually agreec upone Cs talogue yo
Information means a list, index, er other enumeration of militery docimcaia, iast:!t
ations, organizations, or materiel by title or name. Frogramn Type Zn, 97a shot, moar
& syligsbus, prospectus, or other document which outlinss projected military proset-
ings, requirements, plans, doctrines, or opsrationa, or past, present, or futurs

projects. This principle in fzllewed in order to withhold olassified dowurnmts . hick

require careful protaction witein the continental United States when the coourmite

themselves are not necessary to implement a orogram mutually egreed upon. “ni.

restriction does not hinder the standardization program and nearly all regueats or

Catalogue and Frogrem Type ‘Information are approved.

ge Classified nivitary information that is derogatory to the Unixved

States Goverment or any agency thereof, prejudiciel to U. S. relations with a
foreign goverument with whieh the U. 5. maintains friendly relations, ur inform

ation derogatory to a U. 5S. citixen or commercial entity may not bo released.

4. Releasable Information - Ali classified (including TGP SECRET) Depertaont
of the 4rmy military informe.tim ocecpt as indicated in 3 above, may be releassad

to Canada.

5. Conditions of Kolesse - Classified military information is released to

Canada with the woderstandiz: shat it wili not be disclosed te another nation

without specific approval of tre United States Department of the Arry, 4% wii] now

be used for otner than militar: purposes; that individual ov oorporation rights

originating in the information whether patented or net will be respected; and that

the informati.a will be affordoc eubstantially the same degree of security as

afforded by the United States Japartment of the Army.

6 Administrative Dateijla = 2. Within the fepartmont of the Army, the

Director of intelligence is reiponsitle for formulating security policies under

which classified military invo-mation mey be released te Canada.

be. The Dapartment o° the Army channels for releases of classifies

military information to Caned: are as follows; ‘to visiters, to students an¢

observers, te accredited reyes entatives, to exchange personnel, threvgh &. 4.

Standardization Officers in Jassda, and tbrough the Intelligence Divisicn, Caner.”
Staff, U. S. army. The most isportent channels with reuse at ts the etandaraiiett ag
program and solleboration wisn Ganadae-s by direct contac’ with Canadian secrodivid
representatives, Caurdian ereh nee personnel, and U. 3. Gtandardisation Griisess. ir

Canada. ‘fLhess threa chaonels vre defined as follows:

(1) Acoredited “epresentative ~ is a military rapresert.tiva

of a foreign goverment yao is rceradi ted by the dmcedlie ons

Division (foreizm Ldaicon Offices) to a Dez sartment oi the

frny agenay for the purpose of ricelving clagsi fied militery
information that is within the purview of the érmy spene; and
whith the ageney is authorised te disclose under curront

sesurity po.ieies witheut further reference to the Intelligenos

Division, Joeral Staff, VY. 3. Army. The ascreditation

specifies in what form classified military informatior may

be disclcseri. Canadian standardieation officers in the 0.5,

are usueliy aceredited representatives. 000319
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§-E-CoR-E-T

Memo for Noard Members

| (2) Lxchange feracnnel = are military porsonsel attached

| to a Ue & Army organization to gain experieace in
| Ue S» methods, procedures, training, administra tion,

| equipment, etc., by occupying a position in a U. S.
Army organisation. As "workinz bedies” in a U. S.

| organinetion they may have access to classified mill-
tary information but are not to be considered as

| collection agents for their government. Lxchanzge

personnel are not permitted to transmit documents

to Veanaca, They may inform their home government

of the existence of information, or the U. S. Army

agoncy may forward the information through the

Foreizn Linison Office, Intelligence Division to

the appropriate military «sency of Canada at the

request of excnange personnel.

(3) U. S, Standerdisation Officers = as the nane implies,

aro U. Se Army officers i: Sanada who perform a

standardisation funetion with the Canadian Govoernmont.

oo Information thes is not released by direct contact, such as accredited

ropresentatives, or which is not released voluntarily by the Us. 5. Army through
upproved channols, may be requested by the interested Canadinn military represcntati

from the Foreign Maisen Offices, Intelligence Mivision, GSUSA.

|

|
|

CHARLES Le BOLTE

Hajor Genorel

U. Se Army Member

age

SoKeoCoReEef
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Document gi ué en vertu de la Loi airY'acceés a l'informatio

(Paragraph 1) '
Gi ADA PiiwANENT JOINT BOARD ON DEFENSE UNITED sT/ TES

Leshington 25, D.C.

American Section

Room 28844

Pente,,on Building

6 Deceriber 1948
SHCRET

ie ORANDUL POR TLE PELBERS . PIBD CANADA-UNITED int 19 $

Subjects... - Department of. the Navy Policy for the Disclosure of Classificd
hbitary Information to Canada,

ody tt was agreed at the 19-20 August mecting of the PJBD that
the U. S, Army and the U. S. Navy would subrit <c statement of their policy

governing the disclosure of rilitery infornation to the Governnent of
Canada, accordin.,ly, there is set forth below the disclosure policy of
the Department of the Navy,

A. ‘Releasable Informations

. Military information of primary interest to the Navy of all
eLassifications through Top” secret, except as provided below,

B. iJon-releasabie Information:

(a) Information pertaining to Atomic Ener,y, including
"Restricted Data" as defined in the Atomic Ener,y Act

of 1946, (Such information may be released only by the
Atomte nergy Commission, )

(b) Information pertaining to eryptography and cryptographic
_Gevises unless such information is necessary to implement

communication agreements between the Department of the Navy

and the Government of ‘Canada,

(c) Information which is derogatory to the United States
Government or any agency thereof, prejudicial to United

States relations with a.foreiln covernment with which the
United States maintains friendly relations, or derogatory

to a United States citizen or commercial entity.

(4) Information received by the United States from a foreign
nation which, upon reauest, refuses to authorize its release
to a third nation or information vhich is not releasable

by ,overnmental agreement with other nations.

(c} Sourecs of intelligence, methods of acquisition and the
| degree of success attained. _ (This does not include comylctcd

intelli,ence studigs. )

. vi

Sa Ort
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”

C.HIADA PLRLANENT JOINT BOARD ON DEFENSE UNITED STATES
Washin,ton 25, D.C.

fmexricon Section

Boom, 2644

Pentegon Building

SECKLT . | 6 Deconber 1948

Subject: | Department ef the Navy Pelicy for the Disclosure of Classified

Di.itary Inform. wtion to Canada.

(£) Glassified catalog end program type information except that
neccessary to implement mutually agrecd toa programs. (This

restriction is Liberally internroted in order thet all
information necessary to implement standardization agrecments
or to insure an adequate homisphcric defense program is made

available to Canada.)

(g) Information which is privetely ovnmed, in whole or in pert,

' unless the permission of the owner is obtained.

COs Conditions of Relcase:

jai infornetion is released to Canada on the condition thet it

will not be disclosed to another government without the snecific

approval of the Department of the Navy, it will not be used for

other than military purposes, that incividual or corporation

rights originating in the information whether patented or not

will be respected: and that the information will be afforded
substantially. the same de,rec of security as afforded by the

United States lilitery E.tablis hmont ,

D. | Agrini istrative Procedures?

The Chicf of Ne ‘yal Intelligence is the authority within the
United States Department of the Navy responsible for the disclosure

of classificd information to forci,n _overnnents. The Chic? of
Naval Intelligence, in close cooperation with other interested

Novy activitics arran,cs for:

Vasits by Canadian Government reuresontatives to Navy

and guasi-Navy activities.

Tho rélease of documentary data to the Canadian Government

oither upon request of Canada or by automatic distribution,

The accreditation of Canadian renrescntatives as liaison

officcrs to Navy activitics.

The exchan,c of officers between the military scrvices of

the two governments.

c 1-20
SIAL .pEChE 000322
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CLNLDA Piri ANANT JOINT BoOLWD ON DEFENSE UNITED sTTES

Washinton 25, D.C.

Arcricon Section

fioom 2EGAA

Pentagon Building

BECKET oe.

6 Decer-ber 1948

Department of the Novy Po.icy forthe Disclosure of Classified

hilitary Inforration.to Canada,

Re -Execpt for the Administrative Procedures outlincd above,

the United states Navy's disclosure policy is bascd unon a National

»Sclosurc Poiicy adopted by the other military. degartments of the United

statcese 9 «>

3 “In inplcnontetion of the United statcs Navy's policy a free

and conplete cxchange of information with Cenece is desired and cncoura,cd.

mae FO

kh, E. LIBBY, 4

Rear Jomiral, f

U.S. Nav; Membet.
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OTTAWA, November 16th, 1943,

eek?

1946, and Item 1067 of the 18lst aseting held on October
Sand, 1948, it will be remewbered that the Joint Intelli-
gonee Committee inatructed the Joint Intelligence Staff
te prepare the necessary paper, to te completed not later
than becenber lst, 1946.

Be In view of the unexpected revision of the
American-Canadian agreed Senoratoe estimate and the
probability that the Joint Intelligence Staff will be re-

quired to return to Washington during the latter part of
thie month, it is most unlixely that they will be able
to-eatisfactorily couplete the paper required by the Joint
one hoe mena Committees for the Permanent Joint jeard on
Defence.

Se The Joint Intelligence Comittee le therefore
Pequested te consider whether this paper sheald be undere

taxen in some other way than by the Joint intelligence

Staff.

4e This item will be included in the azenda of the
meaxt meeting of the Committee.

Gr = PROT
f= (s- 8 Lvcas

¥.G.T. Lucas, Lt-Cdre,

Seeretary,

Joint Inteilicense Committee.
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TOP SECRET

OTTAWA, November 16th, 1948,

MEMORANDUM FOR THE JOINT INTELLIGENCE COMMITTER:

Disclosure of Information to Other Countries

ie With reference to my memorandum of October l4th,

1948, and Item 1056 of the 19lat meeting of the Joint

Intelligence Committee, I am attaching herewith a draft

submission to the Chairman of the Security Panel which

has been prepared on the basis of the replies received

from the members.

Ze This item will be included in the agenda of the

next meeting of the Committee.

ne ——

Kgs Luecoe
PeoWeTs Lucas, Lt.-Cdr,. 2

Secretary,

Joint Intelligence Committee.

Ene

LU. ge

i UO
 + 3
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-

_* DRAFT JIG 1-2-1

TOP SECRET

The Chairman,

Security Panel.

Disclosure of Information to Other Countriss

1. The JIC has had under consideration a paper entitled

"Disclosure of United Kingdom Military Information to Foreign

Nations" submitted by the Office of the High Commissioner for

the United Kingdom. In his letter (undated) addressed to the

Under-Secretary of State for External Affairs, the U.K. High

Commissioner requested information as to whether the Canadian

Government had in mind the adoption of a similar policy.

Le I am directed to inform you that the JIC is of the

opinio. that, while they are in general agreement with the

policy outlined in the U.K. paper, no immediate action should

be taken on the matter for the following reasons:

(a) The U.K. is a member of the Western European

alliance and has, therefore, staff commitments

with France and the Benelux countries which

do not at present apply to Canada.

(bo) Such commitments may apply equally to Canada

if and when she becomes a signatory to the

North Atlantic Security Pact.

no Se It is therefore recommended that further consideration

of the U.K. submission and its relation to the policy of the

Canadian Government be delayed until such time as the question

of « North Atlantic Treaty has been clarified.

PW.T. Lucas, Lt.-Cdr.,
Secretary,

Joint Intelligence Committee.
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TOP SECRETA.O.N.S., D.N.P.O, and D.NI.

INTERNAL MINUTE SHEET

\
FROM: ' TO:

SURE Fy any Pe; Dit IEE
{N.S. FILE NO, Yi 250-10 V- *. DATE: ~ =~/70 “VF.

REFERRED TO; INITIALS ;

AND DATE REMARKS
’

S0 (s) Ae
$0 (P) (1) — no ae Caw L Liao

SO (P) (2) ee he
ed foArw .

SO (0) (8.0, Lettin, Afere).

SO (Q)

SO (T)

APO , “ foment Aadkas Ply f
JES TH) 

4 _

NID (1)

NID(2)

NID (3)

we as "7 | Apoin Calf Ad.
SO (STAT)

JIs (¥) ft , Plo ar
joer | fe | ace oy *a HD | . -_

Ap
ACHS

| ACCFSSION
Li3t

| SUE EUR
= UWMR

OAIR

NOTH: 1, The first officer receiving this file is responsible for: _

(a) Either precising or indicating items of interest;

(vo) fnitiatine anv action required;

(c) Cherking Laternal distribution and preparing External

. Minuve Sheet for outside distribution considered desirable,

“2, The Minute Sheet is to be attached to the office copy, It is

, NUT to leave the Directorate 000327
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COPY NO. 2,

OTTAWA, 2nd November, 8.

N.5.M.5.11550-10.

MEMORANDUM TO THE SECRETARY,
JOINT INTELLIGENCE COMMITTEE,

Disclosure of Military Information to Foreign
Sountrios.

There does not appear to be any radical changes
in the current Canadian policy and it is strongly recommended
that: —~ - . .

(a) Canada adopt policy outlined.
(b) That foreign nations be re-categorized. . \
(ce) That the Department of Trade and Commerce

aseieted by External Affairs take a more
active part in the implementation of paras.
&, 9 and 10.

(a4) If approved, all Nayal Commands will be
informed of our Us Agreement. -

2. There 18 one point, however, which must be taken
into consideration when applying the overall U.K. policy
to Canada and that 1e the necessity of overhauling our
present Patent Organization to embody the necessary factors
which will provide protection to U.K. and UsS. military
equipment which may be manufactured in Ganadas

"(Lele Atwood)
Commander, R.ONe,

Director of Naval Intelligence.

DISTRIBUTION:
Copy Noe aL to J.I.G.

t ()] 2 File,

, a . 000328
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\ TIC 1+263

2838

le I aw attaching mesorandum from the United
Kingdom coneerning “Oleclesure ef United Kingdom Wlitary
inforemtien te Foreign Metlonse", tegether with supporting
correapomionce, It ie requested that the aesbers of the
deint Intelligence Committee consider this MEMO aN
with periicalar reference to the sovisability ef the
Venedian Government adopting alelitler poliey.

Ze thie setter will be placed on the agenda
of the sext meeting of the Joint Intelligence Cownlttee,

Bs | of Was.

Gat
oe, ¢ iter ccs

(Fu.T. Lucas) Lt.Cdir,,
Secretary,

Nd Joint Intelligence Committes,

j 
7

a ee
NOV, 1 1848 |

#50 -10Se Le |

CHEE. oii oS
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0 | TOP SECRET

DEPARTMENT OF EXTERNAL AFFATRS

Ottawa, September 28th, 1948,

The Secretary of the Security Panel

Privy Council Office,

Hast Block,

\ , Ottawa,

’

You will recall that the Security Panel issued

on October 15, 1946, a memorandum for the guidance of
Government Departments on "The Disclosure of Information

to Other Countries". This memorandum presently governs
Government policy on the disclosure of information to

other countries, and you will recall that this policy
- was formulated after consideration of the United Kingdom
.policy on this subject.

The United Kingdom have now revised their
policy and I attach a letter from the United Kingdom

High Commissioner dated September 20th, enclosing a
memorandum setting out the new United Kingdom policy.
I also enclose a copy of a letter of the same date con-

_cerning the position of Ireland,

You will note that the United Kingdom Govern-

ment has asked whether the Canadian Government has in

mind adopting a similer policy. I should be grateful
if you would place this item on the agenda of a meeting
of the Security Panel. I shall let you know the views
of this Department in due course.

(Sed.) G.G. Crean

for Acting Under-Secretary of State

for External Affairs.

000330
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TOP SECRET

OFFICE OF THE HIGH COMMISSIONER
FOR THE UNITED KINGDOM

Harnscliffe,

-. OTTAWA.

20th September, 1948.

Dear Mr. Reid,

Disclosure of Military Information
to Eire.

, In a letter No. 1085/8 of 5th February, 1946
to Mr. Robertson, Mr. Holmes stated that the United

Kingdom authorities had decided to treat Eire, for the

purposes of the disclosure of military information, as

a nation in Category B of the memorandum enclosed in

his letter of the 31st December, 1945,

’

a The categorization of foreign nations for this

purpose has now been revised, and I am sending you in

a separate letter a memorandum to which is appended a

list of five categories of foreign nations now being
followed by the United Kingdom authorities. It has
been decided to treat Eire in this connection as a

nation in Category 3 of the revised categories.

Yours sincerely,

(Sed.) Alec Clutterbuck.

E. Reid, Esquire,

Department of External Affairs,

OTTAWA.

AN

Document disclosed under the Access to information Ay -
Document divulgué en vertu de la Loi sur 'accés & 'inforn Rtion
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Pp C TOP SECRET
PS PSECRET

OFFICE OF THE HIGH COMMISSTONER

FOR THE UNITED KINGDOM

Earnscliffe,

OTTAWA.

Dear Mr. Reid,

f

Disclosure of Military Information
to Foreisn Nations

Would you please refer to Mr. Holmes! letter

No. 1085/8 of the 3lst December, 1945, to Mr. Robertson,
and to subsequent correspondence, about the United

Kingdom Government's policy with regard to the disclosure

to other nations of technical information about weapons

and equipment. ,

2. Ihave now been asked to inform you that, as

a result of a recent review of the current situation,

the policy of the United Kingdom Government in respect

of disclosure of military information to countries other

than those of the British Commonwealth has been revised,

The enclosed memorandum sets out details of the latest

policy and should be regarded as replacing the corres-

ponding portions of the enclosure to Mr. Holmes! letter.

I have been asked to point out that the changes now

decided on do not imply any alteration in the present

policy of the United Kingdom Government towards other

Commonwealth Governments.

Oe In conveying this information to the Canadian

Government I have been asked to enquire whether they

have it in mind to adopt a similar policy themselves..

Yours sincerely,

(Sed.) Alec Clutterbuck.

E. Reid, Esquire,

Department of External Affairs,

OTTAWA.

000332
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TOP SECRET

MEMORANDUM

Disclosure of United Kingdom Military

Information to Foreizn Nations

The United Kingdom Chiefs of Staff have re-examined

the existing policy with regard to the disclosure of United

Kingdom military information to forcign nations, and in the

light of their recommendations, the United Kingdom Government

have adopted the following revised policy. This policy

extends to all forms of military information as defined in

paragraph 3 below, It is based on the assumption that the

disclosure of military information to foreign nations is nor-

mally made only with the object of furthering the interests

of the foreign and strategic policy of the United Kingdom

Government, and that disclosure for commercial reasons is per-

missible, and indeed desirable, when it does not conflict with

that policy. It is also related to the United Kingdom's policy

_governing the supply of arms to other nations.

Le In general it. has been agreed that the existing

United Kingdom policy should be confirmed subject to a revision

in the categorization of nations. It has also been decided

that consideration should be given to clarification and

simplification of the procedure for relaxing the strict appli-

cation of current policy in exceptionel circumstances.

3. Military Information

The term military information is taken to refer to

information which is the property of, or the primary concern

of the United Kingdom Service Departments and the Ministry of

Supply, or which is of defence interest. Its disclosure may

take the form of -the supply of equipment.

It covers:

(a) Information, that is to say, knowledge of United

‘Kingdom forces, equipment, research and develop-

‘ment, etc. This is further sub-divided into:

(i) Setentific information, when this has

resulted from fundamental research and

development carried out under Government.

auspices or which has been allotted a

security classification.

(ii) Technical information about equipment,

manufacturing processes, and operational

technique.

(iii) Non-Technical information, such as Orders
of battle, strengths, locations, operations,

training methods, plans, organization and

publications of the fighting Services.

(b) Intelligence, that is to say, knowledge of foreign
countries, in all the fields at (a) above, possessed
by the United Kingdom.

000333
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4. Azreement with the U.S.A.

The present decisions refer to United Kingdom informa-

tion. - Instructions relating to the disclosure of United States

or joint United States-United Kingdom owned military information

is the subject of a special agreement with the United States.

5. Policy for grading by Categories

It is proposed to amend the existing Categories B and

C in the light of political developments. The United Kingdom
now stands in closer relationship to France and the Benelux

countries than to other Category B nations, and the deteriora-

tion in relations with the Soviet Union and her satellites

makes distinction necessary between them and other Category C

nations, with some of whom the United Kingdom Government have

agreements to assist in training their armed forces. It has

therefore unfortunately been found necessary to adopt five.

instead of the current three categories and to group nations

accordingly. The revised grouping is shown in the Appendix to

this note.

.

6. Categorization of nations for disclosure purposes

In the light of the above, a standard policy has been

prepared by which foreign nations are categorized as described

below for disclosure purposes. In each of the first four cate-

gories the foreign nations may receive at the discretion of

United Kingdom Departments, information up to and including .
the classification for that category.

Category 1

Nations who may be given up to and including Top Secret

military information.

Category 2

Nations who, though normally given no higher information
than Confidential may, in the interests of United King-

dom strategic policy, receive information up to and

including Top Secret under special security arrangements,

such as those devised for the Western Union Defence talks.

Category 35

Nations who may be given up to and including Confidential

military information.

Catezory 4

Nations who may be given up to and including Restricted

military information.

Category 5

Nations who must be given no classified information

except as necessary to ensure reciprocal treatment for

Service Attaches, Missions, etc. and never higher than

Restricted.

7... It is emphasized that the rules for disclosure of
classified military information under each of the categories

are permissive. No nation should be given any information ’

unless the United Kingdom thereby derives some political,

military or economic benefits.

000334
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8. The Reciprocity Rule

It is important that the disclosure of military infor-

mation shall be on a reciprocal basis. With some nations United

Kingdom relations are so clcese that recinrocity is implicit,

while other nations may have nothings to offer that the United

Kingdom needs, though it may, for instance, be possible to ask

for "“intellizence" in exchanze for "equipment". With the low

category nations reciprocity is essential as a weapon, should

it be desired to stave off an awkward request by making a counter-

request known to be impossible of fulfilment. The counter-request
need not necessarily be. confined to the requirements of one Depart-
ment. It is considered that the reciprocity rule should be
maintained,

9, Machinery for Interim Adjustments

The security implications of each disclosure, even

within the approved Categories, should be-examined by the

Department proposins to make it. The Department should also

be responsible for obtaining the concurrence of other Depart-

ments if their interests are involved. Relaxation is required

from time to time to allow disclosure of particular information

to nations normally barred from receiving it. It is considered

that Departments should have discretion to relax the normal

rules provided.

(a) the relaxation relates to information of interest

to one Department only, and

(ob) the information is not more than one security

grading higher than is permitted uncer the

normal rules,

Guidance may be sought from the Exchange of Military

Information Sub-Committee in such cases and in all other cases

the Sub-Comnittee's guidance must be sought. In cases of

Special difficulty or importance the Exchange of Military

Information Sub-Committee should in turn consult the Joint

Planning Staff or Joint Intelligence Committee as appropriate.

10. Industrial Considerations

Information may be Government-owned or privately

owned; secret or not secret; wholly patentable, wholly un-

patentable, or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e. the whole of the infor-
mation can be protected by a patent specification.
If secret the Government will in all cases acquire
the right to a secret patent in the United Kingdom
and disclosure to a foreign Government should as
far as possible be made on the following condition:

That the information is kept secret and the
Government of that country will grant to the
United Kingdom on request patent protection
of suitable priority.

If not secret, i.e. such that publication in a
patent specification is permissible, no problem
arises. Government-owned inventions should be
examined to see whether foreign patents should

be obtainea and exploited. In the case of pri-
vately-owned inventions the recipient Government

should be referred to the owner, to nezotiate
terms 4
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(bo) Wholly unpatentable, i.e. the information, while

commercially valuable, is not of the kind which

can be protected by a patent specification.

Government-owned information should only be sup-

plied if the United Kingdom obtains a quid pro quo ~-
strategic, political or commercial-worth the value

of the information. In the case of privately-

owned information the foreign Government should

merely be put in touch with the owner, but if”

secret, the owner should be warned that he should
only communica ate the information to accredited
representatives of the foreign Government who are

pledged to maintain secrecy.

2

(c) Partly patentable and partly unpatentable. The

only important case is where the information as

a whole is secret anc unpatentable, e.g. the lay-

out, Gimensions and specification of an aero

engine, while some parts are patentable and may
be "patented without fear of disclosing the general
design, e.g. a magneto.

The patented and unpatented parts should be treated

separately as in (a) and (b) above but in the case

of privately-owned patentable informati.n care

should be taken to inspect any patent applications

before they are filed in the foreign country by the

owner, to make sure that they do not disclose any

secret information. ‘

(d) Departments who are negotiating with Foreign Govern-
ments for the communication to them of information
of commercial value, may, Gepending upon the par-

ticular circumstances, aecice to carry out the
negotiations themselves and may lay down the terms

upon which the information may be used by those

Governments, or they-may decide to entrust the

negotiations, under suitable conditions, to private

firms or individuals.

ll. Exchange of industrial information with the United

States is subject to a separate agreement.

12. Conditions of Disclosure

The following security conditions should be laid

down and agreed to by all nations to whom information is

disclosed;

(a) The informa tion received shoulc be safeguarded
under rules dGesizned to give the same standard
of security as that maintained in the United

Kingdom.

(b>) The information is disclosed only for the use of
the recipient Government and for the use, under

seal of secrecy, of approved contractors enyaged
on a relevant defence project. Disclosure to any
other Government, or release to the Press or in

any other way, would constitute a breach of the

agreement.

000336 —



Document disclosed under the Access to {Information Act

Document divulgué en vertu de la Loi sur I'accés @ I'informa

~5-

13. Duration of Propesed Policy

It is considered that the basic policy of disclosure

by categories should continue indefinitely, although its appli-

cation will depend on chansins stratezic and politica .l factors
which will necessitate periodical review. The United Kingdom
Chiefs of Staff will therefore review periodically the countries

to be placec in each catecory. ‘ :

14. Control

Control of disclosure should rest with Departments in

London, but they may have discretion to delezate responsibility
for disclosure, within the normal rules, to Commanders-in-Chief,
Heads of Service Missions, etc. when this is considered
essential.

15. Summary
t

It has been decided that:

(1) Disclosures are permissible only when they further
United Kingdom foreign and strategic policy or for

commercial reasons when they do not conflict with

United Kingdom foreign and stratsgic policy.

(Paragraph i).

(ii) For purposes of disclosure, nations should be re-
categorized. (Paragraph 6 and Appendix).

(1411) Disclosure should be on the basis of reciprocity
and should be subject to an undertaking by the

recipient nation to afford security safeguards

comparable with those in force in the United

Kinedom.. (Faragraphs 8 and 12).

(iv) There should be a procedure for relaxing the

rules. (Paragraph 9).

(v) The existing procedure for securing patent pro-
tection should be continued. (Paragraph 10).

(vi) Policy should be kept under periodic review.
(Paragraph 13).
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APPENDIX

CATEGORIZATION OF FOREIGN NATIONS

Foreign nations have been placed in the fol-

lowing catesories for the purpose of receiving military
information:

Category 1

Nations who may be given up to and includingL sa)

‘Top Secret" military information:

United States of America.

Catezory 2.

Nations who, though normally given no higher
information than Confidential may, in the interests of
United Kingdom strategic policy, receive information

up to and including Top Secret under special security
arrangements such as those devised for the Western Union
Defence talks.

Belgium, France, Hollanu anu Luxembourg.

Category 3g

Nations who may be given up to and including

Confidential military information.

Argentine, Brazil, Chile, Denmark, Greece, Norway,

Por tug ral, Sweden, Switzerland and Turkey.

Catezory 4
a aernh meme

Nations who may be

Restricted military informat
gasiven up to and including

onsfe G

All foreign nations not included in the other

four categories.

Catesory 5

Nations who must be given no classified infor-

mation except as necessary to ensure reciprocal treatment

for Service Attaches, Missions, etc., and in no case

higher than Restricted.

The Soviet Union, Albania, Bulgaria, Czechoslovakia,

Finland, Hungary, Poland, Roumania, and Yugoslavia.
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JIC 1-2-1

SECRET 8330

OTTAWA? October 16th, 1948.

MEMORANDUM FOR THE JOINT INTELLIGENCE COMMITTEE:

Exchange of Personnel and Information

with United States Authorities

l. With further reference to Item 1051 of the 190th

meeting of the Joint Intellifpence Committee, I am attaching

herewith a memorandum received from the Secretary of the

Canadian Section, Permanent Joint Board on Defence, and a

copy of a memorandum to the members of the Permanent Joint

Board on Defence, submitted to that body by HMajor-General

E. O'Donnell of the United States Air force.

Ze Enclosed also is a copy of the discussion of

the Permanent Joint Board on Defence held on August 19th-

20th, 1948, roferred to in paracsraph one of Mr. Johnson's

memorandum, ,

FET Lecce
PWT. Lucas, Lt.-Cdr.,

Secretary,

Joint Intelligence Committee.

Encl.

Pome e noes ence eseneeanenes

NOV, 1 1988

File No... 43S? 7Chem e rms tape tense sscoesane
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PERMANENT JOINT BOARD ON DEFENCE

CANADIAN SECTION

Ottawa, October 14, 1948

The Secretary Joint Intelligence Committee.

At the last meeting of the Permanent Joint

Board on Defence held on August 19-20, there was
some discussion about the exchange of information and

personnel by Canada and the United States. I believe

you have available a copy of paragraph 13 of the

Journal of that meeting together with the paper sub-

mitted by the U.S. Alr Force member of the Board,

You will note that it was agreed at the

meeting "that the Canadian service members would

present at the next meeting of the Board a“parallel

statement concerning general principles and specific

policies on the Canadian side."

I have been in touch with the Canadian servicd
members of the Board and they considered that the

preparation of this paper was a matter for J.I.C. At

their request I agreed to submit the matter to the

J.I.C. I should be grateful, therefore, if you would

arrange to place this item on the agenda of the next

meeting of JIC.

(B8gd.) David M. Johnson

Secretary,

Canadian Section.
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CHIEFS OF STAFF COMMITTEE SECRET

August 27th, 1948,

The Secretary,

Joint Intelligence Committee.

The Secretary,

Joint Security Committee.

Exchange of Personnel and Information
with United States Authorities

i. You will, no doubt, be interested to learn that
the above subject was discussed at a recent meeting of

the Permanent Joint Board on Defence held on August 19th-

20th, 1948,

Le The following is an extract from the discussion:

"The U.S. Air Force member reported on the general
principles governing the release by the U.S.

Military establishment of information to the

Canadian Government. He also described the specific
policy followed by the U.S. Air Force in this con-

nection. The general principles and the specific

Air Force policy are set forth in detail in Appendix

No. 2, attached hereto. It was agreed that the U.S.

Army and Navy members would confirm at the next

wmeoting cf the Board the applicability of the.general

principles to their services and would submit state-

ments of the specific policies of their services. It

was also agreed that the Ganadian service members

would present at the next meeting of the Board a

parallel]. statement concerning general principles and

specific policies on the Canadian side. The Board

confirmed its view that the personnel interchange

programme is not the appropriate medium for exchanging

information between the two Governments and that the

interchange officers. should not.act as collection or

intelligence agents."

Be I regret I have been able to obtain. only one copy
of the Appendix No. 2 referred to, which is attached.
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APPENDIX NO. 2

~ PERMANENT JOINT BOARD ON DEFENCE

Washington 25, D.C.

American Section

Room 28844

Pentagon Building

File PJB 128-20 16 August 1948.

MEMORANDUM FOR THE MEMBERS, PJBD, CANADA-UNITED STATES:

SUBJECT; Exchange of Personnel and Information with United
States Authorities

1. At the last PJBD meeting, Mr. Davies of the Canadian

Defence Research Board pointed out that his agency had experienced
some difficulty in arranging for exchange of personnel and in
obtaining information. Specifically, his difficulty had been

experienced in dealing with the U.S. Air Force. He recommended
that the PJBD consider these difficulties with a view to
extending the provisions of the 34th Recommendation regarding free
exchange of military information so as to include information on
research and development with defence implications.

Ze After a general discussion, the Board considered that it
was premature to make any recommendations on this subject and

asked the USAF Member to examine the difficulties and make a
report 6n the subject at the next meeting of the Board.

Be It appears appropriate here to state the substance of

the most recent agreed policy by the Armed Forces of the United
States on disclosure of classified military information to Canada.

General Principles

(1) The Permanent Joint Board on Defence Recommendation
of 20 November 1946 provides that the exchange of

military information between the U.S. and Canada

shall be subject to the national policy of the two

countries. The pertinent policy of the U.5., in

so far as it affects the disclosure of military

information to Canada relates to: (1) the security
of classified military information within the terms

of the Espionage Act, and, (2) to the protection
of private ownership rights in privately owned

information which has been developed under military
control and which bears a security classification,

the owner thus being prohibited from gaining

patent protection.

(2) In view of the preceding, the U.S. Armed Forces mst

determine that proposed releases of classified
military information to Canada conform with the
following general principles;

(a) The Atomic Energy Commission has sole authority

over Atomic Energy Information determined to be

Restricted Data, even though items of such
information might be military in nature.

(bo) Information pertaining to cryptography and
eryptographic devices must not be disclosed,
except that which may be necessary to implement
a formal agreement between the United States

and Canada.
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(c) Information over which another nation fridéndly to
' the United States exercises any degree of control or

jurisdiction will not be released, except that such

information may be released to Canada with the con-

sent of the third nation. .

{d) Intelligence, i.e., information pertaining to any
. matter alien to the United States, shall be released

to Canada for purposes of collaboration in accordance
with the purposes of the Recommendations made by the
Permanent Joint Board on Defence, and for other purposes

relating to the mutual benefit of the two countries.

Certain sources of intelligence, and methods of acguist~

fion, must of necessity remain solely undsr the control
of the United States, however, and for that reason the
entire field of intelligence activity is not open to

Ganagmian authorities. Virtually all completed intelli-
gence studies and reports are releasable to Canada and
are handed directly to the Canadian Staff in Washington

as soon as they are published.

(e) Information derogatory to the United States or any
agency thereof, is for obvious reasons, not normally
releasable to Ganada. This item does not affect the
exchange of information, however, because such material
usually is a study or treatise on which there is 4
difference of opinion between agencies concerned. The
actual information should become available for release
as soon as it appears in approved, or proven form.

(f) Information owned wholly or in part by a private firm
or individual may not be released without the owners

consent. Such information constitutes a very minor
part of the volume of technical information of value

to Canada, but requires considerable care in adminis-
tering the programme of exchange of technical informa-
tion.

(g) The release of classified military information must be
limited to that which is necessary to accomplish the
urpose for which the release is made. This item meets
the demands of the Espionage Act, in that when this
principle is followed it shall be known beforehand that
the release of the information shall be beneficial

to the United States by being mutually beneficial to

Canada and the United States. “(it is this principle
which causes the Armed Forces to withhold important

documents which, in themselves, contain no information
pertinent to the collaboration envisaged by the Permanent

Joint Board on Defence, but which require careful pro-
tection within the continental United States.

(h) Information released must be protected by the Canadian
Government substantially in accordance with the security
afforded the information by the United States. (The U.S.-
Canadian Security Agreement, accepted by Canada in 1947,
fulfills this requirement, although the Agreement has
not been formally adopted by the United States Joint

CHefs of Staff.)

(1) Final decision as to the value of military information
and the relative military benefits to be derived from

its disclosure rests with the Secretary of the Army,

the Secretary of the Navy, or the Secretary of the Air

Force, in matters of interest to his Department alone;
or, with the Secretaries of the Army, the Navy, and/or
the Air Force, acting jointly.
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pee. U.S, Air Force Policy

(1) Releasable Information. Subject to the general prin-
ciples outlined in Par. 3 qbove, all classified

military information under the control or jurisdiction

of the Air Force, including that classified TOP SECRET

may be, and normally shall be disclosed to the Canadian

Government. This shall include, but not necessarily

be limited to:

(a) Research and Development information.

(b) Order of Battle.

(6) Operational and administrative details.

(d) Planning, as it affects the security of the
United States and Canada.

(e) Training and tactics,

(f) Intelligence.

(2) Administrative Details

(a) The Director of Intelligence, Air Force, is respon-
sible for formulating security policies under which

information may be channeled to Canadian Authorities,

(ob) Canadian representatives, military or civilian, who
are specialists or are representatives in any

special field, may be accredited by the Director

of Intelligence upon certification by the proper
- Ganadian authority, to receive information from the

Air Force officias having control over Air Force
information in those fields. The Foreign Liaison.

Branch acts as the central point of contact within

the Air Force.

{e) The personnel exchange programme, by its nature, is
not the appropriate medium for exchanging current

information between the Air Force and Canada. In

the ground rules agreed upon by both countpies

concerning exchange officers, it was understood

that they are not to be regarded as collection or

- intelligence agents. They are to be trained in the

tactics and doctrines of the other nationts armed

forces in order that each country may have a cadre

thoroughly indoctrinated in the operational policies

of the other. Exchange personnel may, however,

request that certain specified documents be forwarded

to their government.

(d) Information which is not received by direct contact
between USAF officers and Canadian officials, or

which is not forwarded to Ganada by voluntary action

on the part of the Air Force, may be requested by

the interested Canadian Service through the Foreign

Liaison Branch Directorate of Intelligence,

De fhe substance of U.S. Air Force policy concerning disclo-

sure of classified military information to Canada is that everything

ig interchangeable which is necessary to implement mutually agreed

upon programmes «

6. With regard to specific difficulties experienced by the

Canefian Defence Research Board with Air Force authorities at
Wright Pield, it can now be reported that they have been rectified
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Sto the satisfaction of the Defence Research Member of the Canadian
Joint Staff, Washington. The request of the Canadian Defence

Research Board to place Dr. Watson on one year's duty with the

Electronics Sub-Division, Engineering Division, Wright Field,
will be granted. Further, the Air Force is prepared, within

reason, to accommodate other representatives of the Canadian

Defence Research Board on a similar basis. It is felt, however,

that each case should be decided upon its own merits. It is

believed that in this manner the exchange of personnel will be

effected between the Canadian Defence Research Board and the Air

Force without difficulty, and that it will not be necessary to

alter the Recommendation of November 20, 1946, dealing with the

interchange of personnel of the armed forces.

(sgd) EMMETT O'DONNELL, Jr.
Major General, USAP

US Air & Steering Member
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SECRET

OTTAWA, February 25, 1949.

TO: THE PERMANENT JOINT BOARD ON DEFENCE

FROM: THE CANADIAN SERVICE MEMBERS, PJBD,

‘

Re: Exchange of Personnel and Information /
with United States Authorities

1. At previous meetings of the Board, the United
States Service members have reported on the general prin-

ciples governing the release by the United States Military

Establishment of information to the Canadian Government,

and the specific policy followed by each of the United
States Services in this connection, It was agreed that,

at the next meeting, the Canadian Service members would

present a parallel statement concerning the principles and
policies on: the Canadian side,

ee In presenting the statement which follows, the
Canadian Service members desire to point out that it deals 4

,

between the Service Departments of the two“Governments, and
should not be taken to restrict in any way the exchange of

classified information between other Departments of the two

Governments. \

Se The Canadian Service members wish to reaffirm,

in this context, the view expressed by the PJBD at its

meeting on August 19-20, 1948, that the personnel exchange

programme, by its nature, is not the appropriate medium for

exchanging information between the two Governments,

Exchange personnel may, however, request that certain

information be forwarded through the appropriate channels,

4. General Principles:

(a) The 34th Recommendation of the PJBD, which wags
approved by the Canadian Government on May 9th,

1947, states:

"Subject to the national policies of the two
Governments, there shall be a free and com-

prehensive exchange of military information

in so far as it affects the security of the

two countries, the circulation of which shall

be subject to such restrictions as may be

specified by the originating country."

(0) The national policy of Canada is that all classified

defence information may be disclosed to United
States Service Departments and agencies, for pur-

poses of collaboration in accordance with the

Recommendations of the PJBD, or for other purposes

relating to the mutual benefit of the two countries,

sub ject to the following restrictions:

(i) The policy in no way relieves officials of
their obligations under the Official Secrets

Act, which requires them to obtain appropriate
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(ii)

(iii)

(v)

(vi)

(vii)
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‘

authority for the disclosure of such

information.

Information over which any other country
friendly to Canada exercises any degree

of control or jurisdiction may not be

released without that country's consent.

Information of concern to Canadian manu-

facturers, whether Government-owned or

privately-owned, and whether wholly

patentable, wholly unpatentable, or:

partly patentable and partly unpatentable,

may not be released without due considera-

tion of certain prescribed methods of

protecting Canadian industrial interests.

Information relating to atomic energy,

even if it is military in nature, may not

be released without the authority of ths

Atomic Energy Control Board.

Information pertaining to cryptographic

devices may not be disclosed except in

so far as it may be necessary to imple-

ment a formal agreement with the United —

States. /

Certain sources of intelligence informa-~.

tion, and methods of acquisition, must

remain solely under the control of Canada,

and this information may not be released

to any other country.

Information released to the United States

must be safeguarded under substantially the

same rules of security as the Canadian

authorities themselves impose, and must

not be disclosed to any other country or

to the public without the consent of the

Canadian Government.
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Vea | | Top SECRET 4/9760 ~ 2/

ATH oan

D.N.I.

Can see no radical changes in the current

Canadian policy, with the exception of " an overhaul of

the Canadian Patent system", which is out our (J.8.C.)

p°rogative. This is an essential factor if we ere to

adopt (and we must).ithis or a parallel policy.

It is interesting to note that the U.S.A.
consider the British Bominions separate countries, (ref.

Appendix II para. 5), &s far.as information passing
is concerned, Therefore U.K. Gannot pass U.S. military

information to Canada,

Strongly recommend: (a) adcpting this policy.

Bb) Rercategorize the Nations.

(c) External Affairs and Trae &
| , Commerce teke a more active part

in assisting in Para's. & - 9 and 10.

(4) That the Canadian Government
examin@ its Patent organizations

to assume the necessary protection

(e) That our U.S. agreement be embodied in
the Naval aspects in the final

notification to. Commands, etc.

Consider this nulifies the Top Secret questions

to D.N.I. Admiralty, unless you wish to obtain personal

briefing as to its smooth(or otherwise) implemefftation.

fn)
8.0. (Security)

ae 13th October, 1948,
\ Ottawa, Canada.
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Cooment + There should be NO objection to the change provided
that only Canadian Intelligence is used and care

exercised with regard to both the country being dealt
with and the eountry being reported upone

the old policy laced all countries in three categories B& Che
” Sho 008 paling pine ee ee eee tn ek

Squment ~ Thie appears to be @ more realistic classification than
the old policy and it ts considered that there showi be
BO objection to the inclusion of Argentina, Sraril, Chile,
Qwhteserland end Portugal in category 3 nor the pasging of
RESTRICTED information te the other countries in category

4e With regard to ontegory 2 it ts felt thet Cenads should
orente a catecory 2 ard leave for later diseuselom those

countries #hich should be eongidered for thie eategorye

(e) Provicion ie nade in the new policy for the adjusteent of the category
system in that « departecnt may, if it eo desires, pars information te
another country one clagsifiestion higher than the category allowte

Comment ~ thie ig oaly reasonable if a department is te work the
reciprocal mythed with any degree of succese; ant the

policy provides that the information mst refer te that

(@) The recipresity rule is more clearly explained in the new policys

Somme - Paras 7 end 6 should be adopted inte the Canndian policy,
substituting Canada for OK in pare Te

(@) ne sual] change in the paragraph on Industrial Considerations i¢
notede “Quid pro qua” « strategic, monetary or both” has been
changed to read “strategie, political ar eoumercial"s

Sounente + the addition of tpolitical’ into the “quid pro quo" = in
the saw poliey appears to be a worthwhile amenudnente

(f) Paragraph 14 deals with sontrol of disclosure of information which in

the old was vested in the departments conserned. The now policy
BRITS Ee a
Heade of Service 2 @tos, when casentials

Comment © It ig NOT considered that this paragraph is applicable
to Canei& ag the Service Missions in fashingten and Lendon

would hardly appear te be the type referred to in the
» Tt ie felt that thie refers to Micsions similar

to the Britieh Military Miceion to Greeee which fulfils a
different purpose than the Wissions mentioned abovee T% is
recomended that thie paragraph be deleted in the Canadian

polleys
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Tt is reccomended, therefore, that:

(a) The new » be adopted as Canadian policy, with the exeeption

af paragraph

(s) me sumtites Sleerey wnaeiey © Se ne sales) ob Dates ay"
sugsion in the light af Canadien participation in Western Unions

With referenceto Muutes of the1Plet meeting, item1056, paragraph
0, the following i¢ submitted:

Tt is uot eeneidered that we haveeucugh information before usto

Oey 8 EES eS See Senne en 58ONY GR OR ae
Panel memorandum of Catcher 168, 1944,

The apselal cenaiderations which have coused the United Eincdem to set
up & particular category for Polgium, France, Yolland and Luxemburg do not seem

to apply with oqual fares te Cemada,s In any event our present provedure is
Ginethe Ghoush 00 aliee fur Sthautbe ebtauthan WO ledtveaedl soumdehte

Tt is eubmitted that the Getermal Affairs view ahould guide us on the

questisn of whether or not Kireshouldbe droppedto a lower categarye

‘he follaving eommentr are offered on the wemerardum entitled "*Niselo-

euro of UK Military information toForeign Nations" as forwarded by your JIC

ieBe] dated 14 Cet 48s

(e) It te dowbtful whether the reasonsfor the adoption of the new
categorization systembytheUK,anstatedimpara &

apply equally well te Sannda at the present time. Por instence the
new Category 2 was evolved to meet a requirenunt imposed by UK

(b) ‘The new Category 4, created for the of
Seviet Union and her satellites fron rest of the old Category

It is considered that requiresent which may arise for a nation to
receive information of = Miter enenitien
permit showld continue to be dealt with by the previously established channels
em y slearancs by the Jil, i, in tho future, the volume of ouch requests

sebhen tke Damned Seadeabdatbiinn eonakaieraes con Sad te cae tea
imodieication aleng the lines of paras 8 of the UE moms

in sumsary, DIA does not eomsider the adoption of the five category
system justified by Canadian seourity requirements, O14 recommenda the cone
Simwange of the three category system but suggeate a review and revision in the

Sivan tee ot Sadinthen) Meaeeee Se nite SeNtemey Wy SanerENnenES Ceceliguane
eine the adoption of the original polioys
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There dees net appear to be ey radioal changes in the current Canadian
policy end it is strawiy recommended thats

(m) Canada ateyt poliey ortlineds

(») That foreign mations be re-ontecoriseds

(a) That the department of Srede and Commerce assisted by oxternal
Atfeirg take a more active part in the implementation of parase
Sp 9 and Ge

{@) if approved, all Naval Commands will be informed of our Usks
Agpoemante

Thore is one point, however, which must be taken into consideration
lying the overall Usk. po te Canada and that is the necessity of

our present Intent sation to embody the necessary factors

when

which wii previde protection to Useke and Uebs wilitary equipsent which nemanufactared in Canidne sai
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FILE No. 6SC B-1.

TOP SECRET

CHIEFS OF STAFF COMMITTEE

| . ‘ * OFFICE OF THE SECRETARY,
~ CABINET SECRETARIAT OFFICES,L Neferred if £ A ¢ EAST BLOCK, OTTAWA

ICT 9/188 7th October, 1948.
| Fle nv Lb USSD 10.4

olals. PDR coco cocece :
C.N.S, — en

U.K. policy + disclosure of military information

to foreign countries

le Attached is a copy of a U.K. Chiefs of Staff
report C.0.S. {48)180(0) dated 13th August, 1948, outlining
the policy of the U.K. government in respect of the disclo-~

sure of U.K. military information to foreign nations.

Be This report has been forwarded for the information
of the Ganadian Chiefs of Staff. At the same time copies

have been sent to the U.K. High Commissioners in Australia,

Canada, New Zealand and South Africa, requesting them to

convey the substance of the report to the governments of

those countries and to enquire whether they intend to adopt
a similar policy themselves, fhe policy outlined in the

attached report does not imply any change in the present

policy of the United Kingdom toward Commonwealth fovernments.

Se I am informed that enquiry has been made through
External Affairs in respect of the Canadian government's
intentions and has been passed to the Security Panel for

report. The Security Panel has in turn referred the matter
to the Joint Security Committee. Provision is made, there-

fore, for inclusion of military views.

1) | ya

C ) DN ao {Wetre Bean) , ;
Group Captain, R.C.A,.¥F.,

(2) ACNS ° Secretary,
5M-4-48 (929)
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CHIEFS OF STAFF COMMITTEE

DISCLOSURE OF BRITISH MILITARY INFORMATION
LO FOREIGN NATIONS

Report by the Chiefs of Start.

We have re-examined, in the light of subsequent developments,
the existing poliey” of disclosure of military information to
foreign nations, which was approved* by the Defence Committes in
November, 1945, We heve extended our review to include all
forms of Military Information as defined in paragraph 3 below.
In preparing our report we have borne in mind that the disclosure
of military information to foreign nations is normally made only
with the object of furthering the interests of our foreign and
strategic policy; disclosure for commercial reasons is
permissible and indeed desirable when it does not conflict with
that policy. We have also been guided by the policyt governing
the supply of arms to other nations.

2. In general, we consider that the existing policy should be
confirmed, with amendment in the categorisation of nations. We
also consider that the procedure for relaxing the strict
application of current policy in exceptional circumstances should
be clarified and simplified.

Military Informstion.

De We have taken the term "Military Information" to refer to
information which is the property of, or the primary concern of,
the Service Departments and the Ministry of Supply, or is of
defence interest, Its disclosure may take the form of the supply
wf equipment.

It covers °-

(a) Information, that is to say, knowledge of British
forces, equipment, research and development, etc.
This is further subdivided into :+

(i) Scientific information, when this has
resulted from fundamental research and
development carried out under Government

auspices or which has been allotted a security
classification.

6 D.O.(45) 32
Z D.O.C45) thuth Moubing, Item 3. |

= :
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(ii) Technical information about equipment,
manufacturing processes, and operational

technique.

(iii) Non-Technical information, such as Orders
of battle, strengths, locations, operations,
training methods, plans, organisation and

publications of the fighting Services.

(ob) Intelligence, that is to say knowledge of foreign °<.

countries, in all the fields at (a) above,
possessed by the U.K. ,

Agreement with the U.S.A.

dee Our report refers only to British information, Instructions
relating to the disclosure of American or joint American—British,

owned military information is the subject of a special agreement

with the Americans, ‘

Policy for grading by Catcgories.

5 We propose to amend the existing Categories B and C in

the light of political developments. We now stand in closer

relationship to France and tue Benelux countries than to other

Category B nations, and the deterioration of. our relations with

the Soviet Union and her satellites makes distinction necessary

between them and other Category C nations, with some. of whom

‘we have agreements to assist in training their armed forces,

We have reluctantly been forced to adopt five instead of the

current three categories and have grouped nations accordingly

‘in the Appendix to our report.

Categorisation of nations for disclosures purposes.

6. In. the Light of the foregoing para pnS, we have prepared a
standard policy by which nations are categorised as described

below for disclosure purposes. In each of the. first. four

categories the nations may receive at the discretion of

Departments, information up to and including the classification

for that. category,

Category 1.

Nations who may be given up to and including

Top Secret military information.

Nations who, though normally given no higher information

than Confidential may, in the interests of British strategic

policy, reccive information up to and including Top Secret

under special security arrangements, such as those

devised for the Western Union Defence talks.

Category 3.

Nations who may be given up to and including Confidential

military information. \

Category lL.

Nations whe may be given up to and including Restricted
military information.

g Trt O53 SE mod g4 Annex ze
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Category 5. .

Nations who must bé given no classified information
except 28 necessary to ensure reciprocal treatment

for Service Attaches, Missions, etc. and never higher

than Reetricted.

te We emphasise that the rules for disclosure of classified
military information under each of the categories are permissive.

No nation shoald be given any information unless we thereby
derive some political, military or economic benefits.

The Reciprocisy Rule

Ge Tt is imoortant that the disclosurs of Military Information

shall be on a reelprocat basis, With some nations our

relations are so close that rociprocity is implicit, while other

nations may have nothing to offer that we need, though it may,

Por instance, be possible to ask for “intelligence” in exchange
for "equipment", With the low category nations reciprocity is

essential as a weapon, should it be desired to stave off an

awkward reyuest by making a counter request known to be

impossible of fulfilment. The counter request. need not

necessarily be confined to the requirements of one Department.

We consider that the reciprocity rule should be maintained.

“Machinery for Interim Adjustments.

De The security implications of cach disclosure , even within
the approved Categories, should be examined by the Department

proposing to make it. The Department should also be responsible

for obtsining the concurrence of other Departments if their

interests are involved. Relaxation is required from time to

time to allow disclosure of particular information to nations

normally barred from receiving it. We consider that Departments

should have discretion to relax the normal rules provided

(a) the relaxation relates to information of
interest only to one Department, and:

the information is not more than ong se ecuri ty

erading higner than is permitted under the normal rules,
(b)

Guidance may be sought from the Exe hange of Military
Information Sub-Committee in such cases and in all other cases

the Sub-—Committes's guidance must be sought. In cases of special

difficulty or importance the Exchange of Military Information
Sub-Committce should in turn consult the Joint Planning Staff

or Joint Intelligence Committee as appropriate

Industrial Considerations.
‘

4106 Information may be Government—owned or privately-owned;
secret or not secret; wholly patentable, wholly unpatentable, or

partly patentable and partly unpatentable.

(a) Wholly patentable, ic, the whele of the information
Can be protected by a patent specification. If /

secret. the Government will in all cases acquire the

right to-a secret patent in U.K. and disclosure to a

foreign Government should as far as possible be made

on the following condition:

That the information is kept secret and the Government

of that country will grant us on request patent

protection of suitable priority. —

-3-
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If not secret, i.e. such that publication in a patent =

specification is permissible, no problem arises.

' Government-owned inventions should be examined to see

whether foreign patents should be obtained and

exploited, in. the case of privately-owned inventions
the recipient Government should be referred to the

owner, to negotiate terms. 4 ;

(b) Wholly unpatentable i.e. the information, while
commercially \ valuable, is not of the kind which can
be protected by a patent specification,

Government—owned information should only be supplied
if-we obtain a quid pro guo ~ strategic, political
or commercial ~ worth the value of the information.

In the case of privately-owned information the foreign

Government should merely be put in touch with the

., owner, but if secrot, the owner shoulti be warned he

hould only communicate the information to accredited
representatives of the forelgn Governments who are

pledged to muintain sccrecy.

(c) Party patentable and partly unpatentable The only
important case 18 where the TaroERticn as a whole is
secret and unpatentable, e.g. the layout, dimensions

and Spec cification of an aero engine, while some parts

are ‘patentable and may be patented ei thout fear of
disclosing the general design, @e8- 2 magneto. \

The patented ané unpatented parts should be treated
separately as in (a) and (b) above but in the case of
privately-owned patentable information care should be

taken to inspect any patent applications before they

are Filed in the foreign country by the owner, to

moke sure that they do not disclose any secret

information.

(d). Departments who are negotiating with Foreign
Governments for the communication to them of
information of commercial value may, depending

upon the particular circumstances, aecide to carry

out the negotiations themselves end may lay down the
terms upon which the information may be used by those
Governments, or they may decide to entrust the

negotiations, under suitable conditions, to private

firms or individuals.

414. Dxchan e of industrial information with the Americans is
subject to separate agreement,.7

g
&

‘e

Conditions of Disclosure.

1a. The following security conditions should be laid down and

agreed to by all nations to whom information is disclosed:—

(a) The information received should be safeguarded under
rules designed to give the same standard of security
ag we maintain.

(b) The information is disclosed only for the use of the
recipient Government and for the use, under seal of

secrecy, of approved contractors engaged on a relevant

defence pro sect. Diselosure to any other Government,

or release to the Press or in any other way, would

consti tute a breach of the agreement.
(f To be concluded)
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Duration of Proposed Policy.

13, It is considered that the basic policy of disclosure by
categories should continue indefinitely, although its
application will depend on changing strategic and political
factors which will necessitate periodical review.. We therefore
propose to review periodically the countries to be placed in
each category.

Control
‘

ii. Control of disclosure should rest with Departments in
London, but they may have discretion to delegate responsibility
for disclosure, within the normal rules, to Conmanders-in-Chief,
Heads of Service Missions, ete, when this is considered essential,

| |
Conclusions .

cee

Arr

15. We conelude thate-

(i) Disclosures are permissible only when they
further our foreign and strategic policy er for
commercial reasons when they do not confliet with
our foreign and strategic policy. ‘(Paragraph 1);

(ii) Por purposes of disclosure, nations should be
recategorised, (Paragraph 6 and Appendix).

(iii) Disclosure should be on the basis of reel pre egy
and Shovld be subject to an undertaking by the
recipient nation to afford security safeguards

comparable with our own, (Paragraphs 8 and 12),

(iv) There should be a procedure for relaxing the
rules. (Paragraph 9).

(v) The existing procedure for securing patent a
protection should be continued, (Paragraph 10).

(vi) Policy should be kept under periodic review.
(Paragraph 13).

(Initialled) TEDDER.
, . J.H.D, CUNNINGHAM.

MONTGOMERY OF ALAMBIN.

MINISTRY OF DEFENCE, S.Wel.

13TH AUGUST, 1948,
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APPENDIX

CATEGORISATION OF FOREIGN NATIONS

Foreign Nations have been placed in the following
categories for the purposes of receiving military
information:-{

Category 1
!

Nations who may be given up to and including TopSecret military information:-=

UseSeAc

Category 2

Nations, who, though normally given no higher
information than Confidential may, in the interests ofBritish strategic policy, receive information up to and
including Top Secret under special security arrangements, suchas those devised for the Westérn Union Defence talks:Dim

Belgium, France, Holland and Luxembourg.

Category 3

Nations who may be given up to and including
Confidential military information:

Argentine, Brazil, Chile, Denmark, Eire, Greece,
Norway, Portugal, Sweden, Switzerland and TUPK CY.

Catezor

*

Nations who may be given up to and includingRestricted military information:-~

All nations not included in the other four categ

Category 5.

Nations who must be given no classified informationcxcept as necessary to ensure reciprocal treatment for ServiceA ode rs . . : \ .Attaches, Missions, etc., and in no case higher than Restricted:

OrieGS.e

The Soviet Union, Albania, Bulgaria, Czechoslovakia,
Finland, Hungary, Poland, Roumania and Yugoslavia.

'
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TTED STATES

le The United States Chiefs of Staff will make every effort
to insure .that the United States will maintain the military
security classifications established by United Kingdom
authorities with respect to military information of U.K.

origin, end she military socurity classifications established -
ny U.K 90.8. agrecnent with respect to military information of ;
joint U.K.-0.8. orisin or development; will safeguard accordingly»
euch military information; will not exploit such information -
for Production for other than military purposes; and, will not
disclese such military information to a third nation without ,
UaEe consent. Yhe British Chiefs ct Staff will make every

exPort to insure that the United Kingdom will maintain the
military sccurity classifications established by the U.S.
euthorities With respect to military information of U.S.
opivin, and tie military security classifications cstablished

by U.K.<U.8 zreement with respect to military information of ; |
joint 1 origin or deveLopment; will saferuard |
accordingly such military information: will net exploit such
information for production for other than Inblitary purposes;
and will mot disclose such military informnation to 4 third :

nation without U.S. consent. This cgresment arpplics to military.
information diselosed by the United. States to. the United
Ringsdom or by the ‘mited Kingdom to the United States or

exchunged between the United States. and the United Kingdom on

nnd after the date or “eecpeance of this asrvement by the

imited Kingdom. The provisions contained in C.C.S. 953, 9535/1,
and 9533/2 will ABEty bo information disclosed by either country
to the other or xohany ed. between the United States and the
United Kingdom between “Z september 1939 and the date of
1cceptancs, of this spreenent by the United Kinvdome
Le The United States Chicts of Steff and the Sritish Chiefs

agres that insofar as the .S. and the U.K. are

cerned, the eguurds indieated above also apply to
nformation developed by the U.S. and U.K. jointly in

collaboration with a third naticn,

se it is eyreed that the provisions cf 0.6.8, 210/4 shall

remain in full force and effect until cancelled or superseded

by another agreement which shall then be controlling in this

respeet.

ae it is agreed in respect of classificd information

communicated by one country to the ‘other, that the recipient

fcuntry shell se its best endeavours within the fraraework of
its Laws and rules to prevent any loss of patent rights in the

information. Speciftically it is declared and agpecd that:

Ae ANY rights of the originator to obtain vatent

protection in the recipient country in réspect |

of the information communiented are not and will
not be prejudiced by virtue of the introduction

vo, of the information into such country.

‘ 7a
=i
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we be the information, so long as it remains

lassifisd, will not be used or disclosed

oy the recipient country in any manner

tikely to prejudice the rights of the

Originator to obtain patent protection in
respect thereof, but if the recipient
country desires to use or to disclose the

information in any manner likely so to

prejudice the rights of the originator,

i then the recipient country will immediately

notify the country of origin of the full

circumstances of such intended use or

disclosure, and such use or disclosure shall

not be effected until approval is given by

the country of crigfin.

a)

fae

Each country when so requested by the other

and to the extent consistent with its laws and

rules will use its best endeavours.

oO e

(1} te have maintained in secrecy any

patent application filed in the

récipient country in respect of

the information for so long as may

pe desired by the country of origin, and

(2) to supply reports of the manner in
which the information cmbodied in a

patent application has been used or

disclosed.

x reement the United Kingdom,Se For the purpose. of this ag
2r~e considered to bethe British pOmLNLONS and India

separate nations

©

ee 000360



Document disclosed under the Access to information Act -

Document divulgué en vertu de ‘accés @ l'information

oy 
' , ‘

o 5 FILE No. CSC Se2

“ a

CANADA [9300

CHIEFS OF STAFF COMMITTEE 21280

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,

EAST BLOCK, OTTAWA

10th dugust 3 1948.

' Governnent Agencies, Covornront

90536

C.G.8. : £ A Le 1
pelea u. Referred wo. Me fo eee |
Callade . , ‘

C.D.R.B. Ax AUG 11 184
. File HM LLSO “138...

Release of Classified Service and a

p) vf ° Defones Resoarch Boord information to | Che’d to. ee
(VY

O DNI-

ertrents

* ef

Dep

rw
Committes reparding tho cbove.

and non-Govornnecnt Arencios,

I attach report of tho Joint Sceurity

2« This report will be going forvard to

the Sccurity Panol for connideration by representatives

of othor departronts, and I shall advice you as soon as

a decinion hao boen reached, [hbanthile, I prosuno that

you rill lot co knov if the report of the Joint Seenrity

Cosmittec is in ony way unsatisfactory.

’ . ant ae

(J.4,.0. Mutherford)
Lioutenant-Colonel,

Acting Secrotary,

5M-4-48 (929)
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DIRECTOR OF NAVAL PLANS AND INTELLIGEHCE

INTSRNAL MISUTE SHEET

FROK TO:

SUBJECT:

NS FILE NO: DATE : | |

R
py IT TTSRPED I x I tee REMA RKS $

ty

Oo ey
F

TOs

so (8) |
SP) (a)

SO(P) (2)

SO (Q)

D/DNP

Y SO (I) a, st

NID (1) 2.

NID (2) LA Sas
“ eN

NID (3) GES. < “x4 4s [15$0 -& 4 *
SO (T)

so (star) | pa YY Loe px i 229/- ety & bith

al

A

JIS (N)

SO (SEC)

XM /OUL

DNPI

SQ QO
OATR

bse ee

ACCESSION

LIST

EDITOR

RCNER

NOTE: 1. Tae first of & dy sgeiving this file is responsible for:
(a) Complfting the Qtaff Index Forme

brecising or indicating items of interest.

(c) Initi&ing any action required in D.N.P.I.

(d) Checking internal distribution and preparing External

- Minute Sheet for outside distribution considered desirable,

2. The Minute Sheet is to be attached to tne office cspy.
/ It is NOT to leave the Directorate.
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IN REPLY PLEASE QUOTE

~~ no. wall S.61.1225-1

CANADIAN JOINT STAFF 4250 TOP SECRET
1760 N seexoee STREET, N.W.

WASHINGTON

NAVAL MEMBER / 19th April, 1948

-

f -
' a ta eee t

FROM: Naval Member, Canadian Joint Staff, 4
Washington, D.C. : MAY > *7 {ek -

Kile Ni ;TO: The Naval Secretary, pate Need SSD.
Naval Service Headquarters, Ottawa Cig’ ts.

Sub ject: Agreement between Australian and U.S.
Governments on the channels to be used in

procuring U.S. classified military informa-
tion for Australian Government civilian -
officials (E.G., Their representative in
the British Commonwealth Scientific Office,
Washington, D.C.) Report graded A-1.

Submitted for the information of the
Department, for the attention of the Director of Naval
Plans and Intelligence.

ee It is understood that the following form of
agreement:

(a) Was drawn up by the three Australian Service
Representatives in Washington.

(bo) Is acceptable to the three United States Service
Departments.

(c) Was sent by the Australian Government's
Representatives in Washington to Australia and
there approved on the highest level.

3 The U.S. Service Departments will only
recognize requests for classified military information
from accredited Service representatives in Washington
and any departure from this channel they discountenance.
In view of the foregoing, the following is suggested:

Requests for classified military information.

(a) All requests from Australian Government civilian
officials for U.S. classified military information
should be sponsored by the Washington representative

s of the relevant Australian Service Department who
will be concerned with safeguarding U.S. conditions
of release. .

Clearances for Visits of direct interest to the
Australian Services.

(b) All requests from Australia for clearances for °
Australian civilian officials to visit either U.S.
Service establishments or civil plants over which
U.S. Service departments hold any security control,
should be sponsored by the relevant Australian
Service representation in Washington, who will be
concerned with safeguarding U.S. conditions of

release.

000365
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Clearances for visits of indirect interest to the
Australian Services.

(c) Australian Government civilian officials requiring
such clearances will forward their requests through

their Embassy to the U.S. State Department.

(ad) A list of all plants over which U.S. Services

exercise security control is being sought.

oy deleeput-
Commodore, R.C.N.,

Naval Member, Canadian Joint Staff.
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TOP SECRET,
Received from the Director of Naval Plans and Intelligence,

- Department of National Defence (Naval Services), Ottawa -

_ T.S. 11550-9, dated 12th July 1947 — Copy No. 3.

Signature hid, Yok
Rank ....../ ccc Le

Date S28 Yo) ovvccces.

The Director of Intelligence (Air), 000368
"A" Butiding,
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Received from the Director of Naval Plans and Intelligence,

Department of National Defence (Naval Services), Ottawa -

7.5. 11550-9, dated 12th July 1947 -- Copy No. 2

Signature
WA B aiboRion’ "7"

<ognet
Rank @eoeeteve tee : - . aee eee eee

Date cece ee DAMME MIO

The Dareotor of Military Intelligence,
“A9 Butiding, 000369
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*a® Cuileing

Copy to.

32th July, 2997.

acted &th mance inf de to your 3.3.0. Joa?
sted Joly coneur in pursgre2 of Du... a letter 8.70 Ge 72057 Ue de)

@ated 9th July, 1957.

The only other antter thet is
relevant is the fret that cereconnel ere ex-
shenged betveen Cannan andi the United Ctates
in both Army anf Air Force Intelligence
organizations. Thia intceretion of officers
between the tyo countries greatly freiiitates
the exchanges of Intclligence informntion.

Up to the precent, the Chief of
Hcynl Intclligence, United States Navy Vecorte
ment has refuced to .coneider siatinr exchanre
of officers vith the 2.C.8.

Cecretery, Joint Intelligence Committee,

Reom 319,
Enet Glock,

ELateibution:

Copy Eo. 1 = Sea. J.X.Cs

Gony Ho. 2 - DHE.
Cony He ~ pt. ie song
apy Ko. 4 = 9.6. 1155

Copy Fide 5 - File

ae a 7
Of y1 \ok Ne 50) 4

Bek pA Io,
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SO? SICRET

HQTS 722-37 (DMI)
9 Jul 47

Secretary, Joint. Intelligence Gonmittoe,

Room 319, East Block, {

OTTAWA, Ontario.

4203
nge tion with

C

lk In reply to your JIC 1-2, dated
8 Jul 47, it, is presumed that it will be in order to refer only
to those arrangements for exchange of information which have so
far been brought within the scope of the Military Cooperation

Committee, As you know, other arrangements have been negotiated

direct between the Canadian Army General Staff and the Director

of Intelligence, US War Department General Staff, but so far

these matters have not been dealt with through MCC channels,

2,° On this assumption, the following

aspects ought to be referred to in reply to the Secretary, Can-

adian Section, MCC3

(a) The Thirty-Fourth Recommendation has agreed to a com-
plete exchange of military information, subject to the

national policies of the two countries,

(>) Informal Chiefs of Staff approval has been given by each
country to a paper covering the security implementation .

of the exchange of information under the Thirty-Fourth

Recommendation,

(c) A draft Appendix to the Basic Security Plan has now been
prepared by the Strategic Information Sub-Committee of

the Military Cooperation Committee and is awaiting formal

MCC concurrence, after which it will receive presumably

informal Chiefs of Staff concurrence, This Appendix deals

with the compilation and exchange of topographical and en-

. vironmental information about the northern portion of the

Western Hemisphere,

(4) A proposal is under consideration by the Joint Planning
elements of the MCC to create a Military Intelligence Sub-

Committee, which would prepare an Appendix to the Basic

Security Plan covering the degree of collaboration in the

field of third=power Intelligence. Agreed proposals for

the establishment of this sub-committee have not yet been

submitted to the MCC for approval,

3. As the foregoing projects, affecting
the exchange of military information with the Amoricans, have all

been negotiated by, and are under the control of, the Canadian Joint

Planning Committee, it is suggested that any statement prepared by

the JIC be submitted through the Joint Planners,

Colonel,

Director of Military Intelligence,

DISTRIBUTION:

—? DNPI,
DIA, 000371
DO & P
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JIC 1-2

TOP SECRET

July 8th, 1947.

—_— . a
D.NsP.I. LeGre
D.M.I.

DeTeAe -

Exchange of Military Information

1. The attached communication has been received

from the Secretary, Canadian Section, Military Co-operation

Committee, regarding the above-mentioned subject.

Le It is requested that I may have a summary of the

arrangements at present in force between the Directorates

of Naval Plans and Intelligence, Military Intelligence and

Intelligence (Air) for the exchange of military information

with United States authorities,

Be I understand that certain of the arrangements

carried out by the Directorates of Intelligence are more

or less of a private nature and I would be grateful for

guidance as to those phases of this exchange which you will

wish to have officially passed to the Military Co-operation

Committee.

—_—

“Tuo. i. Lacan

F.W.T. Lucas, Lt.-Cdr.,

Acting Secretary,

Joint Intelligence Committee.

Encl.
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TOP SECRET

MEMORANDUM

TS.78-2-2 (D/AMAP/P)

7th July 1947.

tide

Secretary, JIC.

Meeting of Cabinet Defence Committee and Canadian Section,

Permanent Joint Board on Defence

1. I have been asked by the Secretary, Cabinet

Defence Committee to prepare a series of Progress Reports

on various phases of defence co-operation with the United

States. These are to be placed before the next joint meet-

ing of the Cabinet Defence Committee and the Canadian Sec-

tion, Permanent Joint Board on Defence,

Le In this regard I should be grateful if you would

furnish me with a brief factual report, no exceeding one

page, on the present position of the exchange of military

information aspect.

Se This memorandum should reach this office by 15th

July.

(Sed.) J.C. Wade

(J.C. Wade) Squadron Leader
Secretary, Canadian Section

Military Co-operation Committee.
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Referreq to. C24...

oS JUN 3 1947

File No. Ae LLSSI 9 TOP _SECRET
Ched ton. cf BERS NOs Os dabei +

JOINT INTELDLIG@IICT COMMITTER

| 878OFFICE OF THE SECRETARY,
Privy Council OfPice,
East Block,

June Srd, 1944,

MEMORANDUM TO: -M. Johnson, Esquire,
Department of External Affairs,NPI, i | ~D.M.I. 

[ ,D, of I. (Air), , . 5 yfD.Se.T, - D.G.D.R. , S&S" AD.C.I, ~ R.C.M.P,

iz:
I enclose herewith for your informationand retention the followings:

Copy of British Joint Staff Mission memorandum regarding
release by the U.K. of classified American militaryinformation, ,

4 i

4 \ d. wl Kt
J-A.K. Rutherford, Lt.-Col.,.

Secretary,Enel, 
Joint Intelligence Committee,

000376nt 
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CorPX

BRITISH JOINT STAFF MISSION

Offices of the Combined Chiefs of Staff

Washington

pany

TOP SECRET 26th May, 1947. 87°83

My dear Gordon

I attach for the information of the Canadian

Joint Staff Mission an extract from a telesram which the

British Joint Staff Mission sent to the Cniefs of Staff

in London last week on recent developments concernins the

release to certain Dominions by the U.K. of classified

American military information.

The nesotiatiuns referred to in parazraph 1
of the telerram began with a letter from Cuptain Wootten

to Admiral Inglis dated clst March, 1947, copies of which
were sent to Commander Pemberton at the time.

Yours sincerely,

(sisned)

C.R. PRICE

Briszadier

Air Coumodore R.C. Gordon, CBE,
Canadian Joint Staff Mission,
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COPY A

hen.. TELEGRAM

From : J.S.M.

To : Ministry of Defence

Date : 23rd May, 1947

SAVINGS

TOP SECRET

J.S.M. 403

Subject - Release to Dominions of U.S. classified

military information.

As a result of direct nezotiation with the Navy and War

Departments, we have received letters from them within the last

week giving rulings on the extent to which U.S. military classified
information may be released to the Dominions without specific
reference to the U.S. authorities.

Le Navy Department ruling reads:

Begins

Decision has been reached that U.S. military information,
exclusive of research and development information and classified
not higher than secret, may be released to your Government for
inclusion in joing United Kingdom-Canadian-New Zealand publications
and instructions. Certain restrictions may be placed on particular
items of information, in which case the United Kingdom recipient
will be so informed by this office.

Ends

3 War Department ruling reads;

Begins

Unless specifically notified to the contrary at the time
of release, the War Department authorizes the inclusion of U.S.
military information, classified no higher than secret, exclusive
of intelligence and research and development information, in joint
United Kingdom-Canadian-Australian-New Zealand and training
publications and instructions.

Ends
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- ou » wa

af ow” 4 You will note that the actual wording of the War Depart-
" ment rulinzy is more restrictive than that of the Navy Department
"sin that intelligence is excluded and the word "training" has been

‘added in the last line.

5. The insortion of the word "training" in the War Department

ruling is not we think particularly significant. The author of the

letter in question made it clear that this ruling was intended to

alleviate difficulties arising from the attendance of Dominion

students at British Service schools as well as the issue of joint

pamphlets and circular letters.

6. As regards intelligence, there is a reply outstandine from

the Navy Department dealing with the Naval intellizence aspect of

the problem, so it should not be assumed that the omission of any

reference to intelligence in the Navy letter has any creat

Significance. There is already a working agreement with G.2 in the

War Department that intelligence up to Secret may be passed to

Australia and it has been confirmed that the above ruling is not

intended to disturb existing intelligence arrangements. Canada

presents no problem as she has her own working arrangements with

the U.S.

7. Tie above rulings, though admittedly a step in the right
direction, do not go as far as we hoped and the exclusion of research
and development makes them almost worthless as far as technical
services are concerned. We feel however that it would be a mistake
to press for anything more at present bub we shall try to obtain
further concessions in due course, Sir Alwyn Crow agrees with this.
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Ss (ad) Service Equipment

~~ Quantities, types andtechnical details of Naval,

equipment (including pictures and drawings).

(e) Tactics

Doctrine for employment of Naval units, troops
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be, BS7'e,

a File No, OSC Te.

| Oe

| SRIERS OF STAFF COMMITTEE , ‘TOR SRORTP

| | Referred to..< on Uh mos OFFICE OF THE SECRETARY,
| Ce pe Cabinet Secretariat Offices,

i & jos7 fe. East Block,

File ie #/S57~ . | pe naeCMON 2 beeen Bad Fune,1947.
Ched to...... MEMORANDUM TEs. CrAcSe

a, C.Gs8S.
—_ C.N.S.
D.G.DéRs

Subject Relenso of Information by Upited Strtes

+o British Comsonveaith. ‘

The following’ document concerning -the .
above mentioned subject is forwarded for information ‘

and retention:
Copy of lettcr dated 26th May, 1947 fron Britioh

Joint Staff Mission Vashington. to C.J8.0.

KD f Ae Mee ee
(W.We Bean)

Group Captain, R.C.A.F.,
Secretary,

CHIEFS OF STAFF COMMITTEE. _ 000381



s - Document disclosed under the Access to Information Act- ~
, Document divulgué en vertu de la Loi sur I'accés &@ l'information

_ , GORY COPY

_ BRITISH JOINT STAFF MISSION
Offices of the Combined Chiefs of Starr

Washington -

26th Hay, 1947.
| TOP SECRET

liy dear Gordon 807

i attach for the information of the Canadian
Joint Staff Mission an extract from a telegran which the
Britisn Joint Staff Mission sent to the Chiefs of Staff
in London last week on recent developments concerning the
release to certain Dominions by the U.K. of classified
American military informatione_ ee

The negotiations referred to in paragraph 1
of the telegram began with a letter from Captain Wootten to
Admiral Inglis dated 2@lst March, 1947, copies cf which were
sent to Commander Pemberton at the times

Yours sincerely,

(signed)

CeRe PRICE

Brigadier

Air Commodore R.C,. Gordon, CBE,
Canadian Joint Staff lissione

COPY | COFY

000382



. 
Document disclosed under the Access to Information Act -

: . ae .. Document divulgué en vertu de la Loi sur 'accés @ l'information

COPY cory

TREMOR AL
ae mi

From oeSeole

To : Ministry of Defence

Date + 23rd May, 1947

+“

SAVINGS

ZQP SECRET

JeSshle 403

Subject - Release to Dominions of U.S, classified

military informution.

877

46 a pesult of direct norotiation with tho Navy and War

Departments, wo have received lstters from them within the

last wook giving rulings onthe extent to which 0.8. military
classified information may be released to the Dominions

without specific rofsronce to the U.S, authorities,

Le avy Department ruling reads;

Begins

Decliaion has been reached that U.S. militery informae

tion, exclusive of research and dovolopment information

and clossified not highor than secret, may be released to

your Government for inclusion in Joint United Kinrdom-Canadian~
Hew Zealand publications and instructions. Cortain restrice

tiona may be placed on perticular items of information, in
which case the United Kingdom receirient wili be so informed

by thin of flco.

Ends

5. Var Department ruling reads:

Borins

Vnless apecifically notified to the contrary at the time

of releose, the War Department authorises the inclusion of
UsS. military information, classified ne higher than secret,

exclusive of intelligence and research and developmont ine
formation, in joint United Kingdom-Canadian~Australian-Now

Zealond training publications and instructions,

y | | Enda
te You will note that the actual wording ofthe War

Department ruling is more rostrictive than that of the Navy
Department in that inteiligence is exeluded and the word
“training” has been added in the laat line,
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Se Tho insortidn of tho vord "training" in the War Dew
partment ruling is not wo think particularly significant.
The author of the lettor in question made it clear that this

ruling was intended to alleviate difficulties arising from
the attendance of Dominion students at British Service schools
ag woll ap the issue of joint pamphlets and circular lettora,

6. Ae regards intelligence, there is a reply outstanding

from the Navy Department dealing with the Kaval intelligence
sspect of the problem, so it should not be assumed that the

omission of any reference to intolligence in the Navy letter

has any great significance. There is already a working agreoe-
ment with Ge2 in tho Var Dopartment that intelligence up to
Socret may be passed to Austraiia and it has beon confirmed
that tho above ruling ia not intended to disturb existing

intelligence arrengomonts. Canada presenta ne problem as she
hes hor own working arrangements with the U.8.

Te The above rulings, though admittedly a step in the
right direction, do not go as far as we hoped and tho oxe
clusion of rosearch and development makes thom olmost worthless
os far as technical services sre coneorned, We foel however
that it would bo a mistake to presa for anything more at
present but ve shall try to obtain further concessions tn due
course. Sir Alwyn Crow agroes with this.

ao «oe 000384
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‘

CLASSIFICATION

— /G TOV 3

Reference

Date. extracted __2nd June.47

The following is an extract from the minutes of

|

CABINET DEFENCE MINUTE

D.M.

D.U.E.T. the _S4th Meeting of the Cabinet Defence Committee

—DLY..T. held 26th May 47 . ;
~DS.D. _ /
DN.AD. 7 / ,

D.S.R.DM / : cTM

A/oit.s. 7 oc. Sf ..
DU.Of f .

Daa . CL. eo
B/6. MLS 1B) cpt ~~
h . 7 \ € (S Sdeaty to the Chief of

the Naval Staff.loth

Publication of Service Information; General Policy oe

The Minister of National Defence reported that the Chiefs
e “ of Staff had suggested a general policy covering the publication of Service “”

information.

a” - The general principle was that the maximum amount of Service
y information of an unclassified nature should bereleased through the various _

media, ie,. government publications (Estimates, Pyblic Accounts, Canada |

Year Book); replies to questions asked by members on the Houses of Parlia-

ment; official press releases; speeches and press conferences by members

of the government, departmental and Service officials; and articles

written by government officials and Service personnel,

Such matters as total strength and total expenditures,

location of permanent stations, were regarded as unclassified, but

details of establishments or estimates were among those classified and

therefore not for publication.

An explanatory memorandum had been circulated.

(Memorandum fran the Secretary, Chiefs of Staff Committee,

14th May, 1947 - Cabinet Document D.120) —

The Committee, after discussion, approved the policy

proposed by the Chiefs of Staff.

JUL -8 AMS
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S75 0-42

— CONFIDENTIAL

CABINET DOCUMENT |

; No...... DIDO. eee
Cogy Ne...... & vttrtteceg,

MEMORANDUM TO CaBINsT DEFENCE COMMITTER:

‘ Policy » Publication of Service Information

le The Chiefs of Staff are of the opinion that a |
comprehensive policy should be adopted to cover release of Ser-

vice information to the press and other agencies of the public,

In general, press releases and publication of articles by Ser-

vice personnel are covered and can continue to be covered by

Service regulations and instruetions. A policy to govern publi- .
cation of Service statistics in zovernment publications and to |

be followed in answering questions in Parliament has not, however, |

yet been adopted.

Re It is considered that sny policy in this regard

should be positive rather than negative; i.e., should be directed

toward the regular release of the maximum amount of information

permissible.

3s Attached as Appendix "A" is an outline of the

proposed policy, Your attention is drawn in particular to

paras. 7, & and 10,

4, The Chiefs of Staff recommend:

(a) the adoption of the policy in regard to
disclosure of Service information des~

eribed in Appendix "A", it being noted

that action has already been taken in

respect of Service press releases and

articles by Service personnel; and

(b) that this policy be administered in a
’ positive manner so as to provide for

regular releases giving the maximum

amount of information permissible,

W.W, Bean,

Group Captain, R.C.A.F.,

Secretary,

Chiefs of Staff Committee,

1Ath May, 1947,

:
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CONFIDENTIAL

APPENDIX "a"

POLICY =P UBLICATION OF SERVICE INFORMATION

Exincisle oi the Polict
1 ‘As a general principle, the maximum amount of Service

information, short of that which would enable fereign

powers to assess Canada's ability or readiness to wage

war at any time, should be released to the public,

2 _ It can be assumed that any information which is offi-
cially released from a government source will be published

4n some form or broadcast over the radio, Therefore, the

rule to be followed is that only unclassified information

. should be released.

Media

3 The following are the media by which military infore

mation is officially released:

(a) The publication of Service statistics in Gevern=

ment publications, for example:

(i) Public Accounts of the Dominion of Canada,

(43) Estimates for the Fiscal Year,14—

(iii) Reports of House of Commons Committce,

(iv) Canada Year Book,

(b) Replies to questions asked by Members in the
House of Commons and by Senators,

(c) Official Service press releases,

(a) Speeches and press conferences by Gover: sent
and Service Officials.

(e) Articles written by Government officials «nd
Service personnel.

A (ec), (d) and (e) above, insofar as Service >ersdnnel
are concerned, are covered by existing regulations end

instructions, but (a) and (b) have not beén adequately

provided for,

5 If detailed Service statistics are published in the

texts listed in para. 3 (a) above or in similar docu-
ments, there is no doubt that a statistical examination

of a single year's texts would provide a potential exeny

with a valuable indication of our ability to wasce var,

and that continuous yearly comparisons would provire hin,
gratis, with much more definite information,

6 Furthermore, quite apart from the security roint of
view, a system which provides foreign governments “ih

detailed statistics of our Armed Forces, gratis, «sould

have an adverse effect upon our ability to accuire intor-

mation. from those foreign governnents on a reciprocal
basis. .

000390
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Policy

7 Information on the following will not be published in -

unclassified documents or released to the public by any

means without appropriate authority:

.(a) Generals Any information, the unauthorized dis«

closure of which would,

(i) Endanger the national security;

(11) Be prejudicial to the interests or prestige

of the nation, any goverumentel activity,

or individual;

(iii) Cause administrative embarrassment or
difficulty;

(iv) Be of advantage to a foreign power; er

(vw) For any reason, be undesirable,

(bo) Objectionable Matter; i.e., classified informa-
tion, Included in this category would be such

matters as details of peace or war establishments

or estimates, development of new classified types

of weapons, details of active force schools and

instruction, and strategic and operational plans,

8 Ynobjectionable mstter; i.e., unclassified information.

Included in this category vould be such matters as total

strength of the Armed Services, total expenditures for

defence, training for reserve forces, generalized descrip-

tions of equipment, locations of permanent stations, ete.

Procedure

9 ' Publication of Service Statistics in Government

Publications.

(a) When. preparing statistical reports and estimates,
the originator will classify the completed reports

in relation to their contents, using the above

policy as a guide. ‘Where it is practicable,

reports may be divided into classified and un-

classified parts.

(b) The co-ordinator of these reports will approve

the classifications, The appropriate Service

Directorate of Intelligence will give security

advice when requested.

{c) The complete report on the detailed Service
estimates will be classified SECRET and will

continue to be distributed on a very limited

basis. ,

10. Replies to Questions in the House

_{a) Service agencics, when preparing replies to speci-
fie questions asxed by Members of the House of

Commons or by Senators, will classify the informa-

tion contained in the reply according to its contents,

(b) General information only, on broad lines, will be

given in the House,

(c) Information of RESTRICTED classification will be
given privately to mombers on request,

(d) Information of GONPIDENTIAL or higher classifica-
“tion will be withheld,
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"CLASSIFICATION

LIE 4 “137 /
' Reference

Date extracted 16th May 47

D.M. , The following is an extract from the minutes of

DU... the Meeting of the Oetackmat Defence Gomukkkex Council

DWT, held Sth May 47 . :
D.S.D.

D,N.A.D..

D.S.R.D

©} C.N.S.
D,i.0,

D.H.E.

A/C.N.A.S.{E)

A/C.H.A.S.(SD) . ecrétary to the Chief of

C.N.A.S. the Naval Staff.

DIR,

D 4A\x1

=

De bolicy = Publication of Service Information

_ After discussion, Defence Council approved the
Chiefs of Staff memorandum of 1 May 1947, to the Cabinet
Defence Committee, regarding the publication of Service C.S.C,
information,
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IN REPLY PLEASE QUOTE

Department of National BWefence

Raval Serbice

. Ottawa, Canada.

15th May, 1947.

SECRET a NSS 1950-14 Vol, 1

MEMORANDUM TO: HOLDERS OF C.B.O. FORM U2D (5) (1946)

Although C.B.0O. Form U2D (5) (1946) is issued as
a C.B., vara. 48 is classified in Canada as Top Secret,

All holders are therefore to take the necessary security

precautions,. C.B.O. Form U2D (5) (1946) is applicable
to the R,C.N. with the following qualifications:—

(1) N.S.H.Q. is the competent authority in all
instances,

(2). Is anplicable on 9 varallel basis with regard
to Ships, Shore Establishments, Stations, etc,

(3) No Classified information, documents, or
other material, shall be given to any foreign
nationals or authorities without approval
from N.5.H.Q@,. In this connection particular

attention is drawn to R.C.N. relations with

the Royal Navy and the United States Navy.

No Admiralty classified information, documents, »

and material, held by the R.C.N. may be passed

to the U.S, Navy without Admiralty's approval.
Similarly, no U.S, Navy classified information,

documents, and material, held by the R.C.N. may

be vassed to Admiralty without U.S. Navy -

Department's approval.

(4) The U.S.S.R. is considered a Category "C"
nation,

(5) Changes and additions will be issued from time

‘to time as anplicable to the R.C.N.

(6) Holders of C.B.0. Form UeD (5) (1946) are to

ensure that the utmost discretien is used in

the care and handling of both this C.B. and

the information contained therein,

JS Worle taf
Y.NAVAL SECRETA

H.Q. 10104

250M—5-41 (335) 000394
N.S. 815-7-1010
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MEMORANDUM TO: NAVAL SECRETARY

C.B.O. FORM U2D (5) (1946)

SECRECY REGULATIONS

APPLICATION TO R.C.N,

Page 8, Section VII, paragraph 48 (a), (b),
(ec) and (ay, and Page 9 Section VII, paragraph 50
(a) (14) and (b) are. classed as Top Secret under
the Canadian Government and R.C.N. present policy

Flag, (1) (1e) and (2), Section VII, paragraph 44
(ad) 4s included in 3(c) of the Canadian policy.

Ce In order to obtain the maximum effectiveness,

the contents of this C.B. should be made known to a

considerable number of people for administrative

purposes, and this cannot be accomplished if the

Classification of the R.C.N. procedure remains Top
Secret. However, as there is very little in the

C.Be which is Canadian Top Secret, it is strongly

recommended that:

(a) C.B.O. Form U2D (5) (1946) be issued to
all holders of C.B.'s according to regu-
lations (excluding Naval Divisions),

~(b) The attached draft memorandum be approved
and placed on the fly leaf of each copy

issued so that this C,B, will be brought

in line with the present Canadian policy.

36 As this C,B, is being issued as admin-

istrative procedure and guidance for the R.C.N.

the Security Panel have no objections. The

Security classification of Secret is still ade-

quate protection, ,

4, One hundred copies of memo are required.

Ottawa,

Sth May, 1947.
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Becret

MEMORANDUM TO: HOLDERS OF C.B.0. FORM U2D (5) (1946)

Although C.B.0. Form U2D (5) (1946)
is issued as a C.B., para. 48 is classified in Canada
as Top Secret, All holders are therefore to take

the necessary security precautions, C.B.O. Form UeD

(5) (1946) 48 applicable to the R.C.N. with the
following qualifications:-

(1) N.S.H.Q. 18 the competent authority in
all instances,

(2) Is applicable on a parallel basis with re-
gard to Ships, Shore Establishments, Stations,
eus,

(3) No Classified information, documents, or
other material, shall be given to any foreign

nationals or authorities without approval

from N.S.H.Q. In this connection particular

attention is drawn to R.O.N. relations with
the Royal Navy and the United States Navy,
No Admiralty classified information, documents,

and material, held by the R.C.N. may be passed
to the U.S. Navy without Admiralty's approval.
Similarly, no U.S. Navy classified information,
documents, and material, held by the R.C.N,

may be passed to Admiralty without U.S. Navy ‘
Department's approval. .

(4) The U.S.S.R. 148 considered a Category "C"
nation,

(5) Changes and additions will be issued from time
to time as applicable to the R.C.N,

(6) Holders of C.B.0. Form U2D (5) (1946) are to
ensure that the utmost discretion is used in the care

end handlingadboth this C.8. and the information
contained therein, — :

Ottawa,

/ 5th May, 1947,

ic)
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let Hay, 1947,

The Scerotory,

Defence Council,

“ iestio Service Informatio:

1. Attached is copy of a draft memorandum from the

Chiefs of Staff Committee to Cabinet Defence Committee, proposing

that a definite policy be established to cover release of Service

information to the press and other agencies of the public,

Ze This policy originated within the Army but vas

referred to the Chiefs of Staff by the Deputy Minister with the

suggestion that it might be made the basis of a common Service

policy. The Chiefs of Staff are in agreement with this vieu,

but consider that the matter should be put before Cabinet

Defence Committee since part of the policy concerns answers to

questions in Parliament and inclusion of Service statistics in

government publications, Before doing so, however, the Chicfs

of Staff wished this draft memorandum to be forwarded to Defence

Council for consideration and any commonts that might appear

desirablo,

3e I should be grateful, therefore, if this could be
included in the Agenda of the next meeting of Defence Council,

pot yA 00, (17,1. Bean),
Group Captain, R.C.AP.s,

Secretary.
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DRAFT

CONFIDENTIAL

lst May, 1947.

MEMORANDUM TO CABINET DEFENCE COMMITTEE:

Policy - Publication of Service Information

l. The Chiefs of Staff are of the opinion

that -a comprehensive policy should be adopted to cover

_ release of Service information to the press and other agencies

of the public. In general, press releases and publication of

articles by Service personnel are covered and can continue to

be covered by Service regulations and instructions, A policy

to govern publication of Service statistics in government pub-

lications and to be followed in answering questions in Parlia-

ment has not, however, yet been adopted.

ee. It is considered that any policy in this regard

should be positive rather than negative; i.e., should be

directed toward the regular release of the maximum amount of

information permissible,

3. Attached as Appendix "A" is an outline of the

proposed policy, Your attention is drawn in particular to

paras. 7, & and 10,

Ae The Chiefs of Staff recomnend:

(a) the adoption of the policy in regard to dis-
-“ closure of Service information described in

Appendix "A", it being noted that action has

already been taken in respect of Service

press releases and articles by Service per-

sonnel; and

(b) that this policy be administered in a positive
, manner so as to provide for repular releases

giving the maximum amount of information

permissible,

WW, Bean,

Group Captain, R.C.A.F.,

Seeretary,

Chiefs of Staff Committees,
Ene.
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CONFIDENTIAL

APPENDIX ‘A!

POLICY + PUBLICATION OF SERVICE INFORMATION

Principle of the Policy

1 As a general principle, the maximum amount of Service
information, short of that which would enable foreign

powers to assess Canada's ability or readiness to wage

war at any time, should be released to the public.

2 It can be assumed that any information which is offi-

cially released from a government source will be published

in some form or broadcast over the radio, Therefore, the

rule to be followed is that only unclassified informetion

should be released,

Media
+

3 The following are the media by which militery infor-

mation is officially released:

(a) The publication of Service statistics in Govern-

ment publications, for example:

(i) Public Accounts of the Dominion of Canada,

(4i) Estimates for the Fiscal Year,

(iii) Reports of House of Commons Conmitice,

(iv) Canada Year Book,

{b) Replies to questions asked by Members in the
House of Commons and by Senators. , ,

(c) Official Service press releases,

(a) Speeches and press conferences by Governcent

and Service Officials.

(e) Articles written by Government officials ond

Service personnel,

4 (c), (d) and (e) above, insofar as Service “:ersonnel
are concerned, are covered by existing regulations end

instructions, but (a) and (b) have not been adequately

provided for,

5 If detailed Service statistics are published in th

texts listed in para. 3 (a) above or in similar docu~

‘ ments, there is no doubt that a statistical ex :

of a single year's texts would provide a poten

With a valuable indication of our ability to w

and that continuous yearly comparisons would provite:hii

gratis, with much more definite information,

6 Furthermore, quite apart from the security soint of

view, a system which provides foreign governments i%)

detailed statistics of our Armed Forces, gratis, vould

have an adverse effect upon our ability to eccuive intor-

mation from those foreign governments oa « reci>rocal

basis.
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Policy

7 Information on the following will not be published in

unclassified documents or released to the public by any

Means without appropriate authority:

(a) General: Any information, the unauthorized dis
closure of which would,

(i) Endanger the national security;

(11) Be prejudicial to the interests or prestige

of the netion, any governmental activity,

or individual;

(iii) Cause administrative embarrassment or

difficulty; |

(iv) Be of advantage to a foreign nowers or

(v) For any reason, be undesirable,

(b) Objectionable Matter; i.e., classified informa-

tion, Included in this category would be such

matters as details of peace or war cstablishments

or estimates, development of new classified types

of weapons, details of active fore & schools and

instruction, and strategic and operation] plans.

8 Unobjectionable matter; i.e., unclassified information,
Included in this category would be such matters as total

strength of the Armed Services, total expenditures for

defence, training for reserve forces, generalized descrip-

tions of equipment, locations of permanent stations, ete,

Procedure

9 Publication of Service Statistics in Government

Publications \

(a) When preparing statistical reports and estimates,
the originator will ‘classify the completed reoorts

in relation to their contents, usin» the shove
; policy as a guide. ‘Where it is practicable,

reports may be divided into classified and un-

classified parts.

(bo) The .co- ~ordinator of these reports will approve
the classifications, The eppropriate Service

Directorate of Intelligence will give security

advice when requested,

(c) The complete report on the detailed Service
estimates will be classified SECRET and will

‘ continue to be distributed on «a very limited

basis,

10 ' Replies to Questions in the House

(a) Service agencies, when preparing replics to speci-
fic questions asked by Members of the House of

Commons or by Senators, will classify the informa-
1

i:

tion contained in the reply according to its contents

(bo) General information only, on broad lines, will be
given in the House,
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JOINT INTELL GENCE COMMITTEE

OFFICE OF THE SECRETARY,
Privy Council Office,

East Block.

April 26th, 1047.

MEMORANDUM TO: D.M. Johnsoyg Esquire,
Departmgn& of External Affairs.

(4D .N .Pale ye
D.M.I.

D. of I. (Air).

D.Se.l. ad D.G.D.R.

D.C.l. ~ R.C.Mer.

I enclose herewith for your information

‘and retention the following:

= Memo GSC 8=5 dated Aprii 25th, 41947 « Publication of
Service Informations

ye 4A,

(
se ee teres tn I

f
jane

JAK. Rutherford, Lt.-Gol.,
Secretary,

Rnel. !
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SECRET

April 25th, 1047.

The Secretary,

Joint Intelligence Committee.

Publication of Service Information

The Chiefs of Steff at their 387th meeting of 22nd

April, considered the General Staff Policy Statement on tho
publication of Service information and agreed that it would

be satisfactory as a common policy for the three Services

and Defence Research. It was proposed, however, that para-
graph i be amended to present the statement of principle in
& more positive manner. It was the general feeling that any
policy of this nature should bo positive rather than nogative,
that is, should provide for the releass of the maximum of
information permissible.

This matter has formed the subject of a recommen=
dation from the Chiefs of Staff to Cabinet Defence Cornmittes
but will be referred to Defonce Council for consideration
and comments first.

(7.7. Bean),
Group Captain, R.C.A.F.,

Secretary.
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SECRET
CLASSIFICATION

1950-13 Vol

Reference

Date Extracted 26th April 47_.

387th Meeting of

THE CHIEFS OF STAFF COMMITTEE

-D ecrétary,

. Chief of the Naval Staff.

N ‘

Date: of Meeting: 22nd April 47

Fr)

PUBLICATION OF SERVICE INRORIHATION

il, The Secretary reported that the Deputy Minister of
National Defence had forwarded for the consideration of the Chiefs of

Staff (with the object of formulating a common Service policy), a copy
of an Army memorandum outlining a proposed policy with regard to publi-

cation of Service information, The matter had been referred to the

Joint Intelligence Committee, who recommended that the Joint Staff Policy ‘

outlined in the Army memorandum be adopted as a common policy for the

1 - + three Services and Defence Research,

(Army memorandum HQ. 650-92-89--4,° HQ 8696-1 Vol 5 dated 30th
September, 1946 ~- CSC S=5 dated 18th April, 1947)

12, Mr. Heeney suggested that the first paragraph of this
policy letter be. ‘amended to present the statement of principle in a
more positive way.

13. Ihe Director General of Defences Research emphasized the
necessity for a positive rather than a negative publicity policy. The

.tremendous amount of - ‘speculation in regard to Churchill could probably
have been prevented if some information had been released on this

project at an early stage and the maximum information possible provided

at all times to the press, Accordingly, the general policy should

provide for the regular release of the maximum amount of information

permissible. This would tend to prevent unhealthy and inaccurate

speculation,

; 14. The Committee agreed, after discussion:

(a) to concur in the policy outlined in the Army memorandum
| as a common policy for the three Services and Defence

Research, subject to amendment of para. 1 along the

lines suggested by Mr. Heeney; and

(b) to recommend to Cabinet Defence Committee the adoption

of this policy; the draft memorandum to Cabinet Defenee

Committee to be referred to Defence Council for cansidera-

tion and comments prior to its submission,

aniindieinndlibGins ee =: : me



Date Extrag++ —£ist April 47 -

aS mer
Reference

386th Meeting of

THE CHIEFS OF STAFF COMMITTEE

The following minute is promulgatéd for

information and for necessary actiom —

Secretary,

Chief of the Naval Staff.

Date: of Meeting: “15th April 47.

y

DISCLOSURE OF SERVICE INFORMATION

“Al. The Chief of the. Air Staff reported that he had received
a request from the Canadian representative of "Aeroplane Magazine" for

certain very pertinent Air Force information, If all the information

requested were provided, it would mean that all relevant information on

‘the post-war Air Force was being released for publication, Much of this
information had already been released by the Minister or had been tabled

in the House and could be obtained by any interested person after a

certain amount of research, It did not seem desirable, however, to give

out the complete picture at one time and thus make it easily available
_ to agents of foreign countries.

42. The Secretary reported that a draft policy letter cover-

ing all matters of this nature, which had been prepared by the Chicf of

the General Staff snd sent to the Deputy Minister for comments, head been

referred to the Committee by the Deputy Minister in order that a common

Service policy might be formulated, it was proposed that this policy

should then be discussed at Defence Council as it imetudedlreleass

of information to members of Parliament, preparation of estimates, ctc.,
a final decision on which could only be taken by the Minister or perhaps

by Cabinet,

43, The Committee agreed to defer a decision on the release

of information to "Aeroplane Magazine" pending consideration of the

over-all policy in this regard.
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FILE No. CSG 8G

Ath April, 1947, k

CAS, j

i. Attached ie espy of on frny seworondun cutlining a

proposed policy vith roserd to publication of Sorvice infornatian,.

This policy Lotter hes becn reforred to tho Ghiefo of Staff py tho

eputy Manintor, cith the requect that 1 common Services polloy be
fermlated pricr to connidoration of thia matter at Defenes Council,
You alll rocell that thera tan a brief disaussion in this repurd at
the last reeting of tho Comittao, vith particular reference to

disalosum of Air Foren informntion to “fereplano Caragino"TM,

2 _ €he natter hao been referred to tho Joint Intelligence
Committee, whe rocensend thet tha gonoral stoff policy outlined in

“tho deny menorandun bo adepted ag a common policy for the throo
Services ond Tefcnes Resaarth. The Defence Repearch reprocontativo
om the Joint Intelligences Conmittoe bas further suggosted that
Appondiz "8", eolura (4) (vill) chould lao include rosearch and
be obondoll to roads "All phoeds of resonreh ond development and

the reauite of couch research and dovalopzent if classified",

Be Thia itor 49 boing inaluded in tho Agontn for tho 307th
noeting, Tuoaday, ind Apri, . —

a gree TM _TM

<= exe hem
10,0, Sean) +

Group Captain, RCA,
Sosrotary.

5M-8-46 (3373)

N.S. 7570-1 000407
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0.1024 NAVAL SERVICE — MINUTE SHEET

SEGRE?
oo FILE NO. eee ee

REFERRED TO| REMARKS ( With Signature, Position & Date )

toh Publication of Service
/ Information.

A. NeSenhy .
reyy :

C.N.S I entirely agree in principle with

the paper on "Publication of Service

Information", drafted by D.M.I.

2+ If this is approved by the C.S.C.,

however, it will be necessary for the

Security Section of D.N.P.I. to be

strengthened to compete with all the

questions of Security as envisaged.

3. At present only 1 officer (Lt.Cdr.
Rankin) is employed in the whole R.C.N.

on Security duties. D.H.I. on the other

hand has a Lt.Col., 6 officers and 11

other ranks employed on these duties

at N.D.H.Q. as well as a large number

of personnel for security purposes in

Military districts and Commands.

4, If you concur, I propose to reply
that "D.NsP.I. agrees in principle with
the desirability of controlling the ,

Publication of Service Information".

(H.N. Lay)

Capt., R.C.N

D.N.P.I.

Ottawa, 000408
17/4/47
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ESS 1960-13 Vol.1

18th April, 1947.

Publication of Service Information

I agree in principle with the General Staff

policy statement on publication of Service information -

(undated), which you forwarded under cover of your letter
JIC 1-4 dated April 16th.

2. While it is obviously dosirable to control the
publication of Service information, it will not bo possible,

at the present tine, for the R.C.N. to implement this, in

view of the fact that only one officer is prosently employed

at H.S.H.Q. on security duties.

' A ia
Captain, R lle,

Director of Naval Plans

and Intelligence.

Lt.-Col. JAK. Rutherford,

Secretary,

Joint Intelligonce Comittee,

Room $20,

East Block,

Ottawa.
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JI¢ 1-4

SECRET

CANADA

PRIVY COUNCIL OFFICE

OTTAWA, April 16th, 1947.
* CABINET SECRETARIAT

63793
omen D.N.P. te

D.I.Ae

D.Se.l. -~ D.G.eD.R.

Publication of Service Information

l. The Deputy Minister of National Defence has requested

the Chiefs of Staff to consider the attached @eneral Staff policy
statement on the publication of Service information so that it

may be breught before Defence Council as a recommendation en-

| dorsed by the three Services and Defence Research. It is

| desirable that there should be complete uniformity in the three

| Services and Defence Research in this matter in order that, if

necessary, the Minister may clear the policy of the department

with Cabinet if he deems this expedient.

Be The Secretary, Chiefs of Staff Committee, prior to

submitting the proposal for consideration, has requested that

the proposal be reviewed by the Joint Intelligence Committee and

that their views be received by noon, Friday, April 18th.

Se As this would appear te be purely a Service matter the

Chairman, Joint Intelligence Committee, has expressed the view

that clearance can be obtained from Service members of the

Committee without the need of calling a meeting tinless gms dis-
agreement arises.

| 4. May I have your comments, please.

|
|

t

Secretary,

Joint Intelligence Committee.

Ae
JAK. Ruvherrord, Lt.-Col.,

att.

|

|
| 000410
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6S If doveiied Army statistics exe published in the

ee texhe Listed in para 3{a) above or in similar doaunents,
\ thege is no doubt that a stablistical examination of

a Singlo yest's torte would provide a potential. enomy with

a Valtable indication of our ability to tage war, and
that continuous yearly compatisons would prévide bim,

g@tatic, with much nore definite information.

6 Furthermore, quite apart from the security point
of view, a systom thich provides forsign govermenta

with detailed statistics of our Armed Forces, gratis,

would have an alverse effect upon our ability to

acquires information fom those foreign governments

on a reciprccal dasis,.

Policy

2 Information on.the following will not te

published in unclassified documenta or released to
the public by any means without appropriate authoxity.

(a) Gonowal: Any information, the unauthorized
disclosure of which would,

(i) Sndanger the natlonal sequrity;

(44) Re prejudiolal to the interests or
prestige of the nation, any governments?

activity, or individual;

(412) Cause efiministrative embarrassment ot
diftiaulty;

(iv) Bo of advantage to a foreign power; or

(v) For any reason, be undesirable «

(>) Objcotionable matter, 420., olmssified
Sormtlon, Examples of objectionable matter, |

Which have basen considered with particular
roference to the govermment publications listed

in para Sia) dbove, are included in Appondix
">", attached,

8 UnebjJectiouabis matter, 1,96, wolassified |
information, ixemples of unobjectionadle matter,
which may bé published in welassified documents, |
for oxample, Govemment publications, or may be
Teleaaead to the public by any means, are ineluded
in Appendix "D", attached,

Procedure

9 Publication or Service Statistica in Government
Publications,

{a} When preparing statistical reports and estimates,
the originator will classify thetompleted reperts
in xelation to théir eontenta, using the abére
policy az a guide, Where it is practicable,
Reports muy be divided into classified and u~ _
Glassified parts,

‘thunencedeste

ae 7 is 000412 —
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mr

(b} The og-ordinator of these veports will approve
the clagsitications, The Directorate of

Militaxy Intelligence will give seourity advice

ee

(a) The complete report on the detailed amy
estimates will be classified SECRET and will
contimie to bé distributed on a very limited

basie.

{a} Thoso parses of the detailed Army estimates
which are the contern of the Ghief of tho.

Goneral Staff, the Adjutant General, the

Master General of the Ordunnce end the

Quarctexmastox Genoral wlll be oo-ordinated by

the Dixectorate of Staff Duties and will carry

@ miniimm classification of CONFIDENTIAL,

Repiics to Questions in tho House ie

{a) Branches or Directorates whon prepaxing replics
to specific questions askea by Members of the

House of Commons or by Seusgtorve will cletsify

the inforration contained in the reply

ageoxding to its conten /

(b) Genezal information ofly, on broad lines, wiJl
be given in the House. \

? (@) Information of RESTRIOMD claesifiention will:
be given privately to membors on request.

o (@) Information of CONFIDIIIAL or higher
Giassificetion will be withheld.

Officio, Army Press and Radio Releases

Press xeleases issued by the Armny wid be in
accordance with the policy contained in MS 8696-1
Vol &, datcd 12 Jul 46, copy of which is attached as
Appondix "A", and H) 650~9R-89-4 dated 30 sep 46
attached as Appendix "BY"; -

Amny personnel will be govexsned in these matters

by the regulations set out in KR (Can), paragraphs
458 to 454 inclusive, and by "The Official seoreta
ACW", Chapter 40 of the Statutes of Canada, a digest
of which forma Appendix T¥, KR (Gan).

Lieutenant-General, ,
Ghief of the General Staff,

000413 |
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‘CONFIDENTIAL

DEPARTMENT OF NATIONAL DEFENCE

~ ARMY -

OTTAWA, 30 Sep 46

HQ 650-92-89—4 »

- | HQ 8696-1 Vol 5

411 General Officers Cammanding,
All District Officers Commanding,

Commandant, Royai Military College, .

Kingston,
- Commander, Cdn Army Staff,

Washington, D.C. |

Chief of Staff, Cdn Military Headquarters ,

, London, England.
Commander, Northwest Highway System,

Whitehorse, Yukon.

Release of Information to Press

l. This directive discusses details affecting

commands and districts but the principles are to be

applied by all addressees, It should be read in con-
Junction with HQS 8696-1 Vol 5 of 7 Sep 1946

Relations with the Press

Lo Good relationship with the press can only

be gained by frequent personal contact. Some doubt

appears to exist as to the manner in which Commanders

should deal with the press. It is the purpose of this

‘directive to point out what can ~ and what cannot - be

released by GOsC and DOsC to the press.

Policy Matters . ‘

Se Matters involving National Policy will not

be divulged or discussed with the press without prior

submission to and approval of Army Headquarters (GS 30

of 17 May 1946 refers). Once such matters of policy ‘

have been determined and their interpretation by Commands

decided on, GOsC may discuss them with the press

providing the discussions are restricted within the
scope of the responsib’i ties of the Commander concerned.

Examples of the above might include;

Training of Active and Reserve Force units.
Summer Camps,

Exercises,

Composition and organization of Active and

‘ Reserve Force units within a Command, or District.

“(@) Moves of units within a Command, or District.

Toe Roopee

000417



Conferences
al pein

Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur accés & l'information

4. ; GOsc and DOsC should hold periodic press

conferences. Sec KR (Can), para 434. In preparing

subjects for discussion with the press, full use is
to be made of the Command PRO who is able to advise

what can and what cannot be discussed. While Command

PROs should be present at all press conferences, the

responsibility remains that of the commander concerned.

Security Aspects

De As a guide to @0sC and DOsC, for press

conferences, the following treatment of material,

from the security standpoint, will be followed;

(a) Ynclassified -- may be discussed with the
press.

(bo) Restricted -- may be discussed with the

press as “off record" information at the
discretion of the Goc or DOC if he feels

this is necessary to provide proper back-

ground, \

(c) Confidential and above -= may not be discussed

with the press,

General Guidance

6. The following instructions will form

guidance for GOsc and DOsC:

‘The ordersto Command PROs are that they will --

(a) Keep themselves fully in the Command military
picture at all times.

(bo) Periodically visit all officers at Command HQ,

and ensure that as far as possible they are

present at all conferences,

{c} They will gain the confidence of the Commander
and his staff and take all steps to continue

this understanding.

(ad) Have access to and give direct guidance in PR

matters to the GOC.

(e) Be responsible to the GOC for maintenance of :

good relations with all news, media within

the Command area.

(f) Refer all matters having Command policy aspects

to the GOCc.

(g) Maintain continuous personal contact with senisr
press officials and be ready to assist them in

obtaining speedy and accurate replies to

legitimate press queries, obtaining appropriate

Security guidance from the General Staff.
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(h) Keep the press informed in advance of news~
worthy items affecting the Army within the

Command, including senior appointments and

retirements, when approved by Army. Head-
quarters.

(3) Maintain frequent contact with acting District
PROs to ensure that good rslations are main-

tained between District headquarters and the

Toca press, .

(k) Keep DPR(A) at DND advised of news events
requiring photographic coverage so that arrange-

ments may be made to despatch a photographer

if this is considered necessary.

‘ (1) Arrange press coverage of special events,
_cpress tours and acéraditation thréugh .DPR(h)
at DND of special feature writers who wish

to visit military installations within the

Command,

+ rn

(m) Arrange for special publicity displays in the
. theatres, stores, etc., and maintain good

relations with radio stations personnel.

(n) Advise GOC and DPR(A) at DND of adverse press
criticism in order to be able to-refute such

statements with accurate replies, if so.

directed,

Reports

7. A semi-monthly report on Public Relations
activities within the Command will be forwarded by

PROs to DPR(A) at DND. It will be initialled, prior

to despatch, by,or for the GOC. The ftllowing points

will be included:

(a) Number of press releases issued,

(b) Queries from the press affecting policy which

had to be referred to the GOC or DPR(A) for

decision,

(c) Adverse press citicism, if any.

(d). Number of liaison visits and points discussed

and decisions given to acting PROs at District

HQ.

(e) General - describing activities of Cemmand PRO

during period under consideration,

(f) Outstanding future events requiring special

news or photographic c*verage beyond the

capabilities of Command HQ.

Ge.
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A copy ef the report will be passed by PROs to the
Commander to whose HQ they are attached.

SS AG oe FM he ear .

(iC CM" an

iyi,
ae Lieutenant-General,

Chief of the General Staff.

PISTRIBUTION: (for Information)

Deputy Minister.

Heads of Branches

Vice Heads of Branches

Deputy Heads of Branches

All Directors, Army Headquarters

Judge Advocate General

Military Secretary

Command PROs (5) .

“District A/PROs (11)
DPR (Army)

File

“War Diary |

a ean ees ms cee Oe ee ae OD OO OR SO ee eh re
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Appendix "1"
(Koeference para 4)

We a

453 .

{a) an officer or soldlor is forbidden to publish or

- Comiunicate, eitnaer dirsctly or indirectly, to the press,

any wilitary information, or hia views on any military
subject, without spcocial authority from National Defence

Headquarters. Any information of a professional nature
which he may acquire vhnile travelling or omployed on duty

4s to be regardcd as the property of the Department of
National Defence and ia not to be published in any form

without previously obtaining, the permission of National

Defence Headquarters. an officer or soldier will bea held

responsible for all statements contained in communications
to other persons which nay subsequently be published in
the press. He is not to prejudge questions which ere

under the consideration of superior authority by the

publication, anonynously or otherwise, of his opinions,

and he is not to take part, in public, in a discussion

relating to orders, regalations, or instructions, iasuad

by his superiors.

{n) An officer or soldier who desires to publish en article
will make written applization through the usual channels

to the Sscrotary, National Defence Headquarters, for

permiasion to publish auch article. The application must

be accompanied by the article in duplicate, either in
typewritten or orooft form, together with a statement from
the authority, lf any, under whom the applicant ia immed- J
lately serving, that such authority has. no objection to .
pormission being applied for. One of the copies so
submitted will be retained at National Defence Headquarters
for reference. Permission to publish will apply only to -
the article, etc., us submitted, and no alterations therein,
or additions thercto, othor than those of a mers editorial
nature are to be made s.bsequently withous authority from |
National Defence Leadquerters.- .

(c) The permission to paolish the article, ete,, will not
convey official entsraerent of its tontents, and no
Statement tending to imply official approval or endorsation
is to be included in any part of the publication, nav is
the permission to ve referred to in any way.

Any communications affecting the Militia generally, or any
arm or services thereof wiich it may be considered desirable ~°
to make to tho press, will be made by National Defence
Headquarters. In military districts, communications to tho
press may only be made wien they solely affect the comaud
concerned, and in this case they vill be made througn
District Headquarters; all applications of press represent~
atives will be referred ;0 an authorized staff offiicor,

poceceecese/t

\ — ,
7 “4 000421
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FILE No... Coe 8-1

oth
CHIEFS OF STAFF COMMITTEE Js 0G

ORASNP tae! wilt. Shab!

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,

EAST BLOCK, OTTAWA

15th April, 1947.

63645

U5, Car Departzont - Releace of
masts

Infernation

LaakeEe
4 ay

Ae Attached is a copy of letter from the President of

the Hatdionol Research Council te the Fereign Liniaon Office of

the United States ter Departmont and of thelr reply, This

eorronpondenes has beon forvarded by the Carcdian Joint otaff

Hission, Cashington, for your information, You iii note that
the U.S, Sor Dopartment will not reloane tochnical information

except through the Canadien Joint Steff Mleaion.

2. qhe Cancdten Rebanoy hee notified the National
Renearch Gounell of this policy.

AOS Fhe smag? ¢/ (v7.0, Bean},
oan, Phe Group Captain, R.C,AF.»

Ents, we Seoretary. -

. 
—_—

ene?
ey Zaavr® , ,

5M-8-46 (2873) an | | . 000423
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WAR DEPARTUENT

War Department General Staff

Ivitelligence Div., )
Washington 25, D.C.

CG6i5 :

Commander

Ganadian Joint Staff Massion

2222 FS) Street Nelle
washington 8, D.C.

Dear Sirs

There is attached a letter signed by Mr. G.J.

Mackenzie, President, National Research Council, Ottawa,
Canada, dated 15 March 1947, requesting that ilr. Reymond |

A. Frigon be placed on the accrodited list to receive |

technical information from the U.S. Apmed Forces. It )

also states that Mr. Frigon will be assisted by Hiss Z.

Jesson, who might be signing for and in the absonce of

Mr, Frigone

This will confirm the telephone conversation be-

tween Colonel Uraling and Group Captain Carscallen in

which it was stated that War Department policy doos not

permit the United States Jar Department to deal directly
with civil agencies of the Canadian Government. A recent \

change in policy limits the Jar Vepartment to furnishing ine |

formation to the Canadian Government's recognized military

agencies, in other words, we are restricted to dealing

only with the Canadian Joint Staff Mission and/or the
Ganadian Military or Air Attache. Under the Canadian Joint

Staff Mission, of course, the R.C.A.F. and Canadian Army

Staff are included.

It would be very much appreciated if you would

inform the National Research Council of the above and exe

press our regrets that war Department policy does not per- “|

mit the direct exchange of information with the representative
of the National Research Council.

Sincerely. yours,

(signed)
FRANCIS J. GRALING

Colonel, GSC

Incl Foreign Liaison Officer

Ltr dtd 15 Mar 47
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ie Cable Address "Research"

In your reply Please Quote

* . a _ FAle Nosecoes FedeG.

NATIONAL RESEARCH COUNCIL
Canada . 0625

Office of the President OTTAVA, March 15, 1947

Lt. Col. R. We Weaver, GSC,

foreign Liaison Office, —

Military Intelligence Division, Ge2,

War Department General Staff,

Room 2B=730, Pentagon Bldgse,

Washington 25, D.eCe, U.S.A-

Dear Sir:

I have to inform you that Mr. Raymond A.

Frigon will shortly take up an appointment in Washington |

as representative of the National Reasearch Council

of Canada. Mr. Frigon will be attached for formal

purposes to the Canddian Embassy but will be located at

the Canadian (N.R.C.) Scientific Liaison Office in the |

British Commonwealth Scientific Office, 1785 Massachusetts

Ayenue, N.W., Washingtone

I would be grateful if you would place tir, Frigon
on your list of representatives accredited to receive

technical information from the Armed Forces. .

|

Mr. Frigon will be assisted by Miss 2, \esson

who may on occasion sign for him in his absence.

Yours sincerely,

(signed)

Ce. J. Mackenzie,

President.
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Secere 7

CLASSIFICATION

JJ/E5O72UH
Reference

Date extracted 10th April 47

CABINET DEFENCE MINUTE

DM. The following is an extract from the minutes of

7D. U.P. the 30th Meeting of the Cabinet Defence Committee
DWT. held Slst March 47 ‘

D. S.De
D,N.A.D.

D.S.R.D.

A/GN.S.

D.U.O.

DEE.

A/C .N,A.S.(E)

A/C.U.A.S.(SD) Seoretary 50 the Chief of
ake S. ~~ the Naval Staff.
DNR.

C.N.P.

Disclosure of Information to Other Countries

The Minister of National Defence stated that the United
Kingdom grouped other countries into certain categories which indicated
the security classification of military and technical information which

might be given to those countries, Category "A" comprised countries of

the British Commonwealth (excluding Hire) and the U.S.A. who could be

given all classified information. The United Kingdom, however, had now

altered its policy as regarded India in that, though India remained in

Category "A", only such top secret and secret technical information as

was necessary for her immediate military needs would be given, each item

being considered on its merits. The Security Panel had recommended that

a similar procedure be adopted for Canadian use as in any event information

of British origin could be released only with U.K. coneurrence. It was

proposed that the Joint Intelligence Committee should consider such

individtial cases as might arise, being guided by the principle adopted

by the U.K,

(Memorandum from Secretary, Security Panel, March 7th,

1947 ~ Cabinet Doeunent D,110),

The Director General of Defence Research raised the

question of the actual administrative policy followed in regard to

release of classified information; in particular the manner in which the

Joint Intelligence Committee was giving direction. His experience had indicated

that the J.1I.C. was inclined to take the most restrictive view in each case,

- and therefore perhaps release of information was being unnecessarily prevented.

It appeared that the practice followed by J.1.C. was to release information

only if a reciprocal release could be expected from the other country

concerned, This policy was applied regardless of the security ch&assification

involved.

The Committee, afte discussion;

(a) approved the re-categorization of India in accordance

with U.K. policy and,

(b) agreed that individual requests for releases of information

of a top secret or secret nature to India be referred to

the Joint Intelligence Committee. 000427
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THIS DOCUMENT IS THE. PROPERTY OF THE GOVERNMENT OF CANADA

Disclosure of Information to Other Countries

MEMORANDUM/TO THE CABINET DEFENCE COMMITTEE:

l. By authority of the Cabinet Defence Committee, the

Security Panel recently issued an administrative memorandum

‘outlining the policy to govern the disclosure of military

and technical information to other countries,

2. . This policy, which is similar to that pursued ‘in

the United Kinzdom, sroups the nations into three catexzories e

"AN, "BY and "6", and indicates the security classification

of information each may receive, Catesory "A" comprisos
countries of the British Commonwealth of Nations (exeluding

Eire) and the U.S.A,, who may reccive all classified
information.

Se Advice has been received that the United Kingdom

policy, as it affeets srouping in Catezory "A" has been

amended as regards India. While she will remain in Catesory

"A", only such Top Secret and Secret technical information

will be given to her es is necessary for her immedlate

military needs and each item will be considered on its

merits, .

4a, As our practice is to clear with the United Kinre
dom authorities if the information te be roleased is of

British origin, the Security Panel deem it desirable that

a similar procedure be adopted for Canadian use; also, the

Panel believes that in present conditions such a policy
is the best one to pursue...
5. The Security Panel therefore recommend that India
remain in Catezory "A" but that requests for release of in-

formation of a Top Secret or Secret nature be referred to

the Joint Intellisence Committee for consideration in in-

dividual cases and that they be =zuided by the principle that
oniy such information should be passed which is required for
her immediate needs,

J.A.K, Rutherford, Lt,-Col.,

Secretary,

Security Panel.

Privy Council Office,
March 7th, 1947.

tudo?
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Disclosure of Information to Other Countries; ~~ ~~ ——-. .~—
Catezorization of Nations

7, The Acting Chairman referred to the ad-

ministrative memorandum dated 15th October, prepared
by the Security Panel, outliriing the policy to be

observed with regard to the disclosure of information

to other countries ‘or their representatives either >
military or civilian,

The grouping of nations into categories
was based on a policy pursued by the United Kingdom
and was accepted for Canadian use subject to periodic
review by the Security Panel,

The United Kingdom policy, as it affected
srouping in Category "A", had been amended as regards ‘
India, It had been decided that while she would remain
in Category "A" only such Top Secret and Secret technical
information should be given to her as was necessary for

her immediate military needs and each item would be
considered on its merits,

In view of this decision it was for cone

sideration by the Panel as to whether a similar pro-
cedure should be adopted for Canadian use.
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8. Mr. Crean expressed the view that since

clearance from Sritis h authorities would be nocassary
in the release of classificd information of British ©

orizin it would be desirable to adopt United Kingdom
policy in this regard.

9, It was agreed, after discussion, thats

{a) India should remain in Catezory "A" but
that. requests for relcase of information
of a Ton Seeret and Secret nature be referred

to the Joint Intelligence Committee for

consideration in tndividual cases; and

(bo) that this decision be the subject of a

report to the Cabinet Defence Committees.

Booklet. on ‘Security

10.. The Acting Chairman submitted for cone
sideration a draft copy of the Booklet on Security pree
pared by the Sub-Committce in accordange with decisions

reached at meétings of the Panel he Id on 24th June | and’
8th yuly. .

(Security Panel Document SP- -19).

* In the preparation of this material the
gub-Committes, realizing that security requirements

“within individual departments of government varied
sreatiy, had endeavoured to provide suidance rather
than regulations. The emphasis the refore was on the
advisory section, All the rezulations, reproduced in
the Appendices had been authorized with the exception
of that dealing with security measures in relation to

documents» However, this appendix was merely an
amplified version of the Panel's memorandum of September
4th, 1946, and did not appear to raise any new questions
of polieys

It wes intended that the booklet be printed
in a form similar to the governniont telephone directory

but in a slightly smaller size, viz. 5% x & inches.
Estimates for undertaking this work had been received

from Service printing establishments and amounted to

$50.00 for. 200 copies. The Privy Council Office would
provide the necessary funds for this purpose.

The Sub-Committee had found the United
Kingdom booklet on security of considerable help and
were also indebted to Mr. George Glazebrook, formerly -
of the Department of External Affairs, for his advices
Copies of the booklet shotld be sent to the United
Kingdom Seeurity Panel and to Mr. Glazebiook with
acknowledg zement,s

LLi Commander Macachald expregsed the view
that cetbath séetion of ae y dealing with cypher
Reclrity dohtained tnformation. which should not have
the wide circulation proposed for the booklet. Con-
sideration might be given to egsker restricting the

distribution of this chapter to dcpartmenta which have |
otceasion to send or receive cyphcr telegrams,

- 000431
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12, The Panel, after discussion:

(a) approved the draft submitted subject to such
‘amendments as were agreed upon in the disecus~

gion and agreed that arranzements be mdde for
the printins of the booklet in the style
proposed;

(bo) agreed that initial distribution of the
Dooklet be made cepartmentally to all Deputy
Ministers and Security Officers, and at the
discretion of the Chairman to government

asencies; and

(c) agreed that the administrative memorandum
on "Security Measures in Relation to Documents"
issued under date of September 4th, 1946, be
superceded by the instructions contained in

Appendix "A" and that the new instructions

be circulated forthwith.

Secretary, :

Security Panel.

Privy Council Office,
-Mareh Sth, 1947.

000432



File No Soe eaneeevereneoesssanvesl

»

o ( NAVAL SERVICE HEADQUARTERS )

“MINUTE SHEET

ial For the use of Naval Staff,

REFERRED TO: REMARKS

CW...

A.C elHt.S e

D.N.P,I,

D.W.T.

D.N.A.D.

D.S.De

S.0.(0)

JAF.

C.N.AS 6

DN. INF.

N. SEC. °

PERS. (N)

A/CON.AS. (S.De)

fGy lea, (itaiv.)

DG Pyle

B.N.O.

D.M. (N)



Document disclosed under the Access to Information Act -

* Docunient divulgué en vertu de la COOPTy Vinformadtion

NAVY DEPARTMENT . |

OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON 25, D.C.

SECRET . ‘ 6 FEB 1949

Serial No. 001193P32

My dear Commander Pemberton:

Governmental policy has recently been established

making possible the free and comprehensive exchange of

Classified military information on matters connected with the

security of Canada and the United States as provided for by

the torns of the "34th Recommendation" of the Permanent Joint

Board on Defense.

The disclosure of the aforementioned information
to Canada, however, will be contingent upon agreement to the

following conditions precedent to its release:

a» will not be disclosed to a third nation without

specific approval of the United States,

be Will be afforded substantially the same degree of

security afforded. by the United States.

Ce will not be exploited for production for other

than military purposes.

a. the rights of the individual or concern, originating

the development, whether it is patented or not, are

to be respected by Canada in accordance with the

patent laws of the country of the originator.

Relative to the administration within the Navy

Department for the releasing of Navy classified military infor-~

mation to Canada, the Office of Naval Intelligence is the

authorized channel through which such data shell be disclosed,

The following is to be followed in all requests for

such information, whether for specific items, to make visits

to Naval or quasi-Naval activities, or for the establishment
of continuing projects or liaison.

Requests for specific data should be addressed direct

to the Office of Naval Intelligence which will undertake to
obtain the desired information and transmit it to you.

Requests for permission to visit at Naval or quasi-

Naval establishments should also be forwarded direct to the

Office of Naval Intelligence. Upon receipt of complete infor-

mation as to the identity of the representetive(s) destenated ]

to make the visit, the nature and scope of the visit, and the

probable frequency and length of visits, if more than one, the
Office of Naval Intelligence will arrange for the visit(s) and
inform you of the results.
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The foregoing arrangements will include the
time and place and personnel for conferences determined
to be necessary»

With kindest personal regards.

Very sincerely yours,

(Sed. )

THOS. B. INGLIS,

Rear Admiral, U.S. Navy
Chief of Naval Intelligence

by direction.

Commander F.J.D. Pemberton, RsO.N.(R),
Naval Attache,

Canadian Embassy,

1746 Massachusetts Avenue,
Washington, D.C.
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OFFICE OF TH CHI OF THE WAVAL STAFF

OTTAWA :

CONFIDENTIAL . 4th February, 1947

MEMORANDUM 53976"
——_—.

DISCLOSURE Cl SERVICE INFORMATION

Addressees are to ensure that they and

all officers and men under their jurisdiction are conversant

with the provisions of K.R.C.N, article 12.73 which prescribes

the procedure which serving personnel must follow when

disclosing any information of a Service nature, whether

written or verbal, to the public.

In addition, personnel at Naval Service

Headquarters are hereby forbidden to disclose, under

any circumstances, any information of a Service nature

to the press or to persons outside the Service, either

verbally or in writing. :

The only sources of information available

to the press or to any other persons outside the Naval

Service are the office of the lfinister of National Defence ‘

and the Director of Naval Information after he has ,

cleared with the appropriate departmental aubhority.

of
“A

i . ‘|

/ : /h/ .
i f/f V ne
(EVE. ‘Reid)

Vice Admiral

CHIEF CF THE NAVAL STAR?

TO:

ALL BRANCH HRADS AND DIRECTORS

AT NAVAL SERVICE FRADQUARTSRS.

COMIANDIZIC CFPFICER, H.M.C.S. "BYTOWN".

,
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H. 024 NAVAL SERVICE - MINUTE SHEET

FILE NO.~.7S..11550-2.FD 27.

REFERRED TO} REMARKS (With Signature, Position & Date )

DNPI It is approved to promulgate your
draft memo (6 down) on Disclosure of
Information to Other Countries, to the |
addressees you have indicated; memo to |
constitute temporary instructions for the
Naval Service pending Cabine Approval
of the policy involved, /

(H.E. Reid)

Vice-Admiral

C.N.S.
26th November, 1946,
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