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THIS FILE IS TO BE USED FOR
REFERENCE PURPOSES ONLY.

ALL FURTHER CORRESPONDENCE
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. [

/‘ NUMBERED LETTER 7/{ /7%/43

o Document disclosed under the Access 1CW c
‘ Document divulgué en vertu de Ja Lo/ sur l'acces a¥information

Unclassified

. / Security: . mRGLASSLTISH (oo oL,
TO: THE UNDER-SECRETARY OF STATE FOR No: ;By EL\
EXTERNAL AFFAIRS, OTTAWA, CANADA. """"""""""""""""""""""
Date:...... April 30, 1963 .. ...
FROM: Permanent, Mission. of, fanada. o, the..... y
. Enclosures: . . vveer e rennroreeronees .
.. United. Nations,. . New Yarka...oooonnes,
Air or Surface Mail:.........covvinrvn..,
Reference:. Your. Lettar. 188 . af March . la............
Paost File No:....ovovoivn i i,
. A <
Subject:... t.tac.h e RS i mle == —————x
....................... 5?“
....................................... OO (_'éf = /(}’[ - (r’! O
.............................................................. | ‘ —
G;(f' )
References
- We are returning Form Ext. 27R acknowledging

receipt of Attaché Case No. 389. Two keys, Nos. 389
and 391, were also received. However, only key
No. 391 will open the case. We are therefore

. returning kéy No. 389 and should be grateful if

an additional copy of key No. 39| could be supplied.
——

Tr\"nnv\nl

. A |

O 000356
//42 )’l . /
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4 DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.
) ' NUMBERED LETTER
) RESTRICTED
Security: v veeeiivectaresrroottarasiserin,
TO: THE UNDER-SECRETARY OF STATE FOR No: 5?<32(
EXTERNAL AFFAIRS, OTTAWA, CANADA. | 7777 Sy
o . Date:..ARCE1 26, 1963 ...
The Permanent Mission of Canada to o
FBOM: ...................................................... l
Fnclosures: . @ vir it ionsierotcnannm
the United Nations, New York. . .. . . .
..... Air or Surface Mail:. ./'.\.'.r:. bag.........
Bef ~ Your Let. DS-529 of 8Sept. 25/62
CIreNCE: « s s s 005080 0068888008 utssesssestsossetsarattiatsnissary
Seh | ¢ s s q Past File No:..|.4.-.5:-..l. .................
Co chedule for Securit uards .
Subject:.... T TR y..puargs .. o =
.............................................................. é“aO (-fg/; é“(ﬁ"m Z%@

References /‘/_\V/
?}'I« ﬂ J Mf,

We enclose a copy of the schedule for

.
%D L our security guards based on the new shifts, for your
1 -
r TR ; information.
= v{_,_J
4
5
L &
r
24
s :
EEIL LM
Permanent Mission.

T» Internal
Circulation

;
Distribution
to Posts

000358
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Mon Apri) 29
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Tues » -0
. . »
F<) [ 4 30
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Thurs “ 2
» » 2
L J [ J 2
Feil o 3
» - 3
- 5 3
Set # 4
- &5 4
[ J & ‘
Sun " $
» -~ s
[ J » s

Me Jones
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I!‘

Lensdale
Breughal

8reughal
prariy
Lensdale

Lensdale
Broughal
Jenes

Jenes
Lonsdale
Breugnhal

Brougha!
Jenes
L.J‘ddio

lensdale
Breughal
Jonae

Lenscale
Broughal
Jenes

for th

Poried

000! - 0930
1730 - 2400

Off Duty

0004 - 0830
1730 - 9400
Off Duty

000t - 0930
1730 « 2400
Off Duty

0001 - 0830
1730 « 2400
@Ff Duty

0001 « 0830
1730 « 2400
Ofr Duty

0001 - 0800
0800 - 1600
1800 -~ 2400

000§ -~ 0800
Off Dw
18600 - °
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Restr|cted
rled ending May 5,196
Hrs worked
8%
64
4
6+
94
64
2 3
64
” %
8
3
8
‘ "
48 3 33+
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Ray Name Period Hrs worked
Mon May 6 Mr Lonsdale - Q00| - 0930
: : ] : Broughal 1730 - 2400 " (1)
6 Jenes Off Duty
Tues “* 7 Nr Jones 000! - 0930
: : 7 # Lonsdale 1730 - 2400 64 -
7 ® Broughal Off Duty |
Wed A My Broughal 0001 - 0930 :
: : & *® Jones ‘ 1780 - 2400 » 64 |
# ® Lonsdale Off Duty |
Thurs * 9 Mr Lonsdale 000! - 0830 ‘
<R * Broughal Ve e ™ |
- ol W ® Jones Off Duty s }
Fri ® 10 Mr Jones 0001 - 09
: : 10 ® Lonsadale 1730 - 24033 6% ™
10 ® Broughsal Off Duty
Sat W | Mr Broughal 000! - 0800
: : N * Jones 0800 - 1800 ’ ]
i ® Lonsdale 1600 - 2400 8
Sun " 12 Mr Broughal 0001 - 0800
> e 2 " Jenes Off Du :
" - ® lLonsdale 1600 - 243YO # g

48, 8% | 334
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0001 - 0930
1730 - 2400
Off Duty

000! - 0930
1750 - 2400
Off Duty

000! - 0830
17306 - 2400
Off Duty

C00{ - 0830
1730 - 2400
Off Duty

0001 - 03930
173C - 2400
Off Duty

0C0! - Q800
0800 - 1800
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1600 - 24
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f

Spot - A W-H

A

Ottawa, April 2%, 1983

MW& z -
/ 7 ) the fouq\_n'ing:,-

3 Keys for lock 22A 281

Reference yo'ur‘letter No. 139 of April 17/63

When the above has been received and checked, would you kmdly sign and
return the original form Ext. 27TR.

_ . ~ T ‘ Lﬁider-Secret.ary of State
Return . to Rme 382 D.L.(2) East Block _ for External Affairs

Thxs is to certify that the above mentioned items have been recexved in
good order.

Place Date B Signature

\
‘ Ext. 27R (Rev. 2/53)
|

: 3 : o 000363 /
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\ Document divulgué en vertu de la Loi sur 'acces a Tinw
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o T S . ’ — i

- Ottawa, April 23,1963,

'FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA
T0: The Permanert Mission of Canada to the United Nations,

NEW YORK.

. . 3 e '
We are forwarding by ( Courier S ) the following: -
2 keys for Attaché Case No,389

.(Attaché Case is %eing sent separately by Surface I

Please refer to your letter No.1l88 of March 15/63.

When the above has been received and checked, would you kindly sign ard
return the original form Ext. 27R.

Urider-Secretary of State

on to m (o) @ * for External Affai
Return to rm.382,D.L.(2) E.B. o erna airs

W

This is t.o “certify thae the above mentioned items have been received in

j;m ﬁ{%%ﬁ%ﬂ@wiwéd el
é/ a4 )

C;ézzﬂf /gymﬁ;zﬁb‘l;i7

Pléce

Ext. 27R (Rev. 2/53) 000364 |

/




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur l'acces & l'information

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

N

NUMBERED LETTER

— Security:....... SEGRET......evvinn,
TO: THE UNDER-SECRETARY OF STATE FOR N oD &2
L L L T T T

EXTERNAL AFFAIRS, OTTAWA, CANADA.

FROM: ..The. .Pe.nmﬁmani:.r.M.i.ss.i on. Qf. Ganada to...

Subject:...Camb.ination.of.Security.Containerss. T-—:——————;-—a ==
Ottawa File No.

--------------------------------------------------------------

---------------------------------

Enclosures: . cve ettt
Air or Surface Mail:....Air..Bag.......

Post File No:...11=4. ......... oo ..

P e o, o , = -
S ST LT v

«~ | s

ra

Re ferences
\
This 'is
(a)
(b)
(c)
(d)
Internal
Circulation
(e)
Distribution
to Posts
\ t. 182A (Rev. 2/52)

to certify that:

The settings of all the security combination
locks in use at this Missicn have been changed
as required in the Security instructions.

The new settings are enclosed in the attached
envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed as
prescribed in section 108.6 of the Security
Manual . '

‘The official record of such combinaticns is

kept at this post in accordance with section
409.7 of the Security Manual.

All spare security combination padlocks in
the custody of this Missicn have been set
on the neutral combination 10-20-~30, and
each lock is properly labelled to show. the
combination on which It is set.

All the combination locks in the custody of
this Mission are in good working order and
no difficulty was experienced with any of
them since their combination settings were
last reported,

i (w\er(wn\\

Permanent Mission

000365
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

‘ NUMBERED LETTER
Security: . Unglassified, ..........
TO: THE UNDER-SECRETARY OF STATE FOR No: /S/y
EXTERNAL AFFAIRS, OTTAWA, CANADA. Ofrreneerrrresrrnrerer e finn e
Date:...... March.l3,.. 1963..........
FROM: Permanent. Mission. of. Ganada. o the. ...
EncCloSUTeS:  « oo eesrenirannreorcirorenann
. United Nations,. New Yorke.....oooooct.
Air or Surface Mail:........ccvvievvvens
Reference: . Your..letter. Do-129. of. Ma rgh. 8 /63 .....
Post File No:.....) 13=1l=2.............

Subject:..... Attache. Gase. . i ﬁﬁ% .
' 00 Y T F= Y0
50095-0F-Y

--------------------------------------------------------------

.................................. ‘:\.....\.2....’:‘........ A/5 j/‘o -
References - NN/
m ¥ |

We were disappointed to learn that

the Despatch Case described in our requisition is

- 1 no longer available. However, we are most
E%fl:**‘ interested in obtaining an Attaché Case for the
'%“‘H_ 1. Ambassador’s use and Mr, Tremblay.would be very
‘€Jil _ pleased to be issued one of the type described
:fz ) in your letter under reference. |If this Attaché
: 1~ Case is provided in different sizes; we sﬁéuld Be

| ,g;%\ , pleased if you would send us one approximately

e l 187 x 117 x 53"

Internal
Circulation

Distribution

to Posts
\

%

e &0

| 000366
| Ext. 182A (Rev. 2/52)
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DEPARTMENT OF EXTERNAL AFFAIR
NUMBERED LETTER

Document disclosed under the Access fo Information Act

td}iﬂg&éenﬁ@ﬁﬁg Y oj sur 'accés a l'information

S, CANADA. (FILE COPY)

TO Teessessassse .'yhs . P@mﬂmt . }’m‘:ssinn -of- {‘ﬂn&d'éf -tbn .t;m . &c\ll‘ity: ----- -"N-Qro‘(\sgs.mm --------------
............ Gnited-?{ati'cna;,-'new&‘ork'“-"""'"----' No.mi-/x/.
FROM: THE UNDER-SECRETARY OF STATE FOR Date:........ Maxch.8, 1963 .............
EXTERNAL AFFAIRS, OTTAWA, CANADA. ENCloSUres: o eereeeinieesrncncincerscnsas
Y‘" L 3 F L] 3
Reference:...... our mquisition NO . 3 Of . eb . 7/63 ..... Air or Surface Mail:....Adr...............
Subject:....... Attache Case . ... ..ol Ceeriaenese Post File No:vovveiviinnenioricinnnennnnns
------------------------------------------------------ ottﬂwﬂ File NO.
.............................................................. 50048-AF2.10
!l A
I
References
Ve regret that the Despateh Case referred to
in your requlsition under reference is no longer
supplicd by the department. The Abtache Case now in
use hes 2 single Ace lock with & catech at either end, is
brown in colowsr and has the words "Gov'iil. of Canada -
Department of External Affairs® engraved on the front,
Please inform us if this Attache Case meets with Mr,
TRIMBLAY'S approval, and if so we will endeavour to send
hinm one without delay.
Intermnal
Girculation
Supplies & O L0 AR
Properties
Under-Secretary of State
for External Affairs
Distribution
.to Posts
Ext. 181B (Rev. 2/52) 000368
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‘ ' . Document divulgué en vertu de la Loi sur 'accés a l'informati

@
Ottawa, March 6,1963.

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada to the Urnited Nationms,

NEW. YORK.

We are forwarding by ( Courier ) the fo}

F0 Wl/wi/

1 key No.l0A567 ‘?3 ‘ ‘ /

When the above has been received and checked, would you kindly sign pn
return the original form Ext. 27R.

¢

, o I_Jn’der-Secret.ary of State
Return to rm.382,D.L.(2) E.B. ., for External Affairs

This is to certify that the above menuoned items have been received in
good order.

vy . ),%/WM é A A/M 2

. . { .
. 4 Place Pate S;gnat.ure

Ext. 27R (Rev. 2/53) | ' : 000369
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Document disclosed under the Access 1o Trformation Act —

) Document divulgué en vertu / urlaccesallnformat/on
X4 .
) DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. ,Z =
y ‘ | NUMBERED LETTER ?/ &/
' Security:..... S ECRET ...... Ciredieanienn
TO: THE UNDER-SECRETARY OF STATE FOR
EC E No:vovevrnnnnnn /}'ﬂ ...................

EXTERNAL AFFAIRS, OTTAWA, CANADA.

EnCloSUTes: . oo s te et st tene et iianans

------------------------------------------------------ Alr or Surface Ma11: .‘A"I‘r". .bla.g' o
Our Letter No. 582 of Aug. 17, 1962}

| 278 03 O3 1) T A b S b A R SO SRR
v A Past File No:. Ce e e
Subject:....Local Security Arrangements - N S
Ottawa File No. -
................... Request for extra key. ... .. ..
$004Y§-AF -0
.................................................. 0/5 (’ . j‘?ﬁ
References 0 . )

We have now had some experience with the system a
of locking doors at all times when staff members are,out =
and believe that it has significantly increased our %

office security.

2. We should like to make one small request

concernlng the office occupied by the Counsellor.

He gains access to his office through the office of

his secretary who carries the Pey to her office.

This means that if she is not in the office, the

Counsellor has to make two trips to the key board - to

get the extra key and to return it after having used

it I wish to request an additional key for the

lock on the secretary’s door so that.both the counsellor

and his secretary would then be. able to carry keys for
‘ this door, and we would stlli have one extra. key on

| e T the key board. :

"-.
‘.

| 3 The lock is Yale model No. 084 éﬁa the lock
| number is [0A567.

o/}/cf%— s /&
Internal % ‘/4/%7 /?”‘l W a/\,{\

Circulation
2 ;éZLAfio rmanent Representative.
7 . Clxa

Distribution
to Posts

. 000371
Fxt. 162A (Rev.2/52) ’i
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5. TRANSMITTAL SLIP
‘/, -
TO: artmental Security Officer, Ottawa

.......................................................
..............................................................
...........................................................

The documents described below are for your information.

Despatching Authority.......... (Slgned) E S' TATE’ .............
Copies Description
1 letter RSO0-64 of February 8 re:

Security Guard Schedule, Copenhagen

. s~
S b ‘
LD RS "%

Ext. 250 (Rev. 10/51)

(Instruction on Reverse Side)

000372 ~



Document disclosed under the Access to Information Act
Documentqu@uéenvenudelaLoisurfaccésélwqpnnaﬁon

INSTRUCTIONS

1. This form may be used in sending material for informational purposes
from the Department to posts abroad and vice versa.

R N

2. This form should NOT be used to cover documents requiring action.

a0 o

e

3.~Thé riame of the person responsible for authorizing the despatch
of the material should be shown opposite the words "Despatching
Authority". This may be done by 51gnature, name stamp or by any
other suitable means.

4. The form should bear the:security classification of the material
it covers.

5. The column for "Copies" should indicate the number of .copies of
each document transmitted. The space for "™No. of Enclosures" should
show the total number of copies of all documents covered by the
transmittal slip. This will facilitate checklng on despatch and

- receipt of mail. ¢:5 S

-
)
!

000373
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2 - 4
!

LR » bees: D.L.(2) Division

February 8, 1963.

PERSONAL AND CONPIDENTIAL

Dear Mr. Roger,

. " Thank you for your letter of January 31 in
which you make some very interesting observations on
the problems arising from the three-guard schedule .
which the Department has instructed shall be put into

- effect. I asgsure you that I am only too familiar with

- these objections to the proposed schedule and that
"gimilar complaints to those contained in the memorandum
submitted by your guards have been encountered from
other European missions. : '

. Perhaps it would be best if I answered the
questions you raised and then comment on the guards’
submissgsion. Pirst of all the three-guard schedule set
out in the Department's letter number DS-272 of

. September 25 has been generally instituted throughout
all the European posts. .0One or two posts have voiced
objectionstto the institution of a two-guard per night
schedule and in gll these instances the objections have
been Ffundamentally gimiiar to those raised by your guards.

In my opinion I do not think you would get a
very favourable reaction from the Department if you-
raised the points mentioned by the guards in their
memorendum. They are all familiar and in the opinion
- 0f the Department and I may say in my own opinion have
not too much validity. The first major point concerns
the guard who goes on duty after a few drinks with another
guard. Surely it is reasonable to require that the guards
go on duty cold sober. It is at least reasonable to
require that on the occasions when he has to relieve
another guard around midnight he should not spend the

. evening drinking with associates.

The second point is to the effect that every
guard works every Saturday, Sunday and public holiday
without exception. Thig objection does not take into

, accountsthe so~called Vienna schedule need not be adherred
_ — to rigidly, but can be modified to provide the occasional
{( 7b weekend. :

The contention that a two-guard check does not
apply in Copenhagen because all security containers are
inside the vault completely misses the point of periodieal
inspections. Intrusion into the strong room area. is only

‘ one.thing the guards are required to furnish protection
againsgt. Intrusions into the offices for installation of
egvesdropping devices has to be guaprded against and in

fact any indication. whatever thwtsan attempt at clandestine
or forceful entry of the premises. I am rather disturbed

A.B. Roger, Esq.,
‘ Second Secretary amd Consul,

| Canadian Embassy,

Copenhagen. _ . ' : ' 000374




"been done after departure. This implies that the

Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur l'accés a l'information

-2 -,

at the assumptlon that there is 11tt1e point in a

second man checking the premises because a search has

guards spend the rest of the sixteen hours on duty . : |
gitting in the reception room and humen nature being : |
what it is I cannot but believe that they take the

opportunlty for a brief forty w1nks.

I agree that domestlc llfe does suffer to a

' considersble extent from the sort of schedule a security

guard must work, but this is true throughout the entire
gervice and all guards were warned of this fact when
they were engaged. In any event, as I suggested earlier
in this letter, some occasional modification of the
schedule will mitigate the most -drastic 1mpllcat10ns of
the three-man schedule. .

In thelr conclu51on, the guards observe that

E on the previous schedule a man started duty at 1700 hours .

"sober, alert, and ready for a night's duty.® I have two
Observations on this point.  The first is that while he
may be alert at 1700 hours, he certainly,is not at 0300
hours and that whether he starts duty at 1700 ‘hours or
2300 hours, he certalnly ought to be sober.

I hope I have not sounded unsympathetic to your
problems in this matter because I fully realize how
difficult this. problem can be for you. The only suggestion
I can make is that you should point out to the guards .
that others are. working under identical conditions, not
merely in Europe but all over the world where we have
missions and that in the great majority of instances
and under -conditions not vastly different from those.
existing in Copenhagen all the problems which they have
postulated have been overcome. Please let me know if =~
you have any more difficulties and I shall endeavor to
be of - any help tbat I can.

Yours sincerely,

(s:gned) E S TATE.

" E. S Tate.

000375
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DEPARTMENT OF EXTERNAL AFFA . (FILE COPY)
NUMBERED LETTER

TO:. ’ ....... The . Permanent . Missien of - fonade -bo the: | Seeurity:.. 'UFICL'KSS@'ICED --------------
............ 'ted.ﬂa‘bionﬁ,-ﬁﬁw'x'ork""""""""" NO:-..-DS-....@.. .....-.-.........-....‘
FROM: THE UNDER-SECRETARY OF STATE FOR Date: o eioie i osiiseoniiiriiiieiiiiiin,
Feb, 5, 1963
EXTERNAL AFFAIRS, OTTAWA, CANADA. Encl )
CLOSULES: c o s aeoernivcssassanraorortanesas
Reference:..... Your.letter Noi: 857 of -Decy 12, 2962 -+ | Air or Surface Mails..... My
Subject:...-... At,ta@he./.case. ................................ Post File Noteueeeieiiinniinriiennnnnnnns
Ottawa File No.

—-5;9@-T—"f/

.............................................................. e

References
We have exhausted our supply of Attache’
i Cases, However, immediately upon replenishnent
of our stock, your requisition will be met.
J. TIMMERMAN
Under-Secretary of State
for External Affairs
Intemnal
Circulation
Distribution
.to Posts
l
Kxt. 181B (Rev. 2/ 52) 000376
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

SECRET
SecUrity: v irireeriroarititoteciaiiiinen,

TO: THE UNDER-SECRETARY OF STATE FOR y g gf
Ol cs vt ocs st o Procerssrs s Pessvaassersnsn,

EXTERNAL AFFAIRS, OTTAWA, CANADA.

The Permanent Mission of Canada to

FROM:

................................ 5’0 Y. A Fow W

January 10, 1963.

Post File No:....o..ov 0Vl e,

Ottawa File No.

43 &3

References
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Circulation

Distribution
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““xt. 182A (Rev. 2/52)

T

This is to certify that:
(a)

(b)

(c)

(e)

The settings of all the security combination locks
in use at this Mission have been changed as
required in the Security lnstructions.

The new settings are enclosed in the attached
envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed

as presciribed in section 108.6 of the Security
Manual .

The official record of such combinations is
kept at this post in accordance with section
409.7 of the Security Manual.

All spare security combination padlocks in
the custody of this Mission have been set
on the neutral combination 10-20-30, and
each lock is properly labelled to show the
combination on which it is set.

All the combination locks in the custody

of this Mission are in good working order and
no difficulty was experienced with any of
them since their combination settings were
last reported.

) [M«‘/%Q,J\»\

Permanent Mission.
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TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.
NUMBERED LETTER

Security: ... .. S¥EBEARPAETADE L

ot AT

Ref e eNCe: v v et eae it s tte st raassasonsacsaraanntssneasnneess
, Past Fale No:.o o vonvvn oo ool
Subject:...... Requisition. for Attache Case.. . .... e —— —
Ottawa File No.
.............................................................. R e '
| qu,f oo Y 2 =42
T T T S O X ) feesosnossacns .o N O
2, Sl [ A -XJ (Y s
References r/(—;/ / 2 N -
/’1 O /2 /2—///? 2 ,
Attached is a requisition for an attache
\ case requested by Mr. Tremblay for his official use.
A 4
P;D iZt:_i 2. - It would be appreciated if you would forward
;»' this case as soon as'possiblea
Cs”
4 7
< 1
<l
BRI 4,,,9(
3 |
» n b, é 5
- I} /(/0/
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TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

Permanent Mission of Canada to the
FROM: B Date: .... 0 chober. .23,.1962.........

r Document divulgué en vertu de la Loi syr I'gcces a linformation
' DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. 7

NUMBERED LETTER

...................................................... Enclosures:. ...ouuviieniniirnniioicns
- 2
BeferenceYour1etterDSué2OfOCt0berll’196_A1r or Surface Mail:..... AiI’ ............
SUB @ ettt i e e e Post File No:.voovriiiinininnrinncien..
Security Arrangements Dttawa File No.
/k Sp04S-AF. 40
KE -

References
' The T-L shredder is in operation and we are

entirely satisfied with it., It has been placed in the
communications room and the communications staff are now
immediately destroying all their waste, including used
tapes and carbons. This has greatly reduced the pres-
~sure on the larger shredder, especially since the tapes
had to be put through the larger machine three ftimes.,
T Using the T-L shredder for the carbons has the further
advantage that the operators are no longer troubled by
staining dust, This was a serious problem when the
carbons had to be put through the larger shredder twice,
7 We are trying to eradicate this completely by ordering

] experimentally a plastic bag which will fit over the top
of the waste container inside the shredder and which will
make it possible to empty the container completely into
the bag without any spillage. The T-lL shredder has also
Increased office security, as waste now is destroyed
immediately.,

J
T"

ORI iAR NS ite wim

it
=]

2e Regarding the arrangement for individual office
keys, we have cafefully considered with the Ambassador
the feasibility of requiring all key-holders to return
keys to the guard every evening. In the very particular
circumstances that apply in this Mission, the Ambassador
r— considers that enforcement of this procedure would
| Internal create serious complications in the office, It would
" Circulation also possibly provide less security since officers would
- not be in the habit of carrying their office keys with
them at all times and might take less care of them. The
Ambassador therefore feels that the best and most effec-
tive security would be achieved if we were to adopt the
system set out in paragraph 2(a) of our letter No., 582
end w e propose with your concurrence to apply this system
at this Mission,

O
" Distribution “% /07/ / 2

to Posts ‘3 é
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\Ext. 182 (Rev. 2/52) 000380
)




SRR PR

o . e .
Lee R
. “ \ ,
. N \ .
. - .
.
nooy "R N
P . \
t i
s A : . ;
PR - N BN -
‘v - s . et Al hl .
' -~ IR e 4 i . .
S . v Y

(R B
- - -
R - .
. - - f B
o { 1 - N
\ L '
N M [ 0
N [ N
L . . R -
r AR} - N \'
~ "
. . ’ .
' R
[N , .
‘ A Ve
N el [N - i
. . v . ‘
- - s i
\ s - et N
. ~ . o B o
' o Ve . - !

- e - .
N b ¥ L. , f .
o~ Y . S .

\ . .
[ . Ry
»
| . o al ~¢ [a)
o |-—- -
t ' '
v B
. .
' ) L ~ S
. '
S [N ., TR
. i K
~ v
\ P S
o o Lo
oy -, R .
- i \ s Y
'
. s B . e
208l e .

Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur 'acces a l'information

A,
FARSNA .
1
DErLIE e )
‘lr’:)\‘: [ v , R
[ 3] - -
17 &
?P[ Vil
N .
137
Vi,
¢ ;e P \ ) o ' .
ot B - )
. -
' L 4 .
.
4 o . N
.
N - 4} N \ o ” O
¢ . . R , . - -
. s , .
- . . BN -
A hl L )
RN N ! ' N e
. . Lo 2 S . TR '
~ s
A . poens nooe -
Wi ’ s
. - 13
E =, ' N
. s .
! . o A 0 v
P
2 T ! L . [P N N L
b} - . . - - L.
“ . N L0 [ e W 8¢
* R ’ - ' A o Tt N o
S . r - ”~ - P
Y f s te I ~J .
v ~ N o . . ( .
. > ) A , \ Yo
N v N il
. ‘ 3 N
[ o - [y
» ! n [ G G ! s
P . .
7] S PR . YT
. . L oo, e '
. \ ) e
[ [ LU . N ( v PO !
- 5. - e
Al . . ' 2 ‘.' ' v
< .
PRI ; - - . o 3 . [
- ¢ - ~
. . \ [ oo -
- 1 R . re
" TN { | P
- & G R (O R Ul
L4 ~ . - - I -
A e N ',
. - . ~ . o N -
.- © = TN . P - . -
}
3
- R R '
- ;D
i ¥
‘
3 oe-
- - s
. o oo ~
’ = L, i ' .
N
. i
!
'
)
~ NS
,E. GL -
. 0 )
L
! AR
‘ '~ [ o
’ 000381




Document disclosed under the Access fo information ACt

D Dhe(2entBimidie eBasrtregfkh Loi sur l'acces a finformation

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

The Permanent Misgion of. Canada.io | Security: ... .BEIIRICTER. ....ouenuennen.
1 -
............ e Urked Nattongn HoW Tork ... | oo 0 HEKELE
FROM: THE UNDER- SECBETABY OF STATE FOR Dates.caceedd 0 01'-,.-. .17’- 1962 ...............
EXTERNAL AFFAIRS, OTTAWA, CANADA. R T
Reference:....... Your: letter of, Sepha 25062, . e, Air or Surface Maili....... AMr.......0...
Subject: .. -vuses Combination Changes........... Ceeeeensens Post File Noteevooreaceneiiorocesscossnnss
.......... Ottawa File No.
T R T L LR R R 500L8=AF=L0
(Y [y
References
Thank you for sending us your new combination
settings, However only the list containing the combination
changes need be inserted in the envelope and the envelops
whe;x sealed should then be attached to a numbered letter
for onward transmission to Ottawa, The proper procedure
for forwarding new combination settings to Ottawa ls
outlined in Section 408.6 of the Security Manual, Furthe
more it would also be appreciated if the combination
settings of all security locks in your mission could be
reported to us under cover of one numbered letter instead
of two as is presently the case.
Internal
Circulation
J. TIMMERMAN
oy Under-Secretary of State
' for External Affairs
Distribution
to Posts
Ext. 181B (Rev. 2/52) 000382
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DEPARTMENT OF EXTERNAL AFFAIRS,

NUMBERED LETTER

LE COPY)

....... o, the Uniter | Nations, New York . . NODS-**Vé"-L .........

to the United Nations, New York

FROM: THE UNDER- SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

Air or Surface Mail:...Ajy-....

-----------

Subject:....... Securdty. Avrangements........... ernenenn Post File Not......ove.. e
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll Otta'. File No.
.............................................................. 500L8=AF=l0
- 43 [ «2
References

We hope the model T=l shredder you recently
received will solve the problem of destroying your
communication tapess As with the larger T=3 model
it is important that automotive engine oil be applied
liberally to the blades of the cutiting head after
each fifteen or twenty minutes of use., We should like
to receive whatever comments you may have on either its
effectiveness or limitation,

2. Rogarding Para 2(a) of your lstter No. 582 we
faeel that the securlty keys of your mission should be
turned over to the guard at the close of work amd that

& daily key log should be maintained for rscord purposes,

. We realize of course, that yours is a special case anmd
that it would bs impractical, under conditions described

in your letter, for an officer to return to the mission
for the sole purpose of handing in his key. When this
happens however the key log will indicate that the key
was retained overnight. Whatever latitude you permit
should apply only to your officers of course,

3. TIMMERMAN

A Under-Secretary of State
K for Ixternal Affairs

Internal
Circulation
[
Distribution
to Posts

—

Ext. 181B (Rev, 2/52)
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ﬁm PERMISNY OCTS/62 CONED
TO EXTERNAL 1709 -
REF . OURTEL 1557 SEP24
MISSION SECURITY

YE ARE ANXIOUS T0 HAVF‘ ANSWER TO OURTEL UNDER REF SO THAT WE CAN
APPLY COMPLETE. SECURITY COVERAGE.

|
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<~ F ' 4 Suopllcs and %ﬁ@éﬁﬁ@@uﬁﬂiﬁwﬁﬁwm@m@Wrmahon
' ‘ - : ' : DEPARTMENT OF EXTERNAL AFFAIRS, CANADA (DUPLICATE)
NUMBERED LETTER '
DO "’h@%mvﬂmms»wnmGm’uﬁato‘w ......... Security: .....5.. %..;9..3..? ......................................
United*ﬁ%:.mzs},i‘m:!ork,N.Y’. ...................... Nowt oo F "\l""M ...............................

From: THE .UNDER-SECRETARY OF ‘STATE FOR ' Date ........

EXTERNAL AFFAIRS OTTAWA CANADA? 'En"closures:....‘.......Q........; ..... S S
- Reference: ........ Owwlefzramf‘»n?‘?oféwusﬁ2231908e ....... 'Aif or Surface Mails s BT
Subject _..;ocalboe&"UJ.syﬁr‘*ar&,ammu@ .............. Post File No. ......... .............
- T - ' 2 . | ' —_— Ottawa File
F PO PPN renans eseeretarenrnnnianaenoiiostans eeeeridrerterersosannirasrnone g .
e | __1\?33%“3 M ¢o

References ~ ~

Ap.a regult of an improvencnt if the financial sitwation = . -
-of the mointensnce pm.r‘ses 7 ue now £ind that we will have Shf.&lulef‘t
funds to enable you, to *ormc-,,cd. with the installation of a securiiy.
Carille g,:'.w:, axid the chanm nr of the lochs on the ‘tuo r\xz.s‘mg, ga ue;-.:

- in the Heg stry an: wﬂc«,n‘tt’ee 3 o SN .
“9; Y are, umre,fcx’a, raising an aat}womty in T,‘he amovinb af

325{) 0{) U‘.bo o cover t‘w:v_ mnme

o

+ . -

Originial ‘signed by -
. J. A ZOUBIE

N T

Tader-Secretary of State
- far Exbternal AfTairse’

Internal
Circulation

Ds Lo (2) .
Division

Di_st'rib ution
to Posts

Ext. 181C (Rev.2/52) - | - oL s © - . " 000385
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S | SooTF Al
‘M PERN ISNY SEP25/62 SECRET :'g_"' "i U ﬁ?f7 |

'TO EXTERNAL 1557 PRIORITY

REF OURTEL 1482 SEP17

‘ jGFICE SECURILTY I" o _

THANKS FOR KEYS SHREDDER ETC o :f N '?~ T M)x ww)?
| H.HAVE YOU OVERLOOKED REQUEST oY PARA°(A)OF OURLET 582 AUGLT? QQ”Q Xé;Jyf
IS OUR PROPOSAL ACCEPTABLE? S R -_-f-u, o B

: 3. PLEASE ADVISE IF ANY OBJECTIONS TO OTHER PROPOSALS IN THIS SAME

LET AS wE ARE HOLDING UP REPRODULTIOM OF STANDING INSTRUCTIONS

UVTIL APPROVAL GIVEN

000386
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The Canadian Permansnt Mission SECRET

R T N I A BN B U R R BRI B AR I B AL A Security:.m---.n--.-...-.... ---------

New York D5~ 5/;2)?”... ...... e

--------- 00 0P8 00 et 0 00 el st stos Pl inesssonsasssvacsedase ND.-:-.-;-.--..-.

FROM: THE UNDER- SECRETARY OF STATE FOR Date: cvuvevnunensiesrersinsenisionn
EXTERNAL AFFAIRS, OTTAVA, CANADA.

Be ferenCe: « o s tettatnansseetstessassassssassassasascsssssanses | Alr or Surface Mail:..... Creev e iaa
Subject:......
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" DEPARTHENT OF UXTERNAL AFFAIRS, CANADA.
NUMBERED LETTER '

Sept. 25, 1962

Enclosures:...... e ere it encients
Air

Duties and Employment of Security

--------- R R R R R N A ] Post FileNO:............-...- R EEEE

Ottawa File No.

50048=AFul0

\y | 5T

3
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A nuuber of our mlssions which have security guards on
their establishment have raised certain problems concerning them
with the Department, wvith the Rogional Securdty Officer, London or
with members of the Imspection Service, Although we have dealt
with thesc problems on an individusl basis, we thought that all
missions which have guards might be intorested in somec of the
observations we have made.

THREE GUARD SCHEDULES

2. At some of our three guard posts the guards have been
working 15 or 16 hour shifts, or have bezn pressing for permission
to work such shifts, Wo consider that the zlertness of the guards
will suffer if they work for double shifts, We have had guards

fall asleep, become ill, have an accident or in other waye get into
difficulties during the courss of their shifts., Such probloms hawe
been more likely to occur during a longer shift, and the conssquences
ars likely to be mors serious, We also consider that there is a
good deal of merit in having the windows, doors, keys and containers
etec thoroughly checked each night by different guards at different
times, For -these reasons we have required that no.guards work longer
than 9 or 10 hours at a spell.,

3. In the Security Manual we included a specimen three guard
schedule, A numwber of guards have complained that this does not
permit them to take much time away from the post. We have no
objection to their working out their own schedules, providad that
they do not work longer than 9 or 10 hours at the most in one shift
or any 24 hour period and that all guards worlk an cqual length of
» time in any 3 woek period. As an example we attach a schedule
which was worked out by our Eubassy in Vienna, You will note that
in every three week perlod each guard bas two days off on two
occasions and one day off on one occasion. For obvious recason it
is impossible to tazke Saturday or Sunday off, but the gurards are
enabled to take equivalent time-off in the middle of the wack,

TWO GUARD SCHEDUILES

he The two guard duty schiedule laid down in the Security

Manual was intended primarily to be used at threc-man posts when

one guard was on lecave or absent for a temporary psriod. Unfortunately,
owing to a chortage of personnel which may continue for soms tims

in the przsent ansterity perdod, somo of our posts have becn

asslpgned only two puards for lengthy poviods. The temporavy schedule,
vhich requirzs cach guavd to work every doy, and to put in an

average of 50 hours weckly, has therefore been senouhat wnpopular,

The hardshipn eausad by this cchedule may be alleveatod by alloving

-+/2 000387
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guards to sleep part of the nightshifts onthe premises, using

an alarm clock to wake up for periodic checks, by reducing
sllghtly the number of hours they are required to work in the
cvcnlng, and by arranging on occasions for other members of the
mission to undertake spot checks on week-onds, so that the

guards will not have to come in. As noted in the Security Manual,
however, it is important that the premises not be left empty for
more than three consecutive hours, and that the spot checks be
varied in both length and timing. Any further suggestions which
missions may have to reduce the inconvenience of two guard schedule
will be appreciated. We hope of course to bring all missions up
to their established strength as soon as possible and thereafter
to keep them up to strength at all times.

QUARTERLY REFORTS

5a A nunber of our posts have asked their senior guard to
prepare a report on the security of the Chancery at the end of
each quarter, These reports have included comments on the work
of the guards, including a summary of the occasions on which the
guards have been below strength or have been forced to work ‘
overtime for other reasons; a summary of the security infractions
during the period, including the names of the individuals
responsible, and suggestions for reducing the number; a report

on the condition of physical seccurity equipment at the post, such
as the shredder or incinerator, the door locks and the security
containers, with recormendations for overhaul or replacement if
appropriate; and recomnendations for improving the general
security of the post. You might wish to ask your senior guard to
prepare such reports, if he is not already doing so in order to
give him a regular opportunity to express his views on the security
conditions of the missions. We would be happy to receive the
first one or two of the reportsy for whatever comments we have to
make on them,but do not intend to mazke it a requirement that they
be sent regularly to Ottawa. We assume of course that the post
security officer will relay promptly to the Regional Security
Officer in London or to tho Departmental Security Office in Ottawa
any worthwhile suggestions which the senior guard may have for
improving the security of the mission. Copies of the reports
should, of course, be placed on file for use when your post is
inspﬂcted.

ADDITIONAL EMPLOYMENT

6. A number of guards, particularly at the smaller missions,
have complained that they are not given sufficient duties to keep
them employed during their hours of work., We have noted that a
number of posts have ovarlooked Appendim VI of the Security Manual,
which contains an aide memoire for the non-technical searching of
premises for the detection of intrusiond:vices. The Post Security
Officer should ensure that all the guards are familiar with this
aide memoire, and should vork out with the senior guard a schedule
whereby all of the sensitive office and the non-sensitive offices
adjoining them are inspected by the.guards, on a regular basis,

and the results entercd in the log book. As noted in the Security

Manual other, non-sccurity duties may also be assigned the guards,

provided these do not interfore with their primary tasks of ensuring
the security of the mission, It is of course essential that
security guard logs be kept right up to the minute, in the greatest
detail, and be regularly seen by the post security officer,

/
i

(i 4
3 \, ) AT A R T

Undoruqecrﬂtary of” State
for Ixternal Affairs

RS
~.J
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Waek Nema Monday Tuesday Hedneéday Thursdsy Friday Saturdsy Sunday -
l; A, 1700 - 2400 1700 - 24,00 {1700 - 24C0 1700 - 2400 OFF 0845 - 1700 ogLs - 1700
B. 0001 - 0845 0001 - 0845 | OFF OFF 1700 - 24,00 {1700 - 2400 1700 - 2400
C. OFF OFF 000k - 08L5 000 - 08L5 0001 - 0815 j0001 - OsL5 0001 - 08L5
2. B, 1700 - 2400 1700 - 2400 |1700 - 2400 17C0 - 2L00 CFF 0845 - 1700 08k5 - 1700
C. CCoOL - 08L5 cool - éA5 OFF OFF 1700 - 24,C0{17C0 - 2400 1700 - 2400
A, CFF ' OFF 0001 - 0gL5 CCOY - 0845 0001 - 0845|000 - O8L5 0001 - 0845
3. C. 1706 - 2400 1760 - 2,4,C0 | 1700 - 2400 1700 - 2400 OFF 0845 - 1700 08L5 - 17C0
A, 0001 ~ 0845 0001 - 0845 | OFF | OFF 1700 - 24C0{1700 - 2LCO 17C0 =~ 2500
B. CFF OFF 0CO1 - O8L5 0C01l -~ 0845 0001 - 0845|0001 - 0845 CCO01 - 08L5
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. “ “
NUMBERED LETTER
Security: .. .SE.CR.ET ....................
TO: THE UNDER-SECRETARY OF STATE FOR N 643
O s s s es s oortonrssosassanassssassastans o
EXTERNAL AFFAIRS, OTTAWA, CANADA.
' Date:....oeptember 19, 1962.
FROM: THE PERMANENT MISSION OF CANADA TO THE
UNITED ' NAT IONS ' N """ Y ' k """"" o Py
s oW O e :
................... Air or Surface Mail:... All" . bag e
f S -
Reference Post File No:........ ” 4 ...............
Subject:.....laylor Safei. New Combination........ ———
.................................... Settings.....
Sooy§-AF —A2
LA j )

It )
References Z\/ / //-}( / / y
2¢ |
In accordance with Section 407.3 of the
Security Manual, the combinations of the Taylor Safe

have been changed to-day and are attached to this

letter in a sealed envelope addressed to the Departmental

Permanent Mission.

Internal
Circulation

Distribution
to Posts

000390
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DEPARTMENT OF EXTERNAL AFFAIRS
s CROSS REFERENCE SHEET

sec“rity 'bISIE.glR;E.;:I'Ol.IDOQOODI;OC

50048-AF-40
4 —
Type of Documnt.-ﬁ?o.]:-p-do}.-ocoqp-e'g-lp.e.:!-oO-Wnnoo No.-‘o--uoa-n-.D‘ate;n---o--o-oocu--nno.--oa-

From--ollnbhnout.o.-.-no'-n.-.-bl!u.!l.-o-a..0..00.'u.i..l..ol!tln-.l-.u- “resesnscsesenvbttocasne

To-.IOCDOODUOIGIOOOOQOOl‘.....l.l..l...ll..D.llllll...ll.l..'..’.l.l....lfil...lll.".Q...l.'

Subject:
a letter from Mr. Paul Tremblay, Permanent
Representative of Canada to the United Nations,
NYC, of August 17, 1962, re security of long
distance conversations between Ottawa and NYC;
our memorandum to Communications Division of
September 6 on the same subject; o
|
our reply to Mr. Tremblay of September 42, 1962
Original on File No....[3d0=B=A0..........ccu.0. .
Q)pies on File Noll..ll...l.l.‘l’lIII..Oll..ll.l.l..'

Other Cross fbference Sheets 0“....------ou-.ooo-.o--‘o---.-o-o.-----o-c-o----c--.oaoavoo-o--o

Prepared by......... Elsa Bruer.............. cessnee crsasen

000392
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

FILE . SECURITY

DATE
18/9/62 . 50048-AF-40 RESTD.
FM: EXTERNAL OTTAWA 4% 52
NUMBER * PRECEDENCE COMCENTRE
_ - USE ONLY |

T0: PERMIS N.Y. .DS-Slh PRIORITY

INFO:

Ref.:

&hhd:%eeuRlTy

SECEEFY SHREDDER TO ARRIVE NEW YORK G.N. EXPRESS
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EXTERNAL AFFAIRS, OTTAWA, CANADA. Oirerrrrrrr e
Date:...August 29, 1962.
The Permanent Mission of Canada to
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(b)

S0

we have}aUthority as follows:

We should very much like to have this work comgleted
before the Assembly begins..

We now have estimates for the several installa~

tions we propose to make for increasing office security.

Anti-intrusion chain on existing main door:
We have installed this ourselves and charged the
cost of the chain to the office Blanket Authority.

Peephole on_existing main door: We shall

install this ourselves and charge the cost of the
peephole to the office Blanket Authority.

Peepholes with wide angle lenses inside the

R L I
7 f: Codld. you' please “inform us by telegram whether

Communications Room and Registry: We have
been given an estimate of %25.00 each for
installing two peepholes. Total: $50.00.

We consider this work is essential, for reasons
set out in previous letters.

Extension on _existing bell to shredding room:
We have done this work ourselves and charged
the cost of the bell to the office Blanket
Authority.

Grilles between ceiling and false ceiling from
line room to Communications room and from

mail room to Registry: We have been given
estimates of $25.00 for each room. Total: $50.00.
We recommend strongly that this work should be
done, particularly since you were not able to
authorize the installation of the grille over
the sliding panel leading into the line room
from the corridor. |t is now feasible to climb
through the sliding panel and the vent in the
ceiling and gain access to the Communications
rooma

$50.00 for grilles in ceiling,
$50.00 for peepholes,

el
Permanent Mission. 000398
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NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR
| EXTERNAL AFFAIRS, OTTAWA, CANADA.

The Permanent Mission of Canada to the

------------------------------------------------------

3 g L 1 Vo)=L
Request for: (1) extra key for day
Subject:.lock..on.main.doar. of. Mission.~..........
Key No. 23A719. (2) Extra keys for
....... day..lock.an. .Line..Room..door.,. Commun i.ca~
tions Centre - Key No. 6A073. q

.7 DEPARTMENT OF EXTERNAL AFFAIRS,

CANADA.”

o August 24, 1962

f—Tt—bawa File No.
Soo //f»ﬁ’ F-70

(7 | a2

7

References : i‘\}

We should be grateful if you would provide
us with an_additional key for the newly-installed Yale 048
lock on The main-~door of the Mission. When we receive the
extra key we shall place it, together with a key for the
night lock, in a wax sealed envelope and deposit both
in the Consulate General for emergency purposes only.

2. A Yale 048 lock has now been installed

on the door of the Line Room of Communications Centre.
This measure will provide daytime security only. As the
door is also fitted with a key-operated Yale lock designed
to give basic protection,especially during the silent
hours, we see no objection to each member of Communica-
tions Section having a key for the new lock. We,
therefore, will need five additional keys which we would
appreciate receiving as soon as possible. This lock
replaces the snap lock built into the door handle which
has until now been used' to provide daytime security.

‘ A
‘ | LT 6r° TNt
- talc 72 sﬂAfaé / ' 4
Internal ;'v . Permanent Mission.
Circulation ya ‘Q/ﬁf;/ﬁ- ¢ 6
S -
MO BT ey
Distribution
to Posts

Fxt. 182A (Rev. 2/52)

000400




K
.
“
'
L
|’

Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loi sur l'acces a l'information

NO ENCLOSURES

v
" 1
~!

O
| ¢ 0
.

o

i
—
L, '
. ) '
T 1 : '
A ;
) . t
i [
[T
. I
t ) ,
o L
Il L
p
S .
i N
)

[ " ‘
:.!
: |
[ I
14 1 ’.llf'l
1 o
s l_‘j't‘x‘
N [ oo
'
-
,
I r Il’,"l( —
i
,-],: '
Sl o ¢ Lo e
[ )
17 . [T *
RERCMESN
[
'
[
1
. Vg ~
AN Prak oY off 72 N
[t ‘ v Y
FRSSNR DR
' [
i
K
. '
. .
IS

000401



Document disclosed under the Access to Information Act
U t divilgug.en vertu,de la Loigug 'acces a l'information
DoLs (8T HE S S SRATWEAH

Supplies and Propertiss Division Restricted
August 24,1962
D.Lé{2) Division "3 L
Permi Y 1 16/63 S0048-aT=4
erpls W.¥Y. Letter 561 of Aug. 1§,

: [~ \ Lﬁ”/f:_!

Shredder "
“eo Attached is a copy of the letter under

rereraﬂcé. VWie feel that the difrficulty the mission
is facing in disposing of very large quantities of
¢classifisd waste can be solved by an additional
shredder. Vould you thersfore arrapge for the small
T=4 model %o be supplied to the mission as soon as

possible,

5Tt

DL (2) Division

000402
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. . DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. //%\
L ‘ NUMBERED LETTER
, SECRET—=
Security: . coviiieriieniien i,
TO: THE UNDER-SECRETARY OF STATE FOR o _ 5’?9\
EXTERNAL AFFAIRS, OTTAWA, CANADA. | T rriirrmmmemeee™
Date:.. August 17, 1962.
The Permanent Mission of Canada to the | """ s
FROM: ..ot it iiiiiotriotntsatntnncnssseesnseasassrsrsninssans
Fnclosures: . v veeeviiearorerroreeroncannn

------------------------------------------------------

Ottawa File No.

......................................................... 9‘ SO@"(?"{%F"#Q

References

Thank you for your |etter under reference commenting
on our various proposals for_jincreasing the security of the
Mission. We are assuming that, where you have not
commented on a suggestion of ours, you approve our
introduction of it. We are therefore seeking estimates
and requesting authority for expenditure for the following
instal lations:

(a) A peephole and an anti-intrusion chain on the
existing main door.

(b) An extension on the existing bell to the shredding
room. (This is even more important while the
office is still split into two sections.)

(c) Peepholes with wide-angle lenses into the
Communications room and the Registry.

(d) A grille over the panel for passing telegrams to
the Communications staff.

(e) Key locks on the grille doors leading to the
Communications room and Registry. °

Internal (f) A new day lock on the main door with only three
Circulation keys (one for the guards, one for the Communica-
tions Centre and one to be placed in a sealed
envelope in the Consulate General).

(g) Grilles between ceiling and false ceiling from
Line.popm,toacommunicatkbns room and from mail

Eﬁddh.to#Régisfryz“

/

2, We would like to take up the following points
raised in your letter under reference:

(a) Key system. . We accept your objections to a master
key system. .We should:like instead to suggest that
- keys for all offices should be permanently retained
by the incumbent .of ‘the office as is the practice
in Ottawa. .. This ‘would:avoid the need for the
guard opening office doors in the morning, and
offices would remain locked until occupied. During
the day officers may be in and out of the building
as many as ten times, often rushing out at the
last moment. It is extremely unlikely that we would
be able satisfactorily to ensure that each

officer left the key to his office on the key 000404
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board each time he went out of the office. Especially
during the General Assembly, meetings may last consider-
ably longer than anticipated and officers may leave
directly from the United Nations building either to go
home or to a reception. |If by accident they had taken
their office key with them, this would mean keeping it
during the night. It is also unlikely that officers
would always pick up the key from the board when

they entered the office in the morning, and would
therefore not close their office each time that they
went out. For all of these reasons, we should like to
suggest that officers should be made responsible for
the safekeeping of their own office keys. We realize
that there are objections to this proposal, but we
consider that on balance and taking into account the
working conditions at this Mission this system would
increase our security more than a key board system
would. We should of course maintain a key board for
the second key to each office and for the other security
keys.

Combination of Communications Centre Vault Door. We
should like to propose a compromise suggestion for

the safekeeping of the combination to the Communications
room vault door. A copy of that combination is now
being retained in a sealed envelope in a Chubb

Cabinet in the Registry. Only the guards and the
Registry staff know in which Cabinet this has been
placed. We are also prepared to conceal the combina-
tion for the Registry vault door, by relating it in
some way to the combination of the guard’s cabinet.
The same combination would be set on the cabinet in
which the Communications centre vault door combination
had been placed. This system should provide additional
protection. Someone seeking to enter the Communications
centre would have to know: (a) i? which cabinet the
combination was placed; (b) the £ to the registry
vault door combination:emsd (c) the combination of the
guard’s cabinet and (d) the k¥ to the combination of
the cabinet in which the combination was placed. Our
main desire is to make sure that the system will not
break down in the event of an emergency, because of

a memory failure. Naturally if the envelope with the
combination were to be opened by the guard in the
event of an emergency, it would be noted in the log
book and resealed in the Security Officer’s presence.

Head of Mission’s Security Container. At present the
combinations of all cabinets of officers are placed

in a sealed envelope in the Taylor safe in the Registry.
If we were not authorized to retain & copy of the
gombination for the Head of Mission’s cabinet in a
sealed envelope in the Guard’s cabinet . = the guard,

i asked to open it, would first have to find someone
who could open the Registry Taylor safe for him and would
then have to open the envelope with all of the
combinations. Moreover during the weekend Registry
personnel may not be available, and it would then be
impossible for him to open it. Our suggestion was

made because from past experience the Head of Mission
has requested the guard to open his cabinet as many

as 20 or 30 times a year. We felt that by isolating

its combination we would at the same time make it
possible for the Head of Mission’s request to be ful-
filled immediately, and at the same time limit the

000406




" Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur I'acces a l'information

- 3 -

guard’s knowledge to the combination of the one
cabinet. Of course, he would be required to

state in the log that he had opened the cabinet and
the combination would have to be resealed in the presence
of the Security Officer. (We have not considered
asking the Head of Mission himself’to remember

the combination, since his cabinet is regularly
openedby his secretary and the only way forhim

to remember would be by writing it down. It was )
to avoid writing it down that we suggested it be - -
held in a sealed envelope.)

(d) Book Cypher Material. We are doubtful of the
advantage of placing the OTP’s and book cypher
material in the Taylor safe in Registry. The safe
has a limited amount of space and there is more
top secret material, which we consider has priority,
than will go into that safe. Nor do we consider
that the danger of a lockout on the Communications
centre vault door is serious. There is no danger
of losing the combinations as we keep a copy in the
Registry safe. |If the door were to jam, it would
then have to be opened by a technician who would
presumably be available immediately. Even if it
were to be drilled, the delay would amount at most
to only a few hours.

y—

Permanent Mission.
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We are very pleased with your suggestion
that you send us a T-4 model shredder. We plan to place
this in the Communications Centre and Communications
staff are willing to carry out the immegigte destruction
of tapés and other material produced in their section.
The destruction of tapes should alone significantly
|ighten the work of destruction, since this material
is at present being processed three times in the
larger machine. |
2. We are hopeful that you will be able to send
us the T-4 shredder by early September so that we can
have it in operation before the éeventeenth session

begins;

Ju———— ‘ -

Permanent MissiBn
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FM PERMISNY AUGWNA/62 SECRET

TO EXTERNAL 1263 PRIORITY .
REF OURLET 367 MAY2S AND YOURLET DSB86 JUL26
. —Z/‘ .

'LOCAL SECURITY ARRANGENENTS | |
| CANNOT RPT NOT PROCEED WITH INSTALLATION OF SECURITY GRILLE GATE

AND CHANGING LOCKS ON TWO EXISTING GATES' UNTIL AUTHORITY REQUESTED
_IN OURLET UNDER REF RECEIVED.
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. as the attachments.
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Internal PARAG&APH 6
Circulation ‘
suggested UN.
stored there.
Distribution
to Posts

——

Ext. 181B (Rev. 2/52)

We have reviewed the various points
raised in your letter under reference as well

2. __FRONT DOOR

We have agreed with the suggestion of
Supplies and Properties Division that
the main door be a double door. We

have asked that one side of the door

be secured by tower bolts and the othex
side equipped with the locks you have
suggested. In effect one door only will
be used. We agrse with the limitation
you have placed on the front door key.

We agree with the suggestion that an
extension to the main entrance bell be
ifistalled in the area were shredding 1s

If the corridor leeding to the present
registry becomes a means of internal
communication after the reconstruction
has been completed, will this not
involve the use of your recently

Registry as part of the

same means of communication? If this is
80, traffic through the U.N. Registry
would seem undesirable although acceptable
in the sscurity sense providing no
Canadian classified documents are ever

We would agree to the

installation of a lock on the door to
the mall room as suggested,

ees/2
000411
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PARAGRAPH 8

The principal objection to a master key system
would be that the loss or compromise of the
master key would compromise all security locks
and result in costly re~pinning of the locks

and the cutting of pnew keys. While there is much
to be said for the convenience of a master key
for a mission of your size you might wish to
consider both this and the cost involved in
having the system installed.

PARAGRAPH S

In applying the recommendation that office doors
should be locked during temporary absences, there
is of course no objection to members of the
mission carrying keys for their individual offices
during the daytime. They should be returned to
the key board in registry durlng daytime absences
however and to the security guard on leaving the
mission in the evening. The guards will maintain
a key~-log for this purpose.

PARAGRAPH 9

We feel that the security guard log book should
be examined dally. However if the pressure of
other duties prohibits this, the verbal reports
made by the security guards in the morning (or
by telephone during the night) should not be in
liou of log enbtries. All incidents should be
recorded in the loge.

PARAGRAPHS 13 and 14

We agree that in the event of fire in the registry
or communication centre the security guards
should have ready access to both combinations.

We would suggest that they be encoded by the
addition of a number known to all three security
guards (the combination of each vault could be
added to the combination of their own cabinet and
the sum of each mecorded). The records of these
combinations should be placed in separate sealed
envelopes and initialed by the security officer.
If it should be necessary to make use of them a
log entry should be made by the guard and the
envelope resealed by the security officerx.

vee/3
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PARAGRAPH 15

We appreciate the convenience of having the
security guard open the container for the
head of mission. However as it does violate
the basic "need to know™ principle we feel
the practice should be discouraged.

PARAGRAPH 16

We agree with your plecing a record of the
registry Taylor Safe in the communication

centre Taylor Safe and vise versa. Both
combinations should be held in sealed envelopes.

PARAGRAPH 20

We would agree to the relocation of the switch-
board g0 that it faces the entry door. This
will no doubt contribute to the control of the
many visitors.

2 ' Your Post Security Orders and Standing Orders for
Security Guards have been reviewed and were found to be most
comprehensive. We should like to make the following comments:

‘ PARAGRAPH 17 -~ (Standing Security Ordexs)

As an additlonal precaution and if there is
sufficient room in the Taylor Safe in Registry
you may wish tc place the one-~time pads and book
cypher material, wrapped and sealed, in the
Taylor Safe in Registry. This would provide a
second means of secure communication should you
ever be faced with a temporary lock-out on the
vault door of Tthe communications area.

PARAGRAPH 21

Our own feeling on emergency destruction is that
once such a decision has been arrived at,
destruction should begin with the higher classif-
ications rather than with the less important

1 files. The decision to destroy the material

| which provides your secure means of communication

i would, of course, be dictated by circuastances.

PARAGRAPH 29

As stated above there is no objection to members
of the mission carrying securiity keys which give
access to their offices. These could be obtained
in the morning either from Registry or the
security guard and an appropriate entry made in a
key control sheet. The guard will be responsible
to see that the keys are turned in at the close of
the day and an appropriate entry made in the key
log. When members leave the mission during the
daytime the keys could be replaced on the board
in registry.

3. . FRARQS

Uhdef-sécretary of State
for Extemal Affairs
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424 (Rev.2/52)
s

This is to certify that:

the settings of sll the security combination
locks in use at this Mission have been changed
as required in the Security Instructions,

the new settings are enclosed in the attached
envelopg addressed to the Departmental Security
Officer, which has been prepared and sealed as
prescribed in section 108.6 of the Security
HManual,.

the official record of such combinations is
kept at this post in accordance with section
L09.7 of the security manual,

all spare security combination padlocks in
the custody of this Mission have been set
on the neutral combination 10-20-30, and
each lock is properly labelled to show the
corbination on which it is set.

all. the combination locks in the custody of
this Mission are in good working order and
no difficult was experienced with any of
thiem since their combination settings were
last reporied.
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TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. —/,t

NUMBERED LETTER '

) CONFID ENT AL
&q“rlty:--l-m--o'n--n- .

July 9, 1962.

~ The Permanent Mission of Canada to Date: ..o vvueensteniivninn
FROM: ......7. v eneetsaineares T e teeesaacnesesienaeennaa \
the United Nations, New York. Enclosures:...ocev.vu. A ............. e
........... R R . . ir- bag
B : Air or Surface Mail:........... . ...,
Beference:..You.r..T.e..l.e. ramDS—2730fJune .27.’.!962 T
and Mr. Timmerman’s personal 1ettér to " | Past File No:ivvvvrreiereeeen.. ieenp

References
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Circulation

—

|
Distribution

to Posts

——

Ext. 182A (Rev. 2/52)

| e C ZL07-%-=
/ Our shredder is model No. 350, 220 volts, "3
3 h.p. and has a cutting width of 2 m.m. $gn, ® 3776

2. -~ Since receiving your -telegram under reference

" we carried out two further tests - one to check our results

in handling typical waste and a second, shredding clean
paper under conditions presumably comparable to those
described in your letter under reference. The results
with typical waste were the same as those we reported to
you in our Letter 432 of June 18. With clean paper we
achieved comparable results to those mentioned in your
letter under reference. We were able to put 4 |bs. of
bond twice through the machine in 5 minutes. We also
experimehted putting a number of sheets through the

imachine at the same time« We were only able to put
14 pages through the machine and even then the machine was

obvious!y under strain and could not have continued at

the same pace. It actually jammed with IS pages.
Possibly when the knives were new the machine could have

taken a few more pagess

3. _ The following factors perhaps explain the
smal ler results which we have achieved in handling
regular waste:

(a) Confidential waste is often crumpled or torn

" . into small pieces or stapled together. It has
to be flattened out before being fed into
the machine, and only a few sheets of crumpled"
paper will fit into the machine at one time.
Tapes take longer, not only because they
havej;to be fed through the machine three
times but also because they are rolled in
communications and have to be unrolled, a
process which takes considerable time. '

(b) Apart from regular paper, the stencil$ used
in communications and some of the special
paper which they use have to be fed through
the machine one at a time and very careful ly.

(c) The efficiency of the machine deteriorates
progressively in use and it has to be
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stopped in order to cool it down and
also to permit brushing and oilinga

(d) Possibly the knives have become slightly
dulled through use.

4, ln spite of these difficulties and the
considerably smaller capacity of the machine than you
had originally anticipated, we are convinced that it

is useful. It has been of advantage in reducing the
accumulat|on of waste and in saving the labour and
expense of sending waste to Washington for destruction.

TRy

Permanent Mission.
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Ottawa, June 195 .L'E?bd.

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: THE PERMANETTT MISSION OF. CANADA to THE UNITED NATIONS

NEW YORK.
-\

9.4

&

We are forwarding by ( Couriler / ) the following: - e < o

1 (One) 197 deadlock with 2 keys Nogd 44572

4 i
Fened

'Please refer to your tel. No.958 of June 15/62{

When the above has been received and checked, 'would you kindly sign and

return the original form Ext. 27R.
s ///@709

Under-Secretary of State

Return to rm.319,D.L, (2) E B, or External Affairs

TIus is to certify that the above mentioned items have been received in
good order. :

W /7 Jﬂ/‘@

Place ) ) Date nga ture

R

Ext. 27R (Rev. 2/53) . 000420
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FM PERMISNY JUN15/62 SECRET

TO EXTERNAL 958

kil

MISSION. SECURITY |

IT WILL BE»NEcEssak?'To HAVE'SECURE LOCK INSTALLED ON FIRE EXIT

_ DOOR IN SOUTHWEST CORNER OFF ICE PREMISES PRIOR TO ALTERATIONS IN

- OFFICE LAYOUT WHICH WE HOPE TO COMMENCE ‘NEXT TWO WEEKS.FOR THIS .
PURPOSE VE WILL REQUIRE ONE 197 YALE DEADLOCK- KNOB OPERATED WITH Efi

CYLINDER AND TWO KEYS. PLEASE FORWARD LOCK ‘BY- COURIER BAG NOT RPT / /5&

NOT LATER THAN JuN21. INSTALLATION SCHEDULED JUN23 AT APPROX DOL -

LARS 18.PLEASE AUTHORIZE EXPENDIIURE. '

1]
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NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

------------------------------------------------------

-------------------------------------------------------

..................................................... pr

SECRET

Security:. ... . ieven

I

Enclosures:.... ....

Air or Surface Mail:

. Document disclosed underfiEAcyoslte
DEPARTMENT OF EXTERNAL ABEALES avohR B Amy defh ,

....... ........lllllll
-------------------
---------------------
.....................
....................

....................

Ottawa File No.

Soo-h{gfﬂ Fo )

T

| \j;fzy

Re ferences

Circulation

Internal

v

Distribution

to Posts

Ext. 182A (Rev. 2/52)

Attached in a sealed envelope are the
new combinations for the security containers in the

Communications Centre other than the Taylor Safe.

h)ﬂ-%m‘i(‘/m

Permanent Missiona.
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REFERENCE . ESTIMATED COST N CODING FILE COPY
o ' $125.00 I i el TR ?.-Bf)l :

. . , AUTHORITY FOR
DEPARTMENT OF EXTERNAL AFFAIRS _EXPENDITURE

OTTAWA CANADA . THIS NUMBER MUST APPEAR ON ALL
. “ RELATIVE ACCOUNTS AND LISTED.
TO HEAD OF POST ' AUTHORITY
| . Permanent ¥ission of Canada to the NO. = » 143698

Lﬁiﬁq“ @ ‘n':.t 1@2&‘

PAGE NO. 1‘

DATE J‘!}I‘Q 8’ 1%2

| ‘ o EXPENDITUREV IS AUTHORIZED FOR THE ITEMS LISTED BELOW:

QUANTITY . ) S DESCRIPTION ‘VALUE

| ixsgwt;llaéimj of locks su.pmiad.fm {)tltam‘ _ : § 125, QO
ISt e
soosp
i
m,_,.::l7 M_..mr_,,,jy

f ) Co
..}“ = . lefarence: Hiasmn talogran Ho. ?3‘}' of Hay 11, 1962
. o . &nd Dula(2} woeo of ’*“-'l;" 31, 1962

CERTIFIED THAT FUNDS ARE AVAILABLE ‘|~ DATE * © SOURCE OF ENTRY 'DEBIT CREDI'I" BALANCE .

0¥ i Signed bw B ' ] T S
... B, SUTTIB : : | Lo

FOR CHIEF TREASURY' OFFICER

APPROVED

“~.._ Jehs Zouble

\OFFICER-IN-CHARGE. SUFPLIES AND PROPERTIES

B

7

L

Ty S e - . 000424
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. SECRE
Securityiceeviirarasiees
TO: THE UNDER-SECRETARY OF STATE FOR N 3 g
EXTERNAL AFFAIRS, OTTAWA, CANADA. Of e
Date June 8
erow: The, Pernanent Mission of Csosda to the | s
En %t e ne e e
United Nations, New York. clostres Air b
L Air or Surface Mail:... lr - ag ..........
REfEreNCe: o vt tasereeressessooaassnanssseanonannasisatonsesass ' ] [ .4
. Taylor Safe: New Combination Settingspom;hleNm """""""""" e
SUDJECE: 4« s s vsasanasnssssesssnsasasnsnstsssesoitisasatasessin — —
Ottawa File No.
......... R I A I I SR SR BRI BL R EE LA . i 7~
| oV ooy § R~
| L | o=
References
The door of the Taylor Safe in the Registry
of this Mission has now been repaired by Mosler Safe
Co., New York.
jI 7 2, In accordance with Section 407.3 of the Security
1 Manual, the combinations of the Taylor Safe have been
_%~ changed to-day and are attached to this letter in a sealed
—g-m_w__ envelope addressed to the Departmental Security Officer.

. ’ J = a_,\jl"m\_\

Permanent Mission.

Internal
Circulation

Distribution
to Posts
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Ottawa, June 6, 19620

\

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada,to the United Nations, .
- NEW YORK.

. SURFACE MAIL

We are forivardiﬁg by ( ) the following: -
. . / N
o 4!74 Tl 7
- 25 (Twenty-Five) 048 locks with 2 keys each.
| [ / e / { /
‘Nog. 21H248,23A407,22A875,21A573,21A205,25A102,25A590,
/- ' ‘ /
-1sﬁ§52,22A57m,20m622,19x%48,23&%95,21&%66,21Aﬁ42,10A567,
YA e /
16x660,15%06,21A%45,21&&74,15K§54,25A922,21E%03,19A§56,
188693, 164550, |

~ Pleass refeb to our tel.No.DS-257 of June 1,1962,

- When the above has been rece1ved and checked, would you kindly sign and
return the original form Ext. 27R.

Under-Secre tary o State

T , . _ ' for External Affairs
‘Return to rm.319,D.L.(2) E.B. | |

; "l'has is to certxfy that t;he above mentioned items have been received in
good order. :

Doy (62 2 ). Boos.

Plnce; V ' Date

7 Ext. 27R (Rev. 2/53) ,

Signature
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| STCRET(with attachment)
| Supplies and Propertiss division Unclassified without

June 6, 1962

DsL.{2) Division

Permis NY letter 367 of Jay 29, 1962
S0oH - - &0

i ¥3 | —
Security arrangemcnts - Chancery:
ese Attachad is @ copy of the letter under

roferoncs. e agrse to the modirfications and
request that you raisc the necassary authority.

~

o TIMMERMAN

Dalsa (2 ) Diviocion
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p : &R SECRET —
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|
i TO: THE UNDER-SECRETARY OF STATE FOR '
‘ EXTERNAL AFFAIRS, OTTAWA, CANADA.

acces a l'information

Date:..June 4, 1962 .
FROM: The Permanent Mission of Canada to | =~~~ i iiririrrranrmnaneneamenenans
the United Nations, New York. Enclosures: .. .oooovevineniinici
""" Y LDSI"SFI\/S/SS Air or Surface Mails...lM 0 bag
£ Your Letters Do-l1oo of Mar. o/98 ‘...
Reference: -8 565 of Jul 8/58, BE-55 of Post File Not..vovreennrrns, e
b . 6 d DS-196 of Apr. 27/61
Subject:.... Feb. . 1960, and DS- 196, on. A Pr.. <. [8.l.. TR TR =
.................. e teeereasates s iete et attt ettt e e ey - A, o bl Q
Local Security Arrangements 560 ‘!7‘/{ "/}34/ -
27 =
References

- Internal
Circulation

Distribution
to Posts

~ Ext. 182A (Rev. 2/52) Jg;ﬁ

Our review of security procedures at this
Mission has now been completed. This letter is intended
to inform you of actions taken in accordance with instruc-
tions in your letters under reference or of alternative
suggestions which we have to make. Enclosed with this
letter are draft local standing security orders, local
standing orders for guards, a check list to be completed
by guards when changing combinations, and a memorandum for
Parliamentary Observers and others not cleared for
classified material who are attached to this Mission for
General Assembly or for conferences. Also returned is
7> your letter DS-55 as requestéed in paragraph 7 of that
—fettery The standing orders are drafted on the assumption
that our recommendations are accepted. In the event
that you should modify any of our suggestions, adjustments
may be required on the standing orders.

2. We deal below with a number of specific
problems under clearly marked headings.

FRONT DOOR (Reference your letter DS-196)

3. Viith the acquisition of the remaining space
on the 28th floor of this building, we have drawn up a
reconstruction programme to be undertaken this summer which
would reduce the number of entrances from four to two.

The back entrance to our new section will be kept
permanently locked. This change will considerably improve
our security. Supplies and Properties Division has
recommended for the main door a double door as being more
impressive. We have proposed a single door for reasons

of security. We recommend the installation on this door
of one dead-latch lock and one spring-latch lock. We
agree that the dead-latch lock should normally be locked
at 1900 hours except when there are two security guards

on duty, which will probably be the case during the General
Assembly. No keys will be issued to members of the staff
for either of these locks. The only exception will be

keys retained by the guards, and one key for each lock in
Communications for emergency purposes, to be retained in the
Taylor safe. Occasionally during the summer holiday period
when there are only two security guards, which means
carrying out spot checks on Sundays, a Communicator may

be alone in the office. |If he is required to go to the
United Nations for an emergency telegram, he needs a key

to regain entry to the office.
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4, e propose to introduce the following addi-
tional security features:

(a) that the door should be equipped with a strong
compressor so that it will snap security shut when
only the spring~latch lock has been locked. (The
reasons are explained in the section on cleaning
of offices in the standing security orders.)

(This is a new recommendation.)

(b) We agree that the door should be equipped witHa
strong anti-intrusion chain.

(¢} We agree that the peep-hole should be installed
in the door; .

(d) We agree that separate keys for each of the two
locks should be placed in the safe of the
Consul ate-General in case of a lock-out.

(e) We suggest that when the new bell for the main
entrance is installed, an extension should be
installed so that it rings in the area where
shredding is done. - The machine is noisy and a
guard working there during quiet hours might
not h?ar the doorbell. (This is a new recommenda-
tion.

OFFICE DOORS (Reference ycur letter DS-196)

54 " We agree with your recommendation that spring-

latch. 'locks should be placed on all office doors and that
the doors should be locked when offices are empty unless

classified material has been locked up. We have already

asked for authority to apply this recommendation.

6. ) The corridor which leads to the Registry and
to Communications Centre will, after the reconstruction,
become an .internal means of communication with the new
section of the office. |t is therefore no longer feasible
to consider locking this area. We propose to remove the
dead~latch lock on the door leading to this area and to
install a similar type of lock on the present door leading
to the Mail Room. As you will note from the standing
security orders, if the Registry is vacant during working
hours, the gate on Registry proper and this door leading
to the Mail Room are to be locked. The lock on the
outside door will also give additional security to the
Registry area during quiet hours. Could vou indicate
whether you approve of this new recommendation?

KEY SYSTEM

7. The system for handling keys is set out in the
standing orders.

8. We should also like to recommend that there
should be a master key for the offices (excluding external
doors, the Registry and the Communications area). This
would make it unnecessary for the guard accompanying the
cleaning staff during the evening to carry the key board.
It would also facilitate his opening offices when members
of the staff arrive in the morning. We also believe that

vead
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providing a master key for the guard would decrease the
danger of a member of the staff taking a key out of the
building.

GUARDS (Reference your letter DS-196)

9. Since the visit of Mr. Andrews the Security

Guards have been maintaining a log book in detail. ,
We propose that the Head Guard should present the log

book personally to the Post Security Yfficer once a week.

In this very busy Mission it is not feasible for the Post
Security Officer or his Deputy to examine the log book
daily. We are aware that there are dangers in not examining
the log book daily, but to limit this danger the duty guard
is instructed to bring any suspicious event to the attention
of the Post Security Officer the following morning - unless
he has already done so by telephone during the night.

0. Guards are no longer leaving the office on
weekends to take lunch and will not be permitted to do so
in future. ‘ ’

Il The Security Guards have been equipped with a

security container in which they can keep their equipment
and any classified material which may have been left over
night. An office has been allocated to them as a guard
room. Unfortunately during the Assembly they will not

be able to use this office and will have to keep their
container in the Mail Room.

PEEPHOLES FOR REGISTRY AND COMMUNICATIONS CENTRE
(Reference your letter DS-196)

12, ° We are attracted by your suggestion of putting
a peep-hole between the wall of the Mail Room and Registry
and another between the Line Room and Communications
Centre. We would recommend in the latter case that there
should be some means of closing the peep-hole from inside
the Communications Centre so that during the summer, for
example, when there are only two guards on duty and the
guards are carrying out spot checks over some weekends,

it would be possible to make sure that no one could see
through the peep-hole. We are seeking an estimate of the

cost of installing these two peep-holes and we will ask ,
for authority when we have it. Once these peep-holes have |-
been installed, it will né longer be necessary for the

Security Guards to open the Registry vault door to scan
the Communications Centre through the wicket between these
two rooms.

COMBINATIONS (Reference your letter DS-196)

18. We have been concerned about the need to
gain speedy access to Registry and the Communications
Centre in the event of (a) fire or (b) surreptitious
entry through a window. We should like to recommend
that '@ copy of the combination of the vault door of
Registry should be placed in a sealed envelope in the
cabinet of the Security Guards. This combination would
only be used in the event of an emergency and its use
would be reported the following morning to the Post
Security Officer.

i14. We should like to suggest a slightly more
complicated system for the vault door of the Communications
Centre. At present the combination of this door is known

Ill4
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only to the members of the Communications Centre staff. In
the event of an emergency it would be necessary to call one
of the members of that staff to the office before any action
could be taken. We propose that the combination for this
door might be placed in a cabinet in Registry. To secure
it the guard would have to open the vault door of

Registry. He would know which cabinet contained the
combination for the Communications Centre vault and he
would also know, although again there would be no written
indication, that the cabinet in question had the same
number as the vault door of Registry. '

I5. "~ We also wish to recommend that a copy of the
combination for the Head of Mission’s cabinet should be
placed in an envelope in the Guards’ cabinet. As the Head
of Mission has his cabinet opened regutarly for him, he
has not known the combination. Yet he frequently came
to the office on a Sunday and asked the Security Guard
to open his cabinet for him. Since we propose to retain
combinations for officers’ cabinets in the Taylorlsafe in
the Registry and since the guard will not have the
combination for this safe, it would be necessary for him
if he is asked to open that cabinet to call the Head of
Mission’s secretary or a member of the Registry staff
unless there is a copy in their cabinet.

16. We should like to take advantage of the
fact that we have two Taylor safes in the offices, each
in @ secure area. We propose that combinations for
containers and the Taylor safe in the Registry should
be kept in the Taylor safe in the Communications Centre
and vice versa. This would greatly reduce the danger of
a lockout. It would also meanthat if it were necessary
in an emergency to gain access to the cabinets or the
Taylor safe in the Registry we could turn to the
Communications staff if no member of Registry could be
found. Since there are seven Communications Centre
personnel, the likelihood of finding at least one of
them would be much greater.

17. We have now arranged that guards destroy their
records of the combinations as soon as they have set them.
We have also taken steps to restrict any single combina-
tion to a maximum of six cabinets in Registry. In

changing the combinations the guards are conforming with
Departmental instructions. Witha large office staff the
changing of combinations is best done during the quiet
hours. We have made an exception of the Taylor safe, which
is changed during office hours and checked as an added
protection against a lockout.

18. - We shall proceed immediately with the repair
of the Taylor safe in Registry. Once this has been
completed, we shall be in a position to make more use of
the Taylor safe for Top Secret documents.

RECEPTION ARRANGEMENTS

9. We intend to revise considerably the reception
arrangments during the period of the General Assembly in
order to secure better coverage not only of visitors to the
office but of members of the staff. We propose to do this
principally by asking the Social Secretary to act as a
receptionist and to sit in the enlarged reception area
between 9.00 and |1.30 a.m. and 2.15 and 3.45 p.m. This
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will leave the telephonist free to handle the switchboard
which is extremely busy during the period of the
General Assembly. The receptionist will be responsible for
checking all members of the staff in and out. (This will,
incidentally, have other advantages for us.) She will also

ask members of the staff whether they have left their keys
in the key box. During the morning period a guard will
also be available to escort visitors.

20. We have recommended in our telegram 848 of
May 29 that our present switchboard should be replaced
by a larger one. We intend to place the board directly
facing the door. The telephonist will no longer have to
turn at a 90° angle every time she handles a call. This
wil'l make it possible for the telephonist throughout the
year, and during the General Assembly when the special
receptionist is not on duty, to check all persons in and
out of the office. At present it is quite feasible for
someone to walk past the telephonist if she is busy at
the board. (This is a new proposal and we should be
grateful for your comments.)

REGISTRY PROCEDURE (Reference your letter DS-196)

21. We have decided that it is not feasible to
exclude members of the staff and particularly officers from
the Registry at all times. It is desirable from the point
of view of efficient filing that there should be close
contact between Registry personnel and officers. We recog-
nize, however, that especially during the General Assembly
it is undesirable to have freqguent movement into the
Registry. You will note that our standing security orders
have been drafted to discourage entry into the Registry.

We have also adopted your proposal to put up racks for

mail and unclgssified documents. We have one rack for the
old section of the office and one for the new section.

The confidential messenger attached to the Registry during
the General Assembly 4s also under instructions to make
frequent deliveries of classified documents.

CONFERENCE ROOM (Reference your letter DS-55)

22, We have carried out one of the suggestions in
your letter under reference, by filling the gaps beside

the air-conditioning and other pipes close to the heating
and air-conditioning system. We do not think that much
value would be gained by removing the library (we do not
have enough space elsewhere) and we should like to
recommend that the telephéne (which is useful) and the
electric clock should be left where they are. Our principal

reason for these suggestions is the fact that the conference

room is never used for confidential discussions. |t is
used almost exclusively for briefing sessions during the
General Assembly which are attended by all staff members
and observers, so that highly confidential information is
not revealed, and for giving talks to visiting groups.
The main protection in any case will be the increased
control of access to the conference room.

HOLE IN FALSE CEILING (Reference your letter DS-55)

23. We are requesting estimates for placing grills
over the holes in the wall above the false ceiling between
the Mail Room and the Registry and the Line Room and
Communications Centre.
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24. As you will note we have adopted and are
applying or preparing to apply almost all of your
recommendations in your letters under reference. We
have included a few new suggestions of our own in which
we would like to have your approval or comments. We
should also be pleased to have your comments on our
draft standing security orders for the Mission and for

the guards.
(L)\Q,/(%%ga,«/i\n»\,

Permanent Mission.
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SECRET

THE PERMANENT MISSION OF CANADA TO THE UNITED NATIOCNS

STANDING SECURITY ORDERS

|
The Standing Security Orders and
chaptexrs 1, 2, 4, 6 and 7 of the ﬁepartment‘s Security
Instructions axe to be vead by all Canadian membexs of
the Mission on thelr arvival at the Post and at least
once every six months thereafter. Normally this will
be during January and July, The Mission is required to
certify twice a year to the Department that this pro-
cedure has been carried out,
2. Spécial problems of a security nature
arise at this Mission because during the period of the
General Assembly the staff is'enlarged by a substantial
delegation with accompanying obserxvers, 7The Missiom also,
from time to time, provides office space for officials
of other Canadlan Govermment Departments who may be
representing Canada at U.N. conferences, committees,
ete. During the period of the General Agsembly certain
revisions of the normal security procedures will be in-
troduced to cope with the special problems created.

STAFF MEMBERS WITH SPECTAL SECURITY RESPONSIBILITIES

3. The Head of Mission is responsible for
the security of the Mission., Mr, William Barton, the
Deputy Head of lMission, is the Post Security Officer,
He is responsible for supervising the activities of the
Security Guards and for ensuring that the local Stand-

ing SYcurity Orders and other security procedures are

~
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observed,

& Mr. Peter Dobell is Deputy Post
Security Officer. He acts as the alternate to Mr. Barton
and is specifically charged with maintaining the Task
Book for the Security Guards, the nature of which is
descriﬁe& in 2 subsequent paragraph.

S, All Canadian members of the Mission are
responsible for ensuring that the security of the Mission
is maintained and they should veport immediately to the
Post Security Officer or his deputy any breaches of
security or any suspected b;eaches of security.

6. Three Security Guards are normally
employed at the Mission. A fouxth Guard is attached to
the Mission during the period of the General Assembly.
The principal task of the Security Guards is to maintain
Mission security especially duving the hours in which
the office is umoccupied. Their main duties involve
insuring that cabinets are locked, that the vault doors
to Registry and the Communications Centre are secure aund
the doors to other areas of the office are locked, that
no classified documents are exposed, no classified
material is lefi in waste baskets and that any visitozs
to the office are carefully controlled:, Im addition to
these regular tasks, they have additional tasks to carry
out during the hours in which the office is unoccupied.
These include the destruction of classified waste and
the operation of the telephone switchboard. During

the daytime the principal responsibility of the Secuxity
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Guaxd, while on duty, is to emnsuve that proper security
is maintained.

7. ‘_Should avCanadiam member of the staff
consider that a task should be performed which is not
specified in the above summary of resgonsibilities,.
they,shoaiﬁvdirect‘their’rqueSt to the Deputy Post
Securicy foicer who, 1if he approves, will include the
task in the Task Book, This could include repairing
locks, adjusting combinations on 1ocks and cabinets.

HANDLING OF CLASSIFIED.MATERIAL

3. o The Registry is physiecally d#vided

;nto three parts, the Registry proper, the Mail Room and
the Documents Room,

9. , Canaéian members of the staff, apart
from Registry persomnel, should normally keep cut of
the Registry proper unless it is necessary for them to
consult directly with Rggistry personnel or to examine
Registry material themselves. Access to the Malil Room
should be restricted to External Affairs employees and
to the Military Adviser and his staff: They should
enter the Mall Room as infrequently as possible.
Normally the distribution of documents from the Mail
Room to the offices should be undertaken by one of the
Registry staff.

10, | During the General Assembly it is
especially iwmportant to limit access to the Mail Room,
There should be little need for accesé since confidential

messengers are attached to the Delegation for the
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purpose of carrying documents between the offices and
Regilstry. ©buring the General Assembly two mall racks

for unclassified material are set up in each section

of the office so that Observers and members of the
Delegation may collect unclassified documents and
personal correspondence without having to enter the

Mail Room.

il. The Documents Room contains unclassified
material only and no classified material should be |
taken into it.

CIRCULATION OF DOCUMENTIS

iz, Documents should only be circulated with-
in the office by Registry Confidential Messengers, Officers
or their Secretaries, Incoming letiers containing
personnel information should be referred in the fivst
instance to the Administrative Officer who will indicate
what circulation, if any, is to be given. Correspondence
of a personal nature or marked "to be opened by addressee
only®" should be taken by hand té the Officer to whom it

is aédressed and under no circumstances should cir-
culation bemmde.

i3. Copies of documents marked Top Secret

or Canadian Eyes Ouly should be cireulated to the Head

of Mission, Deputy Head of Mission and the Action

Officer, The former material should be cilrculated in
sealed envelopes.. Top Secret documents and NATO COSMIC

material should be returned to Reglstry for retention
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in the Taylor safes at night. COSMIC material should.
be filed only in the Taylor safes. Insofar as possible
Top Secret material should also be filed in the Taylox
safe, and as a minimm in security containers rathexr
than cabinets with bax and clasp locks.

GIRCULATION TO MILITARY ADVISER

14, Classified material may be circulated
to the Military Adviser on tlie same basis as to other
Officers of the Mission.

RETENTION OF MATERIAL OVERNIGHT

i5. All offices are equipped with barred
cabinets or security containers., Officers should not
retain overnight in their offices Top Secret or other
specially classified material such as COSMIC doéu&ents,
This material should be returned to Registry.

16. The Taylor safe in Registry should be
used to stove COSMIC and Top Secret documents, com-
binations and other highly classified material.

17. The Taylor safe in Communications should /
be used to store g%??gy classified material and, inso-
far as possible,/the basic communications book and
book ecipher.

CLASSIFIED WASTE

18. Classified waste should at all times
be retained in Registry and the Commumications Centre.
This will include all waste, classified oz not, from

the photostat machine.

000441




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur 'accés a l'information

9. Destruction should be carried out every
night by the Security Guard on duty durlng the quiet

" houzs. Commumications tape~eaésmagseﬁuém.shculd be

put through the shredder three times. Other material

should be shtedded twice. Shredded materiazl, mixéd up

with other waste, is put out for pick up by the bullding

cleaning stafif.

20; During the General Assembly a special

effort should be made not to £all behind on the dally

shredding of waste. Ifiit is not possible to destroy all

waste during the quiet hours, the excess should be re-

tained in Reglstry and sent to Washington for destruction.

EMERGENCY DESTRUCTION

21, As the Mission is located in an office
building, it is not possible to consider emergency 1
destruction by fire ox chemicals. The only ﬁeans is by
thérshredder, wvhich is a slow process. In the event of
an emergency if time permits, destruction should start
with less important files, If time 1s shorg, fbp Secret
files, basic communications material and any other
highly classified material stored in the Two Taylox
safes, should be destroyed first.

DIPLOMATIC BAG

22, The Mission regularly sends and receives
twé diplomatic bags a weelt, on Mondays and Thursdays.
The closing hour is 10.30 am, The bag is carried to the
car by a Canadian staff chauffeur: If there are more

bags than the driver can safely carry, he will be assisted
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by a Clerk from Registry, The driver will drive
directly to the Trans-Canada terminal at the airport,

On leaving the ear, be will go directly to a section

of the bagzage room where he will await the arrival of
the éau;ier,. In the evént that he has more diplomatic
bags than he can caxvy, he will hire a skycap, making
sure that the?skycap‘néver leaves his sight.

23, | As soon as the courier arwives, the
driver and the courier together returm to the car and
drive to the Eastern Airlines Terminal. They will then
carry the bags (assisted by a skyeap if there should be
éﬂ@ many for bﬁéh of them to carry) to the baggage room,
where the driver will remain with éhe bags, The courier
yill go to the desk to be ticketed for Washington and to
pay excess baggage., He will return to the driver, who
will then take the bags intended for New York and carry
them to ;he car., Once in the car, he will proceed direct~®
ly to the office and carry them directly to Registry.

24, The deviver accompanying diplomatic bags
should at all times carity a letter signed by the Head
of Mission identifying him as 2 diplomatic courier.

The purpose of this letter is to provide him with
protection in the case of an accident, In the event of
a serious aceident, the letter is also intended to en-
sure that a call 1s made to the Misslon immediately so

that the bags can be collected by ancther driver,
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BATDLING OF TELEGRAMS
25¢ . | ‘Telegréms sent Zxom the Mission should

novmally be signed by the Head of Mission or the Deputy
Head of Missions Afeer they have been signed, they
will be taken to the Communications Room and handed to
the Commmications Clerk through the wicket., No member
of the Canadian eteff may enter the Communications Room
with the exception of members of the Commumications
Centre s@afﬁa the Head of Mission, the Post Security
0fficer, Deputy Post Security CLficer and any other
member of the stafif authorized to do so by one of the
513"0‘36‘-9

26. Telegrams veceived in the Commumications
Centre will be duplicated in the Centre and passed
through the wicket betweer the Cormumications Centre
and Registyy. Top Secret telegrams will be reproduced
in five (5) coples and all coples will be nurbered.,

SECURITY OF OFFICES

27. The two most sensitive areas in the
Mission are the Commumications Centre znd the Registry.
For this veasonr access to these two eveas is limited.
Entry vegulations during working hours have alveady

been indicated gboves: The ménner in which these
regulations will be enforced is indicated in this section,

(a) Security of Communications Centre: The outer

deor af the Commumi, cations Section will be locked at
all times. If it is necessary to speak to a member of the

Communications Staff, this can be done by telephone or
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by ringing the bell at the side of the wicket. Within
the Communications Centre, the barred door between the
Lineroom and the Communications Room is to be locked
during working hours if there are no staff membexs in
the section. At night when the Communications staff
leave the section, the vault door and the barred gate are
to be lockéd. The peep-hole into the mein room from the
Linevoom is to be closed if a guard is not to be on duty.
The Security Guard has a key and the combination of the
vault door if it sﬁould be necessary to gain access to
the Communications Room in an emergency.

(b) Security of Registry: The outer door of the

Mail ﬁoom and the barred door between the Mail Room and
Registry proper are to be locked at any time during
working hours when the Registry is not occupied. At
night the vault door is to be locked. A copy of the com~
bination is retained by the Sécurity Guards in a sealed
envelope in their barred cabinet, I£ it should be
necesgary to gain access to the cabinets or the Taylor
safe, and the Registry staff cannot be located, copies
of the combinations are kept in a sealed envelope iun
the Taylor safe in the Commumications Centre which can
be opened by a member of the Communications staff.

(c) Security of Offices: The dooxs of offices are

to be locked at all times during the day when the
occupants are gbsent and when confidential documents are
exposed, This is espeeilally important during the lunch

hours In the morning siaff members will be let into
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theiyr offices either by the Security Guaxd or by
securing a key from the keyboard, which is in the
custody of either the Security Guard or, ia his absence,

the senior Registry Clerk. During the Gemeral Assembly,

doors of offices of delegates who are not membexs of
the Department will be opened when required by Con-
fidential Messengers.

Occupants of offices on the south
and western sides of the building should keep venetian
blinds closed if classified material is exposed., If
windcw cleaning ox xepailr activities take place outside
the window of any office, the blinds should also be closed.

KEY CONTROL

28. ‘Locks are installed on all office

doors. A keyboard with duplicate keys is retained during
quiet hours by the Security Cuards end during their ab-
sence by the senior Registry Clerk., No keys for either
office doors or for the main door should be taken out of
the office except in one exceptional circumstance noted
below.

29, Immediately before the office opens Guards
will open all office doors, emcluding the Registry, the
Communications area and those offices which are not
being occupied, Once cabinets have been opened ox
classified material has been exphsed, all members of the
staff are responsible for locking their office doors if
they should be out of their office. In oxder to re-

enter it will be necessary either to have the Guard
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open the doeor or te take a key from the keyboard; When
taking a key, the name of the person taking the key and ;
the key number must be recoxded by the responsible staff |
member,. The person taking the key should if possible
return it immédiately- |

0. To ensure that keys are not tzsken out of
the office, the Receptionlst will also ask all members of
the staff whenever théy go out of the office if they

have returned theix keys. When the Security Guard comes

on duty in the later afternoon he will make an immediate

check €0 ensure that outstanding keys have been ﬁanded back.
In the event that a staff member has a continuing need for
a key, he or she will be responsible for returning it to
the keyboard on leaving bEs oifice.

31, R No keys are to be issued for eithex the
night lock oz the day loclk on the front door. The night
lock will normally be locked after 1900 hours, epcept
during the Gereral Assembly when 2 éesond Guard is on
duty. If the Guard should be accompanying the cleaning
staff before 1900 hours, he may set the day lock. In

thig case departing members of the stzff should inform

the Security Guard when leaving the office and make sure
that the day lock has snapped shut as the door closes.

32. Reys for the two main door locks are

held in communications. The Comwmunications staff are

as aa exception permitted to take these keys out of the

building if they are required to go to the U.N. for an
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emergency telegram during a holiday when the gugrds

may only be carrying out spot checks .

53. | , An extra éet of keys for the main door is ]
held‘;n the Taylor sgfg of the COnsulané Gsneral for use

in the event of a lock-out.

COMBINATIONS | _ _ |
34, The Security Guaﬁds.are responsible fox
changing theiéombinétionsvof all locks except those in
the Communications Sectipn, which are changed by the
Communications staff, The combinations are to be changed
evéry three months aﬁé copies of the settings will be
transmitted to Ottawa in a sealed envelope addresse& to
the Departmental Security Officexr. Settings for the
Taylor safe in the Commumications Centre are sent separately.
quies of all combinations ave to be retained in sealed
envelopes in ome of the two Taylor safes. ?he Mission
is foruunate in having two of these safes, as this reduces
the danger of a lock-out, Coples are to be retained as
follows:

(1) eopies of Communications combinations, including
the véult door, in the Taylor safe in Registry;

(2) copies of the Registxry combinations, including
the véult door, in the Taflor safe in Communicatiqns;

(3) copies of combinations for cabinets in offices
in thé Taylor safe in gegistry‘
35, All staff members are expected to
memorize the combination numbers for security containers

coming under their responsibility., If it should be

necegsary to retain a record in a written form (other
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than ﬁhésé reﬁéined in the Taylor safes), the method
for doiﬁg s sﬁould be discussed with tﬁe Deputy Post
Security Officer to eﬁsu&e that it will ﬁét comprbmisé
the settiﬁgg | | |

3@, - ‘The oy eééeptions té the above re-
gulaﬁiéns are the following: |

(a) Regxstrv Vault Door. ,A'eopy‘of this combination

is kepL by the Securftj Guards in 2 sealed envelope in

their cabinat;

() Communicatieﬁs Vault Dooxr. A copy of this com~

7

bination has been placed in 2 sealed envelope in a cabinet

4

in Registry and can in case of exceptional need bes

ured by the Security Guard;

fﬁ (c) Cabinet of the Head of Miséioa. A copy of the
/fcombiaatfon of this éﬂbinet is kept in a sealed énvelope

//' ;n the cabinet of the Security Guards as a convenience

// /éf the Head of Mission, in case he should wish to gain

//entzy Lc hﬁs cabinet during days on which the office is

[7 él@SCda
/)
/ / CONIROL OF LOCAL STAFF
4 i |
/ 5” 37 Members of local staff shou1d not be
i : -
pcrmltted -access toc auy oFche unless accompanLad by a
/paaff member., At this Mission the only peraons comlng
4 within thls category axe the telephow st and durmng the

General Assemcly, the extra cbaufFeurs.
‘WJ_

SECURITY OF TELEPHONES

1 .

;38. o The office telephones have no special

fsecurity. Therefore staff membexs should avoid dig-
/ :

N
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cussing classified information on calls within the

office or to other offices in New York City. Staff

members should also keep inm mind that long distance
telephone calls, particularly those to Ottawa, should

not be used to convey classified information.

CLEANING OF OFFICES ’
The cleaning of offices is carried out

39;
in the evening, Ouly one persca does the work o that
it is possible for the Guard continually to supexvise that

person., The Guard will at all times zemain with the
1€ membexs of the staff are still working

cleaning staff,
when the cleaning staff arrives, and thewe 1s mo second
CGuaxd on duty, the CGuawxd will lock the day lock and

comnect telephone lines to the offices which are occupied,
This will ensure

ineluding the Comnunications Centze,
that the Guard will not be obliged to leave the char staff

during the cleaning process.
The main Commmications Room is normally

/
/48.
// » - g
cleaned by the Communications staff. Approximately once
a month the £loor is washed and waxed by the char staff.
All machines are covered and loose equipment is put away.
/ i
ﬂo equipnent is moved during the cleaning and 2 member
ég he Communications staff supervises the work. The

/.
th
fL@ue Room-is cleaned each evening by.thg char staff

/ ~
If window cleanevs or labourers should

/

s

I8 !

¥l

; , .
PFder the supervision of the Security Guaxd,
Iv

/o
g /
i
/

41,
come to do work im the building, their work will st all
| times be supervised., When it is known in advance that
000450
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this work is to be done, the Secuvrity Guards should
arrange to cover the work, If window cleaners come
upexpectedly, all documents in the offices in which they
are to work will be put away and a wmember of the stafi
will be present while the windows are cleaned..

CONTROL OF VISITORS

42, Visitors to the office must at all times
be accompanied, On being informed by the telephonist
that a visitor has arrived, the Cfficer or his Secretary
will go to the reception room. IE a Guafd is available he
may accompany the visitors. If a meeting is being held
the Officer responsible must make provision for non-
Canadian members attending the meeting to be escorted to
the Conference Room, Visitors should not be left alone
_in offices.

SOCIAL CONTACTS

&3, All members of the staff shouid be aware
of the following instructions ilssued by the Department
with regaxd to social contacts with members of the staff
or other nationais of any of the following countries:
© USSR, Poland, Czechoslovakia, East Germany (including
Bast Bexrlin), Rumania, Bulgeria, Hungary, Albania, Main-
iland china,"North Korea, North Vietnam, Yugeslavia, aud
Cuba;

"Personnel reporting on any contact with an official
or ﬁational of a scheduled countxry should assess and
report briefly on any or all of the following points con-

cerning their interlocutors and the circumstances of the
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Physical description; dress taste, habits;
mammerisms; defects of bodys sbbriety or in~
sobriety qualdfied by degree (nga heavy drinkezr

of beer); smoker (clgarettes or pipg, or non-

smokers

Character appreciation to include any in-
formation nn the person's morals; attention

paid to women; enjoyment of parties;

Ideology; does'he*talk politics and if so what

viewpolnt does he adopt?

Belationé witﬁ otheré; with any indication of
probable or apparent status apert from official
positio@. Does the person claim to kmow any
other foreignexs? |

Relationship with wife and family.

ﬁackground date, to include education; previoﬁs
posts, ;nd asslgnments.

Command of 1anguages,'including accents,

Topics discussed: (scientific, military, political,
economic, ete,); degree of competence and
education. |

Any apparént effort on the part of the person to
single dut specific topics or persons for con-
versation or ¢o &ak for enything (books, records,

clothes, currenty, etec.).

Information on wife.

Any request or suggestion for introduction to

anyone else or for information,
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(xii) Possible change of attitude of the person since.
| previous meeting if applicable. |
(sLi1) Request or offer for other meeting or encounter;
‘ is relatioasnip public and open of is there
attempt o gi?é it a clandestine twist ox
flavour?

REMOVING DOCUMENTS FROM THE OFFICE

bty ' Officers should not normally teké home
documents to their residences, If it is essentizl, they
may -do s0 but they should not leave the documents in their
residence. They should pot take home documents carrying a

classification higher than confidentizl.

000453




Document disclosed under the Access to Information Act
Document divulgué en vertu de la Loi sur I'acces a l'information

RESTRICIED

| INFORVATION REGARDING SEGURTTY ARRANGEMENTS

- ”he following notes are te a351st you

in understanding secuxlty arrangements at Lhe Permanent
Mission of Canada o the Unlted Nations.'

| | The Mlssmon handles a considergble
vélume of cxaésified dacuments ‘which %t recelves by
dlplomatic bag ox cypher telegram. ‘Most of this material
is retained in ihe Mlssian, when it is placed in files in
the Regiscry. The offxce also contains hlghly classlfied
commnications machines. To protect these documents and
machines, it is nééessary carefully to observe office
security procedures, which have been devised in Ottawa
and ave applied at all Ganadian Missions..

The main protection during working hours
is gained by limiting access to the office othexr than the
reception room, If you inviie visitors to the office,
would you please meet them at the ?ecepﬁion room. Do
not leave them alone and accompany them to the doorlwhen
leaving. The receptionist will advise you by phone when
they arrive. If you ave %eading classified documents when
their arrival is announced, would you piéase cover them up.

All offices ave equipped with locks.

The doors will be opened each morning by the Security
Guard before your arrival., If you should go out duxing the
day, leaving classified documents eﬁposed,twould you
please lock the door. If£ the Guard is not in the office
tolleﬁ you back in, there is a duplicate key in Registry.
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A membeor of the Registyy staff will be pleased to let
you in.

I wish ﬁe caution you against using tele-
phones either for local or long distance ealls, ' They
should not be used to convey classified information,

Personal maill and unclassified documents
will be‘placadiiﬁ & rack in a pidgeon hole marked with
YOUr name, ”

| IE ﬁcur worlk shotld requixe the use of
classified documents, these will be brought to your office
and returned to Registyy by & Confidential Messenger. Please
be careful not to throw any classifisd documents into the
waste béskeﬁsa even if 1t is intended for disposal. The
papex should be placed inyour out basket, f£rom where it
will be collected for disposal,

gver night and during the weekend a Seeurity
Guard is always on dutj in the offlce., If you wish to
enter the office during nnnuworkiﬁg hours, the Guard will
1aa,yaulinﬁ You should zing the bell at the main door to
attract his attention.

I should like to end with a word of caution
cancerming»your contacts with other delegates at the
United Natioms. 1 should ask you to éxercise discretion
when discussing Cauadlan policy or xeactions to developments
at the United Naéionsa During the General Assembly many
correspondents mingle with delegates and yeu may £ind your
words quoted, The U.N. Press are as avid for news as they

are anywhere ¢lse in the world,
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1f you have mny questions concerning
office secuwity, Mr. Barton or Mr. Dobell, who are the
Mission Security Officers, will be pleased to answer

thenm.
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MISSION PERMANENTE DU CANADA
AUPRES DES NATIONS UNIES

PE; ANENT MISSION OF CANADA
O THE UNITED NATICNS

TO WHOM IT MAY CONCERN:

The bearer of this letter
Mr. is an official
of the Permanent Mission of Canada to the United
Nations whose responsibilities include the custody of
the Canadian Diplomatic Bags while driving between the
office of the Permanent Mission of Canada at 750 Third
Avenue and the airport in the New York City area, where
he meets the Canadian Diplomatic Courier flying between
Ottawa, New York and Washington, D.C.

While accompanying the diplomatic
bags he has the internationally recognized status of
Diplomatic Courier which includes immunity from arrest
and freedom from any interference with his person and
official papers.

In the event of an accident involving
serious injury to the bearer of this letter Mr.
» 1t should be appreciated if any-
one reading this letter immediately contact the Permanent
Mission of Canada atWkon 6-5740, New York City Police
or Port of New York Authority Police officials, whoever
may have jurisdiction in this area, are requested to
take custody of any diplomatic bags in the bearer's
possession until they can be turned over to an official
of the Canadian Permanent Mission to the United Nations.

Ambassador
New York City.
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TO! oo PN HISHEON -1 CANADA - £0- TER-DHITED ...’ | Security
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References

Internal |
Circulation

D.%. (ii ) Div.

Distribution
to Posts

Ext, 181C (Rev. 2/52)

-This w111 confirm our telegram o? Juné 1 in which wa

reccmmended that you secure estimates. for the repartitioring as dis<

cussied in a telephone conversation of the same date betwesn lir. HOLnBSf.

and xr. Zonbies

2o

For the record the following is the work which we are
preparsd bo authorize: ,

(a) The present wést wall of the reception roam to be renoved
- and a new west wall bo be constructed between the columns
of. the elcvabor shafts shown on your plan as numbers 68

(v) A double door to ve 1ngtalled in the above-nentioned wall.
One of these doors shonuld have an unobtrusive pesp-hole
unit ‘attached. There should be vertical bolts, one-at the '
top and cme at the bobttom of each door. (D.L. (ii) Divi-
sion agree ‘that with these bolts and one of our locks

_these doors should be quite secure.). :

(e) - The south wall of the reception room should be projected:
wesberly to meet tho elevator wall near column 73, A
'single door should be located in this new wall section to

- mabeh the one directly opposite it. -

(d) The door opening inbto the area newly leased should be
moved down to the point where it becomes a projection of
the north wall of the reccption roow to column 8.

(e) - An entrance should be put ‘through the west wall of room
26a This should have .a Dubch door with hmnges on ‘the
inside as woll as,bolts in both sections.

A£) The north wall of room 7 should be rano&ed and the south’

wall of the ladies' washroan projected easterly to close
off the corridors This new section of wall should have
a door in it similar to the one further down the same
corridor.

{ .-o-o.z
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(g) The door into the fire escape should be equzpped w1th

| _ a panic bar, one of our locks and an alarm. (You should

i : consult D.L. (ii) Division about these items.) Ve

o T ) suggest that you do not install a door leading inbo the

o ‘ ghort eorridor which ends at the firs escape. If it

should develop that there is a draft from the fire escape
the contractor should be asked %o rcctlfy the matter by
naking -tho door draft proofs

(1) The sbteel shelving now avbached o the south wall of the
registry cghould be ranoved and re-ingualled as requlred
_in room Z86. - .

o - With regard %0 ‘the proposed use of room 26.as 2 UlN.
documents room our objection to this had been based on the fact that
it would do auay'with desk space Por four people. Normally mosb
migsions tell us that they need more, rather than less, office space.
However, we understand that you feel that you will be able to
operate quite well without using thils room for office purposes and
ds long as you are prepared to accept the responsibility for the
elimination from the "offlce category of this spdce we will with-
draw our objection. We believe, incidentally, that your plan for
renoving the U.N. documents from the rogistry is a very good one
as 1t ghould ease GOﬂuldOTablj the congestion in that room.

4a- " §ti11 on the subject of room 26, D. L. (ii) Division
has asked us %o say that they hope room 26 will not become a shorie-
cut to the rest of the chancery. They appreciate that this new
doorvay will provide a convenient avenue for bringing in and taking
out the mail. They feel however that entry should be restricted.
Otherwise unauthorized persons could gain entry to the security area.

5, - You will note, of course, that we have not authorized
the demolition of the wall between rooms 26 and 27. This is because
we are golng to be pressed for funds this year and are net anxious
to undertake any more than we have to. Morepver, we now find that
whils the removal of the wall in question will give you more floor
space it will actually produce less wall gpace for shelves, etc.!
Ve, surgest, there;ore, that this nroposal be dropped'

- Be When you have secured at leasﬁ two estzmates of the
work to be done please forward them, with your recommendations, to

- the Department. If we agree we will authorize you o proceed with
the work. : S

" Original. signed by
- J. AL ZOUBIE-

Unﬁer-Secreﬁary.of State
for Bxternal Affairs
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADAE

OUTGOING MESSAGE

DATE FILE ) SECURITY
June 1, 50048~AF=40 CONFID
1962
o . EXTERNAL OTTAWA | 42 D
NUMBER PRECEDENCE COMCENTRE
. USE ONLY
‘0. PERMIS NY DS=257 PRIORITY
iNFO:
Ref.: YOURTEL 696 AND 739
Subject: YALE LOCKS
| WE PREFER YOU INSTALL YALE 0-48 -l DEADLATGHES
ON DOORS IN QUESTION. ILOCKS GOING FORWARD TODAY.
ARRANGEMENTS ARE UNDER WAY TO PROVIDE YOU WITH AUTHORITY
TO HAVE LOCESINSTALLED BY ALL-OVER LOCKSMITHS,
LOCAL
DISTRIBUTION
ORIGINATOR DIVISION PHONE i APPROVED BY
S /4 - TIMMERM AR
S1G. ..o N . T I -1 1P S e
e SoEEYES/RY 11 D.L, () DIVISION  [2~28L7 | 3. CHARIN

EXT.18(REV.12/56)
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Supplies and Propverties Division Contidentisl

Kay 31, 1962

Dl (2) Division
50048=4F~40 I
Poris Now York tslegrams 6360 =

739 = Coples asbttached '7 3 ' el

Yale Door Looks

Tle are supplying 25 Yale 0-48 dsadlatches
to Permis New Tork for installaetion on office doors.
The woTk is Lo be done by a local contractor, All-
Over ILocksmiths, and we should bs grateful if you
would errange for the necessary authority. The const
a? installing the locks will bs 125.00.

Dol () bivision
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AFFAIRS,

CANADA

PROCEED WITH REPAIR T0 TAYLOR SAFE AS
INDICATED IN YOUR TELEGRAM. . AUTHORIZATION IS
ORDER NU#BER EA-14264A, '

DATE FILE SECURITY |
May 50048~AF-40 CONFID |
30,1962
FM: EXTERNAL OTTAWA <5 [ f
) NUMBER ' PREEE@ENCE COMCENTRE
. 1 USE ONLY
70: PERUISNY DS=254 PRIORITY
INFO:
" Ref.: YOURTEL 836 MAY 28/62
Subject: TAYLOR SAFE

LOCAL
DISTRIBUTION

 ORIGINATOR DIVISION PHONE APPROVED BY
SIGeirerevensraeretivsunsossenssans | siG .J. TINLMER )
Y S D.L.(2) DIVISION| 2-3817|0 """ TiCTAMALN "

EXT. 18(REV. 12/56)
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DuLe(2) Div/B.Keyss/kh

Supplies and Propertios Division Confidentlel

llny 30, lg62

v

Da.Le(2) Division

;

DERE8~AT~40 I—

77

Permis ¥.Y. Pologron 636 Vay 28/62

Taylor Safe

This is %o conflxm our request for authority
te bave the Taylor Safe in the Permis N.Y. registzry
ropalred.

2 tie have inforoed the mission that they may
procead with the repeirs under Order Wo. RS-14264A4.,

J. TIMMERMAN

Dela{2) Division
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

‘ NUMBERED LETTER ‘ g

Security:...08¢Lek ... ;‘ ...............
"TO: THE UNDER-SECRETARY OF STATE FOR ‘ ‘ 267
EXTERNAL AFFAIRS, OTTAWA, CANADA.

, Date:....... May 29 1. 1962 .............
FROM: ...... Permanent. Mission.of, Canada, to, the T
. ’ ' X Enclosures: . vveeeeoieeireviriariciotenae
.......... United Nations, New York.. ....... | - -7
: ' Air or Surface Mail:............ ... v vut.
RE T T OICE: « vt et et vt eteeseananosessnnnessennsonnsessnnennensans '
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Réferences v//

You will recall that in your inspection
report on security of our office premises you

T —— recommended certain changes be made in the locks on
iZ)/,, the grille gates immediately behind the vault doors
*T“f“jg*' in the Registry and Comcentre. You suggested placing

a shield of some sort over the latch on the inside of
the grille gate so that it could not be opened from
the outside by the use of a ruler. We discussed such
a change with the representative of Diebold Incorporated,
the manufacturers of the grille gates and they
recommended against placinga shield over the thumb
latch on the inside as there would always be some
possibility of injury to employees in the use of such
an installation. They have recommended to us that
: the latch be removed and a lock installed which would
Juﬁn_%AAQE% be opened by a key the same as the lock on the front

T of each gate. The present type grille gate is
O absolutely useless as a security deterrent and the

@ INerOgygoested installation will remedy this situation.

70 " 63 B 2. In your inspection report you pointed out
é/ﬁé//éz// the weakness of the existing panel board with spring
catch which is used as a wicket to the line room of the
Internst Comcentre. Diebold Inc. have recommended the
~ Circulation installation of a steel door and frame on the inside
: of this opening. The frame would be constructed of
23" wide by %" bars electrically welded to fit around
the existing opening. The door will be %" steel plate
hung on a heavy continuous hinge and would swing into
the room from right to left. The door would be locked
by two heavy slide bolts located on the top and bottom
front edge. They would anchor this door and frame
%o the wall with four %" by 64" long carriage bolts.
The existing slide panel would be retained for daily
use as the new steel door would be opened by the
staff each morning: and securely locked on their

departure in the evening.

P

AT vy,

S

Distribution 3. Diebold Inc. have submitted an estimate for
to Posts - 'both’ jobs onta: straight time basisiin the amount of
$250.007" *Although: the§ did not itemize their estimate,
we understand that the changes in the grille gates will
cost $100.00 and installation of the steel door and

.l‘2

B | 000464
Ext. 182A (Rev. 2/52) 4
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frame in the Comcentre will cost $150.00.

L. We should be pleased to receive your
authority for this expenditure as soon as possible.

(N—

Permanent Mission
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ACT \! C. W

”P,IAYLOR SAFE LOCAIED IN REGISTRY OF MISSION HAS GRADUALLY BECOME

’5"3M0RE AND MORE DIFFICULT 10. OPEV as SHOULDERS ON' DOOR’ HINGES HAVE

'i'SLOULY WORN UNTIL NOW DOOR HAS DROPPED DowN SLIGHTLY AND wILL NOT L>'\
7f'3RRI NOT CLOSE e

SR RER FROM M@SLER AFE co WHO SERV*~E:IAYL0R SAFES INPORMED US

h-g;THAT 1T, WILL BE NECEDSARY TO RENOVE ~’OOR OF. SAFE AND REPLACE WORN

.‘!OWASHERS WHICH wOULD RAISE DOOR AND ELIMINATE ITS PRESENT ILL .

E.EII MOSLER co HAVE ASSURED US THAT THEY WILL MAKE NECESSARY

._EXPENDITURE AS SOON AS POSSIBLE

.MECHANISM @E THIS SARE;?i“-:»

'-gADJUSTMENTS TO ENSURE PROPER FIT AND EASE OF OPERATION COST OF

1ﬂ.USA AS THIS MATTER aHOULD BE AITENDED TO . IMMEDIATELY wE SHOULD

‘-THESE REPAIRES INCLUDING MATERIALS AND LABOUR WILL RE DOLLARS 65 af?ff
IxiBE GRATEFUL 1 YOU WOULD SEND US YOUR AUTHORIZATION EOR THIS ' z’;'

if‘S WE SHOULD LIKE TO MENTTON THAT THERE IS NOTHING wRONG WITH DIAL -
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F N PERM‘Y MAY11/62 SECRET

t

o0 'EXTERNAL- 739 o /]
REF OURTEL 696 MAY4 %J QC&V{W @D

INSTALLATION OF YALE SPRING LOCKS

_W‘Li,_@

WE HAVE NOw OBTAINED TWO ESTIMATES FOR INSTALLATION OF . THESE LOCKo. A

G AND G HARDWARE COMPANY WHO WERE RECOMMENDED BY BUILDING MANAGE-
MENT ARE ASYED DOLLARS TEN PER DOOR AS THERE ARE APPROX 25 DOORS .
WHICH WILL REQUIRE YALE LOCKS TOTAL COST WOULD, BE DOLLARS TWO HUN
DRED AND FIFTY ALL OVER LOCKSMITHS WHO WERE RECOMMENDED TO US BY

SILVER HARDWARE COMPANY WHERE WE PURCHASED OUR SARGENT AND GREENLEAF-('

COMBINATION LOCKS GAVE US A QUOTATION OF DOLLARS FIVE PER DOOR WE

FEEL CERTAIN THAT WORKMANSHIP OF LATTER FIRM WOULD BE ADEQUATE AND
WE SHOULD BE GRATEFUL IE YOU WOULD SEND us. AUTHORITY IN AMOUNT OE

DOLLARS ONE HUNDRED AND TWENTY FIVE FOR PAYMENT oF THIS WORK.

} &Od L/?’/}f %f?

f

st

~ |
. Ij{‘r:l-"a, £ [ i 962
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TO EXTERNAL 696 °

'REF YOURLET DS196 APR27)61

INSTALLATION OF YALE LOCKS
VE ARE OBTAINING AN ESTIMATE FROM A RELIABLE" FIRM FOR THE INSTALL—

ATION OF YALE SPRING LOCKS ON APPROX 24 OF OFFICE DOORS WITHIN THE

MISSION.WE HAVE ON HAND<SEVEN_QE OAS YALE SPRING LOCKS_AND TEN OE

042-1_YALE, SPRING LOCKS IN YOUR REPORT YOU HAVE RECOMMENDED: THE IN;;

STALLATION OF 048 YALE" LOCKS ONLY AND VE ARE WONDERING WHETHER YOU
WOULD. AGREE TO THE INSTALLATION OF THE 042-1 YALE LOCKS THAT WE

HAVE ON HAND AS THEY ARE VERY SIMILAR IN LATTER CIRCUHSTANCE WE
WILL STILL REQUIRE ONE DOZEN ADDITIONAL 048 YALE LOCKS TO DO THE JOB
AND PROVIDE SOME SPARES ON THE . OTHER HAND IF YOU WISH ALL INSTALL--
ATIONS TO BE 048 YALE WE WILL REQUIRE TUO DOZEN NEW LOCKS. '

2 JWE SHOULD BE GRATEFUL IF YOU WOULD FORWARD THESE LOCKS BY BAG AS
SOON AS POSSIBLE.
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We have now had an opportunity ’co s*budy the . pmposala put
i‘orward in your letter under reference together with Mr. Zoubie's . -
repors on the inspection which he carried out last November. As stated
in your letter not very many changes will.be NEeCORSATY . Since, however,
we do not agree. entirely with what you recommend it is proposed ko -

_discuss these matters hereunder and to outline our counter-propoaalt.

- Vs agree that 'bhe reception room should be enlarged by

moving the wes‘b wall out to where it will be betwsen the two elevator

- .shaftae - We would prefer to have a door in both:the northe-west ard -
.‘southi=west corners. ofithe new reception roome We recomnend that the
| entrance from the elevators be a double door on which the name of 'bhe

"Liissmn could bé-ensoribed in both French and Eng;lish. o

CBe o The ma'bter on which there seens to be. the mos‘a dmsagreanant

concerns the use of .the rooms shown on your plan as rooms 26 and 27.

First of all, we foel that one important point has been overlooked with
' respect to room 27. It is our understanding that a separate room is
" reguired for the ‘telephone equipment now located in that space and 'bhat

it is very advantageous to have this "equipment room" as close as

 possible to the switchboard. We fesl, therefore, that this room should

be left as it im with one change, viz.: <+the door opening into hallway -
28 should be walled in and a new door put into this roon from room 26.

. This new door should probably enter- from the eagtern end of the mll

bebwesn rooms 26 and 27. You should emsure that this doorway is large.
enough o allow entry of the "frames” and other telephons squipment
which must_ be kept in that roan. You know, of course, that the main
reason for changing this embtranee to room 26 is to add to the security
of the reg:.stry and communica’cions area. : . : :

2. . One of the problems which wasg reported on by Mr. Zoubie

vas the shortage of gpace for filing cabinets in rooms 24 and 25. He
recomnended tv'o solubions, vize: +he purchase of narrowsr f£iling
cabinets Lor the storage in room 25 of the short UN documents and
the. enlargmg ‘of room 25 by moving the west wall betwsen rooms 25 and.

.26 in a westerly direction until it: joins the west wall of corridor 28. ‘

At the same time a new entrance to the enlarged room 25 ghould be . . -
created at the point where the wall between rocmg 23 and 28 will be pro=
Jjected westerly across hallway 28. This enmtrance shou ld ‘be provided

. with a Dutch door hav:.ng a narrow counter 'bop on. ﬁhe I?wer portion.

.‘. L] 2
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B¢ . Te will deal 'm.th the matter of procuring new filing
cabinets in anothetr letter.
6. Tie realize that as a consequence of the enlargeament of

roen 25 that roan 20 will be made smaller. IHowever, according to the
inspection report, scarcely any of the space directly in front of the
present entrance Yo room 26 was being used as desk gpaces We undere
stand that this area was occupied by a4 miscellaneous collection of
shelves and boxes with the remainder of the room being taken up by
Peur desks for four officers. It would seem, therefore, that little
if anybhing will be lost by making roam 26 smaller..

Te ' One matber which has not been raised before concerns the
hallway which parallels room 7. We feel that since we are paying for
this space we should make vhe maximun possible use of ib. Ve propose,
therefore, that the south wall of this hallway be taken down at least
as far back as the storage room so that room 7 (vhich is reported to
be small in’any case) can be widened. It will probably be of no
benefit te take down more of that wall as there should be a clear
passegeway to the exlt at the end of that hall. There is no reason,
however, why sets ofshelves could not be attached to the south wall
of the remainder of this hallway and this would probably be a good
place to store some of the volumes of the library which are seldom con=-
sulted, i.e., Hansord for 1940, etc. Thc north wall of this hallway
should be projscted easterly until it meets the wall of roon 4. Thers
should be 3 door in this new wall to provide access to the toilets.
The fire exit door should have a panic bar lock and an alara on it.

‘8. - We have disoussed the telephone installabion with the
Communications Divisione They suggest that you should have someone
from the btelephone company come in and advise you concerning any
expansion of the present swibtchboard. They suggest that you should

ask the tolephone company representatives if an additiomal row or rows
of internal exbensions can be added to this present switchboard and if
additional relays can be added to the "frames” in roem 27, If this

can be done we would sveoid the heavy expense of replacing the present
installation. Ve would be very interosted to learn what they recommend,

Se . Would you please examine our suggestions and let us have
your comments as soon as possibles If you agree with what we propose

it would be most helpful 1f you could get frem Uris Brothers an indie -
cation of the approximate cost of making these changes.

10. One further point. In this letter we have used the
_mumbering shown on the plans sent forward with your letter under

‘ reference. However, in order that all plans which the Department has
may be as uniform as possible we initiated a numbering procedure some
years ago. This involves starting at the lower left hand corner and
proceeding in a clock-wise direction around the plan. TFor instance, -
the plan we now have in the Departuent of the chancery has the office
of the Head of Mission shown as No. 1 and the reception room as No. 12.
When you obltain a new set of plans from Uris Brothers would you please
remumber the plan as menbioned above. At the same time would you also
supply us with a list of the occupants of all roomsg. Please do not use .
namess we would prefer that the rank or position of the persons’ ocoupying
these rooms be used.

1. In a later letter ws propose to discuss redécoration of
the chancery. We would welcome your suggestions in this regard.

ORIGINAL SIENED BY.
M GRANT

(\A_]Jnder-Secretary of State 000471
for External Affairs
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Supplies and Properties Division ' |
(Attention: Mr. Zoubis) April 11, 1962
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Defence Liaison(2) Division

Alterations - Pemmis WN.Y.

Further to the conversation, between you and
Mr. Andrews, we would agree that:

(a) The present REgst-West wall between room 7
and the corridor bve removed and the fire escape
door provided with a panic bar lock and alarm.

(b) The north wall of the corridor be continued
to the wall of Toom 9.

(¢) 'The wall dividing the recsption area from
the present corridor be removed aam the main
entry moved and a new wall built between the
two elevator shafts.

(d} A door be .installed dividing the reception
area and the new arcsa,.

(e) The door leading from the elevator lobby to
the room used by the chauffeurs should be permanently
locked.

(f) The wall betﬁeen room 14 and 15 be removed
and a new wall built in line with the present
corridor.

L 8
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(g) The present door into room 13 closed
and a new door placed in line with the division
between room 21 and 15 « Yew~ doov Lo e gl dowr

(h) A new door be placed to give access to
rooms 13 and 14 from the new area.

Ze Would you please provide us with plans which will
include the proposed changes and an attachment which
will indicate the intended use or occupancy of the

Ir'ooms.,

3 Your plans are attached.

{3, THEMERMAR

Defance Lialzon(2) Division.
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FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA
TO: The Permsnent Mission of Canada to the United Natlons

NEW_YOHK

ey /’/7 )
We are forwardmg bY (S Sady ULA/Q/ ) the following: - C/ /7 7 .

Foro Security Guard Log Sheets

Please refer to your letter No.184 of March 13/62,

When the above has been received and checked, wo

uld you kindly sign and
return the original form Ext. 27R."

7 7 e

, , Urider-Secretary of State
RGJGUI’I'I 'bO _m.slg’D.Lb (2) E‘.B. . - - for Extemal AffairS'

This is to certify that the above mention

ed items have been received in
good order. '

/0

Yy e z///m//; 7 /sz\

~ Place ngnature
b

D

Ext. 27R (Rev. 2/53)
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This ig to certify thate

(a)

(b)

(c)

(a)

(e)

as required in the Security Instructions.

the new settings are enclosed in the attached
envelope, addressed to the Departmental Security

Officer, which has been prepared and sealed

as prescribed in section L08,6 of the Security

Manual.

the official record of such combinations is

kept at this post in accordance with section

L09.7 of the security manual.

all spare security combination padlocks in
the custody of this mission have been set

on the neutral combination 10-20-30, and each

lock is properly labelled to show the com-

binationcon which it is sete.

all the combination locks in the custody of
this Mission are in good working order and
no difficulty was experienced with any of

them since their combination settings were

last reported.

wDPGW ‘

Permanent Mission

s

the settings of all the security combination
locks in use at this mission have been c hanged
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

TO:'THE UNDER- SECRETARY OF STATE FOR
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------------------------------------------------------

Security:... SEC RET .................... .

S 78

---------------------------

January 30, 1962

l 7
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Air
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This

is to certify that:

in the

lock is

(a) the settings of all the security combination
focks in use at this mission have been changed
as required. in the security instructions.

(b) the new settings are enclosed in the attached

. envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed as
prescribed in section 408.6 of the security
manual .

(c) the official record of such combinations is kept

. at this post in accordance with section 409.7 of
the security manual.

(d) All spare security combination padlocks
custody of this mission have been set on the
neutral combination 10-20-30 and each
properiy labelled to show the combination on
which it is set.

Internal
Circulation All the combination

(e)

y

Distribution
to Posts

tee 2

Ext, 182A (Rev. 2/52)

1324

locks in the custody of this
mission are in good working order and no difficulty
was experienced with any of them since their
combination settings were last reported.

w@u@u

Permanent Mijssion.

)
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NUMBERED LETTER

TO:. ,‘ ----- The. Permanert Missior. of. .Canade to
................. the.United. Nations .. New. . Lork..

FROM: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

References

date

Wa thank you for sending us your new
combination settings. We noticed that 15 S&G
padlocks wers set on the same combination. This
is contrary to the regulations as set out in
section 407.6 (ii) of the security menual which
states that no mors than six conbtainers,
loeated in the security room, may be set on

~ the same combination. In future when reporting
new combination changes pleasge refer also to
gections 408.5,408.6 and appendix IV (a) of
the New Security Manual of Instructions. The
~Tollowing should also be typewritten on the face of
- the envelope: "Atbechment to letter No. of

from Permis New York".

J. R. FRANCIS

Intemai ' .
| : . Undsr-Secretary of State
Girculation for External Affairs.
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to Posts

——
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000477



Document disclosed under the Access—fo’mformatioh Act

a o
- Document divulgué en vertu de la Loi sur 'acces & l'informatio
DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.
‘ NUMBERED LETTER 7
Security:,. .SECRET ......................

TO: THE UNDER-SECRETARY OF STATE FOR
EXTERNAL AFFAIRS, OTTAWA, CANADA.

------------------------------------------------------

Subject: .o e e T

--------------------------------------------------------------

Ottawa File No.

Swdf-FF- 20
A &/

References . &
-/

» )’3’

SR

Internal
Circulation

b

Distribution
to Posts

Ext. 182A (Rev. 2/52)

. »mm—-r:ww(: ° 1 3
, ~ Attached is a sealed envelope containing

19»<;§%;62 the combinations of the security containers in
¥ this Mission which were changed today.

Permanent Mission
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