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@ NUMBERED LETTER ok (Uefe>

a Document disclosed under the Access to% c
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Unctassified- 7 Security: MOOS SO keene

TO: THE UNDER-SECRETARY OF STATE FOR No: 2/ o~

EXTERNAL AFFAIRS, OTTAWA, CANADA. erence cere eee wneeeseeers

Date:...... April, 30, 1963. 0,

From: Permanent, Mission. of, Sanada. tothe... y
. Enclosures: ...cecsceecnccccresccvengas :

United. Nations, .New Yorks...
Air or Surface Mail:... ec... ce cscecceces

Reference:. Lour. Lettar. l88.af.Manch Ia...
Post File Nor... cc. ccc cece cece ete creas

—. 6A 4
Subject:... 41 tiacn e. CASE cece ccc necee nessa eens en enna <<

Sec ue eer eneesseneeectecneens eCawww ee wee een een eee ern eee e eens seoererreeer OO LF ~ AS _ el O

Lecce eee nena eee ee eee eter stebeeeneseeeeeeteeteeeteeeeeetnegeees | =

by AS.

Re ferences

nae We are returning Form Ext. 27R acknowledging

receipt of Attaché Case No. 389. Two keys, Nos. 389

and 391, were also received. However, only key

No. 39! will open the case. We are therefore

os returning key No. 389 and should be grateful if

\ 000356
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eo vrese ee eer ee eee seeeeaere eee ereeee sees eest eet e sere ee ee reene Air or Surface Mail: Air . bag

a

4 DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

® NUMBERED LETTER

. RESTRICTED
Security: ccceseccccencecteesesenreenans

TO: THE UNDER-SECRETARY OF STATE FOR N oS ox
Oraeucrerseceersene “eer e ne eur eee aes senses

EXTERNAL AFFAIRS, OTTAWA, CANADA. —

oo . pate: APRA! 26, 1963 i .,
The Permanent Mission of Canada to a

FROM: pe we eee cece eee eee ete tee mee eee eee EEE EHH HEE HE REE HEHE |
Enclosures:..dscccccccc ees ete eter etenen ee

Reference: .. ccc ccc e cre cetera ce eee eee eee enna e ena ent erete

Schedule ¢ 5 6 4 Past File No: 4 Or cece cree
. chedule for Securit uards

Shwe we ewe ee ete ee hee et ee bree a bene ae eee eee tees neat eee S—_—— SSS
Subject ; Ottawa File No.

Seen eee ee Ree ERA EE e a EEE Eee eee E RE eR EDR CRE Ebene EEE S00 T/C Oo Lfo

a.

Re ferences

Internal

Circulation

D

Distribution

to Posts

We enclose a copy of the schedule for

our security guards based on the new shifts, for your

information.

(0

Permanent Mission,
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Day Nene Per lod firs worked

Mon May 6 Mr Lensdale ~ QOO! - 0930 9
. > 6 : Broughat 1730 - 2400 . ae

6 Jenes Off Duty

Tues * 7 Mr Jones 000! - 0930
o 7 * Lenedale 1730 - 2400 64 -

7 ” GBreughal Off Duty

Wed ee Me Broughe! 000! ~ 0930 |z 4 8 * Jones 1730 - 2400 TM ty |
a " Lensdale Off Duty |

Thurs * 9 Mr Lonsdale G00! 0930 |
wo eo 4 * Broughal alae UU
” w..§ =" Jones Off Duty ”

Fri -. Mr Jones OCO!i - 09
: : 10 ° Lonsdale 1730 ~< 000 64 ”

10 ° Brougha! Off Duty

Set? Mr Broughe! 000! ~ 0800
. : it * Jones 0800 - 1600 ’ 8

13 " Lonsdale 1600 ~- 2400 8

Sun *® (12 Mr Brougha! 0001 - 0800
= # 12 7 Jones OFF Ou oon
. wore * Lonsdale 1600 - 240) 8 A

48. 384 334
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May 13 Mr Broughal 0001 - 0930 9%
- ° 13 ° Jones 1730 - 2400 Se
” - 13 " Lonsdale Off Duty

Tues * 14 Mr Lonsdale G00! - 0930 o¢
” . 14 “ Broughal 1730 - 2400 64
r - 14 “ Jones Off Duty

Wed ” i§ Mr Jones Q00! - 0930 94
- ” i} " Lonsdale 1730 - 2400 64
” - 1s ” Broughal Off Duty

Thurs * 16 Mr Broughal 600i - 0930 9¢
- . 16 ” Jones 1730 ~ 2400 64

- . 16 Lonsdale Off Duty

Fri . i7 Mr Lonsdale 0001 - 0930 94
- * 17 © P@reughel 73S - 2400 6¢

. a 17 Jones Off Duty

Set * 18 Mr Jones OCO! - 0800 8
” = 8 * tonsdste 0800 - 1600 8
- . 18 " Broughel i660 & 2400 8

Sun - '9 Mr Jones O00! - 0890 §
she » 19 “ Lonsdale Off Dut -

” " i9 ° Broughal 1600 ~ 24 8

48 38% ©6334
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aeS604 5 - A Wf

fy"
Ottawa, April 2h, 1963

lade 2 t
] ) the me

Reference your letter No. 139 of April 17/63

When the above has been received and checked, would you ‘kindly sign and
return the original form Ext. 27R. 0

. a ae , Uider-Secretary of State
Return to Rm. 382 D.L.(2) Bast Block for External Affairs

This is to certify that the above mentioned items have been received in
good order.

Place Date 7 Signature

000363 |
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5 ~ a iq - . Sool pt vo
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VE / , - , . a Ce —_— [

- Ottawa, April 23,1965.6

‘FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada to the United Nations,

NEW YORK.

. : \ i ,

We are forwarding by ( Courier IE ) the following: -

2 keys for Attaché Case No.389

“(Attaché Case is peing sent separately by Surface Wl

Please refer to your letter No.188 of March 15/63.

When the above has been received and checked, would you kindly sign arid
return the original form Ext. 27R.

Under-Secretary of State

on tor toy wm ' for External AffaiReturn to rm.582,D.L.(2) EeB. era airs

qe

This is to certify that the above mentioned items have been received in

Fork Kay ft 389 fotinmeh a0 44 etre
Ua a , Chae ppt

Pléce

Ext. 27R (Rev. 2/53) 
000364 /

/
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

~~, Security:....... REGRET... cece eee

TO: THE UNDER-SECRETARY OF STATE FOR N ay 5 2,
Ole cece e anes eens eet eeet eee rene ns

EXTERNAL AFFAIRS, OTTAWA, CANADA.

FROM: ..Jne. Permanent, Missi en, of. Canada, to...

Subject:...Cambinat.i.on.of. Security. Containerss. fore Bieta]
Ottawa File No.

ee eS

ee Pee reece nsw rere creer ares se ese reese noses eens esanetesereseeeenerae

Enclosures: .:.. Qecccccevverearecreteeaee

Air or Surface Mail:.... Ain .Bag.......

Post File Nor... Ded ccc c ccc cece nee

we 3 am 2 = |
SHE AF oF wg

A” | 0
=

Internal

Circulation

Distribution

to Posts

ae
te 182A (Rev. 2/52)

This is

(a)

(b)

(c)

(d)

(e)

to certify that:

The settings of all the security combination
locks in use at this Mission have been changed

as required in the Security instructions,

The new settings are enclosed in the attached

envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed as

prescribed in section 408.6 of the Security

Manual.

‘The official record of such combinations is
kept at this post in accordance with section

409.7 of the Security Manual,

All spare security combination padlocks in

the custody of this Mission have been set

on the neutral combination 10-20-30, and

each lock is properly labelled to show. the

combination on which It its set.

All the combination locks in the custody of

this Mission are in good working order and

no difficulty was experienced with any of

them since théir combination settings were

last reported.

pry nec.
Permanent Mission

000365
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

® NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR /
EXTERNAL AFFAIRS, OTTAWA, CANADA.

FROM: Permanent. Mission. af. Canada.to.the......
Enclosures: :..ccecveccceucreetetrereeace

United Nations,. New. Yorks eee
Air or Surface Mail:..cccses sess ceneeeeee

Reference: . Your..letter. DS) 29..0Ff. March, 8 /63 weaee
Post File No:.....! I3rhe2 ce,

emcee eww eee eater ete eee e ee eer eeeaseresesereseaeeaeeesrseoeesseeace

pee eee teeter neem reer eee eee sese oye 1) 5

ferences ~~ 7
Re SOX > C ”

4p pm pal 67

We were disappointed to learn that

Subject:..... Attache, Case. ccc cece ccc cece eee een ne [PEt ve ae yo]

C0SF-AF-~ 40SOLA E=G FY

the Despatch Case described in our requisition is

no longer available. However, we are most

interested In obtaining an Attache Case for the

Ambassador’s use and Mr, Tremblay would be very

pleased to be issued one of the type described

in your letter under reference. If this Attaché

Case is provided in different sizes, we should be

pleased if you would send us one approximately

18" x 11% x 53”,

Distribution

to Posts
Ww

»

a

| Ext. 182A (Rev. 2/52)
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(FILE COPY)

Nt Daviglid enSanvad 12
S, CANADA.

TO Sek eww te eee eee The » Permanent e Mbsetor ‘of Cana “bo the . Security: cote UNCLASSIFIED, ae ee

eee a ee eeeese United Nations; ‘law York ccctrsesrcee Nove Dn LAr rrerseeereerse
FROM: THE UNDER-SECRETARY OF STATE FOR Date: ........ March . 85. 1963...

EXTERNAL AFFAIRS, OTTAWA, CANADA. Enclosuresi...... ccc c cece tee ectetereeeaes
a . F . -

Reference:.....- four requisition Ko. . 3 oF . 8b. . 7/63 seees Air or Surface Mail:... ALY... cece eee ees

Subject:....... Abtache Case... cece n eee Ce eveeevege Post File Noi... cece ccc ee cere cceenseunece

Seren eee een nese e eee eeess esses neereeersenenseenenne Ottawa File No.

Lene e een eee enn EE EEE RE EES EE EEP ESCO EEE EOE EERE EE EES 500L8~AFE1,0

/
5

References

We regret that the Despatch Case referred to

ain your requisition under reference is no longer

supplied by the department. The Attache Case now in

use has a single 4ce leck with a catch at either end, is

brown in colour and has the words Gov't. of Canada —

Department of External Affairs" engraved on the front.

Please inform us if this Attache Case meets with Mr.

| TREMELAY'S approval, and if so we will. endeavour to send

him one without delay.

|
|

| Internal
Circulation

Supplies & ODOM A By 7
Properties

Under-Secretary of State

for External, Affairs

Distribution

_to Posts

Ext. 181B (Rev. 2/52) 000368
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e~

Ottawa, March 6,1963.

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada to the United Nations,

NEW. YORK.

| 6We are forwarding by ( Courier I ) the fo

1 key No.1l0A567

“of
When the above has been received and checked, would you kindly sign
return the original form Ext. 27R.

Gl. ¢
| Under-Secretary of State

Return.to rm.382,D.L.(2) BeBe _ _ for External Affairs

This is to certify that the above mentioned items have been received in
good order.

WiC Moor A TL Mes db
. . j +V Place Date _ Signature

Ext. 27K (Rev. 2/53) , 000369
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. Vee fa
-% | NUMBERED LETTER of 6/7

Security:....: S ECRET veeeue Cece e cece nuns

TO: THE UNDER-SECRETARY OF STATE FOR No: AO

EXTERNAL AFFAIRS, OTTAWA, CANADA. Ore errr renee eee aie ie eee eese sree eee ee ees

Date:.... eoruary 15, 1963.
Permanent Mission of Canada to the Joo Urn te see esssesessessnss

FROM: ..cccccccccctevceset eect eset eeet sere ee ren eeneenceeeens Enel none

‘United Nations, New York. CROSUTOST sree ee reeewee eee eeee eee eeeeecs

tee Air or Surface Mail: Air, bag, beveewens
Reference:...Qur, Letter No. 582 of Aug, 17, 1962)

[ Is A r Post File Nor. .cccscecseecceeers ba eraree

. oca ecurity Arrangements -
Subject: .ccecce cence eee eee eee tee e een eRe eee EE ED EEE Gutaua File Nn

vecuceeauauanavenes Request for extra keys i,
$06 Y§-4AF--+ta

ccc eu cueuceeuceeusecauacavavaueneeneenenensataeas oe a |e D

Re ferences

Distribution

to Posts

ra

Ext. 162A (Rev. 2/52)

We have now had some experience with the system

of locking doors at all times when staff members are,out

and believe that it has significantly increased our ‘4,
orfice security.

2a We should like to make one small request

concerning the office occupied by the Counsellor.
He gains access to his office through the office of
his secretary who carries the key to her office,
This means that if she is not in the office, the

Counsellor has to make two trips to the key board - to
get the extra key and to return it after having used
it. ! wish to request an additional key for the

lock on the secretary’s door so that.both the counsellor
and his secretary would then be able to carry keys for
this door, and we would StL have one extra, Key on
the key board. :

Sa The lock is. Yale model No. 084 sid - the lock
number is |10A567.

ler of
We oa “ IH
a alee Lavio rmanent Representative.

a in

000371
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pe TRANSMITTAL SLIP
d , ovr—_—r"eeSoe

TO: artmental Security Officer, Ottawa
i

a

Ce er rr rr rr rs

The documents described below are for your information.

Despatching Authority.......... (Signed) E 5. TATE, see tee eae
Copies Description

ol letter RS50-64 of February 8 re:

Security Guard Schedule, Copenhagen

- a7

oT fe" |
O he~ Yar

Ext. .250 (Rev. 10/51) (Instruction on Reverse Side) 000372
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INSTRUCTIONS

1. This form may be used in sending material for informational purposes

from the Department to posts abroad and vice versa.
> gee

2. This form should Nor be used to cover documents requiring action.

Pat ~
Save

3.~Thé' name of the person responsible for authorizing the despatch
of the material should be shown opposite the words "Despatching

Authority". This may be done by signature, name stamp or by, any _

other suitable means.

4. The form should bear the: security classification of the material

It covers.

5. The colum: for "Copies" should indicate the number of copies of

each document transmitted. The space for "No. of Enclosures" should

show the total number of copies of all documents covered by the

transmittal slip. This will facilitate checking’ on despatch and

+ receipt of mail. case an
rn ,

{

000373
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Ms 4
1

eo bee: D.L.(2) Division

February 8, 1963.

PERSONAL AVD CONFIDENTIAL

Dear Mr. Roger,

| “Phenk you for your letter of January 31 in

which you make some very interesting observations on
the problems arising from the three-guard schedule .

which the Department has instructed shall be put into
- effect. I assure you that I am only too familiar with
- these objections to the proposed schedule and that |
‘gimilar complaints to those contained in the memorandum
submitted by your guards have been encountered from

other European missions.

Perhaps it would be best if I answered the

questions you raised and then comment on the guards!

submission. First of all the three~guard schedule set

out in the Department's letter number DS-272 of

_. September 25 has been generally instituted throughout

all the European posts. .One or two posts have voiced

objectionsito the institution of a two-guard per night

schedule and in all these instances the objections have

been fundamentally simiiar to those raised by your guards.

In my opinion I do not think you would get a

very favourable reaction from the Department if you’

raised the points mentioned by the guards in their

memorandum. They are all familiar and in the opinion

-of the Department and I may say in my ow opinion have

not too much validity. The first major point concerns

the guard who goes on duty after a few drinks with another
guard. Surely it is reasonable to require that the guards
go on duty cold sober. It is at least reasonable to
require that on the occasions when he has to relieve
another guard around midnight he should not spend the

evening drinking with associates.

The second point is to the effect that every
guard works every Saturday, Sunday and public holiday
without exception. This objection does not take into
accounts the so~called Vienna schedule need not be adherred

- to rigidly, but can be modified to provide the occasional
YL $ weekend... ,

The contention that a two-guard check does not
apply in Copenhagen because all security containers are
inside the vault completely misses the point of periodical
inspections. Intrusion into the strong room area.is only
one thing the guards are required to furnish protection _
against. Intrusions into the offices for. installation of
eavesdropping devices has to be guarded against and in
fact any indication. whatever teet¢an attempt at clandestine
or forceful entry of the premises. I am rather disturbed

A.B. Roger, Esq.,

| Second Secretary and Consul,
| Canadian Embassy,

Copenhagen. . 7 : 000374
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: |

at the assumption that there is little: point in a
second man checking the premises because a search has

been done after departure. This implies that the
guards spend the rest of the sixteen hours on duty

sitting in the reception room and human nature being
what it is I cannot but believe that they take the

opportunity for a brief forty winks .

I agree that domestic life does suffer to &
- considerable extent from the sort of schedule a security
guard must. work, but this is true throughout the entire
service and all guards were warned of this fact when —
they were engaged. In any event, as I suggested earlier

in this letter, some occasional modification of the

schedule will mitigate the most drastic implications of
the three-man schedule. .—

In their: conclusion, the guards observe that.
"on the previous schedule a man started duty at 1700 hours .

“sober, alert, and ready for a night's duty." I have two
observations on this point. The first is that while he

may be alert at 1700 hours, he certainly,is not at 0300

hours and that whether he starts duty at 1700 ‘hours or

2300 hours, he certainly ought to be sober.

TI hope ‘I have not sounded unsympathetic to your
problems in this matter because I fully realize how

difficult this. problem can be for you. The only suggestion

I can make is that you should point out to the guards :

that others are. working under identical conditions, not
merely in Europe but all over the world where we have
missions and that in the great majority of instances
and under conditions not vastly different from those.
existing in Copenhagen all the problems which they have
postulated have been overcome. Please let me know if ©
you have any more difficulties and I shall endeavor to.
be of | any help that I can.

Yours sincerely, —

(Bigned) E. TATE .
E, ‘s. Tate.

000375
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PATHS CANO ee Adasur Paccés a l'information

DEPARTMENT OF EXTERNAL AFFA . (FILE COPY)

NUMBERED LETTER

TO:. ® soeeete The . Peymanent .Misslen of: Canada -te- the: | Security:.. ONCLASS TaD theo near neeerene
ve eteeeeeens ited Nations, New Yorksssssccesesesesees Nore ype Ws Ledeen eee eeencteeenees

FROM: THE UNDER-SECRETARY OF STATE FOR Date: crecrseeeecse snap cerecnecneeenenasFeb. 5, 1963
EXTERNAL AFFAIRS, OTTAWA, CANADA. Encl .

CLOSUTES. ccc eccer antec evr aneserrereraneser

Reference:..... Your letter. Nos: 857-of Dees 12,2962: | Air or Surface Mail:..... Aino

Subject:...-... Attache’ Case. cece cect ete c neat ete ee eseeeners Post File Nor... .ccc cece cece cece e ee cncece

Ottawa File No.

Goo «_AF- oO

2/2 | —
| References

|
|

We have exhausted our supply of Attache

: Cases. However, immediately upon replenishment

of our stock, your requisition will be met.

J. TIMMERMAN

Under-Secretary of State

for External Affairs

Intemal

Circulation

Distribution

.to Posts

Ext. 181B (Rev. 2/52) 000376

|
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

SECRET
Security: cece sceccccer ences senceeeenecs

TO: THE UNDER-SECRETARY OF STATE FOR N ¥ 2g
Dies rete eer tee nec core eee meee terse reesns

EXTERNAL AFFAIRS, OTTAWA, CANADA.

FROM:

be vececueeceuuceauceeenneeeunecs So OYS, 4 an aD

January 10, 1963.

Post File Nor. ci cc sce see ene eens seecanee

Ottawa File No.

Lf 3 OL?

References

Internal

Circulation

Distribution

to Posts

“Ext. 182A (Rev, 2/52)
a

(b)

(c)

(e)

The settings of all the security combination locks

in use at this Mission have been changed as
required in the Security Instructions.

The new settings are enclosed jin the attached

envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed

as presctibed jin section 108.6 of the Security

Manual.

The official record of such combinations is

kept at this post in accordance with section

409.7 of the Security Manual.

All spare security combination padlocks in

the custody of this Mission have been set

on the neutral combination !0-20-30, and

each lock is properly labelled to show the

combination on which it is set.

All the combination locks in the custody.

of this Mission are in good working order and

no difficulty was experienced with any of

them since their combination settings were

last reported,

/ ret
Permanent Mission.
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

e ° ' NUMBERED LETTER

Security: ..cee. UNGTASSIPIED vw...

TO: THE UNDER-SECRETARY OF STATE FOR x 457
0; eecvreecenn ee so eteevrereeaere eeeneeenoneas

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Enclosures: 1 eee ee cne tet eerbereteeane
veveueeeeees the, United, Nations, NEW YORK,

Air or Surface Mail:.... A2R.........00,

References... ccc ccc cece teen tee eee ett eee eee tet eet eee eeeee

, Post File Norsccccs se ccec caer eeettenes

Subject:...... Requisition, for Attache Case,.......
Ottawa File No.

£00 YAK --corre veceegs srg ate ly oa

References ated / ,
s G?© p28 bralez.

Attached is a requisition for an attaché

case requested by Mr, Tremblay for his official use.

Ce It would be appreciated if you would forward

this case as soon as possible,

Internal oO
Circulation

V}

4

Distribution

to Posts

000378

Ext. 182A (Rev, 2/52)



ee

: € .

i

|

i

x

“9

‘ IL 4

e

a . ‘ foros

LF

- Document disclosed under the Access to Information Act
Document divulgué en vertu de la Lo/ sur l'accés a l'information

~

al J TM Q '

Cy

© 8 ‘

c “ O14 n ra most

r

. _

" a Cc mS my

fous -

3

ne Net - mo t an a

‘ ‘ toy

my
4

,

i

B

4
& ?
a!

J

. i

‘ q

000379



re

@

r

NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Permanent Mission of Canada to the

FROM: ..ccccccseveeecsee esses eeeeeeeeneeeneeeneeesnnnen eens Date:.... Qebobar, .235.1962.........
United Nations, New York

Lene k cee eee ete eee ete a eee eee eee Eee eee bee eee ERE Enclosuresi. csc cc cece cee ert eteer ences

- D

Reference: OU : Letter : DS- hee of Oot ober . iis 196 Y Air or Surface Mail:..... Air Cee te eee eees

TO 10k Post File Noss. ccce cc cse cece cern eneneees

Security Arrangements Ottawa File No.

ny, 5S0049-AF.#O

v -

ee

| Internal

| Circulation

to Posts

S
S

O
"Distribution (1b on Js L

The T-l. shredder is in operation and we are
entirely satisfied with it. It has been placed in the

communications room and the communications staff are now

immediately destroying all their waste, including used

tapes and carbons. This has greatly reduced the pres-

sure on the larger shredder, especially since the tapes

“had to be put through the larger machine three times.

Using the T-l. shredder for the carbons has the further

advantage that the operators are no longer troubled by

staining dust. This was a serious problem when the

carbons had to be put through the larger shredder twice,

We are trying to eradicate this completely by ordering

experimentally a plastic bag which will fit over the top

of the waste container inside the shredder and which will

make it possible to empty the container completely into

the bag without any spillage. The T-h shredder has also

increased office security, as waste now is destroyed

immediately.

2e Regarding the arrangement for individual office

keys, we have cafefully considered with the Ambassador

the feasibility of requiring all key-holders to return

keys to the guard every ewening. In the very particular

circumstances that apply in this Mission, the Ambassador
considers that enforcement of this procedure would

create serious complications in the office. It would
also possibly provide less security since officers would
not be in the habit of carrying their office keys with
them at-.all times and might take less care of them. The
Ambassador therefore feels that the best and most effec-
tive security would be achieved if we were to adopt the
system set out in paragraph 2(a) of our letter No, 582
and we propose with your concurrence to apply this system
at this Mission.

\Ext, 182A (Rev. 2/52) 000380
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

The Permanent, Mission of, Canada .to | Security: ... .BPATRICION.........sseeeee
, “

secceesasees tng United Nations, Nom Zork .cccccccces | Naceeee-DBe.. AES EAB occcccssecee
FROM: THE UNDER- SECRETARY OF STATE FOR Date:....0/ Q Che. L7,. 1.962 weer cece tose

EXTERNAL AFFAIRS, OTTAWA, CANADA. Enclosuresi..scccsccc cesses cercseeerasenes

Reference:......- Your letter, of, Sept,. 25/E2 cc eeceees Air or Surface Mail:....... ABM ccc eeelaee

Subject: ...-..+56 Combination Changes ........... de ncoeesens Post File Noz.ccsccescccctcerececreceonees

sceceuuveuua Ottawa File No.

cece cent see ne bebe beeee teen eee tesa sees e eens eee ree e seen en eee 500 8—AF 10

UY Ly

References

Thank you for sending us your new combination

settings, However only the list containing the combination

changes need be inserted in the envelope and the envelope

when sealed should then be attached to a numbered letter

for onward tranamission to Ottawa, The proper procedure

for forwarding new combination settings to Ottawa is

outlined in Section 408.6 of the Security Manual, Furth-

more it would also be appreciated if the combination

settings of all security locks in your mission could be

reported to us under cover of one numbered letter instead

of two as is presently the cage.
Internal

Circulation

J. TIMMERMAN

y Under-Secretary of State

' for External Affairs

Distribution

to Posts

“Fae 1018 ew 7D) ov03e2
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DEPARTMENT OF EXTERNAL AFFAIRS, iG # FILE COPY)
NUMBERED LETTER

TO ® beeen Permanent, Mission of Canada... .......... Seeurity:....cS BOR BT
Loveeeneees to, the United Nationa, New Yorke... | Noses DB ES IO Denese

FROM: THE UNDER- SECRETARY OF STATE FOR Date: ......0 Oct» the, £962 eevee escreees

EXTERNAL AFFAIRS, OTTAWA, CANADA.
Enclosures: i... ccs ccceccseeccrcenrercsesas

Reference:..... Youn message, 1557,, Sept. 26/62 00.0.0... Air or Surface Maili...Adyesssrccseceeeees

Subject: .....4. Security, Arrangements. .......... cove een eees Post File No:.....ss.0++ secre cent aeenenes

Ottawa File No.

sceeveteseavevevecavavecevevivevsvansesntseess ceeeenneetee SOO AP=b0

43 |
References

We hope the model T/, shredder you recently

received will solve the problem of destroying your

communication tapes. As with the larger T-3 model

it, is important that automotive engine oil be applied
liberally to the blades of the cutting head after

each fifteen or twenty minutes of use. We should like

to receive whatever comments you may have on either its

effectiveness or limitation.

2, Regarding Para 2(a) of your letter No. 582 we
feel that the security keys of your mission should be

tumed over to the guard at the close of work and that

a daily key log should be maintained for record purposes.

. We realize of course, that yours is a special case aml —

that it would be impractical, under conditions described

in your letter, for an officer to return to the mission

for the sole purpose of handing in his key. When this

happens however the key log will indicate that the key

was retained overnight. Whatever latitude you permit

should apply only to your officers of course.

Internal

Circulation

3, TIMMERMAN

me Under-Secretary of State
| for External Affairs
J

Distribution

to Posts
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Lt ZK.

FM PERMISNY OCT9/62 CONED
TO EXTERNAL 1709 =

REF. OURTEL 1557 SEP24

MISSION SECURITY

WE ARE, ANXIOUS TO HAVE answER TO OURTEL UNDER REF so ‘THAT WE CAN
APPLY COMPLETE. SECURITY COVERAGE.
|

lene

|
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~~ a ~# - Supplie s and Dppeupertishels UpEy Letiond, kh pour dacs Apbyormation
DEPARTMENT, OF EXTERNAL AFFAIRS, CANADA - (DUPLICATE)

NUMBERED LETTER.

Tot svseuessssnenee The, Fermanent, Weeion of Canada to, the a Security: i... SECRET ss ceetnssnessnsesnte se
| snunnnnin BRb8, Nebhoney Nev, Yorke, Ma esaseneessesesecee No.: : seseseesee P al sesesssenessseseuessesscene

From: THE UNDER-SECRETARY OF ‘STATE FOR 8 [Date nn REE My 2862 a

EXTERNAL AFFAIRS, OTTAWA, CANADA, — “Enclosures: vsccssccssssvesrevahvunssesesissstesessetne

: References ....... Que teleeran Bell99 of August, 224. 1962s. sense “Ade or Surface Mails ccccscsecece Ste ccssssucsueeee

Subjects nn LOCA Soomro Arrangememb oe | Post File Nov! sevsulowununnsnnnnne
. ‘ . tee gs a 2 Ottawa Fileescacseesecnessaceesasessnsesaseessaces7 ae ; Ure WFn fe

References —~

Internal

Circulation

De Le (2).

Division

Distrib ution

to Posts

Ext. 181C (Rev.-2/52) -

Aga result of an improvement is the financial situation « -
‘of the maintenance prina 7 we now Pind that ve will have sufficient
fonds to enable you to proceed with the installation of a security.

| rile gate and the. chiinety ne of the Locks on the tH70 existing § ge. ates:
7 3m the Rog istry and Gomcentre« " — a

Be He: are» "therefore, raising an authority in ‘the amount ‘of
32508 ,00 U.S. bo Cover, this works

soe

Original signed by
_ J. A ZOUBIE

Nee

Ynder-Secretary of State
’ far External Affairse
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~~TC ot Ame
“FM PERN ISNY SEP25/62 SECRET oo Le. 6D |

TO EXTERNAL 1557 PRIORITY
—,.

REF OURTEL 1482 SEP17.

. FFICE SECURITY oo ne rea | :

THANKS FOR ‘KEYS, SHREDDER ETC a - . os mo we

| 2, HAVE: You OVERLOOKED REQUEST IN PARA A) OF OURLET 582 AUGI7? Que’ Vier
IS OUR? PROPOSAL ACCEPTABLE? oS - wos oo oe wr

3, PLEASE ADVISE IF ‘ANY OBJECTIONS TO OTHER PROPOSALS IN THIS SAME

LET As WE ARE HOLDING UP. REPRODUCTION OF STANDING INSTRUCTIONS

UNTIL APPROVAL GIVEN.
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ie “DEPARTHENT OF EXTERNAL AFFAIRS, CANADA.

8 NUMBERED LETTER

yuan SECRET
TO:3%.. we enese The Canadian Permanent Miseion Security: cccccrsecescersceenes teas saves

New York eaeecreaeeseevrtenremanesesoeneeeeereeeaaee No oe... 5% aauenve ee orpeerenree
Sept. 25, 1962

FROM: THE UNDER- SECRETARY OF STATE FOR Date:ssscessesesrtensernesseseeeseees

EXTERNAL AFFAIRS, OTTAWA, CANADA. Enclosures... ++ ccccecavaevecens oe

Air

References. sccccccccccccccccetcccccensccucseccccscecceseseccee [| Aix or Surface Mail:..... ceaeeneeratoune

i t Oo. at fy

Subject: esssceeee Utes and Fmployment of Securtty, | Post File Noressssseeee. becbe sateen

Guards ; oo oecceeees ~ Ottawa File No.

500K8 APO

LY | st
%

References

Internal

Circulation

Distribution

to Posts

rr etennumanenetrmmnnmnmiannawemane neem creat. V

Ext. L@IA (tay, 2/52)

<9

A number of our missions which have security guards on

their establishment have raised certain problems concerning them

with the Department, with the Regional Security Officer, London or

with members of the Inspection Service, Although we have dealt

with these problems on an individual basis, we thought that all

missions which have guards might be interested in some of the

observations we have made.

THRE GUARD SCURDULES

Qe At some of our three guard posts the guards have been

working 15 or 16 hour shifts, or have been pressing for permission

to work such shifts. Wo consider that the alertness of the guards

‘will suffer if they work for double shifts, We have had guards

fall asleep, become 311, have an accident or in other waye get into

difficulties during the courss of their shifts. Such probloms have

been more likely to occur during a longer shift, and the consequences

are likely to be more serious, We also consider that there is a

good deal of merit in having the windows, doors, keys and containers

ete thoroughly checked each night by different guards at different

times, For these reasons we have required that no.guards work longer

than 9 or 10 hours at a spell.

3. In the Security Manual we ineluded a specimen three guard

schedule, <A number of guards have complained that this does not

permit them to take much time away from the post. We have no

objection to their working out their ovm schedules, provided that

they do not work longer than 9 or 10 hours at the most in one shift

or any 24. hour period and that all guards work an cqual length of

. time in any 3 woek period. As an example we attach a schedule

which was worked out by our Embassy in Vienna, You will note that

in every three week period each puard has tro days off on two

occasions and one day off on one oceasion. For obvious reason it

is impossible to take Saturday or Sunday off, but the gvards are

enabled to take equivalent time-off in the middle of the wack,

TWO GUARD SCHEDULES

he The two guard duty schedule laid down in the Security

Manual was intended primarily to be used at three-man posts when

one guard was on leave or absent for a temporary psriod. Unfortunately,

owing to a shortage of personnel which may continue for some time

in the present austerity period, soma of our posts have becn

agsigned only two puards for lengthy poxiods. The temporary schedule,
which requires cach guard to work every day, and to put in an

average of 50 hours veckly, has therefore been senovhat unpopular.

The hardshipe caused by this schedule my be alleveated by alleving

-+«/2 990387
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guards to sleep part of the nightshifts onthe premises, using

an alarm clock to wake up for periodic checks, by reducing

slightly the number of hours they are required to work in the
evening, and by arranging on occasions for other members of the

mission to undertake spot checks on week-oends, so that the

guards will not have to come in, As noted in the Security Manual,

however, it is important that the premises not be left empty for

more than three consecutivo hours, and that the spot checks be

varied in both Length and timing. Any further suggestions which

missions may have to reduce the inconvenience of two guard schedule

will be appreciated. We hope of course to bring all missions up

to their established strength as soon as possible and thereafter

to keep them up to strength at all times,

QUARTERLY REPORTS

5a A nunber of our posts have asked their senior guard to

prepare a report on the security of the Chancery at the end of

each quarter. These reports have included comments on the work

of the guards, including a summary of the occasions on which the

guards have been below strength or have been forced to work ,

overtime for other reasons; a summary of the security infractions

during the period, including the names of the individuals

responsible, and suggestions for reducing the number; a report

on the condition of physical security equipment at the post, such

as the shredder or incinerator, the door locks and the security

containers, with recommendations for overhaul or replacement if
appropriate; and recormendations for improving the general

security of the post. You might wish to ask your senior guard to

prepare such reports, if he is not already doing so in order to

give him a regular opportunity to express his views on the security

conditions of the missions, We would be happy to receive the

first one or two of the reports for whatever comments we have to

make on them,but do not intend to make it a requirement that they

be sent regularly to Ottawa. We assume of course that the post

security officer will relay promptly to the Regional Security

Officer in London or to tho Departmental Security Office in Ottawa

any worthwhile suggestions which the senior guard may have for

improving the security of the mission. Copies of the reports

should, of course, be placed on file for use when your post is

inspected,

ADDITIONAL EMPLOYMENT

6. A number of guards, particularly at the smaller missions,

have complained that they are not given sufficient duties to keep

them employed during their hours of work. We have noted that a

nunber of posts have overlooked Appendis VI of the Security Manual,

which contains an aide momoire for the non-technical searching of

premises for the detection of intrusiond:vices. The Post Security

Officer should ensure that all the guards are familiar with this

aide memoire, and should work out with the senior guard a schedule

whereby all of the sensitive office ard the non-sensitive offices

adjoining them are inspected by the. guards, on a regular basis,

and the results entered in the log book. As noted in the Security

Manual other, non-security duties may also be assigned the guards,

provided these do not interfore with their primary tasks of ensuring

the security of the mission, It is of course essential that

security guard logs be kept right up to the minute, in the greatest

detail, and be regularly seen by the post security officer.
f

4

iy
i tn Vy Wren ck ice b oe

Unddr-Seeretary of” state
for External Affairs
ABA
‘
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+o.

Waete News Monday Tuesday Wednesday Thursday Fridays Saturdey sunday ”

.. A. 1700 — 21,00 1700 - 2400 {1700 - 2100 1700 - 2400 OFF O8h5 - 1700 O8h,5 - 1700

B. 0COl - 0645 COOL - 0845 | OFF OFF 1700 = 2400 [1700 — 2100 1700 = 2400

C. OFF OFF COOL - 0845 OCOlL ~ 081.5 QOOL = O845 }OOOL = 08),5 OCOL ~ 0845

26 B. 1709 =- 2100 1700 - 2400 | 1700 = 2400 1700 = 2400 OFF 0845 = 1700 0845 = 1700

Cc. CCOl -— O&1,5 CCOL -- a5 OFF OFF 1700 - 2400{1700 - 2100 1700 = 2400

A. OFF . OFF C001 = 0845 COOL = 0845 COOL - 0845/0001 ~ O&45 OCOlL ~ 0845

3. C. 2700 ~ 2400 1700 = 2400 | 1700 = 2100 1700 - 24,00 OFF 0845 - 1700 0814.5 = 1700

As 0001 - 0845 OCOL - OSL5 | OFF | OFF 1700 ~ 2400}1700 + 21,00 1700 = 2200

B. OFF OFF CCOlL - O85 OCOL ~ 0845 COO] - 0845) COOL - 0845 GCOl = O&L5

000389



Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loi sur l’accés 4 l'information |
~, w

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. © ‘

NUMBERED LETTER

Security:.. SECRET, pee b seen sean eerees

TO: THE UNDER-SECRETARY OF STATE FOR N 643
CO

EXTERNAL AFFAIRS, OTTAWA, CANADA.

. Date:.... september, 19,,,19622...,,
FROM: THE PERMANENT MISSION OF CANADA TO THE

UNITED NAT IONS N ou v. ‘ seers Enclosures*h occ cssscecvsereececvueeees

9 NOW TORK a ccceeeeee teens
ures Air or Surface Mail:... Air . bag ceeeee

References. ss cccccc ccc c veneer eee e cence eee eee eee eee eter e eres Post File Notec.ceee. | 1-4 oe

* ont: T S : N Cc i iSubject:..... a¥lor, Safer...! ew, Combination........ ——————

Lecce eee eeeeececeeetteentetetesanes Settings...
Yoou8S-HE-wW

. Vi a “oO
Ux ,

References Di U/ [th ‘L ao LX

2° |
In accordance with Section 407.3 of the

Security Manual, the combinations of the Taylor Safe

have been changed to-day and are attached to this

letter in a sealed envelope addressed to the Departmental

Permanent Mission.

Internal

Circulation

—_—_______

Distribution

to Posts

000390
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DEPARTMENT OF EXTERNAL AFFAIRS 
;

% CROSS REFERENCE SHEET 7 a
Security GREET, oc eceesceces

50048-AF-40

3 —]

Type of Docunent.. 25, indicated below, | ,, Now ccccceccecceDAterccscccccccscersccesevees

From. cccvcccccccvcccscccevcancuressesssnereaseseeersesness see anesenensnes Pryesesnoeeevreteoresane

Tors cccnccnvcscccsccctasccscncccccusenesasaseeDesessnesssrssrseenrenssvassassseseansssssnenns

Subject:

a letter from Mr. Paul Tremblay, Permanent
Representative of Canada to the United Nations,

NYC, of August 17, 1962, re security of long
distance conversations between Ottawa and NYC; |

|

- |

our memorandum to Communications Division of |
September 6 onthe same subject; o |

}

our reply to Mr. Tremblay of September 42, 1962

Original on File No..../tL0-BrA0.. eee e eee ee .

Copies on File Noseccccccsncsccsevcccevsvetessescess

Other Cross Reference Sheets ONesoecccccnsnecesosreansenavsssnesenncacassessessssssesoressesy

Prepared by........- Elsa BMUen.....cceee eee seenwee ee ecco

Ext. 308 000392



Document disclosed under the Access to Information Act

Document divulgué en vertu de la Loi sur l’accés 4 I'information

DEPARTMENT OF EXTERNAL AFFAIRS, CANADA,

OUTGOING MESSAGE

FILE. SECURITYDATE

18/9/62 _ 5004 8~AF-1,0 RESTD.

FM: EXTERNAL OTTAWA 4? swe
NUMBER - PRECEDENCE COMCENTRE

USE ONLY |

10: PERMIS N.Y. ‘DS-31y PRIORITY

INFO:

Ref.:

Subject: SecuRITY

SEGEESEY SHREDDER TO ARRIVE NEW YORK C.N. EXPRESS

WEDNESDAY. KEYS IN NEXT BAG.

LOCAL

_DISTRIBUTION

ORIGINATOR DIVISION PHONE APPROVED BY
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manent Mission of Canada to the United fi
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New York. a
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/ 50 ) the following: - Lede f
4 . 8

9

We are forwarding by ( Courier

lL key -234719 | .

5 keys -68075 | pill
3 eee | | 13

. : pen

2 Ss Ly

Please refer to your letter No 600 of Aug. 24/62 96?

When the above has been received and checked, would you kindly sign arid
return the original form Ext. 27R.

Return to rm.319,D-Le (2) BeBe
unden/Sec¥e ary of State

r External Affairs

This is to certify that the above mentioned items have been 
received in

good order. 
,
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ered » ada aia . \s
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EXTRA KEYS FOR. COMCENTRE DAY LOCK. ae Se |
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.
il ‘

8 NUMBERED -LETTER _

! Security: . SECRET sec tet teens i,
TO: THE UNDER-SECRETARY OF STATE FOR No:

EXTERNAL AFFAIRS, OTTAWA, CANADA. [oo UUUUUUUUTS ttt tt ttereeresess

Date:... August 29, 1962. 00
The Permanent Mission of Canada to

FROM: ..ccccc ccc crs cecctetscecceutesceuvenntescttetreneres Enclosures: NOME

the United Nations, New York.CN eee ETO NeW TTOTRK eo, hiv or Surface Mail, AI.PaQ...

Reference; Our letter No. 582 of August I7,
Deck e eter net ee tee teva eee ees eset tacentre rog2°° Post File Notes .eceeececceeecceeeecccee.

SUBJeEcts ccc cee cee cette cee eee eee teeta eee eee tee eeaees “y Ottawa File No.

| Soo YS-AE-Y2

gh _ To [ef oo

References wl i SEF @ NUE Q
| ko GiSTRY- a7

We now have estimates for the several installa-

tions we propose to make for increasing office security.

(a) Anti-intrusion chain on existing main door:
We have installed this ourselves and charged the

cost of the chain to the office Blanket Authority.cw for} bio fe |
(b) Peephole on existing main door: We shall

install this ourselves and charge the cost of the

peephole to the office Blanket Authority.wi

(c) Peepholes with wide angle lenses inside the
Communications Room and Registry: We have

0 been given an estimate of 58-00 each for
t Ne. installing two peepholes. Total: $50.00.

We consider this work is essential, for reasons

YniwrrO set out in previous letters.OU?

J 13/9 [ep- (d) Extension on existing bell to shredding room:

i)"

We have done this work ourselves and charged

the cost of the bell to the office Blanket

Authority.

Internal (e)
Circulation Grilles between ceiling and false ceiling from

line room to Communications room and from
jp mail room to Registry: We have been given

estimates of $25.00 for each room. Total: $50.00,
_ We recommend strongly that this work should be
} done, particularly since you were not able to

/ authorize the installation of the grille over
/ 5 the sliding panel leading into the line room
7 NN from the corridor. It is now feasible to climb

through the sliding panel and the vent in the
ceiling and gain access to the Communications
rooms

2. “if. ‘Codd, you’ pleasé “inform us by telegram whether
we have authority as follows:

Distribution

to Posts $50.00 for grilles in ceiling,
$50.00 for peepholes.

We should very much like to have this work completed
before the Assembly begins.. Ce y+4ee ren | . ob.

. 
Permanent Mission, 00398 -

Ext. 182A (Rev. 2/52)
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

oe SECULAty:sccccccct eter reece a Mauer eerecs

TO: THE UNDER-SECRETARY OF STATE FOR 6 00
NOs ce Meee cence eee e ete e ete eee eeeacies

| EXTERNAL AFFAIRS, OTTAWA, CANADA.
Date:. Augu st . 24y, . 1962 pee eeneeneane

The Permanent Mission of Canada to the

Reference:.....

Pa ee ee

wee em eer eee e teeter ee ee eee een eeten att eoraeearene

Request for: (1) extra key for day Post File Nor. .secsss cee esee een eanereres
Subject:.lock..on.main. doar. of. Mission. a... —————————————

Ottawa File No.
Key No. 23A719. (2) Extra keys for

bee aees day..d.ock.an..Line..Room.door.,. Commun ican

tions Centre - Key No. 6A073.
sSinhtahamtamesgg] PSE

S00 ALS —- 4h f- FO

#

Re ferences

|
a

Internal

Circulation

Distribution

to Posts

SEAS

Ext. 182A (Rev. 2/52)

We should be grateful if you would provide

‘us with an additional key for the newly~installed Yale 048
lock on the main«door of the Mission. When we receive the
extra key we shall place it, together with a key for the

night lock, in a wax sealed envelope and deposit both

in the Consulate General for emergency purposes only.

2 « A Yale 048 lock has now been installed

on the door of the Line Room of Communications Centre.

This measure will provide daytime security only. As the

door is also fitted with a key-operated Yale lock designed

to give basic protection,especially during the silent

hours, we see no objection to each member of Communica-

tions Section having a key for the new lock. We,

therefore, will need five additional keys which we would

appreciate receiving as soon as possible. This lock

replaces the snap lock built into the door handle which

has until now been used’ to provide daytime security.

asa't, oo f,
| K* . 7° . ! o 2 ,
KG et Nt dot
Vn L _ Permanent Mission.
v _f/,

) 1g om,

000400
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Supplies and Properties Division Restricted

August 84,1962

D.Ls(8) Division |

Perm ¥ 1 16/82 oorermis N.¥. Letter 561 of Aug. 16,

: if | — |

Shredder r

eee Attached is a copy of the letter under

reference. We feel that the difficulty the mission

is facing in disposing of very large quantities of

Classifisd waste can be solved by an additional

shredder. Would you therefore arrange for the smail

T-4 model to be supplied to the mission as Soon as

possible.

5 TUNES

D.le(2) Division

000402
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. >}

NUMBERED LETTER

_ SECREF——S
SOCurity: ccc sece ce ccer tere cean nce eena ne

TO: THE UNDER-SECRETARY OF STATE FOR No: SRA

EXTERNAL AFFAIRS, OTTAWA, CANADA, 9 foe

Date:.. AUQUSE IZ, 9625,
FROM: .......+.

Oe ee

References... ccer ccc vec ceessce reese steneeerene deans fant ne ees ;

Post File Nor... ccs cece ee cee ner eeeeenres

. S Arr ———— —Subject:...... b0C8!, Security Arrangements... —<—$————— —

Pe ee ee ee eeeeSS o S oO 6 Y ¢ -A P- 4 Q

meee cere reece ence ee tee tect eee \ 4 Z —t/

Re ferences

Distribution

to Posts

PSS

Ext. 182A (Rey. 2/52)
ee

Thank you for your letter under reference commenting

on our various pnoposals for_increasing the security of the

Mission. We are assuming that, where you have not

commented on a suggestion of ours, you approve our

introduction of it. We are therefore seeking estimates

and requesting authority for expenditure for the following

installations:

(a) A peephole and an anti-intrusion chain on the
existing main door.

(b) An extension on the existing bell to the shredding

room. (This is even more important while the
office is still split into two sections.)

(c) Peepholes with wide-angle lenses into the
Communications room and the Registry.

(d) A grille over the panel for passing telegrams to
the Communications staff.

(e) Key locks on the grille doors leading to the
Communications room and Registry. *

(Ff) A new day lock on the main door with only three
keys (one for the guards, one for the Communica-
tions Centre and one to be placed in a sealed
envelope in the Consulate General).

(g) Grilles between ceiling and false ceiling from
Line .room,to: communications room and from mail

“noon toRegi stry ©

24 We would like to take up the following points
raised in your letter under reference:

(a) Key system. | We accept your objections to a master
key system.’ We should: like instead to suggest that
keys for all offices should be permanently retained
by the incumbent :of the office as is the practice
in Ottawa... This;would: avoid the need for the
guard opening office doors in the morning, and
offices would remain locked until. occupied. During
the day officers may be in and out of the building
as many as ten times, often rushing out at the
last moment. It is extremely unlikely that we would
be able satisfactorily to ensure that each

officer left the key to his office on the key 000404

| re |
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board each time he went out of the office. Especially

during the General Assembly, meetings may last consider-
ably longer than anticipated and officers may leave
directly from the United Nations building either to go

home or to a reception. If by accident they had taken

their office key with them, this would mean keeping it
during the night. It is also unlikely that officers

would always pick up the key from the board when
they entered the office in the morning, and would

therefore not close their office each time that they
went out. For all of these reasons, we should like to -

suggest that officers should be made responsible for
the safekeeping of their own office keys. We realize
that there are objections to this proposal, but we
consider that on balance and taking into account the

working conditions at this Misston this system would
increase our security more than a key board system

would. We should of course maintain a key board for

the second key to each office and for the other security

keys.

Combination of Communications Centre Vault Door. We

should like to propose a compromise suggestion for

the safekeeping of the combination to the Communications

room vault door. A copy of that combination is now

being retained in a sealed envelope in a Chubb

Cabinet in the Registry. Only the guards and the
Registry staff know in which Cabinet this has been

placed, We are also prepared to conceal the combina-

tion for the Registry vault door, by relating it in

some way to the combination of the guard’s cabinet,

The’ same combination would be set on the cabinet in

which the Eommunications centre vault door combination

had been placed. This system should provide additional

protection. Someone seeking to enter the Communtcations

centre would have to know: (a) in which cabinet the

combination was placed; (b) the €& to the registry
vault door combination:aed (c) the combination of the

guard’s cabinet and (d) the Kal to the combination of
the cabinet in which the combination was placed. Our

main desire is to make sure that the system will not

break down in the event of an emergency, because of

a memory failure. Naturally if the envelope with the

combination were to be opened by the guard in the

event of an emergency, it would be noted in the log

book and resealed in the Security Officer’s presence.

Head of Mission’s Security Container. At present the

combinations of all cabinets of officers are placed

in a sealed envelope in the Taylor safe in the Registry.
If we were not authorized to retain a copy of the

combination for the Head of Mission’§ cabinet in a

sealed envelope in the Guard’s cabinet ,amethe guard,

if asked to open it, would first have to find someone

who could open the Registry Taylor safe for him and would
then have to open the envelope with all of the

combinations. Moreover during the weekend Registry
personne! may not be available, and it would then be
impossible for him to open it. Our suggestion was

made because from past experience the Head of Mission

has requested the guard to open his cabinet as many
as 20 or 30 times a year. We felt that by isolating
its combination we would at the same time make it
possible for the Head of Mission’s request to be ful-
Filled immediately, and at the same time limit the

000406
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guard’s knowledge to the combination of the one

cabinet. Of course, he would be required to

state in the log that he had opened the cabinet and

the combination would have to be resealed in the presence

of the Security Officer. (We have not considered

asking the Head of Mission himself’ to remember

the combination, since his cabinet is regularly

openedby his secretary and the only way forhim

to remember would be by writing it down. It was

to avoid writing it down that we suggested it be ~

held in a sealed envelope.)

(d) Book Cypher Material. We are doubtful of the
advantage of placing the OTP’s and book cypher

material in the Taylor safe in Registry. The safe

has a limited amount of space and there is more

top secret material, which we consider has priority,

than will go into that safe. Nor do we consider

that the danger of a lockout on the Communications

centre vault door is serious. There is no danger

of losing the combinations as we keep a copy in the

Registry safe. If the door were to jam, it would

then have to be opened by a technician who would

presumably be available immediately. Even if it

were to be drilled, the delay would amount at most

to only a few hours.

|i—thedll
Permanent Mission.

000407



Ae

? Document disclosed under th@Access to Information Act

( Document divulgué en vertu de la Los sur l’accé ‘information
\ \—_—

DEPARTMENT r OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

. RESTRICTED
. Security: .scsscsevecesdesfeeesereeecuce

TO: THE UNDER-SECRETARY OF STATE FOR N 56 /
Ole cccc cece ree ctoecebovenans see e eet eeeas

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Date:......4: August, | 6 Ne i962 ceceees
The Permanent Mission of Canada to

FROM: none
Enclosures:....ccc ence rec uer ear etreteenee

Air or Surface Mail:.. Air. bag ceeweee

Reference:

: Post File Nori. cece eevee eeee wane Se eteras

| Subject: ... Se cece eee ener e nent beeen ee ees ay a Sttsua File No

Se eee eee eee ee eee eet Eee eee ee eee eRe ee TEN Coo Y8-A F-

acc e cence eee eee erent eee eee teeeee ees ceee sents renee Ne ene

lY | sw
.

| Re ferences

Internal

Circulation

Distribution

to Posts

Ext. 182A (Rev. 2/52)
an |

We are very pleased with your suggestion

that you send us a T-4 model shredder. We plan to place

this in the Communications Centre and Communications

staff are willing to carry out the immediate destruction

of tapes and other material produced in their section.

The destruction of tapes should alone significantly

lighten the work of destruction, since this material

is at present being processed three times in the

larger machine. |

2 We are hopeful that you will be able to send

us the T-4 shredder by early September so that we can

have it in operation before the seventeenth session

begins.

000408
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FM PERMISNY AUGN4/62 SECRET

TO EXTERNAL 1263 PRIORITY -

REF OURLET 367 MAY29 AND YOURLET DS®B86 JUL26—
. = .

‘LOCAL SECURITY ARRANGEMENTS | |

“CANNOT RPT NOT PROCEEDWITH INSTALLATION OF SECURITY GRILLE GATE

AND CHANGING LOCKS’ ON TWO EXISTING GATES: UNTIL AUTHORITY REQUESTED

IN OURLET UNDER REF RECEIVED. |
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« * . DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

— fe Mission, of Canada to the
\

Seeurity:...9.8. GQ. RB Tc ccecees

Rocumen Rnd under hi¢ ccess fo Information Act

Mértai utgu AVES. i Sur acces a l'information

anne

Sa a

Leesueveees United Nations, New, Nor ............, No: see DBs DL occcsceleeccceneee

FROM: THE UNDER-SECRETARY OF STATE FOR | Date:.. AULY. 269. 19BE. eee,

EXTERNAL AFFAIRS, OTTAWA, CANADA.
Enclosures: nc... sc ccc cc ccaccccccorcrsseses

Reference:.... LOR" Letter Nos 377, of June aa 1.962 Air or Surface Mail;...... ALB chee ccece.

Subject:...... hacal, Security, Arrangemonts |........ Post File Noz....c.ecesscsssrecees : beeen:

eeeeeseeaeeseeeseoenesrenteeene ee ecueaneereneeeeseeaseaszrenentoenpeeeresons Ottawa File No.

So0o4¢-AF~-YO
Lecce veseeeeeccuvauceesusaueteeedenaeesepeustecerenevenenseces 500¢8ek—40—

References

- as the attachments.

PARAGRAPH 3(e

adones

Internal PARAGRAPH 6
Circulation

suggested U.N.

stored there.

Distribution

to Posts

Ext. 181B (Rev. 2/52)

We have reviewed the various points

raised in your letter under reference as well

Be FRONT DOOR

We have agreed with the suggestion of
Supplies and Properties Division that
the main door be a double door. We

have asked that one side of the door

be secured by tower bolts and the other

side equipped with the locks you have

suggested. In effect one door only will

be used. We agree with the limitation

you have placed on the front door key.

We agree with the suggestion that an

extension to the main entrance bell be

ifistalled in the area were shredding is

If the corridor leading to the present

registry becomes a means of internal
Communication after the reconstruction

has been completed, will this not

involve the use of your recently

Registry as part of the

same means of communication? If this is

so, traffic through the U.N. Registry

would seem undesirable although acceptable

in the security sense providing no

Canadian classified documents are ever

We would agree to the

installation of a lock on the door to

the mail room as suggested.

eee/2
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PARAGRAPH 83

The principal objection to a master key system

would be that the loss or compromise of the

master key would compromise all security locks

and result in costly re-pinning of the locks

and the cutting of new keys. While there is much

to be said for the convenience of a master key

for a mission of your size you might wish to

consider both this and the cost involved in

having the system installed.

PARAGRAPH 5

in applying the recommendation that office doors
should be locked during temporary absences, there

is of course no objection to members of the
mission carrying keys for their individual offices
during the daytime. They should be returned to

the key board in registry during daytime absences

however and to the security guard on leaving the

mission in the evening. The guards will maintain

a key~log for this purpose.

PARAGRAPH 9

We feel that the security guard log book should

be examined daily. However if the pressure of

other duties prohibits this, the verbal reports

made by the security guards in the moming (or
by telephone during the night) should not be in

lieu of log entries. All incidents should be

recorded in the log.

PARAGRAPHS 13 and 14

We agree that in the event of fire in the registry

or communication centre the security guards

should have ready access to both combinations.

We would suggest that they be encoded by the

addition of a number known to all three security

guards (the combination of each vault could be
added to the combination of their own cabinet and

the sum of each recorded). The records of these
combinations should be placed in separate sealed

envelopes and initialed by the security officer.

if it should be necessary to make use of them a

log entry should be made by the guard and the

envelope resealed by the security officer.

eee/3
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PARAGRAPH 15

We appreciate the convenience of having the

security guard open the container for the

head of mission. However as it does violate

the basic "need to knowTM principle we feel

the practice should be discouraged.

PARAGRAPH 16

We agree with your placing a record of the

registry Taylor Safe in the communication
centre Taylor Safe and vise versa. Both

combinations should be held in sealed envelopes.

PARAGRAPH 20

We would agree to the relocation of the switch-

poard go that it faces the entry door. This

will no doubt contribute to the control of the

many visitors.

Your Post Security Orders and Standing Orders for

Security Guards have been reviewed and were found to be most

comprehensivee We should like to make the following comments:

PARAGRAPH 17 - (Standing Security Orders)

As an additional precaution and if there is

sufficient room in the Taylor Safe in Registry
you may wish to place the one-time pads and book

cypher material, wrapped and sealed, in the

Taylor Safe in Registry. This would provide a

second means of secure communication should you

ever be faced with a temporary lock=-out on the

vault door of the communications area.

PARAGRAPH 21

Our own feeling on emergency destruction is that

once such a decision has been arrived at,

destruction should begin with the higher classif-
ications rather than with the less important

files. The decision to destroy the material

which provides your secure means of communication

would, of course, be dictated by circumstances.

PARAGRAPH 29

As stated above there is no objection to members

of the mission carrying security keys which give

access to their offices. These could be obtained

in the morning either from Registry or the

security guard and an appropriate entry made ina

key control sheet. The guard will be responsible

to see that the keys are turned in at the close of

the day and an appropriate entry made in the key

log. When members leave the mission during the

daytime the keys could be replaced on the board

in registry.

% R. FRANCS

Unde r-Séeretary of State
for Extemal Affairs 000413
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NUMBERED LETTER

) TO: THE UNDER-SECRETARY OF STATE FOR Security:..s.+5. Secret eccceenee es
EXTERNAL AFFAIRS, OTTAWA, CANADA. Not ccc cececeecccecee. Lb GF. _—

FROM: ..20e, Permanent, Mission of, Canada to the, ....., Date: 0.23 FUL, 190 a

cececee United Nations, New York 3... | Enclosures 2. cscceesscreeese lees

Reference: ..ccsccsecececuencnteeetanaseeeeeeeseetne nen cae ntass Air or Surface Mail: ..feP cece
n.4

” Subject:...... Combination. of Security. conhainers....... Post File No:....e secre eine eens beetenes

500 xe“ PF¥
27| S@

Re ferences

Internal

Circulation

stribution

to Posts

\g2A (Rev. 2/52)

a

This is to certify that:

Be

De

Geo

Ce

the settings of all the security combination

locks in use at this Mission have been changed

as required in the Security Instructions.

the new settings are enclosed in the attached

envelops addressed to the Departmental Security

Officer, which has been prepared and sealed as

prescribed in section 108.6 of the Security
Manual.

the official record of such combinations is

kept at this post in accordance with section

09.7 of the security manual.

all spare security combination padlocks in

the custody of this Mission have been set

on the neutral combination 10-20-30, and

each lock is properly labelled to show the

combination on which it is set.

al]. the combination locks in the custody of

this Mission are in good working order and

no difficult was experienced with any of

them since their combination settings were

last reported.

000414 __
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q NUMBERED LETTER

TO: THE UNDER-SECRETARY OF STATE FOR

EXTERNAL AFFAIRS, OTTAWA, CANADA.

the United Nations, New York.
ee eters er eee ee ee ee eeeesesoaeerses Pe )

~ DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. a

Document divulgué en vertu de la Lo/ suri cés 4 l'information

ZS
. CONF ID ENT TA}

SECUrLty: scseceseeeenes . eroene

Not sceceeeees AST, see ceenees

pate: uty 94 oO e en,

Enclosures:....cc.eccccesstreeruerace . \ .
Air bag

Air or Surface Mail:....cces cee ete eas

References Vie . TNE 4 “

Machine at the same time+
-14 pages through the machine and even then the machine was

Internal

Circulation

|

Distribution

to Posts

Sch

Ext. 182A (Rev. 2/52)

| €@ee Zb07-¥- Z

‘ Our shredder is model No. 350, 220 volts, “.¥
3 hep» and has a cutting width of 2 mam. Sens BIA77S’

2. - —-- Sfnce receiving your telegram under reference

“we carried out two further tests - one to check our results
in handling typical waste and a second, shredding clean
paper under conditions presumably comparable to those

The results

With clean paper we

>} descrived in your letter under reference.
Veo with typical waste were the same as those we reported to
>t you in our Letter 432 of June [8.

si achieved comparable results to those mentioned in your
letter under reference. We were able to put 4 Ibs. of

bond twice through the machine in 5 minutes. We also
experimehted putting a number of sheets through the

We were only able to put

obviously under stratn and could not have continued at

the same pace. It actually jammed with Io pages.
Possibly when the knives were new the machine could have
taken .a few more pages.

3. The following factors perhaps explain the
smaller results which we have achieved in handling
regular waste:

(a) Confidential waste is often crumpled or torn

' . into small pieces or stapled together. It has

to be flattened out before being fed into

the machine, and only a few sheets of crumpled '

paper will fit into the machine at one time.
Tapes take longer, not only because they

havejto be fed through the machine three

times but also because they are rolled in

communications and have to be unrolled, a

process which, takes considerable time.

(b) Apart from regular paper, the stenciss used

in communications and some of the special
paper which they use have to be fed through
the machine one at a time and very carefully.

(c) The efficiency of the machine deteriorates

progressively in use and it has to be

Le PR rm on - : . ennd

aa aot, “ong Pag teoe

sited,
¥

ros oy,sad
“ et

a= aloF hay
2

-ae d *
A2

Fane!
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2a

stopped in order to cool it down and

also to permit brushing and oiling.

(d) Possibly the knives have become slightly
dulled through use,

4. In spite of these difficulties and the
considerably smaller capacity of the machine than you
had originally anticipated, we are convinced that it
is useful, It has been of advantage in reducing the
accumulation of waste and in saving the labour and
expense of sending waste to Washington for destruction.

Toe~--4
Permanent Mission.
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Document disclosed under the Access to Information.Act

Document divulgué en vertu de la Loi sur /accés 4 l'information

ox - | | Gl [eee ae

Ottawa, June 19; x5 |
FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: THE PERMANENT MISSION OF CANADA to THE UNITED NATIONS

NEW YORK. \ ny

Le . . Choy thonWe are forwarding by ( Courier J 7 ) the following: - » C _

1 (One) 197 deadlock with 2 keys Nod 4a572

f 5 pers

Please refer to your tel. No.958 of June 15/62¢_

When the above has been received and checked, ‘would you kindly sign arid
return the original form Ext. 27R.

7 © fog
Under-Secretary of State

Return to rm.319,D.L. (2) E.Be or External Affairs

This is to certify that the above mentioned items have been received in
good order.

hen 20-6 GG J Jove.
Place ; ; Date se ture

See ere

Ext. 27R (Rev. 2/53) | ; 000420
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FM PERMISNY JUN15/62 SECRET

TO EXTERNAL 958
ree

MISSION. SECURITY a

‘IT WILL BE ‘NECESSARY TO HAVE SECURE LOCK INSTALLED ON FIRE EXIT

| DOOR IN. SOUTHWEST CORNER. OFFICE PREMISES PRIOR TO ALTERATIONS IN

OFFICE LAYOUT WHICH WE HOPE To COMMENCE ‘NEXT TWO. WEEKS.FOR THIS

PURPOSE WE WILL REQUIRE ONE 197 YALE DEADLOCK- KNOB OPERATED WITH ~

CYLINDER AND TWO KEYS. PLEASE FORWARD LOCK BY: COURIER BAG NOT RPT -

NOT LATER THAN JUN21. INSTALLATION SCHEDULED JUN2S AT APPROX DOL=

LARS 1@ePLEASE AUTHORIZE EXPENDITURE.
%

000421



DEPARTMENT OF EXTERNAL ABBALRA avn ebay det
NUMBERED LETTER

Security: . SECRET se encens Peele cee nena
TO: THE UNDER-SECRETARY OF STATE FOR No: TIS,

EXTERNAL AFFAIRS, OTTAWA, CANADA. 9 Jo UTE ete

| Date: JUNE ly 19628,
i :

rrom: ./he, Permanent, Mission of Canada to tne ,7
Enclosures:. cc dec ccc cect ere essere eeaee

United Nations, New Yorke ., ;
seereeees Air or Surface Mail: Air ' bag Ctcceeuete

References ccc ccccccc cet r etre cere ne eee ett e teen eee eet eee eee Post File Noteccccecececeeeeceseereseees

Seve wee eer eee ee meee ee theese eeeeeseerseeseereeeesseeseses
Ottawa File No.

Seem eee eee ee ee ee Re E CH HERERO OE EEE EH EEE EH EH EEE HH EHEC E HONE C00 4 S-AF-0

cece e nee eee eee ee DEERE SEED DEE; EER EE EEE EERE BEE E SE Ea per LY | ge

Re ferences

Attached in a sealed envelope are the

new combinations for the security containers in the

Communications Centre other than the Taylor Safe.

oredr.
Permanent Mission.

Internal

Circulation

2

Distribution

to Posts

000422
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REFERENCE Loe ESTIMATED COST : CODING FILE COPY

oT @ $125.00 ___|GDN A-1h~S. Paw 20l
. AUTHORITY FOR

DEPARTMENT OF EXTERNAL AFFAIRS EXPENDITURE
OTTAWA CANADA : THIS NUMBER MUST APPEAR ON ALL

' 4 RELATIVE ACCOUNTS AND LISTED.

TO HEAD OF POST , AUTHORITY

| ° Permanent Vission of Canada to the NO. =. a. 142604
Urata “a mats LOND

PAGE NO. L

DATE Jone. 8, 1962
| _ EXPENDITURE. IS AUTHORIZED FOR THE ITEMS LISTED BELOW:

QUANTITY oo ” oo DESCRIPTION ‘VALUE

| Installation of locks supplied from Ottawm - $ 125.| 00

ds5ow of BEAT
f

21 ba

( 5 us
Sp " . Reference: Mission telegram Ho. 139 of May ll, 1962

a . snd BoT.(2} wom of May Sl, 1962

CERTIFIED THAT FUNDS ARE AVAILABLE -|° DATE ' + SOURCE OF ENTRY ~ ‘DEBIT CREDIT BALANCE ,

OF sud Signed bg of _ rs “

.. E, SUITIA om _| ae af

. FOR CHIEF TREASURY’ OFFICER - . | F °

APPROVED

*\.._ Jede Zouble
| orFicer-IN-cHARGE, SUPPLIES AND PROPERTIES

oS
re

aa

iteie, canineaden, _ 000424
FORM EXT. 86 REV. 5M - 4 - 1951 
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_ SECRE
Securityrerccccseeneeees

TO: THE UNDER-SECRETARY OF STATE FOR N 3 w
EXTERNAL AFFAIRS, OTTAWA, CANADA. Ober eee eeeweeueeens

Date June 8

rnom: The. Permanent Mission of Canada te the | pao
United Nations, New York: Enclosures: +. +--+ +++ Mr b sues

Air or Surface Mail:... ir . ag Cee tewene

Reference: ..ccccccec cee eset eet eee ree cent ener eet ten enn eraes ; [la4

; Taylor Safe: New Combination Settingsrost File Ne reese ree see eens ees renee
Subject: scseeeceetes sere eee seca teen ence eee esata ceca sane e ees :

Ottawa File No.

eso eve nne Cece wee eee ee ree meet ee sear ees eeeeaerersresesueces oly . ' rn

| vy, S00 48 BF-L
| Ly | oz

Re ferences

The door of the Taylor Safe in the Registry

of this Mission has now been repaired by Mosler Safe

Co., New York:

t LL 2 » In accordance with Section 407.3 of the Security

i Manual, the combinations of the Taylor Safe have been

— _changed to-day and are attached to this letter in a sealed

7 ce envelope addressed to the Departmental Security Officer.

, J = en

Permanent Mission.

Internal

Circulation

Distribution

to Posts

000426
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ae Se 90 04 S41 me
: oe - Le

Ottawa, June 6, 1962.

&

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada,to the United Nations, .
a NEW YORK.

-. SURFACE MAIL
We are forwarding by ( £ ) the following: -

. he _

a ge - Va
25 (Twenty-Five) hoe x0 locks with 2 keys each.

| ( / i £ f iNose e1s'es, 230407, 224075, 214573, 214203, 234402, 234390,
f. . 4esse, 22ad70,20xS20, 190540, 23605,214666, 210442, 100/667,
fo . /

16x60, 11/506, 214545, 214474, 131754, 23Ko22, 210608, 190656,

10s/693, 164550. -

_ Please refeb to our tel.No.DS-257 of June 1,1962.

-When the’ above has been received and checked, would you kindly sign arid
return the original form Ext. 27R.

Under-Scere tary o State
So 

' for External Affairs
Return to rm.319,D.L.(2) EB.

This is to > certify that the above mentioned items have been received in
‘ good order.

Demi lp 2d. Buz9s.
Place Date

Vy Ext. 27R (Rev. 2/53)

Signature

000428
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SRCRET (with attachment)

Supplies and Propertiss Division Unclassified without

dune 6, 1962

DsL.(2) Division

Permia NY letter 367 of Jay 29, 1962
SbO4f-B FLO

43 | —
Gecurity arrangements - Chuncery:

Attachad is a copy of the letter under

roferonce. %e agree to the modifications and
request that you raise the necessary authority.

a

. SIMMERMAN

BelLe (2 ) Division

000430
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. . od " e

. DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. : J ()
‘ 4 NUMBERED LETTER { GREK GKX WA OREABOH BE

° ype! ‘ HE SECRET -—
Sree Ee ‘ Security:.... eeneeoe pee seesensoal Oe ee

|

| TO: THE UNDER-SECRETARY OF STATE FOR Now: 377
oO: asoeoaeeeneeeenadg esos hee eone eeeaeneetaeenunse

EXTERNAL AFFAIRS, OTTAWA, CANADA.

Date: MMe 44 1962
FROM: The Permanent Mission of Canada to Jo 0 UU Teter eeneeseeenes

the United Nations, New York. Enclosures: +++-+--ssssresereeeseeseeeece
ee Air or Surface Mail:.. Ait bag se tenens

Your Letters DS-155 of Mar. 5/58,

bS-3966 of Jul 8/59, DS-55 of Post File No:...ccccecsereeeeees beceenes

Ottawa File No.

cee e ewes een cens Deemer eee tees eee e eet e neces tenet eeee eee ~ A. om bk
Local Security Arrangements 5004 fil “

ce ciceeeeeueneeecnneeeneteeesnieeeenetessneeesneeeeeneneg 7 oa

Re ferences

Our review of security procedures at this

Misston has now been completed. This letter is intended

to inform you of actions taken in accordance with instruc-~
tions in your letters under reference or of alternative

suggestions which we have to make. Enclosed with this
letter are.draft local standing security orders, local
standing orders for guards, a check list to be completed
by guards when changing combinations, and a memorandum for

Parliamentary Observers and others not cleared for

classified material who are attached to this Mission for

General Assembly or for conferences. Also returned is

We your letter DS-55 as requested jin paragraph 7 of that

. jews | Tetter.” The standing orders are drafted on the assumption
(Dar that our recommendations are accepted. In the event

7. ). that you should modify any of our suggestions, adjustments

$k may be required on the standing orders.

2. We deal below with a number of specific

problems under clearly marked headings.

FRONT DOOR (Reference your letter DS-196)

3. With the acquisition of the remaining space

on the 28th floor of this building, we have drawn up a

reconstruction programme to be undertaken this summer which

Internal would reduce the number of entrances from four to two.
Circulation The back entrance to our new section will be kept

permanently locked. This change will considerably improve

our security. Supplies and Properties Division has

recommended for the main door a double door as being more

impressive. We have proposed a single door for reasons

of security. We recommend the installation on this door

of one dead-latch lock and one spring-latch lock. We

agree that the dead-latch lock should normally be locked

at 1900 hours except when there are two security guards

on duty, which will probably be the case during the General

Assembly. No keys will be issued to members of the staff

for either of these locks. The only exception will be

keys retained by the guards, and one key for each lock in

Communications for emergency purposes, to be retained in the

Taylor safe. Occasionally during the summer holiday period

when there are only two security guards, which means

carrying out spot checks on Sundays, a Communicator may

be alone in the office. If he is required to go to the

United Nations for an emergency telegram, he needs a key

to regain entry to the office, |
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4s We propose to introduce the following addi-
tional security features:

(a) that the door should be equipped with a strong
compressor so that it will snap security shut when
only the spring=latch lock has been locked. (The
reasons are explained in the section on cleaning
of offices in the standing security orders.)
(This is a new recommendation.)

(b) We agree that the door should be equipped witHa
strong anti-intrustion chain.

(¢) We agree that the peep-hole should be installed

in the door; .

(d) We agree that separate keys for each of the two

locks should be placed in the safe of the

Consulate-General in case of a lock-out.

(e) We suggest that when the new bel! for the main

entrance is installed, an extension should be

installed so that it rings in the area where

shredding is done.- The machine is noisy and a

guard working there during quiet hours might

not hear the doorbell. (This is a new recommenda-
tion.

OFFICE DOORS (Reference your letter DS-196)

5s We agree with your recommendation that spring-
latch.“locks should be placed on all office doors and that

the doors should be locked when offices are empty unless

classified material has been locked up. We have already

asked for authority to apply this recommendation.

6. ; The corridor which leads to the Registry and

to Communications Centre will, after the reconstruction,

become an .internal means of communication with the new

section of the office. It is therefore no Jonger feasible

to consider locking this area. We propose to remove the

dead-latch lock on the door leading to this area and to

install a similar type of lock on the present door leading

to the Mail Room. As you will note from the standing

security orders, if the Registry is vacant during working

hours, the gate on Registry proper and this door leading

to the Mail Room are to be locked. The lock on the

outside door will also give additional security to the

Registry area during quiet hours. Could vou tndicate

whether you approve of this new recommendation?

KEY SYSTEM

7. The system for handling keys is set out in the

standing orders,

8. We should also like to recommend that there

should be a master key for the offices (excluding external
doors, the Registry and the Communications area). This

would make it unnecessary for the guard accompanying the

cleaning staff during the evening to carry the key board.

it would also facilitate his opening offices when members

of the staff arrive in the morning. We also believe that

weed
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providing a master key for the guard would decrease the

danger of a member of the staff taking a key out of the

building.

GUARDS (Reference your letter DS-196)

9. Since the visit of Mr. Andrews the Security
Guards have been maintaining a log book in detail.

We propose that the Head Guard should present the log

book personally to the Post Security Ufficer once a week.

In this very busy Mission it is not feasible for the Post

Security Officer or his Deputy to examine the log book

daily. We are aware that there are dangers in not examining

the log book daily, but to limit this danger the duty guard

is instructed to bring any suspicious event to the attention

of the Post Security Officer the fol.lowing morning - unless

he has already done so by telephone during the night.

10, Guards are no longer leaving the office on
weekends to take lunch and will not be permitted to do so

in future, .

If. The Security Guards have been equipped with a
security container tn which they can keep their equipment
and any classified material which may have been left over
night. An office has been allocated to them as a guard
room. Unfortunately during the Assembly they will not
be able to use this office and will have to keep their

container in the Mail Room.

PEEPHOLES FOR REGISTRY AND COMMUNICATIONS CENTRE

(Reference your tetter DS-196)

a peep-hole between the wall of the Mai! Room and Registry
and another between the Line Room and Communications

Centre. We would recommend in the latter case that there

should be some means of closing the peep-hole from inside

the Communications Centre so that during the summer, for

example, when there are only two guards on duty and the

guards are carrying out spot checks over some weekends,

it would be possible to make sure that no one could see

through the peep-hole. We are seeking an estimate of the

|

12. We are attracted by your suggestion of putting

|

cost of installing these two peep-holes and we will ask ;

for authority when we have it. Once these peep-holes have [-

been installed, it will no longer be necessary for the

Security Guards to: open the Registry vault door to scan

the Communications Centre through the wicket between these

two rooms.

COMBINATIONS (Reference your letter DS-196)

13. We have been concerned about the need to
gain speedy access to Registry and the Communications

Centre in the event of (a) fire or (b) surreptitious

entry through a window. We should like to recommend

that ‘a copy of the combination of the vault door of

Registry should be placed in a sealed envelope in the

cabinet of the Security Guards. This combination would

only be used in the event of an emergency and its use

would be reported the following morning to the Post

Security Officer.

14. We should like to suggest a slightly more
complicated system for the vault door of the Communications

Centre. At present the combination of this door is known

anad
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only to the members of the Communications Centre staff. In
the event of an emergency it would be necessary to call one
of the members of that staff to the office before any action
could be taken. We propose that the combination for this
door might be placed in a cabinet in Registry. To secure
it the guard would have to open the vault door of

Registry. He would know which cabinet contained the

combination for the Communications Centre vault and he

would also know, although again there would be no written

indication, that the cabinet in question had the same

number as the vault door of Registry. —

15. ' We also wish to recommend that a copy of the
combination for the Head of Mission’s cabinet should be

placed in an envelope in the Guards’ cabinet. As the Head
of Mission has his cabinet opened regutarly for him, he

has not known the combination. Yet he frequently came

to the office on a Sunday and asked the Security Guard

to open his cabinet for him. Since we propose to retain

combinations for officers’ cabinets in the Taylonsafe in

the Registry and-since the guard will not have the

combination for this safe, it would be necessary for him

if he is asked to open that cabinet to call the Head of

Mission’s secretary or a member of the Registry staff

unless there is a copy in their cabinet.

16, We should like to take advantage of the
fact that we have two Taylor safes in the offices, each

in a secure area. We propose that combinations for

containers and the Taylor safe in the Registry should

be kept in the Taylor safe in the Communications Centre

and vice versa. This would greatly reduce the danger of

a lockout. It would also meanthat if it were necessary

in an emergency to gain access to the cabinets or the

Taylor safe in the Registry we could turn to the

Communications staff if no member of Registry could be

found. Since there are seven Communications Centre

personnel, the likelihood of finding at least one of

them would be much greater.

17. We have now arranged that guards destroy their

records of the combinations as soon as they have set them.

We have also taken steps to restrict any single combina-

tion to a maximum of six cabinets in Registry. In

changing the combinations the guards are conforming with

Departmental instructions. Witha large office staff the

changing of combinations is best done during the quiet

hours. We have made an exception of the Taylor safe, which
is changed during office hours and checked as an added

protection against a lockout.

18.-- We shall proceed immediately with the repair
of the Taylor safe in Registry. Once this has been
completed, we shall be in a position to make more use of

the Taylor safe for Top Secret documents.

RECEPTION ARRANGEMENTS

19. We intend to revise considerably the reception

arrangments during the period of the General Assembly in
order to secure better coverage not only of visitors to the

office but of members of the staff. We propose to do this
principally by asking the Social Secretary to act as a

receptionist and to sit in the enlarged reception area
between 9.00 and 11.30 a.m. and 2.15 and 3.45 peme This
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will leave the telephonist free to nandle the switchboard

which is extremely busy during the period of the

General Assembly. The receptionist will be responsible for
checking all members of the staff in and out. (This will,
incidentally, have other advantages for us.) She will also

ask members of the staff whether they have left their keys

in the key box. During the morning period a guard wil!

also be available to escort visitors.

20. We have recommended in our telegram 848 of
May 29 that our present switchboard should be replaced
by a larger one. We intend to place the board directly
facing the door. The telephonist will no longer have to
turn at a 90° angle every time she handles a call. This
will make it possible for the telephonist throughout the

year, and during the General Assembly when the special

receptionist is not on duty, to check all persons in and:
out of the office. At present it is quite feasible for
someone to walk past the telephonist if she is busy at

the board. (This is a new proposal and we should be

grateful for your comments.)

REGISTRY PROCEDURE (Reference your letter DS+196)

2!. We have decided that it is not feasible to
exclude members of the staff and particularly officers from

the Registry at all times. It is desirable from the point

of view of efficient filing that there should be close

contact between Registry personnel and officers. We recog-

nize, however, that especially during the General Assembly

it is undesirable to have frequent movement into the
Registry.» You will note that our standing security orders

have been drafted to discourage entry into the Registry.

We have also adopted your proposal to put up racks for

mail and unclassified documents. We have one rack for the

old section of the office and one for the new section.

The confidential messenger attached to the Registry during

the General Assembly #s also under instructions to make

frequent deliveries of classified documents,

CONFERENCE ROOM (Reference your fetter DS-55)

22.5 We have carried out one of the suggestions in
your letter under reference, by filling the gaps beside

the air-conditioning and other pipes close to the heating

and air-conditioning system. We do not think that much

value would be gained by removing the library (we do not

have enough space elsewhere) and we should like to

recommend that the telephone (which is useful) and the
electric clock should be left where they are. Our principal

reason for these suggestions is the fact that the conference
room is never used for confidential discussions. It is
used almost exclusively for briefing sessions during the
General Assembly which are attended by all staff members
and observers, so that highly confidential information is
not revealed, and for giving talks to visiting groups.
The main protection in any case will be the increased
control of access to the conference room,

HOLE_IN FALSE CEILING (Reference your letter DS-55)

23, We are requesting estimates for placing grills
over the holes in the wall above the false ceiling between
the Mail Room and the Registry and the Line Room and
Communications Centre.
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24. As you will note we have adopted and are
applying or preparing to apply almost all! of your
recommendations in your letters under reference. We
have included a few new suggestions of our own in which
we would like to have your approval or comments. We
should also be pleased to have your comments on our

draft standing security orders for the Mission and for
the guards,

ov Dobe
Permanent Mission.
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SECRET

THE PERMANENT MISSION OF CANADA TO THE UNITED NATIONS

STANDING SECURITY ORDERS

The Standing Security Orders and

chapters 1, 2, 4, 6 and 7 of the Department's Security

Enstructions are te be read by all Canadian members of

the Mission on their arrival at the Post and at least

once every six months thereafter. Normally this will

be during January and July. The Mission is required to

certify twice a year to the Department that this pro-

cedure has been carried out.

20 Special problems of a security nature

arise at this Mission because during the period of the

General Assembly the staff ig enlarged by a substantial

delegation with accompanying observers, The Mission aiso,

from time to time, provides office space for officials

of other Canadian Government Departments who may be

representing Canada at U.N. conferences, committees,

etc. During the period of the General Assembly certain

revisions of the normal security procedures will be in-

troduced to cope with the special problems created.

STAFF MEMBERS WITH SPECIAL SECURITY RESPONSIBILITIES

3. The Head of Mission is responsible for

the security of the Mission. Mr. William Barton, the

Deputy Head of Mission, is the Post Security Officer.

He is responsible for supervising the activities of the

Security Guards and for ensuring that the local Stand-

ing S*curity Orders and other security procedures are
o
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observed.

4, Mr. Peter Dobeli is Deputy Post

Security Officer. He acts as the alternate to Mr. Barton

and is specifically charged with maintaining the Task

Book for the Security Guards, the nature of which is

described in a subsequent paragraph.

De All Canadian members of the Mission are

responsible for ensuring that the security of the Mission

is maintained and they should report immediately to the

Post Security Officer or his deputy any breaches of

security or any suspected breaches of security.

6. Three Security Guards are normaliy

employed at the Mission. A fourth Guard is attached to

the Mission during the period of the General Assembly.

The principal task of the Security Guards is to maintain

Mission security especially during the hours in which

the office is wnoccupied. Their main duties involve

insuring that cabinets are locked, that the vault doors

to Registry and the Communications Gentre are secure and

the doors to other areas of the office are locked, that

no classified documents are exposed, no classified

material is left in waste baskets and that any visitors

to the office are carefully controlled, In addition to

these regular tasks, they have additional tasks to carry

out during the houxs in which the office is unoccupied.

These include the destruction of classified waste and

the operation of the telephone switchboard. During

the daytime the principal responsibility of the Security
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Guard, while on duty, is to ensure that proper security

is maintained.

7. _ Should a Canadian member of the staff

consider that a task should be performed which is not

specified in the above summary of vesponsibilities, |

they showld direct their request co the Deputy Post

Security Officer who, L£ he approves, will include the

task in the Task Book, This could include repairing

locks, adjusting combinations on locks and cabinets.

HANDLING OF CLASSIFTED MATERIAL

8. — The Registry is physically divided

into three parts, the Registry proper, the Mail Room and

the Documents Room,

9. Canadian members o£ the staff, apart

£rom Registry personnel, should normally keep out of

the Registry proper unless it is necessary for them to

consult directly with Registry personnel or to examine

Registry material themselves. Access to the Mall Room

should be restricted to External Affairs employees and

to the Military Adviser and his staff; They shouid

enter the Maii Room as infrequently as possible.

Normally the distribution of documents from the Mail

Room to the offices should be undertaken by one of the

Registry staff.

10, | During the General Assembly it is

especially important to limit access to the Mail Room.

There showid be little need for access Since confidential

messengers are attached to the Delegation for the
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purpose of carrying documents between the offices and

Registry. Luring the General Assembly two mail raeks

for unclassified matevial are set up in each section

of the office so that Observers and members of the _

Delegation may collect unclassified documents and

personal correspondence without having to enter the

Mail Room.

il. The Documents Room contains unclassified

material only and no classified material should be |

taken into it.

CIRCULATION OF DOCUMENTS

i2. Documents should only be circulated with-

in the office by Registry Confidential Messengers, Officers

or their Secretaries. Incoming letters containing

personnel information should be referred in the first

instance to the Administrative Officer who will indicate

what circulation, if any, is to be given. Correspondence

of a personal nature or marked "to be opened by addressee

only" should be taken by hand to the Officer to whom it

is addressed and under no circumstances showld cir-

culation bemade.

13. Copies of documents marked Top Secret

or Canadian Eyes Only should be circulated to the Head

o£ Mission, Deputy Head of Mission and the Action

Officer. The former material should be circulated in

sealed envelopes... Top Secret decuments and NATO COSMIC

material should be returned to Registry for retention
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im the Taylor safes at night. COSMIC material should

be filed only in the Taylor safes. Insofar as possible

Top Secret material should also be filed in the Taylor

$afe, and as a minimum in security containers rather

than cabinets with bar and clasp locks.

GIRCULATION TO MELETARY ADVISER

14, Classified material may be circulated

to the Military Adviser on the same basis as to other

Officers of the Mission.

RETENTION OF MATERIAL OVERNIGHT

15. All offices are equipped with barred

cabinets or security containers, Officers should not

retain overnight in their offices Top Secret or other

specially classified. material such as COSMIC documents.

This material should be returned to Registry.

1é.. The Taylor safe in Registry should be

used to stove COSMIC and Top Secret documents, com-

binations and other highly classified material.

17. The Taylor safe in Communications should /

be used to store highly classified material and, inso-

far as possible,/the basic communications book and

book cipher.

CLASSIFIED WASTE

18.6 Classified waste should at ail times

be retained in Registry and the Commmications Centre.

This will include all waste, classified of not, from

the photostat machine,
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19. Destxuction should be carried out every

night by the Security Guard on duty ducing the quiet

“hours, Commmications tape ~end-miexedidim. should be

put through the shredder three times. Other material

should be shredded twice. Shredded material, mixed up

with other waste, is put out for pick up by the building

cleaning staff.

20. During the General Assembly a special

effort should be made not to fall behind on the daily

shredding of waste. LE it is not possible to destroy all

waste during the quiet hours, the excess should be re-

tained in Registry and sent to Washington for destruction.

EMERGENCY DESTRUCTION .

Zl. As the Mission is located in an office

building, it is not possible to consider emergency .

destruction by fire or chemicals. The only means is by

the shredder, which is a slow process. In the event of

an emergency if time permits, destruction should start

with less important files. If time is short, Top Secret

files, basic communications material and any other

highly classified material stored in the Two Taylor

safes, should be destroyed first.

DIPLOMATIC BAG

22. The Mission regularly sends and receives

two diplomatic bags a week, on Mondays and Thursdays.

The closing hour is 10.30 am. The bag is carried to the

ear by a Canadian staff chauffeur, If there are more

bags than the driver can safely carry, he will be assisted

000442



Document disclosed under the Access to Information Act

Document divulgué en vertu de la Lo/ sur 'accés a information

by a Clerk from Registry, ‘The driver will drive

dixectly to the Trans-Canada terminal at the airport.

On leaving the car, he will go directly to a section

of the baggage room where he will await the arrival of

the courier. ta the event that he has more diplomatic

bags than he can carry, he will hire a skycap, making

sure that the skyeap never Leaves. his sight.

236 | As soon as the courier arrives, the

driver and the courier together return to the car and

drive to the Eastern Airlines Terminal. They will then

carry the bags (assisted by a skyeap if there should be

£00 many for both o£ them to carry) to the baggage room, ©

where the driver will remain with the bags. The courier

will go to the desk to be ticketed for Washington and to

pay excess baggage, He will return to the driver, who

will then take the bags intended for New York and carry

them to the ear. Once in the car, he will proceed direct~*

ly to the office and carry them directly to Registry.

24. The dviver accompanying diplomatic bags

should at all times carvy a letter signed by the Head

of Mission identifying him as a diplomatic courier.

The purpose of this letter is to provide him with

protection in the case of an accident. In the event of

a serious accident, the letter is aiso intended to en-

sure that a call is made to the Mission immediately so

that the bags can be collected by another driver.
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HANDLING OF TELEGRAMS

25. |. | elegrams sent from the Mission should

nomally be signed by the Head of Mission or the Deputy

Head of Mission. After they have been signed, they

wil be taken to the Commmications Room and handed tq

the Communications Clerk through the wicket. Ne member

of the Canadian stafli may enter the Communications Room

with the exception of members of the Communications

Centre stalt, the Head o£ Mission, the Post Security

Officer, Deputy Post Security Officer and any other

member of the staff authorized ta do so by one of the

above,

26. Telegrams received in the Communications

Gentre will be duplicated in the Centre and passed

through the wicket between the Communications Centre

and Registry, Top Secret telegrams will be reproduced

in £ive (5) copies and all coples will be numbered,

SECURITY OF OFFICES

27. The two most sensitive areas in the

Mission are the Communications Centre and the Registry.

For this season access te these two aveas is limited.

Entry regulations during working hourd have already

been indicated above, The manner in which these

regulations will be enforced is indicated in this section,

(a) Security of Communications Centre; The outer

door of the Communi cations Section will be Locked at

ail times. If lt is necessary to speak to a member of the

Communications Staff, this can be done by telephone or

000444



Document disclosed under the Access fo Information Act

Document divulgué en vertu de la Loi sur l'accés 4 l'information

by ringing the bell at the side of the wicket. Within

the Communications Centre, the barred door between the

Lineroom and the Communications Room is to be locked

during working hours if there are no staff members in

the section. At night when the Communications staff

leave the section, the vauit door and the barred gate are

to be locked, The peep-hole into the main room from the

Lineroom is to be closed if a guard is not to be on duty.

The Security Guard has a key and the combination of the

vault door if it should be necessary to gain access to

the Communications Room in an emergency.

(b) Security of Registry: The outer door of the

Mail Room and the barred door between the Mail Room and

Registry proper are to be locked at any time during

working hours when the Registry is not occupied. At

night the vault door is to be locked. A copy of the com-~-

bination is retained by the Security Guards in a sealed

envelope in their barred cabinet. If it should be

necessary to gain access to the cabinets or the Taylor

safe, and the Registry staff cannot be located, copies

of the combinations are kept in a sealed envelope in

the Taylor safe in the Communications Centre which can

be opened by a member of the Communications staff.

(c) Security of Offices: The doors of offices are

to be locked at all times during the day when the

occupants are absent and when confidentiai documents are

exposed. This is especially important during the lunch

hour, In the morning staff members will be ict into
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their offices either by the Security Guard or by

securing a key from the keyboard, which is in the

custody of either the Security Guard or, in his absence,

the senior Registry Clerk. During the General Assembly,

doors of offices of delegates who are not members of

the Department will be opened when required by Con-

fidential Messengers.

Occupants of offices on the south

and western sides o£ the building should keep venetian

blinds closed if classified material is exposed. If

window cleaning or repair activities take place outside

the window of any office, the blinds should also be closed.

KEY CONTROL

26. Locks are installed on all office

doors. A keyboard with duplicate keys is retained during

quiet hours by the Security Guards and during their ab-<

sence by the senior Registry Clerk, No keys for either

office doors ox for the main door should be taken out of

the office except in one exceptional circumstance noted

below.

29. Immediately before the office opens Guards

will open all office doors, excluding the Registry, the

Communications area and those offices which are not

being occupied, Once cabinets have been opened or

classified material has been expased, all members of the

staff are responsible for locking their office doors if

they should be out of their office. Im order to re-

enter it will be necessary either to have the Guard
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open the door or te take a key from the keyboard, When

taking a key, the name of the person taking the. key and
i
3

;
i

i
!

the key number must be recorded by the responsible stafi

member. The person taking the key should 1£ possible

return it inmediately. |

30.0 °° ‘To ensure that keys are not taken cut of

the office, the Receptionist will also ask all members of |

the staff whenever they go out of the office 1f they

have returned their keys. When the Security Guard comes |

on duty in the later afternoon he will make an innediate |

check to ensure that outstanding keys have been handed back.

fn the event that a staff member has a continuing need for

a key, he ox she will be responsible for returning it to

the keyboard on leaving bGe office.

31. - No keys are to be issued for either the

night lock or the day lock on the front door. The night

lock will normally be locked after 1900 hours, eecept

during the Generali Assembly when 2 second Guard is on

duty. ZI£ the Guard should be accompanying the cleaning

staff before 1900 hours, he may set the day lock. In

this ease departing members of the staff should iaform

the Security Guard when leaving the office and make sure

that the day lock has snapped shut as the door closes.

326. Keys for the two main door locks are

heid in commmications. The Comnunications staff are

as aa exception permitted to take these keys out of the

building if they are required to go to the U.N. for an
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emergency telegram during a holiday when the guards

may only be carrying out spot checks.

33. | An extra set of keys for the main door is

held in the Taylor safe of the Consulate General for use

in the event o£ a lock-out. |

COMBINATIONS | | . |

34. The Security Guards are responsible for

changing the combinations of all locks except those in

the Communications Section, which are changed by the

Communications staff. The combinations are to be changed

every three months and copies of the settings will be

transmitted to Ottawa in a sealed envelope addressed to

the Departmental Security Officer. Settings for the

Taylor safe in the Commmications Centre are sent separately,

Copies o£ all combinations are to be retained in sealed

envelopes in one of the two Taylor safes. The Mission

is foruunate in having two of these safes, as this reduces

the danger of a lock-out, Copies are to be retained as

£ollows:

(1) copies of Communications combinations, including

the vault door, in the Taylor safe in Registry;

(2) copies of the Registry combinations, including

the vault door, in the Taylor safe in Communications ;

(3) copies of combinations for cabinets in offices

in the Taylor safe in Registry.

35. All staff members are expected to

memorize the combination numbers for security containers

coming under their responsibility. If it should be

necessary to retain a record in a written form (other
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than chose retained im the Taylor safes), the method

for doing so should be discussed with the Deputy Post

Security Officer to ensue that it will not compromise

the setting. | | |

35. The only exceptions to the above re-

gulations are the following: | |

‘@) Ropistry Vault Door. A copy of this combination

is kept by the Security Guards in a sealed envelope in

their cabinet;

=) sass tears Vault Door. A copy of this com=
i

bination has been placed in a sealed envelope in a cabinet

tan Registry and can in case of exceptional need bee

. uzed by the Security Guard;

| (c) Cabinet of the Head of Mission. A copy of the

/ conbination of this cabinet is kept in a sealed envelope
/ in the cabinet of the Security Guards as a convenience

/ je the Head of Mission, in case he should wish to gain
“| entxy te his cabinet during days on which the office is
j blosed.
/ |
/ CONEROL OF LOCAL STAFF
f

4 f She | | Members of local staff should not be
| Pemitcod, access to any office unless accompanied by a

peace member, At this Mission the orily persons coming
4 within this category are the telephont. St and , during the

Genetal Assembly, the extra chauffeurs.
dy,

SECURITY OF TELEPHONES

38. 7 | ‘The office telephones have inc’ special

jseourdty, Therefore staff members should avoid dis-
|

Se. 000449
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evussing classified information on calls within the

office or to other offices in New York Gity. Staff

members should also keep in mind that long distance

telephone calls, particularly those to Ottawa, should

not be used to convey classified information.

CLEANING OF OFFICES .

The cleaning of offices is carried out29;

in the evening, Only one person does the work so that

it is possible for the Guard continually to supervise that

person. The Guard will et all times remain with the

tf members of the staf£ are still workingeleaning staff,

when the cleaning staf{ arrives, and there is no secoud

Guard on duty, the Guard will lock the day lock and

comnect telephone lines to the offices which are occupied,

This will ensureincluding the Communications Centze,

that the Guard will not be obliged to Leave the char staff

during the cleaning process.

The main Commmications Room is normally
/
40.

/ > 4 a
cleaned by the Communications staff. Approximately once

a month the floor is washed and waxed by the char staff.

All machines are covered and loose equipment is put away.
/ i

No equipment is moved during the cleaning and a member

of he Gonmmmications staff supervises the work. The
fs

th

‘Ldne Room-is cleaned each evening bythe char etaft

/

Tf window cleaners or labourers should

/
|

, !

ry!

pndex the supervision of the Security Guard,
i

/ |
‘ /

i

i

un,

come to do work in the building, their work will at 211

| times be supervised. When it is known in advance that
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this work is to be done, the Security Guards should

arrange to cover the work, If window cleaners come

unexpectedly, all documents in the offices in which they

are to work will be put away and a member of the staff

WLLL be present while the windows are cleaned.

CONTROL OF VISITORS

424 Visitors to the office must at all times

be accompanied, On being informed by the telephonist

that a visitor has arrived, the Officer or his Secretary

WLLL go to the reception room, Lf a Guard is available he

may accompany the visitors. If a meeting is being held

the Officer responsible must make provision for non-

Canadian members attending the meeting to be escorted to

the Conference Room. Visitors should not be left alone

_in offices.

SOCIAL CONTACTS

43. All members of the staff should be aware

of the following instructions issued by the Department

with regard to social contacts with members of the staff

or other nationais of any of the following countries:

' USSR, Poland, Czechoslovakia, Bast Germany (including

Bast Berlin), Rumania, Bulgaria, Hungary, Albania, Main-~

land China, North Korea, North Vietnam, Yugoslavia, and

Guba;

“personnel reporting on any contact with an official

or national of a scheduled country should assess and

report briefly on any or all of the foilowing points con-

cerning their interlocutors and the circumstances of the
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meetings:

~@) . Physical deseription; dvess taste, habits;

| MAnNeLisMs 5 defects of body; sobriety or in-

sobriety qualafied by degree (eee. heavy drinker

of beer); smoker (cigarettes or pip), or non-

‘smoker; . |

(il) Character appreciation to include any in-

formation on the person's morals; attention

paid to women; enjoyment o£ parties;

(241) Ideology; does he tall politics and if so what

“viewpoint does he adopt?

(iv) Relations with othexs; with any indication of

Oe probable or apparent status apart from official

position. Does the pe¥son claim to know any

other foreigners?

(v) Relationship with wide and family.

{vid Background date, to include education; previous

posts, and assignments.

(vii) Command of langueges, including accents,

(viii) Topics discussed: (scientific, military, political,

economic, ete.)3 degree of competence and

education. |

(ix) Any apparent effort on the part of the person to

eT single out Specific topics or persons for con-

versation or to kak for anything (books, records,

clothes, currenty, ates).

(x) Information on wife. .

(xt) Any request or suggestion for introduction to

anyone else or for information,
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(xii) Possible change of attitude of the person since.

| previous meeting if applicable. :

(xiii) Request or offer for other meeting or encounter;

. is relatioasnip public and open'or is there

attempt to give Lt a clandestine twist or

flavour? ©

REMOVING DOCUMENTS FROM TEE OFFICE

Lhe. “Officers should not normally take home

documents to their residences, If it is essential, they

may do so but they should not leave the documents in their

residence. They should not take home documents carrying a

classification higher than confidential.
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RESTRICTED

INFORMATION REGARDING SECURITY ARRANGEMENTS

- ‘the following notes: are ‘to assist you

in understanding security arzangenents at the Permanent

Mission of Canada ¢ co the United Natdons.
| | “the Mission handles a considerable

volume of classified dociimente ‘which at receives by

diplomatic bag ox eypher telegram. “Most of this material

is retained in the Mission, when it is placed in Files in

the Registry. The office also contains highly classified

communications machines. To protect these documents and

machines, it is necessary carefully to observe office

security procedures, which have been devised in Ottawa

and are applied at all Canadian Missions..

The main protection during working hours

is gained by limiting access to the office other than the

reception room, If you invite visitors to the office,

would you please meet them at the reception room. Do

not leave them alone and accompany them to the door when

leaving. The receptionist will advise you by phone when

they arvive. If you are reading classified documents when

thegy arrival is announced, would you please cover them up.

ALL offices are equipped with locks.

The doors will be opened each morning by the Security

Guard before your arrival. If you should go owt during the

day, leaving classified documents exposed, would you

please lock the door. I£ the Guard is not in the office

to let you back in, there is a duplicate key in Registry.
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A member of the Registry staff will be pleased to Let

you Lh.

I wish eo eaution you against using tele-

phones either for local or long distance calls. | They

should not be used te convey classified information,

Personal mali and unclassified documents

will be placediin a rack in a pidgeon hole marked wich

your name. ;

| ‘TE your work showid require the use of

classified documents, these will be brought to your office

and returned to Registry by @ Confidential Messenger. Please

be careful not to throw any classified documents into the

waste baskets, even if it is intended for disposal. The

papex should be placed inyour out basket, from where it

will be collected for disposal.

Gver night and during the weekend a Security

Guard is always on duty in the office. If you wish to

enter che office during non-working hours, the Guard will

let you in. You should ving the bell at the main door to

attract his attention.

E should like to end with a word of caution

soncerning your contacts with other delegates at the

United Nations. I showld ask you te exercise discretion

when discussing Canadian policy or reactions to developments

at the United Nations. During the General Assembly many

correspondents mingle with delegates and yeu may £ind your

words quoted, The U.N. Press ave as avid for news as they

are anywhere else in the world,
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L£ you havé any questions concerning

office security, Mx. Barton ox Mr. Dobell, who are the

Mission Security Officers, will be pleased to answer

then.
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MISSION PERMANENTE DU CANADA

AUPRES DES NATIONS UNIES

PE; ANENT MISSION OF CANADA

O THE UNITED NATIONS

TO WHOM IT MAY CONCERN:

The bearer of this letter

Mr. is an official

of the Permanent Mission of Canada to the United

Nations whose responsibilities include the custody of

the Canadian Diplomatic Bags while driving between the

office of the Permanent Mission of Canada at 750 Third

Avenue and the airport in the New York City area, where

he meets the Canadian Diplomatic Courier flying between

Ottawa, New York and Washington, D.C.

While accompanying the diplomatic

bags he has the internationally recognized status of

Diplomatic Courier which includes immunity from arrest

and freedom from any interference with his person and

official papers.

In the event of an accident involving

serious injury to the bearer of this letter Mr.

» it should be appreciated if any-

one reading this letter immediately contact the Permanent

Mission of Canada at Wkon 6-5740. New York City Police

or Port of New York Authority Police officials, whoever

may have jurisdiction in this area, are requested to

take custody of any diplomatic bags in the bearer's
possession until they can be turned over to an official

of the Canadian Permanent Mission to the United Nations.

Ambassador

New York City.
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NUMBERED LETTER

Supplies agiaabunigdesk ReMi, ir en

Tot sno PERUMTAND-MESETON GH CANADA-10-2ER-UNTPED...... | Security

ssssesescaeseees ADEN 6 UE Gg Bh Migrececeecceceecceeesceceeenastnceaneane No.: meernenenenrne

From: THE UNDER-SECRETARY OF STATE FOR Dates ons. eeceseeeecenes Sune-2;-2062y ss tecconerenearsnees

EXTERNAL AFFAIRS, OTTAWA, CANADA. Enclosures: seecestsassssnesseninsssssaces seees esveqaecasegeseseanes
G “ cdl

Reference: ......... Yoys--Se elegran- Boi 88-08 Bag Byer Air or Surface M Mails .......eeefhhigneeccsessceees seecteesene ‘

‘ Subject: POP osed- Shangos “BQ- Aho: Of ce- Proshtgoesy ere Post File No.: soeveveescevasnovene —— soaes

Ottawa File No. .
ae seteesererenee: cose catesnseatesnesensesaesnessnesananasceaseensenaeeneenses 'sbe CS 4q £-Y 0

saeslenesueeseesesseseeraecesssacsascatessucescaessetessessssenessesesseesvacsenecssesnseassnesanee ss hesssseessescessesseseansess TORR

References

Internal .

Circulation

D.L. (41) Div.

Distribution

to Posts

Ext. 181C (Rey. 2/52)

‘This will coufirn our telegran of June 1 in which we
recommended that you secure estimates. for the repartitioning as dis«
cussed in a telephone conversation of the same date between Mr. Holmes -
and Br. Zo1bies

Be Yor the record the following is the work which we are
prepared to authorize:

(a)

(d)

(ce)

(a)

(se)

(2)

The present west wall of the reception roam to be renoved
> and a new west wall to be constructed between the columns

of. the elevator shafts shown on your plan as numbers 68

A double door to be installed in the above-mentioned wall.
One of these doors should have an unobtrusive peep-hole

unit attached. There should be vertical bolts, one at the”

top and ene at the bottom of each door. (D.L. (ii) Divi-
sion agree that with these bolts and one of our locks

these doors should be quite secure. ).

. The south wall of the reception room should be projected:
westerly to meet the clevator wall near column 73. A

‘gingle door should be located in this new wall section to

_mateh the one directly opposite it.

the door opening into the area newly leased should be

moved down to the point where it becomes a projection of

the north wall of the reception roan to column 68.

.An entrance should be put ‘through the west wall of room
26, Thia should have .a Dutch door with hinges on the.

inside as woll as, bolts in both sections.

The north wall of roon 7 should be renoved. and the south’

wall of the ladies' washroan projected easterly te close

off the corridors, This new section of wall should have

a door in it similar to the one further down. the same

corridor.

i oe oe eo eo B
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(g) The door into the fire eseape should be equipped with

@ panic bar, one of our locks and an alarm. (You should
consult Dob. (ii) Division about these itens.) We
sugeest that you do not install a decor leading into the

short eorridor which ends at the firs escapee If it
should develop that there is a draft from the fire escape
the contractor should be agked to reotity | the matter oy

making the door draft proofs

(n) The steel shelving now attached to the south wall of the
registry should be renoved and re-ingtalled as required

_in room 26.. :

‘Be | With regard to the proposed use of room 26.as a U.N.
decuments room our objection to this had been based on the fact that

it would do away with desk space for four peopie. Normally most
missions tell us that they need more, rather than less, office space.

However, wo understand that you feel that you will be able to

operate quite well without using this roon for office purposes and

as long as you are prepared to accept the responsibility for the

elimination from the’ "office" category of this space we will with-
draw our objection. We believe, incidentally, that your plan for

renoving the U.N. documents from the registry is a very good one

as ae should ease considerably the congestion in that rooms

Ae “gbill on the subject of room 26. D. le (it) Division

has asked us’ to say that they hope roon 26 will not become a short-

cut to the rest of the chancery. They appreciate that this new

doorway will provide a convenient avenue for bringing in and taking

out the mail. They feel however that entry should be restricted.

Otherwise unauthorized persons could gain entry to the security area.

Be You will note, of course, that we have not authorized

the demolition of the wall between rooms 26and 27. This is because

we are going to be pressed for funds this year and are not anxious

to undertake any more than we have to. Moreover, we now find that

while the reaoval of the wall in question will give you more floor

space it will actually produce less wall space for shelves, etc.!

We. suggest, therefore, that this proposal be dropped.

- 6e “When you hare seoured at least two estimates: of the
work to be done please forward then, with your recommendations, to

‘the Department. If we agree we will authorize you to proceed with

the work. ee

Original. signed by
'- gy, A. ZOUBIE-

Under-Secretary of State —
for External. Affairs
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

OUTGOING MESSAGE

DATE FILE . SECURITY

June 1, 50048-AF=40 CONFID
1962

rt: | EXTERNAL OTTAWA 3 6

NUMBER PRECEDENCE COMCENTRE

. USE ONLY

10: PERMIS NY DS~257 PRIORITY

INFO:

Ref.: YOURTEL 696 AND 739

Subject: YALE LOCKS

| WE PREFER YOU INSTALL YALE 0-48 =1 DEADLATCHES

ON DOORS IN QUESTION. LOCKS GOING FORWARD TODAY.

ARRANGEMENTS ARE UNDER WAY TO PROVIDE YOU WITH AUTHORITY

TO HAVE LOCKSINSTALLED BY ALL-OVER LOCKSMITHS,

LOCAL

DISTRIBUTION

ORIGINATOR DIVISION PHONE ; APPROVED BY

S VK . 3, TIMMERM AR
SIG. oc ay my fyyye tee teen eees < eraw ls men yy | SIGe ee ae ees ee tee nett tent ee atens

wa ES DeLs(2) DIVISLON — R-26L7 [awe So CTAMRRMAN
EXT, 18(ReEv. 12/56)
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Supplies and Proverties Division Confidential

May Bl, 1962

Dal. (2) Division
50048—-hF 49

Perais Now York telegraria 6960 =

789 = Coples ibtached 4 3 | —_—
Yele Door Locks

We are supplying 25 Yale 0-48 deadlatches

to Permis New York for installation on office doors.

Phe work is to be done by a local contractor, All=
Over Locksmiths, and we should be grateful if you

would arrange for the necessary authority. The cost
nt installing the locks will be 9125.00.

Dela (Z) Division
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AFFAIRS, CANADA.

PROCEED WITH REPAIR TO TAYLOR SAE aS

INDICATED IN YOUR TELEGRAM. AUTHORIZATION IS

ORDER NUMBER BA-14264A. ,

DATE FILE SECURITY |

May 50048-AF=40 GCONFID |
30, 1962

FM: EXTRENAL OTTAWA oo. [up
. NUMBER ‘ PRECEHENCE COMCENTRE

‘ USE ONLY

TO: PERMISNY DS-254 PRIORITY

INFO:

- Ref.: YOURTEL 836 MAY 28/62

Subject: TAYLOR SAFE

LOCAL.

DISTRIBUTION

__ ORIGINATOR DIVISTON PHONE APPROVED BY

SUG ccceeenr scree t sens nevevensvers | SIG J. TIMMER | .
vane BOS fl Deba(2) DEVESEON] 2-2027 | joe. 27 S STIMARMLANT
EXT. 18(REV. 12/56)
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D.L.(3) Div/S.Keyss/kh

Supplies and Properties Division Gonfidential

May 30, 1962

vD.Le(8) Division

:

BEOLE AT 40 |

ae |

Pemmis N.Y. felegram G36 May 28/62

Taylor Safe

Pfhis is to confirm our request for authority

te have the Taylor Safe in the Permis N.Y. registry
repaired.

Be We have inforaed the mission that they may

precead with the reseirs under Order No. 2S<-14264A.

J. TIMMERMAN

DeL.e(2}) Division
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

NUMBERED LETTER

Security:....4enen... A ha deveneecneeens

'TO: THE UNDER-SECRETARY OF STATE FOR No: 367

EXTERNAL AFFAIRS, OTTAWA, CANADA. = [Uys

Date:....... May, 2A t. 1962 ee eb ee eewene
FROM: ...... Permanent, Mission.of. Canada, to, the -

. , ; Enclosures: cs ccseccce ceceetertereteeaeen

Leeeeeenes United Nations,. New. York......... ee
Air or Surface Mail:..:sccss cessteenceees

f De eee ree eee ee eee eee tee e eee eee teat ana reee
Reference Post File Nor.ccccs se cceectacersanereres
Subject:.......security, Arnangements in... Sy

be eeeeeeeeeenees Chancery. .PROMises......... ccc ce eee eee — 7 Y
S60 ¥8-A P= ap

Per yt IH
References /

You will recall that in your inspection

report on security of our office premises you

es recommended certain changes be made in the locks on
D-3 the grille gates immediately behind the vault doors

a

| Circulation

Distribution

to Posts

J

ee

departure in the evening.

Lal

Fxt. 182A (Rev. 2/52)
a

in the Registry and Comcentre. You suggested placing

a shield of some sort over the latch on the inside of

the grille gate so that it could not be opened from

the outside by the use of a ruler. We discussed such

a change with the representative of Diebold Incorporated,

the manufacturers of the grille gates and they

recommended against placinga shield over the thumb

latch on the inside as there would always be some

possibility of injury to employees in the use of such

an installation. They have recommended to us that

the latch be removed and a lock installed which would

be opened by a key the same as the lock on the front

of each gate. The present type grille gate is

absolutely useless as a security deterrent and the

suggested installation will remedy this situation.

2. In your inspection report you pointed out
the weakness of the existing panel board with spring

catch which is used as a wicket to the line room of the

Comcentre. Diebold Inc. have recommended the
installation of a steel door and frame on the inside
of this opening. The frame would be constructed of
25" wide by #" bars electrically welded to fit around
the existing opening. The door will be 4" steel plate
hung on a heavy continuous hinge and would swing into
the room from right to left. The door would be locked
by two heavy slide bolts located on the top and bottom
front edge. They would anchor this door and frame

‘%o the wall with four 4" by 63" long carriage bolts.
The existing slide panel would be retained for daily
use as the new steel door would be opened by the

staff each morning: and securely locked on their

3B. Diebold Inc. have submitted an estimate for

both’ jobs: ona, straight time basisiin the amount of
$250.00." “Although: they did not itemize their estimate,
we understand that the changes in the grille gates will

cost $100.00 and installation of the steel door and

oeekd
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frame in the Comcentre will cost $150.00.

Ae We should be pleased to receive your

authority for this expenditure as soon as possible.

(o\t—
Permanent Mission
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- Ri Pageeny mav2e762 “SECRET.
10, EXTERNAL 836° eee oe

TAYLOR * sare: ae OE wey fy
“ tayLor. SARE LocaTED| IN: ‘REGISTRY. OF . ‘nisstow. HAS. “eR aDUALLY: BECOME .

“MORE: AND’ Wore: ‘DIFFICULT 10. OPEN, as ‘SHOULDERS. ON DOOR’ HINGES: HAVE” S

_ sLowLy WORN UNTIL Now. poor’ ‘Has, DROPPED ‘DOWN SLIGHTLY, “AND. WILE Nor. oe
ner NOT CLOSE. a

os (2sREP. FROM wos)-ER SAFE. co yx séRviog Tarik ‘SAPES INRORNED us:

weg 3 ot Document disclosed un foclag oy a3rgs shiperet
nl . SO ee oe “oS ois oe ine °, Document divulgué. en, vert ‘de ee FH es”

~acTic “Tio CO PY

aii WHICH ‘WOULD RAISE, ‘bOOR “AND ELIMINATE tts ‘PRESENT TL
FITS MOSLER, co HOVE, ‘ASSURED, US. THAT. THEY writ! MAKE NECESSARY ..

EXPENDITURE ‘aS SOON. “as POSSIBLE.’ | aa

“3A! SHOULD LIKE: £0, MENTION tar THERE ‘Is, worn RONG wiht DIBL

‘ect isie: “OF THTS Some ee :

, aDUSTNAN TS 70. ENSURE “PROPER, FIT. AND, EASE OF. OPERATLON. cost oF.

"THESE. REPATRES: INCLUDING MATERIALS "AND LABOUR: WELL BE, DOLLARS 5 ae
“USA. as. ‘THIS naTTER ‘SHOULD BE’ ‘AvtBNbED TO, TiMEDI ATELY. WE, SHOULD: |
BE: GRATEFUL: iF’ “YOU: WOULD:‘ind us YOUR’ ‘AUTHORIZATION FOR THIS” mn
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. Dociiment divutayé © Pay de laty ce a'VinformationCe) mab : ee
FM Pee wayn 1762: SECRET.
TO “EXTERNAL. 739" |

REF OURTEL E96 WAYS ad “wel ne
“INSTALLATION OF ; YALE SPRING LOCKS

WE, HAVE NOW OBTAINED TWO ESTINATES FOR INSTALLATION OF - THESE LOCKS." . |.

o AND Ge “HARDWARE, comPany, WHO WERE: RECOMMENDED BY BUILDING. MANAGE
|

“MENT, pRE “ASKED. DOLLARS: TEN PER’ DOOR. AS THERE ARE APP ROX. 25 DOORS - | a
“WHECH WILL REQUIRE ‘YALE Locks, TOTAL “0ST WOULD. BE DOLLA FS" TWO HUN - i

DRED AND. FIFTY. ALL- OVER LOCKSMITHS, W.HO WERE RECOMMENDED TO US: ‘BY

STLVER “HARDWARE COMPANY. WHERE WE. “PURCHASED OUR SARGENT ‘AND: GREENLEAR |

COMBINATION ‘LOCKS, GAVE us ‘A QUOTATION oF DOLLARS FIVE PER DOOR. WE Ng Lists

FEEL CERTAIN: THAT vORCHANSHEP oF LATTER. FI RW WOULD BE ADEQUATE AND - .

WE SHOULD’ BE GRATEFUL TE You WOULD SEND US. AUTHORETY IN ‘AMOUNT OF

DOLLA Rs ONE HUN DRED AND’ ‘TWENTY- FIVE, FOR PAYMENT OF THIS WORKS”

gg



Document disclosed un

‘FM PERMISNY MAY4/62 S.ECRET

TO EXTERNAL 696. ”

REF YOURLET DS196 APR27/61

INSTALLATION OF YALE LOCKS:

WE ARE OBTAINING AN ESTIMATE FROM A RELIABLE: FIRM FOR THE INSTALL- |

ATION OF YALE SP RING LOCKS ON APPROX 24 OF OFFICE DOORS WITH IN THE =

MISSION.WE Have ON, HAND SEVEN OF 048 YALE SPRING LOCKS AND TEN OF

042-1 YALE, SP RING LOCKS. IN YOUR REPORT YOU HAVE RECOMMENDED: THE IN=

STALLATEON, OF 048 YALETM LOCKS ONLY. AND WE ARE WON DERING “WHETHER YOU

WOULD. AGREE to THE INSTALLATION OF THE 042-1 YALE ‘LOCKS THAT WE

HAVE ON HAND AS THEY ARE VERY SIMILAR. IN LATTER CIRCUMSTANCE, WE

WILL STILL. REQUIRE ONE DOZEN ADDITIONAL 0 48. YALE Lock § TO DO THE JOB

AND. PROVIDE SOME SPARES.ON THE. OTHER HAND, IF You WISH ALL INSTALL.

ATIONS TO BE 048 YALE, WE WILL REQUIRE Two" DOZEN N EW Locks. .
2 WE SHOULD BE GRATEFUL IF. ‘YOU WOULD FORWARD THESE LOCKS BY BAG. AS

SOON as. POSSIBLE.

000469



yades HyeAPSE IS OLAS TE HctSu, Lies a: aD B, eA eee en. vertu ae la’ Loi sur {' acces a !'information
_ DEPARTMENT OF: "EXTERNAL AFFAIRS, CANADA - mot (DUPLICATE).

NUMBERED LETTER . -

“Tor ‘Reramnent iiesion of, Canada, to the United | security: mun COMPIDEUETAL, sense

From: THE UNDER-SECRETARY:’ OF STATE. FOR - . . ; Date: levteeseeeeees : se ceeeaweaeeee epee teenaenceeaeenernsenecnney Te evereeweaes

EXTERNAL AFFAIRS, ‘OTTARA, CANADA.
Enclosures? w.c.cccssssscssssssessssecsescerssseseasseseressevsennen

’ Reference: : Your letter 128 of February 166: seceeeeee! Air or Surface Mail: a vests Air |
_ Subject: on PROOREDShonges. in tho, ObLce Peettaes, seve | Post File Now:

sernnnannnnrn eae ease savacdeeses creyrtntneenens vesseees ve eseee oo - SO ct &- Lt = ~ #0

ce ststipuistwuutisticnctiiuuiiccinn fo fo ‘S722ReLet0

Ottawa:File No.

“: References |

Internal

Circulation

DeLe (44) Dive

Mre Hunter.

Distribution

_ to Posts

Ext. 181C (Rev. 2/52)

“He: have now + had’ an 1 opportunity to study the. proposals put
forward in your letter under refererice together with Mr. Zoubie's « -
report on the inspection which he carried out last November. As stated
in your letter not very many changes willbe neceasarye Since, however, -

we do not ‘agree. entirely with what you recomend it is proposed to

|. _ dsouss these matters hereunder and to outline our counter-proporalre

“Be 1 agree: that the reception room should be enlarged by
moving the test wall out to where it will be between the ti elevator

- ghaftee - We would prefer to have @ door in both:the north-west -and -

. south-west corners. ofthe new reception room. We recommend that the

| entrance from the elevators, be a double door on which the name. of the
Hissiion could bé-ensoribed in both French and English. ey

Be —_ The matter ‘on which there: seens to be. the most disagroanent
concerns the use of the rooms shown on your plan as rooms 26 and 27. ~

First of all, we foel that one important point has been overlooked with

‘ vespect to room 27. It is our umerstanding that a separate room is

‘required for the ‘éelephone equipment now located in that space and that

it is very advantagedus to have this “equipment room" as close. as

' possible ‘to the switchboard. We feel, therefore, that this room should
be left as it-is with one change, viz.: the door opening into hallway -

28 should be walled in and a new door put into this roon from room 26.

. This new door should probably enter. from the eastern end of the well

between rooms 26 and 27. You should ensure that this doorway is largo.

enough to allow entry of the "frames" and other telephone equipment _

which must be kept in that room. You know, of course, that the main ©

reason for changing this emtrance to room 26 ia to add to tho security

of the rogistry and communications ‘areas :

ay i One of ‘the problens which was reported. on by irs Zoubie
was the shortage of space for filing cabinets-in rooms 24 and 25. He

recommended two solutions, Vize: the purchase of narrower filling
cabinets for the storage in room 25 of the short UN documents and

the. enlarging ‘of room 25 by moving the west wall between rooms 25 and.

.26 in a’westerly direction until it: joins the west wall of corridor 2B.
At the same time a new entrance to the enlarged room 25 should be. . -

created at the point where the wall between rooms 23 and 85 will be pro-
jected westerly across hallway 28. This entrance show id ‘be provided

. with a Dutch ‘door having a narrow counter top. OR the Lower portion.

Pa e 2.
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oe 2 -

Se | _ Fe will deal with the matter of procuring new Piline
cabinets in another letter.

Be tle realize that as a consequence of the enlargeanent of
roma 25 that roan 26 will be made smaller. However, according to the

inspection report, scurcely any of the space directly in front of the

present entrance to room 26 was being used as desk space. We undere

stand that this area was occupied by a miscellaneous collection of

shelves and boxes with the remainder of the room being taken up by

four desks for four officers. It would seen, therefore, that little

if anything will be lost by making room 26 mmaller..

Te One matter which has not been raised before concerns the

hallway which parallels room 7. We feel that since we are paying for

this space we should make the maximum possible use of it. We propose,
therefore, that the south wall of this hallway be taken down at least

as far back as the storage room so that room 7 (which is reported to

be small in ‘any case)-can be widened. It will probably be of no |
benefit te take down more of that wall as there should be a clear

passageway to the exit at the end of that hall. There is no reason,

however, why sets of shelves could not be attached to the south wall

of the remainder of this hallway and this would probably be a good

place to store some cf the volumes of the library which are seldom con-

sulted, ieee, Hansard for 1940, etc. The north wall of this hallway |

should be projected easterly until it meets the wall of room 4. There
should be 2 door in this new wall to provide access to the toilets.

The fire exit door should have a panic bar lock and an alarm on ite

Be We have disoussed the telephone installation with the

Communications Division. Thay suggest that yeu should have someone

from the telephone company come in and advise you concerning any

expansion of the present switchboard. They suggest that you should

ask the tolephone company representatives if an additional row or rows
of internal extensions can be added to this present switchboard and if
additional relays can be added to the "franes"” in roon 27. If this

ean be done we would svoid the heavy expense of replacing the present

installation. We would be very interested to learn what they recommend.

Be . Would you please examine our suggestions and let us have

your comments as scon as possible. If you agree with whet we propose

“it would be most helpful if you could get from Uris Brothers an indie .~

cation of the approximate cost of making these changes.

10. One further point. In this letter we have used the

_mumbering shown on the plans sent forward with your letter under

reference. However, in order that all plans which the Department has
may be as uniform as pessible we initiated a numbering procedure sone

years ago. This involves starting at the lower left hand corner and

proceeding in a clock-wise direction around the plan. For instance, —

the plan we now have in the Departaent of the chancery has the office
of the Head of Mission shown as No. 1 and the reception room as No. 12.
When you obtain a new set of plans from Uris Brothers would you please
remmber the plan as mentioned above. At the sane time would you also

supply us with a list of the oceupanmts of all-roomg. Please do not use.
nanes$ we would prefer that the rank or position of the persons occupying
these roous be used.

ll. In a later letter. we propose to discuss redecoration of
the chancery. We would welcome. your suggestions in this regard.

ORIGINAL SIGNED BY
GRANT

(-~tnder-seorotary of State 000471

for External Affairs
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Supplies and Properties Division |

(Attention: Mr. Zoubie) April 11, 1962

Spe wot pe
se | Tt

Defence Liaison(2) Division

Alterations - Permmis W.Y..

Further to the conversation, between you and
Mr. Andrews, we would agree that:

(a) The present East-West wall between room 7

and the corridor be removed and the fire escape
door provided with a panic bar lock and alam.

(b) The north wall of the corridor be continued
to the wall of room 39.

{c) The wall dividing the recsption area from
the present corridor be removed -<amga@ the main

entry moved and a new wall built betweon the

two elevator shafts.

(d} A door be installed dividing the reception
area and the new arsa.

(e) The door leading from the elevator lobby to
the room used by the chauffeurs should be permanently

Locked.

(f) The wall between room 14 and 15 be removed
and @ new wall built in line with the present

corridor.

e@ese 2
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(@) The present door into room 13 closed

and a new door placed in line with the division
between room BL and 15 . yew doow bo te duke dowe

(nh) A new door be placed to give access to

rooms 13 and 14 from the new area,

Be Would you please provide us with plans which will
include the proposed changes and an attachment which

will indicate the intended use or occupancy of the

rooms.

Se Your plans are attached.

(}, TIMMERMARS

Defence Liaison(2) Division.

000473
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Ottawa, ‘“~Pril 6,1962.

FROM: THE DEPARTMENT OF EXTERNAL AFFAIRS, CANADA

TO: The Permanent Mission of Canada to the United Nations

NEW YORK

as i ,
We are forwarding My woo Any oe _ ) the following: - 4 fo 4

Gee Security Guard Log Sheets

Please refer to your letter No.184 of March 13/62.

When the above has been received and checked, would you kindly sign ard
return the original form Ext. 27K.

Ga
Under-Secretary of StateReturn to rm.d19,D.Le (2) BeBe . for External] Affairs:

This is to certify that the above mentioned items have been received inN., . good order.

LL

fas LL fost sake L, Asti
_ Place 

~~" Signatureé

».
Ext. 27R (Rev. 2/53) 
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

ms ' NUMBERED LETTER

wt 
. s t

TO: THE UNDER-SECRETARY OF STATE FOR Security:.....7 SOLU cccecestsceuees

EXTERNAL AFFAIRS, OTTAWA, CANADA. No: .ccccecceeceed mH 7D) Dooce ccceeeeeees

FROM: .. She. Pexmenent Mission, of Canada, ta.the...... Date:...2.APFak, 1962 a.

Le ee ee ecteeeetees United. Nations, .New York ....... tnclowres2.-coccececeeeeevecees .
Reference: sc. ccccce ccc cece eee eee e renee ee eee eee e et eter en eee Air or Surface Mail: air cee eteveuenenucs

. : : . . lly
Subject:......08- ConbinatiLons. of .Security. Containers... | Post File Nor. iver. cece e eee, Se ete rene

deeb eee cueeeeeeeeeeeesteeeeeneneeeeeeeseesteteeeneeune Ottawa File No.

boc e ce ecee cee cneeneecnee ene ee tener nieeeenneenaeeneeeen S00 Y8-AF-~a

“+f So |
References

This is to certify thats ZIP AE
(a} the settings of all the security combination

' locks in use at this mission have been c hanged

as required in the Security Instructions.

(b) the new settings are enclosed in the attached

envelope, addressed to the Departmental Security

Officer, which has been prepared and sealed

as prescribed in section 08.6 of the Security
Manual.

(c) the official record of such combinations is
kept at this post in accordance with section

ho9.7 of the security manual.

(d) all spare security combination padlocks in

the custody of this mission have been set

on the neutral combination 10-20-30, and each

lock is properly labelled to show the com-

Binationcon which it is set.

(e) all the combination locks in the custody of

_ Internal this Mission are in good working order and
Circulation no difficulty was experienced with any of

them since their combination settings were

last reported.

cn decby :
Permanent Mission

Distribution

to Posts

000475SE

Ext. 182A (Rev. 2/52)
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

% NUMBERED LETTER

‘ Security:... SEC RET see e eee eeereneecrees .
TO: THE UNDER-SECRETARY OF STATE FOR 7 5

a QO

EXTERNAL AFFAIRS, OTTAWA, CANADA.
January 30, 1962

. Date: .cccccccccseceetcsccttcnccereceeeners

From: ../he, Penmanent, Mission of, Canada, to... _
Enclosuresi.csscccsecesectetreseeveteen as

a, the, UnJted, Nations... NEWYORK... Me
| 5.3 Ps 24.196 Air or Surface Mail:...... benaee bavravese

:,. four, letter 05-30 of January, 24,1962 |
Reference: Post File No:....46... UF. been beceeeeoe |

Subjects... Fevrvsrei rs OEE SRO BEES PE teehee Ottawa File No. |

A 5 G0 ¥$-A F-40

ee i. yf 32
References Qe

This is to certify that:

(a) the settings of all the security combination

jocks in use at this mission have been changed

as required in the security instructions.

(b) the new settings are enclosed in the attached

envelope, addressed to the Departmental Security
Officer, which has been prepared and sealed as

prescribed in section 408.6 of the security

manual.

(c) the official record of such combinations is kept
. at this post in accordance with section 409:7 of

the security manual,

(d) All spare security combination padlocks in the

custody of this mission have been set on the

neutral combination 10-20-30 and each lock is

properly labelled to show the combination on

which it is set.

Circulation (e) All the combination locks in the custody of this
mission are in good working order and no difficulty

was experienced with any of them since their

combination settings were last reported.

or eche
Permanent Mjssion.

) Distribution £2 13 34 By
! to Posts ti d Je bab

000476
SS

Ext. 182A (Rev. 2/52)
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA. (FILE COPY)

NUMBERED LETTER

TO:. 8 seees The. Permanent Mission. of. Ganada- -bo | Security:.....- BRESTRICUTUD ....ccccceees
sececcseceeeeeuce the. United. Netionsa.. New.Yorke. [ Noz..cceee DG Sr eccccessenceceseeaveuce

FROM: THE UNDER-SECRETARY OF STATE FOR Date:..... canuaty. Ody, 4983.00.00,

EXTERNAL AFFAIRS, OTTAWA, CANADA.

References

Intemal
Circulation

eel

Distribution

to Posts

ar

Ext. 181B (Rev. 2/52)

Wa thank you for sending us your new

combination settings. We noticed that 15 S&G
padlocks were set on the same combination. This
is contrary to the regulations as set out in
section 407.6 (11) of the security menual which
states that no more than six containers,
located in the security room, may be set on

' the same combination. In future when reporting
new combination changes please refer also to
sections 408.5,408.6 and appondix I¥ (a) of
the New Security Manual of Instructions. The

following should also be typewritten on the face of
* the envelope: "Attachment to letter No. of

from Permis New York".
date

Ja R. FRANCIS

Under-Secretary of State
for External Affairs.
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DEPARTMENT OF EXTERNAL AFFAIRS, CANADA.

a NUMBERED LETTER /

Security:.. SECRET eaten eee e eee e ee eee eny
TO: THE UNDER-SECRETARY OF STATE FOR

EXTERNAL AFFAIRS, OTTAWA, CANADA.

SUR e eee eee ees eee re eset merece nee sere eases re tree eeeernons

Subjects cc ccc cece ete e eee teen teeter tenet etaenratnuregenea es

eee eee eee mae sere eee etre eee rene see ree eee erereee en eeeebtenernoernes

Ottawa File No.

500 f§- A F- 40

{6 SCY

3

ee

Internal

Circulation

)

Distribution

to Posts

a

Ext. 182A (Rev. 2/52)

Attached is a sealed envelope containing
the combinations of the security containers in
this Mission which were changed today.

Permanent Mission
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