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DRAF® SECURITY Ba oer

| TOP_SEORET MEMORANDUM DOCUMENS gS.
SPe-11 COPY NO.

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES.

General |

1. The policy described hereunder is one which it is °

Document disclosedindegthe Accesso Information Act -

i Document divulgué en Vertu de la Loi sur I'actés a Finformati

suggested should be pursued with regard to the disclosure of
information to other governments or their representatives,
whether civilian or military.

Definition

e. "Disclosure of information" in this memorandum
embraces Service matters, technical data about weapons and
equipment end includes that involved in the sale of equipment.

Categorisation of Nations for disclosure purposes

3. It is proposed that the various nations should be
grouped into three categories and the scale of information which
each may receive should be controlled. Details are given below.

1 2 3 4

Category | \ Countries concerned antorme tion Remarks

A Countries of the May receive
British Common- all classi- .
wealth of Nations fied infor-

(excluding Eire), mation.
and the U.S.A.

B France, Norway, May receive Requests for 2
Denmark, Holland, up to and 'Secret! |
Belgiun, Greece, including information
wae key Sweden Confidential will be refer-

ad Eire. information. red to the
. Joint Intel-

ligence

Committee.

G Remainder Not normally Requests for
entitled to Confidential

receive any and Restricted

classified information
information. will be refer-

red to the

Joint Intel-

ligence Commitee. >
tee.

This should be supplemented as soon as possible by
a detailed project list which would provide an accurate basis for.
the disclosure of information (this project list is in the course
of preparation by the Joint Intelligence Committee).

Industrial Considerations

4, In order to safeguard industrial interests it 1s proposed
that information of concern to manufacturers, whether government-

owned or privately-owned, be dealt with in the following manner.

000011.
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(a) Wholly Patentable, i.e. the whole of the information can -
be protected by a patent specification.

; If secret, the government will in all cases
acquire the right to a secret patent in Canada
and disclosure to a foreign government should as .

far as possible be made on the following condition:

&,

\

tt” ( that the information is kept secret
and the Government of that country will

- . grant to Canada on request patent

4 protection of suitable priority.

If not secret, i.e., such that publication

in a patent specification is permissible, no
problem arises. Government-owned inventions
should be examined to see whether foreign patents

should be obtained and exploited. In the case of

| privately-owned inventions the recipient Government
a should be referred to the owner, to negotiate terms,

(b) Wholly unpatentable, i.e. the information, while
commercially valuable, is not of the kind which

can be protected by a patent specification,

Government—owned information should only

be supplied if a quid pro quo is obtained - strategic,
monetary, or both - worth the value of the informatim.

In the case of privately-owned information the
foreign Government should merely be put in touch
with the owner, but if the nature of the information
ls secret the owner should be warned that he should
communicate the information only to accredited .
representatives of the foreign Government who are
pledged to maintain secrecy.

(c) Partly patentable and partly unpatentable. The only
important case is where the information as a whole
4s-secret and unpatentable eg. the layout, dimensions

and specification of an aero engine, while some parts
are patentable and may be patented without fear of
disclosing the general design, e.g. a magneto.

The patented and unpatented parts should be
treated separately as in (a) and (b) above but in

the case of privately-owned vatentable information
. care should be taken to inspect any patent applications
before they are filed in the foreig. country by the
owner, to make sure that they do not disclose any
secret information.

(a) Departments who are negotiating with Foreign Governments
for the communication to them of information of
commercial value may, depending upon the particular
Circumstances, dedide to carry out the negotiations
themselves and may lay down the terms upon which the
information may be used by those Governments, or they
may decide to entrust the negotiations, under suitable
conditions, to private firms or individuals.

Conditions for Disclosure
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a (a) Security

(4) — The informatdon received should be
safeguarded under the same rules of

security as the Canadian authorities

themselves impose.

(ii) The information is disclosed only
for the use of the recipient Government

and such of its contractors, under seal

of secrecy, as it may notify to the

Canadian Government in writing. Disclosure
to any other Government, or publication

to the Press or in any other way would

constitute a breach of the agreement.

The principle of reciprocity should

be ad-pted for the disclosure of information

with forelgn powers, .

(b)_ Reciprocity

|
|

(Cabinet decision 25 Oct 45)

Note oO

The section dealing with Industrial Considerations

thas been taken in toto from the U.K, memorandum setting forth

their policy in connection with thege matters. It is

included merely as a basis of discussion with departments |

concerned i.e., the Department of Reconstruction and Supply,

and the Department of Trade and Commerce. mo
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(COPY)

SECRET! OFFICE MEMORANDUM NO. 3.16
M.02795/46

Disclosure of Technical Information to other Governments |

The policy set out below, governing the disclosure of

technical information to other “overnments, has been brought
up to date and is reissued for the information of all concerned.

(The term "Disclosure of Technical Information" includes all
disclosures inherent in the sale of equipment).

2s For convenience, nations have been categorized as follows:~

Category A. The Yominions (except Eire),

india (but see para. 7 (b)) and U.S.A.
Category B. France, Norway, Denmark, Sweden, Holland, Belgium,

reece, Turkey and Eire.

Category C. All Nations not included in Categories, A or B,
but see para. 7 (a). regarding U.S.S.R.

36 Subject to the conditions in paras. 4; 5, 6 and 7 other
Governments may receive the following information.

Category A. Information up to and including that classified
as TOP SECRET, . .

Category B. Information up to and inoluding that classified
as CONFIDENTIAL,

Category GC. No classified information is normally to be

ataelosea. It is, however, emphasised that disclosure
of information is permissive only. Nations are not to be

given, automatically, all information within the limits

laid down for each Category but only such as is desirable
for political, strategic or commercial reasons.

4, Control of Disclosure. Disclosures will not be controlled -
locally, e.g, through Commanders in Chief, but will be centralised
at the Admiralty.

5. ° Conditions for disclosure. The following conditions are
required to be agreed to by ali Nations to whom information is
discl osed:-

(a) Security

(i) The information received should be safeguarded
under the same rules of security as we ourselves

impose .

(ii) The information is disclosed only for the use
- of the recipient Government and such of its

contractors, under seal of secrecy, as it may

notify us in writing. Disclosure to any other

Government or publication to the Press or in any

other way, would constitute a breach of the

agreement. 7

‘(b) Reciprocity.

It is a condition of disclosure of information (as

opposed to sale) that reciprocal facilities be given
in return; even though some Nations can offer little

at the present time, this condition might be of sub-

sequent value.

000014
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6. Communication to Countries concerned. The above
poliey and the conditions laid down in the preceding paragraph

has been communicated to countries in Category B through the

British Naval Representative.

7. Exceptions to paragraphs 2 and 3

(a) U.S.3.R. Disolosure of information to the U.S.S.R.
Will be on the basis of Category 8 with the following

- conditions t-

(1). Such information may be supplied only on the strict
. basis of reciprocal exchange and requests for

information are to be co-ordinated in London.

{44) Before any information or intelligence, other than
operational, is passed to Russia there should be
consultation with the U.S. Chiefs of Staff.

.(o) India. Although in Category A, only such TOP SECRET
and SECRET technical and other information should be

given to India as is necessary for her immediate
military needs. In applying this ruling Heads of
Divisions, Departments and Branches should bear in
mind. that where information of ths type previously

supplied to India is now withheld, or where improvements

to weapons now held are denied to India, it may be

necessary to give a pretext for guch action. In

oases where periodical reports and similar documents
have in the past been supplied to India and it is now
thought desirable to cease supply because partsof: the

reports are of a specially secret nature, consideration

should be given to the preparation of expurgated editions

for, supply to India only. Poubtful cases should be
“ referred to D¢N.I, who will consult the Deputy Chiefs

of Staff Sub-Committee on Exchange of Technical Infor-

mation as necessary.

8. Requests for information of a higher security
Classification than that permitted by paragraphs 2 and 3, cases where

advice is required#on the advisability of supplying information

permitted by this memorandum or difficuities arising from the
comitions imposed by paragraph 7 (a) should be referred to NM.

Branch I who will consult D.N.I. and any Naval Staff Division con-« |

cerned before obtaining Board approval. Where consultation with

the Deputy Chiefs of Staff Sub-Committee on Exchange of Technical

Information is necessary, M. Branch I will also arrenge through

D.N.I. for its presentation to the Sub-Committee.

96 industrial Considerations. In order to safeguard

British industrial interests the following oondi tions shoulda
be complied with in cases of disclosure of information likely

to affect such interests.

Information may be Government owned or privately

owned; Secret or Not Secret; wholly patentable, wholly unpatentable,

or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e,, the whole of the information
Gan be protected by patent rights.

If Secret the Government will in all cases acquire the

right to a secret patent in the U.K. and disclosure

to a foreign Government should as far as possible be —

made on the following condition:-



Nace ~ 3 «

That the information is kept secret and that the

recipient Government will grant, on request,

patent protection of suitable priority.

r- If not secret, i.¢., such that publication in a patent
specification is permissible, no problem arises.

Governme nt~-owned inventions should be examined to see

whether foreign patents should be obtained and exploited.

In the case of privately owned inventions, the recipient
Government should be referred to the owner, to negotiate

terms,

(b) Wholly unpatentable, e.g., the information while com-
mercially valuable, is not of the kind which can be

protected by a patent.

Government owned information should only be supplied

against a quid pro quo - strategic, monetary or both =

worth the value of the information.

In the case of privately owned information the foreign
Government should merely be put in touch with the owner,
but if secret the owner should be warned that he should

only communicate the infomation to accredited represen-
tatives of the foreign Government who are pledged to

maintain secrecy.

(c) Partly patentable and partly unpatentable. The only
important case is where the information as a whole is

secret and unpatentable, e.g., the layout, dimensions

+ and speci fication of an engine, while some parts, e.g,

@ magneto, are-patentable and may be patended without

fear of disclosing the general design.

The patentable and unpatentable parts should be treated
separately as in (a) and (b) above but in the oase of-
privately owned patentable information care should be

taken to inspect any patent application before it is

filed in the fore tgn country by the owner, to make sure
‘ that it does not disclose any secret information.

(ad) Government Departments negotiating with foreign Govern-
ments for the canmunication to them of information of

commercial value may, depending upon the particular

circumstances, decide to carry out the negotiations

themselves and may lay down the terms upon whieh the ©

information may be used by those Governments, or they
may decide to entrust the negotiations, under suitable

. ' conditions, to private firms or individuals.

10. The above policy does not affect releases of classified
equipment or information which has already been made beyond the

limits now laid down.

(Office Memoranda S1, S6 and S12, all of 1946, are cancel bi)

vU.Ss.S.

“18th November, 1946.
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(COPY) -

FOR ISSUE IN LONDON AND BATH

CONFIDENTIAL OFFICE MEMORANDUM NO. 0.39

C.B. 58042/46 | |

Information published by the Admiralty:
Procedure for ensuring conformity with Security Policy.

. The Joint Intelligence Sub-Committee of the Chiefs of
Staff Committee have recently had under consideration the question

of ensuring that the minimum of information is officially published
'which would enable foreign powers to assess our ability or readi-
ness to wage war at any given time.

2. In pursuance of this aim it has been agreed by Ministers
that the form of the Service Estimates should be modified in future
and that other publications issued by Service and other Ministries

should be scrutinised before issue so as to ensure that, as far as.
is possible, consistent with the primary responsibilities of the

Ministries conserned, no information likely to be of value to a

potential enemy is given away. The Standing Inter-Departmental
Committee on Security have been invited to co-ordinate and advise
on implementation of this policy as far as Departmental publications,

other than estimates, are concemed,. .

3. The Joint Intelligence Sub-Committee lay particular
stress on preserving secrecy about the following mtters:-

(a) Detailed strengths of all. kinds, including the number
of uaits or formation of each arm of the Service.

(b) Details of the formation of new units and the conversion
of existing units. ~

(oc) The location and armament of units.

(4) Training programmes, syllabuses and details of Service
schools of instruction.

(e) Research and Development programmes, location and
details of secret research establishments.

(f) Details of planning and progress of warlike stores and
works progranmes,

(g) Reserves of men and mterials, incluiing fuel stocks.

(nh) Details of expenditure on defence measures in the
Colonies -and defended ports abroad.

(1) Statistios of war production.

4. In order to reach a considered judgment on the intelli-

gence implications of a particular piece of information and to

resolve differences of view between the publishing Ministry and

those responsible for maintaining security, the Service Departments

have set up a Working Party on Statistics, under the Chairmanship

of.Colonel J.M. Fhillipa’,, R.M., A-D.N.Is, Admiralty, which in

effect will be a Sub-Committee of the Standing Inter-Departmental
Committee on Security, and Admiralty Divisions and Departments

are to send to D.N.I. for submission at his discretion to the
working party on statistics, advance coples of any publications
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intended for release to the public which contain facts about

or references to the matters detailed in paragraph 3 above,

or other information which might assist foreign powers to

assess our abllity or readiness to wage war. There is no
doubt, in the great majority of cases, that it will be possible

- to reach agreement in direct negotiations between Ministries
and the Working Party, but where this is not possible, the
case. would normally go up before the Standing Inter-Departmental
Committees for resolution.

56 The matters enumerated in paragraph 3 (a) to (1)
are designed to cover the combined needs of. all three Services,
The security requirements of the Royal Navy do not of themselves
make it necessary to preserve secrecy on items (a) to (oc), as
the Royal Navy has a high degrees of strategic mobility. Never-

theless, in order not to weaken the position of the other Services,
it is necessary for the Royal Navy to preserve secrecy on these
items. From the purely naval point: of view, the most important
matters on which secrecy is necessary are those which determine

the possibilities or rapid expansion, e.g. stocks of fuel,

munitions, shipbuilding material; and on those bearing on future
intentions which are reflected, for example, in new construction
and research and development programmes.

6. The compilation of the published Navy Estimates
and related Parliamentary publications will not be automatically

subject to the procedure laid down in pare. 4 above; but wlll —

_ continue to be dealt with as at present.

*

28th November, 1946,
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(DRAFT) TOP SECRET

COPY NO. >...

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the policy of the U.K. a

|
|

and pending Cabinet approval, the following c@mig@itutes

vy, the various

d the class of

Ss: |

Oormation Remarks
heasable

Vy receive all

fassified infor-
rl ation.

Countries of th

Commonwealth of

(excluding Ejre)
Se

France, Norway, Venm
Holland, Belgium, Gy
Turkey, Sweden and

May receive up Requests for
to and includ- "Secret" infor- |
ing Confidential mation will be
information. referred to NSHQ.

C All other county pt normally en- Requests for
led to receive Hestricted anqd
classified Confidential |
mation. information will

be referred to

NSHQ.

The above categoy

3.

information gq

ion is subject to per he review.

&@ request be received from ntries for

higher classification than li such a request

is to be re red to N.S.H.Q. for a decision.

Whenever possible, the principle of reci¥ ity is to

ered when dealing with requests of countries ategories

"C", and mention of this should be made when ref* ng

sts to N.Sabe Qe

~O.A.C.

-O.P.C.

C.0. "WARRIOR"

C.O. "UGANDA"

C.N.M.O.
N.M.C.S.

(Over)

Copy No. 1 on file T.s, 11550-2 F.p, 27. 000019
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5. . The categorization of nations for disclosure

purposes is a matter of utmost secrecy, and is to be made

known only to such officers on your staff to whom it is

essential in the performance of their duties.

f

FR soa
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Ne



Document disclosed under the Access to information Act -

GRT : MT Document divulgué en vertu de la Loi sur I'accés a l'informat

TOP SECRET
OTTAWA vt November, 19

CoP NO: /..--

TS 11550-2 Vol.1

DISCLOSURE OF TECHNICAL INFORMATIO

TO FOREIGN COUNTRIES.

Refe es (flagged)

(1) tish policy on release of i ation to

S.R., dated 4th October,

(2) Un i States policy on disg ure of

teck al information to fq on governments,

date@ death October, 1945. 45

ntries other than

, 1945.

osure of information

ed 30th August, 1946,

(3) Britis
Russia,

licy including

ed 6th Deceg

(4) Canadian %

to other ca

cy on qd

ies,

(5) Letter from B
31st December;

igh Commissioner, dated

(6) Letter from th tish High Commissioner,

dated 27th J

be Furth o my m
the letter from thg tish Hig

October, 1946 does affect myo
Sweden was alread cluded in th

Canadian memore i (flagged 4).

e of 16th November, 1946,
ommissioner Gated 15th

ginal submission.

B' section of the

25 e only difficulty still exists in

the impleme on of this policy is as yet it has not

the approve the Cabinet. The Cab has approved the

principle information should be e nged on a reciprocity

basis but B not agreed on the more de ed aspect whereby

countrie e classified in 3 groups and entitled to

receive@@@essified information according e group in which

they been placed.

3. It is not considered that lack final Cabinet

app al need delay adoption of this policy b e Naval Service.

a essential that the Commands should have g¢ ance on these

mu ers in view of the comparatively frequent vi s by
eign Naval Officers (for example--there is a g > of

uvian Naval Officers in Helifax at the present
ae

WN ONE

(GR nett
A/Cdr. (SB) R.C.N.,

Acting Director of Naval Plank

and Intelligence.

Copy No. 1 to C.N.S.
Copy No. 2 on D.N.P.I. file
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NAVAL SERVICE — MINUTE SHEET

FILE NO.~.EA8. 11550:
. 27-Ls=

2...
+ £\taffy<

td .:

REMARKS ( With Signature, Position & Date )

C.N.S. In order to implement the

Security Panel memorandum on

Disclosure of Information to
Other Countries (tabbed), with

your concurrence, it is proposed

to send copies of the "Top

Secret® draft herewith to COAC,

COPC, CNMO, NMCS, C.0. "WARRIOR"

and C.0. “UGANDA",

2. In addition it is proposed

to circulate this memorandum to

Directors and Deputy Secretaries
only in N.S.H.Q., drawing

attention to C.C.N.0. 30.74/3
Paragraph 5 which states that all

requests from foreign countries

for information must be routed

through D.N.P.I.

(G.R. Tottenham)
A/Commander (S.B.) R.C.N

A/D.N.P.I.

16-11-46.
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TOP SECRET

COPY NO. 1.....

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the policy of the U.K. U.S.A.,

the © net Defence Committee has recently issued a mg andum

on the to other

countries p obtain uniformity in policy the var 0 nations

have been g ped into three categories and the ss of infor-

mation which h may receive is as follows:

Category Count Concerned Remarks

British
A Countries o ye/ Common- re all

wealth of Ne@iims (ex- a infor- |
cluding Eire)

U.S.A.

B France, Norway, } eceive up Requests for
Holland, Belgium, And includ- "Secret" infor-
Turkey, Sweden and & Confidential mation will be
Eire. nformation. referred to NSHQ.

C All other countries. Not normally Requests for
entitled to Restricted and
eceive any Confidential
assified information will be
ormation. referred to NSHQ.

The above categorizatig S subject eriodic review.

2% Should

information of a hig

from countries for
listed, such a request

equest be rece

classification

is to be referred -S.H.Q for a decisi

36 Wh ver possible, the princip pf reciprocity is to

be considered nh dealing with requests of co ies in categories

"BY and "Cl d mention of this should be made 1 , referring requests

to N.S.H.g

4. The categorization of nations for disci e purposes

er of utmost secrecy, and is to be made known y to such

on your staff to whom it is essential in the pe mance

duties.

NAVAL SECRETARY.

"WARRIOR"

"UGANDA", 
000024
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FILENO. gc fe} 
|

ZOE SESREZ .

CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,

EAST BLOCK, OTTAWA

Heverbor 16, 1944. | ,

| \ ‘
/CAS ve | \,

G G a * 4 G ae \ |
BaliSs 4
D.GDR, . i

le Reference is made to my CSO G1 of 6th sugust, =

194b. H

2 Attached 16 2 copy of a further commmiention
from the High Commiceloner for the United Ringdom te the Secretary

of State for External Affairs, which records certain chonges in

the docunent formemied with ny carlicr commnteation,

(te Boen), omen
Group Captain, ReGeheFey

Seeretary,

Chiefa of Staff Committes,

Enel.

j
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TOP _ SECRET

OFFICE OF THE HIGH COMMISSDNER

FOR THE UNITED KINGDOM

Earnscliffe,

Ottawa.

15th October, 1946,

bed

Dear Mr. Pearson: 4670

Nould you please refer to Mr, Holmes! letter

of the 3lst December, 1945, and the High Commissioner's letter

of the 27th July, 1946, about the disclosure of technical ine

formation to other nations,

Vie have been asked to let you kmow that, in

consequence of the recommendation of the informal Commonwealth

Conference on Defence Science mentioned in the last paragraph

of the High Commissioner's letter of the 27th July (which will
———e 1

of course apply only to information of United Kingdom origin

until the report has been approved by other Commonwealth Governments),

the following amendments should be made to the memorandum enclosed

with lr, Holmes! letter of the 31st Decembert~

1, Paragraph 9, Delete "should they agree to collaboration

in research and development".

2. Paragraph 10, Sweden should be added to the list of

"Category B" nations,

Yours sincerely,

/8/ 5.5.8. Garner

L.B. Pearsony Esqey

Under-Secretary of State

for External Affairs,

Ottawa, oy
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a NAVAL SERVICE — INOTe SHEET
FS ($$ O - In

FILE NO. DY Sf a7

REFERRED TO| REMARKS (With Signature, Position & Date )

Ow (Bik [Canker )
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SECRET

COPY NO....2..

ist Novembe,

N.S. T.8. 11

D46.

P ¥.D.#27
aff)

Dear Gill:

Reference is made to your br of
21st Ve » 1946, and covering memoranduy pared by
the Secu Panel and issued by authority the
Cabinet D e Gommittee regarding the D&B@losure of
Information Other Countries.

2e

that the utmos

\rrangenments are being)

crecy is maintained

Ade to ensure

this regard.

Yours LY»

E.W.T. Gill, Esq.,

VicesChairmen , Security J
Privy Council Office

East Block,

OTTAWA, Ontaz

Copy No.lfor batch to Mr. E.W.T. G
Copy No. 2 he main file
Copy No. 3 the Security Panel File
Copy No. D/D.N.I.'s file.
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7 JOP SECRET
COPY NO. .2.....

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the policy of the U.K. U.S.A.,

the 0 net Defence Committee has recently issued a me Andum

on the plosure of Military and Technical Informa to other

countries » obtain uniformity in policy the vari nations

Bs of infor- |have been 2g ped into three categories and the

mation which b may receive is as follows:

Category Count! Concerned Inf ormat Remarks
Releasat

ritish
A Countries c he /Common- May re e all

wealth of Ng ns (ex- class a infor-
cluding Eire 7 the mat

U.S.A.

B France, Norway, ark , eceive up Requests for

Holland, Belgium, pece,

Turkey, Sweden and

And includ- "Secret" infor-
me, Confidential mation will be

Eire. hformation. referred to NSHQ.

Cc All other countries. » Not normally Requests for —
entitled to Restricted and

eceive any Confidential

assified information will be

ormation. referred to NSHQ.

The above categorizatig 8 subject eriodic review.

2. Should

information of a hig
from countries for

listed, such a request

equest be recek

Classification 1

is to be referred -S.H.Q for a decis

36 Wy ver possible, the princip ef reciprocity is to

be considered n dealing with requests of ed ies in categories

"B" and "C* d mention of this should be made n referring requests

to N.S.H.g

4. The categorization of nations for dise¢ re purposes

is ay er of utmost secrecy, and is to be made known Ly to such

off S on your staff to whom it is essential in the pe nance

oO heir duties.

NAVAL SECRETARY.

¢.0.A.G.

C.0.P.C.

C.0. "WARRIOR" ;
C.0. "UGANDA". 000030
C.N.M.O.

N.M.C.S.
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OCT 24 1946

€
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TOP SECRET

D. M. . PRIVY COUNCIL OFFICE
Naval Service

OTTAWA, October 2ist, 1946.
CABINET SECRETARIAT

W. Gordon Mills, Esquire,

Deputy Minister of National Defence (Naval Services}.

Dear Mr. Mills:

The accompanying memorandum which has been

prepared by the Security Panel, in consultation with

officials of interested government departments, is

issued, by authority of the Cabinet Defence Committee,

_ as a guide in the disclosure of military and technical
de information to other countries. The policy stated is

\ similar to that being followed in the United Kingdom.

L, Particular attention is drawn to paragraph 3

7 of the memorandum showing-the categorization of nations

a for disclosure purposes. The grouping of countries in

this way is a matter of the utmost secrecy and it is

requested that it be made known only to those officials

. who require this information in the normal performance

of their duties.

(( I am forwarding a copy of this letter and the
memorandum to your departmental Security officer.

Cron [Keel

4,.% 4
ee

E.W.T. Gill,

. Ke Vice - Chairman,

Security Panel.

f
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T OP SECRET

MEMORANDUM

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

General - . .
eee

1. The policy described hereunder should be observed with re-

gard to the disclosure of information to other governments or their

representatives, whether civilian or military. It should be borne

in mind, however, that under this pol" oy normas ton will only be

disclosed when appropriate authority. uas’ been obtained for such

disclosure, The policy in no way EEE Officials of their
obligations under. the, Official Secrets Act.

s

Definition .

2. "Disclosure of Information” in this memorandum embraces
service matters, technical data avout weapons and equipment and in-

cludes disclosures involved in the sale of equipment.

Categorization of Nations for Disclosure purposes

Se The various nations will be grouped into three categories

and the class of information which each may receive will be controlled,

De'tails are given below: ,

, at in ,
Category :Countries concerned } Information

'

: Remarks
: Releasable i

H ~

i

A Countriss of the May receive
British Commonwealth {all classified |

of Nations (excluding | informetion ;
Eire) and the U.S.A. |

! :

\

: ; 4

B France, Norway ‘May peceive Y Requests for
Denmark, Holland, up to and » "Secret"
Belgium, Greece, ineluding i information

Turkey, Sweden Conficential : will be

and Hire. information, : referred to the

Joint Intelligence

, Committee.
i “

:
C Remainder Not normally ; Requests for

entitled to — : Confidential and :

receive any f Restricted in-

» ‘classified i formation will

be referred to
os ft 2

intormation.

the Joint

i
t

Intelligence

Committee.

i

This categorization will be subject to periodic review by the
Security Panel, Should it be desired to change the category in which
a particular nation falls, the advice of the Security Panel will be
sought before such a change takes place. |

. |
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The Department of Reconstruction and Supply, in con-

junction with the Joint Intelligences Committee, will be responsible

for the reclassification of squipment which it is proposed to sell

and for the prevention of the sale of classified equipment.

Clearances from British sand United States authorities will

be obtained in all cases where the release of elassified information
of British or United States origin, or of British-Canadian or United

States-Canadian origin, is concerned.
3

Industrial Considerations

4. In order to safesuard industrial interests information

of concern to manufacturers, whether exovernment-owned or privately-

owned, will be dealt with in the following manner:

(2) wholly Patentable, t.c., the whole of the information can
be protected by a patent specification.

If secret, consideration will be given to the
possibility of acquiring a secret patent in Canada

and disclosure to a forsign government should as
fer as possible be mado on the following conditions:

that the information is kept secret and the

government of that country will grant to

Canada on request patent protection of

suitable priority.

If not secret, bees such that publication in a
patent specification is permissible, no problem

arises. Government-owned inventions should be ex-
amined to see whether foreizn patents should be

obteined and exploited, In the case of privately-
owned inventions the recipient Government should be

referred to the owner, to negotiate terms.

sw
rp

7

(b) Wholly unpatentable, i.e., the information, while

commercially valuable, is not of the kind which can

be protected by a patent specification.

Government-owned information should only be

supplisd if a quid pro quo is obtained - strategic,

monetary, or both - worth the value of the information.

In the case of privately-owned information the

foreign Government should merely be put in touch

with the owne er, but if the nature of the information

is secret: the owner should be warned that ne should

communicate the information only to accredited

representatives of the, foreign Government who are

pledged to maintain secrecy. -

(e) Partly patentable and oartly unpatentabls, The.only

important case is where the information as a whole 1s

secret and unpatentable, e.g. the layout, dimensions

and specification of an sero engine, while some parts

are patentadle: and may bo patented without fear of

disclosing tne goneral design, ¢.g. a magneto.

The patented and unpatented parts should be

treated separately as in (2) and (b) above but in the
case of privately owned entablowinformation care

should be en to Insp sot. eny patent applications
before they | are filed in the foreign country by the
owner, to make sure that they co not disclose any

secret information,

L £9

t

ry

b
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(ad) Departmonts which are negotiating with Foreign Governments
for the communication to them of information.of commercial

value may, depending upon the particular circumstances,

dec ide to carry out the nezotiations themselves and

may lay down the terms upon which the information may

be used by thoss Governments, or they may decide to

entrust the negotiations, under suitable conditions, to
private firms or individuals.

Conditions for Disclosure

De The following conditions should be laid down and agreed to

by all nations to whom information is disclosed:

(a) Security

{i) The information received should be safeguarded

under the same rulus of security as the Canadian

authorities themselves impose.
x

y

(ii) The information is disclosed only for the uso of

the recipicnt Government and such of its contractors, ’

under séal of secrecy, es it mey notify to the

Canadian Government in writing. Disclosure to any

other Government, or publication to the Press or in

any Other way would-constitute a bresel of the

agreemente. ‘

(b) Reciprocity

The principle of reciprocity should be adopted for

the disclosure of information to foreign powers in cate-

gories "B" and "C", Disclosure will not be made automati-

cally whenever a request is received but only after the

reasons behind it have vevn ascertained and the possibility

of recéiving in return some quid pro quo of value has

been considéred. The responsibility for applying the

principles of reciprocity will be assumed by Departmental

Security Officers who will, if in doubt, consult the Joint

Intelligence Committee or the Advisory Scientific Security

Sub-Panel,

Office of the Secretary,

Security Panel, |
Frivy Council Office,

October 15th, 1946,
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Privy Council Office

KB Ottawaeeeccccccccccccccccccecssssteccseseeceseee
TM AN

Lt.-Cdr. H.F. Rankin

For information.

J.A.K. Rutherford, Major,

Secretary,

Security Panel.
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| ¥ * : TOP SECRET
2-1-4

OTTAWA, October 2lst, 1946.

W. Gordon Mills, Esquire,

Deputy Minister of National Defence (Naval Services).

Dear Nr. Mills:.

The accompanying memorandum which has been
prepared by the Security Panel, in consultation with
officials of interested government departments, is
issued, by authority of the Cabinet Defence Committee,
as a guide in the disclosure of military and technical
information to other countries. The policy stated is
Similar to that being followed in the United Kingdom.

Particular attention is drawn to paragraph 3
of the memorandum showing the categorization of nations
for disclosure purposes. The grouping of countries in
this way is a matter of the utmost secrecy and it is
requested that it be made known only to those officials
who require this information in the normal performance
of their duties.

_ I am forwarding a copy of this letter and the
memorandum to your departmental Security officer.

Yours sincerely,

Boones 2n.Z-ene,
£.W.T. Gill,

Vice - Chairman,

Security Panel.
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TOP SECRET

ME MORAN DUM

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

General

1. The policy described hereunder should be observed with re-

gard to the disclosure of information to other governments or their

representatives, whether civilian or military. It should be borne

in mind, however, that under this pol*cy information will only be

disclosed when appropriate authority..as been obtained for such

disclosure. The policy in no way relieves officials of their

obligations under the Official Secrets Act.

Definition

Qe "Disclosure of Information" in this memorandum embraces

service matters, technical data adout weapons and equipment and in-

cludges disclosures involved in the sale of equipment.

Categorization of Nations for Disclosure purposes

Oe The various nations will be grouped into three categories

and the class of information which each may receive will be controlled,

Details are given below:

Category ‘Countries concerned

British Commonwealth all classified

of Nations (excluding | inform:tion

Eire) and the U.S.A.

ij Information i Remarks
1 ry : 8

; Releasable i
} tf

A Countries of the May receive i

May receive , Requests forB France, Norway

Denmark, Holland, up to and , "Secret"

Belgium, Greece, ineluding i information

Turkey, Sweden Confidential , will be

and Hire. information, , preferred to the
i : ‘
, Joint Intelligence

' Committee.

: i

C Remainder Not normally ; Requests for
entitled to : Confidential and |

- receive any ! Kestricted in-

classified i formation will
information. | be referred to

. ; the Joint

Intelligence

: Comnittee.

This catezorization will be subject to periodic review by the

Security Panel. Should it be desired to change the category in which
a particular nation falls, the advice of the Security Panel will be

sought before such a change takes place.
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The Department of Reconstruction and Supply, in con-

junction with tne Joint Intslligcnes Committee, will be responsible

for the reclassification of squipment which it is proposed to sell

and for the prevention of the sale of classified equipment.

uthorities will

ified information

anadian or United

w
>

faClearances from

os obtained in all cases r

of British or United States oririn ‘or Brit

States-Canadian origin, i

Industrial Considerstions

4. In order to saferuarda toustele interests information

of concern to manufacture whether government-owned or privately-

owned, will be dealt with ih the following manner:

(a) Wholly Patentable, i.6., the whole of the information can
be protectod by a patent specification.

If secret, consideration will be given to the

possibility of acquiring a sécrset patent in Canada

. and disclosure to a forsign government should as

far as possible be made on the following conditions:

that the information is kept secret and the

‘government of thet country will grant to

Canada on request patent protection of
.- suitable priority.

If not secret, i.e such that publication in a
"3

patent specifica tion is permissible, no problem
arises Government-owned inventions should be eax-

amined | to see whether Poreizn patents should be
obtained and exploited. In the case of privately-

- owned inventions the recipient Government should be

referred to the owner, to negotiate terms. ~

(>) Wholly unpatentable, f.e., the information, while
commercially valuable, is not of the kind which can

be protected bya patent specification,

Government-owned information should only be

supplied if a quid pro quo is obtained ~ strategic,

monetary, or both - worth the value of the information.

In the case of privately -owned information the

foreign Government should merely be put in touch

with the owner, but if the nature of the information

is secret the owner should be warned that he should

communicate the information only to accredited

representatives of the foreign Government who are

pledged to maintain secrecy.

(e) Partly patsntable and 3artly unpatentabls, The,.only
important case is where the information as a whole is

ecret and unpatentabdle, 6.2. the layout, dimensions
and svecification of an. aero engine, while some parts
are patentable and may be patented without fear of

disclosing the seneral design, e.g. a magneto.

The pe

treated ser

“case of or

nted and unpatented parts should be

ate ly as in (a) and (b) above but in the
ately-owned patentable information care

should be taken bo inspect any patent applications

before they are Filed in the foreign country by the

owner, to make sure that they do not disclose any
secret information,
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(d) Departments which are negotiating with Foreign Governments

for the communication to them of information of commercial
value may, depending upon the particular circumstances,

decide to carry out the nezotiations themselves and

may lay down the terms upon which the information may
be used by those Governments, or they may decide to

entrust the negotiations, under suitable conditions, to
private firms or individuals.

Conditions for Disclosure

De The following conditions should be laid down and agreed to

by all nations to whom information is disclosed;

(a) Security

{i) The information received should be safeguarded

under the same rulss of security as the Canadian

authoriticos themselves impose.

(ii) The information is disclosed only for the uso of

the recipicnt Government and such of its contractors,

under seal of sscrecy, eas it may notify to the

Canadien Government in writing. Disclosure to any

other Government, or publication to the ‘Press or in

any other way would-vonstituté a breeel: of the

agreement.

(b) Reciprocity

The principls of reciprocity should be adopted for

the disclosure of information to foreign powers in cate-

gories "B" and "C", Disclosure will not be made automati-
cally whenever a request is received but only after the

reasons behind it have been ascertained and the possibility |

of receiving in return some quid pro quo of value has |

been considered. The respons ibility for applying the |
principles of reciprocity will be assumed by Departmental
Security Officers who will, if in doubt, consult the Joint

Intelligence Committee or the Advisory Scientific Security
Sub-Panel,

Office of the Secretary,

Security Panel,

Privy Council dfrice,
Octoher 15th, 1946, .
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TOP SECRET

CLASSIFICATION

TS 11550-2 Vol.l

: Reference
Date extracted 18th October 1946

. CABINET DEFENCE MINUTE

The following is an extract from the minutes of

1 fei. the 23rd Meeting of the Cabinet Defence Committee

“Detlele held 15th October 1946. ,

D.S.D.

D.N.A.D.

-S.R.D.

GS. - a the Maval Staff.

Doll Es
Ss ph A

_——
are =e en es WG wien RN a! Soe

Disclosure of information to other countries

‘ 13. “Mr. Heeney submitted a memorandum from
the Security Panel outlining a suggested policy to

govern the disclosure of military information to other.

governments or their representatives.

The policy proposed was similar to that -
being pursued in the United Kingdom. It grouped the -

various countries into categories and showed the ~
security classification of information which each might

receive. It included also safeguards for industrial —

interests, and that part of the memorandum which dealt —
with this aspect had been prepared in consultation with

officials of interested government departments.

. The formula suggested was intended to-
serve as a guide to government departments, and would

be complementary to the policy of reciprocity which the

Cabinet had decided should be accepted as a basis for ,

the exchange of military and technical inform tion.

(Memorandum from Security Panel to Cabinet Defence
Committee, August 30th, 1946 - Cabinet document D-73)

14. The Committee, after discussion, agreed
that the Security Panel be authorized to issue an admini~
strative memorandum on this subject for the guidance of

interested government departments.
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TOP SECRET

ps fe re”

MEMORANDUM TO MEMBERS OF THE SECURITY PANEL

Bisclosure of Information to other Countries

The Cabinet Defence Committee at their

23rd meeting held on 1léth Ootoper, 1946, authorized
the Security Panel te issue for the guidance of —

government departments and agencies, the memorandum

which waa considered by the Pmel at their 4th

meeting held on August Sth, 1946. A copy is

enclosed herewith.

: Copies of the memorandum have heen
forwarded to Deputy Ministers and Sedurity officera

of interested government departments. Particular attention

was drawn to paragraph 3 covering categorization of

nations, with the request that it he made lmown only to

those officials who require this information in the
normal performance of their duties.

elie 44
AY’...

J.A.K. Rutherford, Major,
Secretary, _

Security Panel.
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TOP SECRET

ME MORAN DUM

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

General

‘le he policy described hereunder should be observed with re-

gard to the disclosure of information to other governments or their

representatives, whether civilian or military. It should be borne

in mind, however, that under this poJ*cy information will only be
_diselosed when appropriate authority. .as been obtained for such

disclosure. The policy in no way relieves officials of their

obligations under the Official Secrets Act.

Definition

2. "Disclosure of Information" in this memorandum embraces

service matters, technical data a out weapons and equipment and in-

cludes disclosures involved in the sale of equipment.

Categorization of Nations for Disclosure purposes

Oe The various nations will be grouped into three categories

and the class of information which cach may receive will be controlled,

‘Details are given below:

, .

Category ‘Countries concerned ; Information

'

; Remarks .
' Releasable i

|
A Countries of the |Mey receive

British Commonwealth | ait classified : ,

of Nations (excluding | informstion

Hire) and the U.S.A. |

|
1

B France, Norway i May ve : Requests for
Denmark, Holland, ;up to » "Secret"
iBelgium, Greece, |} includ i information

‘ Turkey, Sweden | Confid ; Will be

and Hire. j inform: , referred to the
4. Joint Intelligence

| f Committee.-

Co: |
C Remainder }Not normally i Requests for

: fentitled to : Confidential and |
lreceive any ! Kestricted in-
‘classified i formation will

| information. | be referred to
: \ |, the Joint

; intelligence

i Committee.
t y ‘

i ! 4“

This categorization will be subject to periodic review by the

Security Panel. Should it be desired to change the category in which

a particular nation falls, the advice of the Security Panel will be

sought before such a change takes place.

i
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The Department of Reconstruction and Supply, in con-

junction with the Joint Intelligence Committee, will be respons ible

for the reclassification of equipment which it is proposed to sell
and for the prevention of the sale of classified equipment.

,

and United States authorities will

release of classified information

antes origin, or of British-Canadian or United

is concerned.

Clearances f

bs obtained in all cas

sd 3

n

of British or Unite

States-Canadian orlg
2

js

Industrial Considerations

4. In order to safesuard industrial interests information

of coneern to manufacturers, whether covernment-owned or privately-

owned, will be dealt with in the following manner:

(a) wholly Patentable, i.c., the whole of the information can

be pro otected by a patent specification.

If secret, consideration will be given to the

possibility of acquiring a secret patent in Canada

and disclosure to a foreign government should as

far as possible be made on the following conditions:

that the information is kept secret and the

government of thet country will grant to

Canada on request patent protection of
suitable priority.

If not secret, i.e., such that publication ina

patent specification is permissible, no problem
arises. Government-owned inventions should be ex-~

amined to see whether foreign patents should be

obtained and exploited. In the case of privately-

owned inventions the recipient Government should be

referred to the owner, “co negotiate terms.

(o) Wholly unpatentabls, i.e., the information, while

commercially valuable, is not of the kind which can

be protected by a patent specification.

Government-owned information should only be

supplied if a quid pro quo is obtained - strategic,

monetary, or both ~- worth the value of the information.

In the case of privately-owned information the

foreign Government should merely be put in touch

with the owner, but if the nature of the information

is secret the owner should be warmed that he should

communicate the information only to accredited

representatives of the foreign Government who are

pledged to maintain secrecy.

(e) Partly patentable and o.artly unpatentabls, The.only

fmportant case is where the information as a whole is
secret and unpatentable, e.g. the layout, dimensions

and specification of an sero engine, while some parts

are patentable ana may be patented without’ fear of
disclosing the general design, e.g. a magneto.

The patented and unpatented parts should be

treated separately as in (a) and (bo) above but in the
case of privately-owned patentable information care

should be taken to inspect any patent applications

before they are filed in the fore ign country by the

owner, to make sure that they do not disclose any

secret information,
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(a) Departments which are negotiating with Foreign Governments
for the communication to them of information of commercial

value may, depending upon the particular circumstances,

decide to carry out the nezsotiations themselves and

may lay down the terms upon which the information may

be used by those Governments, or they may decide to

entrust the negotiations, under suitable conditions, to

private firms or individuals.

Conditions for Disclosure

De The following conditions should be laid down and agreed to

by all nations to whom information is disclosed:

(a) Security

(i) The information received should be safeguarded

under the same rules of security as the Canadian

authorities thomselves impose.

(ii) The information is disclosed only for the uso of

the recipicnt Government and such of its contractors,

under seal of secrecy, eas it may notify to the

Canadian Government in writing. Disclosure to any
other Government, or publication to the Press or in

any other way would-vonstitute a bresel of the

agreemente

(o) Reciprocity

The principle of reciprocity should be adopted for

the disclosure of information to foreign powers in cate-

gories "B" and "C", Disclosure will not be made automati-

cally whenever a request is reccived but only after the

easons behind it have been ascertained and the possibility

of receiving in return some quid pro guo of value has

been considered. The responsibility for applying the

principles of reciprocity will be assumed by Departmental

Security Officers who will, if in doubt, consult the Joint
Intelligence Committee or the Advisory Scientific Security

Sub-Panel,

Office of the Secretary
Security Panel, ,
Privy Council Office,
October 15th, 1946,
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MEMORANDUM FOR THE CABINET DEPENCE COMMITTER

- oye as . 44.33
Disclosure of information

to other countries, .

1. The Security Panel submits for the consideration of the
Cabinet Defence Committee the accompanying memorandum outlining

a suggested policy to govern the disclosure of information on

Service matters, including weapons and equipment, and that involved

in the sale of equipment to other governments or their representa-

tives whetner civilian or military. ,

ee : This proposes that the various nations be grouped into
catesories and shows the security classification of information

which each. may receive Tt is similer to the policy being’ pursued
in the United Kingdom and its adoption in Canada for the disclosure
of information on military matters has been recommended by the Chiefs

of Staff. The clauses covering s&le of equipment and the safe-

guarding of industrial interests have been examined by the Departments

of Reconstruction and Supply & Trade and Commerce which agree with
a

a”

Se The Cabinet, at their meeting of October 25th, 1945, agreed

-that the principle of strict reciprocity be accépted as a basis for

the exchange of military and technical information with foreign

powers. The policy now proposed is not intended to modify that

deriving from the Cabinet's decision, but.rather to be complementary

to it, since disclosure of information to categories B and C will

not normally be made automatically whenever a request is made, but
only after the reasons behind it have been ascertained and the

possibility of receiving in return some quid pro quo of value has
been considered,

4. In certain cases it may be desirable to authorize the re-
lease of secret information to Clase "B" nations and Confidential

and Restricted information to Class gh, but individual cases of
this character will be dealt with by the Joint Intelligence Committee,

The categorization of nations will be subject to periodic review by

the Security Panel.

De -The Security Panel recommends that the policy set forth in

the attached memorandum be approved for the guidance of Canadian

government departments,

' - E.W.T. Gill

S19 Privy Council Office, ' Vice-Chairman,

oO August 1946, Security Panel.
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TOP SECRET

ME MORAN DUM

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

General
l. The policy described hereunder should be observed with re-
gard to the disclosure of information to other governments or their

representatives, whether civilian or military. It should be borne

in mind, however, that under this pol*cy information will only be
disclosed when appropriate authority..as been obtained for such
disclosure. The policy in no way relieves officials of their

obligations under the Official Secrets Act.

Definition

Ce "Disclosure of Information" in this memorandum embraces
service matters, technical data ayout weapons and equipment and in-

cludes disclosures involved in the sale of equipment.

Categorization of Nations for Disclosure purposes

Se The various nations will be grouped into three categories

and the class of information which each may receive will be controlled,

Details are given below:

. , .
Category iCountries concerned i; Information

,

i Remarks

, Releasable t

L

A Countriss of the May receive

British Commonwealth | all classified :
of Nations (excluding {| information :

Eire) and the U.S.A. |

t

B France, Norway i May receive , Requests for
Denmark, Holland, ;up to and ; "Secret"
Belgium, Greece, including i information

Turkey, Sweden Confidential : will be

and Eire. information, : referred to the
; doint Intelligence

: Committee.

i

:

C Remainder Not normally i ,-Requests for |

entitled to ; Confidential and |

lreceive any ! Restricted in-
{elassified + formation will

information. i be referred to
' | the Joint

| ; Intelligence

; Cormittee.

This catezorization will be subject to periodic review by the

Security Panel. Should it be desired to change the category in which
a particular nation falls, the advice of the Security Panel will be -

sought before such a change takes place. |
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.The Department of Keconstruction and Supply, in con-

Junction with ths Joint Intelligence Committee, will be responsible

for the reclassification of equipment which it is proposed to sell

and for the prevention of the sale of classified equipment.

Clearances from British and United States authorities will

bc obtained in all cases where tho release of classified information

of British or United States origin, or of British-Canadian or United

States-Canadian orig is concerned,

Industrial Considerxutions

4. In order to safesuard industrial interests information

of coneern to mantifacturers, whother vsovernment-owned or privately-

owned, will be dealt with in the following manner:

(a) Wholly Patentable, i.c., the whole of the information can

be protected by a patent specification.

If secret, consideration will be given to the

possibility of acquiring a secret patent in Canada

and disclosure to a foreign government should a

far as possible be made on the following conditions:

thet the information is kept secret and the

government of that country will grant to

Canacga on request patent protection of

suitable priority.

If not secret, i.e., such that publication in a |

patent specification is permissible, no problem

arises. Government-owned inventions should be ex-

amined to see whether foreisn patents should be

obtained and exploited. In the case of privately-

owned inventions the recipient Government should be

referred to the ovmer, to negotiate terms.

(b) Wholly unpatentable, i.e., the information, while
commercially valuable, is not of the kind which can
be protected by a patent specification,

Government-owned information should only be

supplied if o guid pro guo is obtained - strategic,
" 

, 

s e 
* 

|monetary, or voth ~ worth the value of the information.

In the case of privately-owned information the
, foreign Government should merely be put in touch

with the owner, but if the nature of the information
is secret the owner should be warmed that he should
communicate the information only to accredited
representatives of the foreign Government who are

pledged to maintain secrecy

(e) Partly patentable and 2artly unpatentabls, The.only
- important case is where the Information as a whole is
sccret and unpatentable, e.g. the layout, dimensions
and specification of an sero engine, while some parts
are patentable and may be patented without fear of

disclosing the general design, e.g. a magneto. '

The patented and unpatented parts should be
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(ad) Departments which are negotiating with Foreign Governments

for the communication to them of information of commercial ,

value may, depending upon the particular circumstances,

decide to carry out the nezotiations themselves and

may lay down the terms upon which the information may

be used by those Governments, or they may decide to

entrust the negotiations, under suitable conditions, to

private firms or individuals.

Conditions for Disclosure

De The following conditions should be laid down and agreed to

by all nations to whom information is disclosed:

(a) Security

(1) The information received should be safeguarded

under the same rules of security as the Canadian

authorities themselves impose.

(ii) The information is disclosed only for the use of |
' the recipicnt Government and such of its contractors, |

under séal of sccrecy, eas it may notify to the

Canadien Government in writing. Disclosure to any

other Government, or: publication to the Press or in |

any other way would constitute a brecei of the . !

agreemente

(bo) Reciprocity

The principles of reciprocity should be adopted for

the disclosure of information to foreign powers in cate-

gorics "B" and "C". Disclosure will not be made automati-

cally whenever a request is received but only after the

reasons behind it have been ascertained and the possibility

of receiving in return,some guid pro quo of valus has

been considered. The responsibility for applying the

principles of reciprocity will be assumed by Departmental

Security Officers who will, if in doubt, consult the Joint

Intelligence Committee or the Advisory Scientific Security

Sub-Panel,
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CHIEFS OF STAPF COMMITTER

OFFICE OF THE SECRETARY,

Cabinet Secretariat Offices,

_ East Block.

Sth August, 1946

MEMORANDUM TO: C. A. S. oe

¢ Ce e S. ,

. 4489fl Cc. N. Sa a
cg NON ‘

D.G> paen® pe :
oN cyt (\ish(lM Subject Exchange of technical information with

_ foreign POWerE.

OQ

. Re : J

The following document concerning the above
mentioned subject is forwarded for your information and

retention: Memorandum of lst Aug '@6 from the Acting Under
Secretary of State for External Affairs.

£1 ve ap
en W.C. Barclay)

. Acting Lieutenant Commander (S) R.C.G99950

Secretary.

__ . eee ‘ —
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ay COPY SoCRET

TO:

DEPARTIEMT OF EXTERNAL AFFAIRS.

Ottawa, August 1, 1946.

The Secretary,

Chiefs of Staff Committee cA

OTTANA. £459

With reference to our letters of February

7th and April 4th concerning the exchange of

technical information with foreign powers, I

am enclosing a copy of a letter dated 27th July

from the United Kingdom High Commissioner. You

will note that the letter sets out a revised

agreement between the United States and the

United Kingdom concerning the disclosure of

classified information,

I am forwarding a copy to the secretary of

the Security Panel, as the policy for the exchange

of information with foreign powers is at present

under consideration by the Panel.

(sed) H.H. Wrong,

Acting Under-Secretary of state

for External Affairs.
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OFFICE OF THe HIGH COMITJSJIONER

FOR TH: UNITSD KINGDOL - ‘

harnscliffe,

1085/8. OTTAA,

27th July, 1946.

4469
Dear Mr. Wrong:

Would you please refer to Mr. Holmes's

letter of the 26th March about the diselosure of

technical information to other nations.

The United States Chiefs of Staff recently

proposed that the existing war-time agreements

coverings the disclosure of classified information

to third parties should be cancelled and revised by

{ the following afreement:-

"The United States Chiefs of Staff will

make every effort to ensure that the United

States will maintain the military security

classification established by the British

authorities with respect to military material

of British (including Dominion or Indian)
design or manufacture, and the military

security classifications established by United

Kingdom-United States agreement with respect

to military material of joint British-United

States design; will safeguard accordingly

such material and related information; and,

wher the security classification is SkCHaT

or higher, will not disclose such information

or material to a third nation without United

Kingdom consent. The United Kingdom Chiefs
of Staff will make every effort to ensure that the
United Kingdom, other nations of the British
Commonwealth and India will raintain the
military security classifications established
by the United States authorities with respect

to military material of United States design

or manufacture, and the military security
classifications established by t8@ United

Kingdom-United states agreement with respect

to military material of joint British-United

States sign; will safeguard accordingly such

material and related information; and, when

the security classification is SECR:T or higher,
will not disclose such information or raterial
to a third nation without United States consent.
This agreement applies to military material and

related information disclosed by the United States
to the United Kingdom or by the United Kingdom
to the United States or exchanged between the

United States and the United Kingdom since
| lst September, 1939. This is to be considered

\ as an interim agreement pending the establishment
. of governmental policies on these matters."

SOme nese age ee

In reply, the United States Chiefs of Staff
have been informed that the United Kingdom authorities

are prepared to agree to the proposals for this interim

HH. Wrong, #sq.,

Acting Under-Secretary of State

for External Affairs,
OTT A. iA. eee ween asese e
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agreement classification "confidential" or above.

The United Kingdom authorities are prepared to

accept the risk that "restricted" information may

be passed on to third parties other than those

listed in categories A and B of the memorandum

enclosed in Holmes's letter of the 3lst December.

I have been asked to inform you of

the terms of this interim agreement with the United

States authorities and to express the hope that

the Canadian authorities for their part will agree

to co-operate in giving effect to its provisions

relating to material of United States or joint

United States-British design.

in this connection I would invite

reference to one of the recommendations put forward
by the delgates to the recent Informal Commonwealth

Conference on Defence Science which, as you will be

aware, was in the following terms:-

"That, although collaberation with the

United States must for the present remain

on an informal basis, all results of research

in the Commonwealth should be made freely

available to the United States without

bargaining or restriction."

Yours sincerely,

(sed) T.A. Clutterbuck.

|

|
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SSCUKIUY PANEL IGSO- Y
gl

‘the fourth meeting held on August 5th, 1946

MINUT#S GF sHE PRoVIOUS MeéETING

1. the minutes of the previous meeting were approved.

DISCLOSURE OF INFORMATION TO OLHER COUNTRIES

26 ' Mr. Crean referred to a draft memorandum which had been —
prepared outlining the suggested policy which should be pursued in

regard to the disclosure of information to other governments on

service matters, technicel data concerning Weapons and equipment,

sale of equipment and procedure to be followed for the s&feguerding

of industrial interests in the saie of equipment. this dreft memo~

rendum had been referred to the Departments of Keconstruction and

Supply and trade and Commerce and to the National Research Council

for their comments in respect to industrial considerations.

(Security Panel Document SP-11).

3. It was agreed after discussion:

(a) thet the draft memorandum for submission to the

Cabinet Defence Committee was aceeptable subject

to the following anendments:

(i) that the Department of Keconstruction and

Supply in conjunction with the Joint Intelli-

gence Committee will be responsible for the re-

classification of equipment which it is proposed to

sell and for the prevention of the sale of classi-

fied equipment;

(ii) that the memorandum include reference to the

necessity for clearance from British or United

States authorities in the event of considering

the release of classified material of British

or United States design or of joint British-

Canadian or United Stetes - Canadian design;

(iii) that application of the principles of recipro-

city referred’ to in peragraph 5(b) of the memo-

rendum be assumed by departmental security

. officers who will, if in doubt, consult the

Joint Intelligence Committees, or the Advisory

Scientific Security Sub-Panel;

(b) that the question of patents be referred to the

Commissioner of Patents for his opinion 000054
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Following is Itemeccooceoccooco00f the minutes of th
e scoccocs00e

meeting of tho seoceDfrevecesheld onece hdr, G4. ve

a cnn

BXCHANGE OF INFORMATION WIUH FOREIGN POWERS

8. ir. Gill said that at the previous meeting & policy
+o govern the exchange of information with foreign powers ha

d been

discussed. This policy was proposed by the Chiefs ot Staff on the

recommendation of the Joint Intelligence Committse, relat
ed to sere

vice information and was based on & memorandum of the British War

Office. Before submitting the matter to Cabinet Defence Co
mmittee

it seemed appropriate to point out the Cabinet had directed that

details of a reciprocal policy covering the exchange of technic
al

information, and intelligence should be prepared, and the 
Joint

Intelligence Committee had been assigned the tasked preparing

it in consultation with other Government departments. Any report
which which was now put before the Cabinet, therefore, s

hould have

the concurrence of other Government departments such as Recon
struc=

tion and Supply and frade and Commerce. The policy adovcated,

moreover, should not be restricted to service matters but 
should

be broadened to inciude research and other technical 
data.

(Memorandum = Secretary, Chief's of Staff Committes,

13 June, 1946 - Security Panel Docunent SP -6)

9. It was agreed, after discussion, that other government

departments concerned Should be consulted before the poli
cy re~

commended by the Chiefs of Staff be submiived to the Cabinet Defence
Committee for approval.

\ 000055
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CANADA go

PRIVY COUNCIL OFFICE

CABINET SECRETARIAT

July 19th, 1946.

RoG. Riddell

Dopartuent o of xt External Affairs.
Colonel W.A.B. Anderson,
Director of Military In etitgence.

Wing Commander F.7, Lanbert
Director of Intelligence (ade).
Connander OG. Tottenham,
Deputy Director of Ravel Inteliigence.

Supt. leet vieholsoa,
Royal. Genadioa Hounted Polico,

Colonel ee Goforth,
Defanece Rosonorch.

foodsbeaaeCo

Le Attcened please find cinutes of the

sub-committee fermed ander the Giiairmanship of
Bbirector-General of Defence Research ta discuss
the crobiem of selentifis and technienl lieisen

Midi pg
(T.AK. Rutherford) Lajor,

Secretary,
Foint Intelligence *"Coumittad.
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In accordance with Minute No. 845 of the 148th Meet-
ing of the Joint Intelligence Committee, a Sub-Committee under
the Chairmanship of DGDR met at 1600 hours 15 Jul 46 in Roon
2062, New Army Building, to discuss the preblem of scientific
and technical intelligence liaison with the UK and USA. The
‘following officers attended:

(1)

(2)

(3)

(4)

(5)

- Mutual exchange of technical and scientific intelli-

addition to their main duties, until such time as

July 18, 1946.

Dr. 0. M, Solandt, DGDR s |
Col. W.W. Goforth, D/DGDR, 2

Col. W.A.8, Anderson, DMT, 1463
Cdr, R.«H. Macdonald, A/D of Sel, Int.,
Lt.-Col. N. Ignatieff, MI 1,

Lt-Cdr. Lucas, rep. DNFI,

S/L AH. avent, rep. D of I (air),
Maj. NeW. Dickson, MI 1(d), acting Secretary '

Following general Giscussion it was agreed that:

In the field of technical and sclentifis intelli-
gence, DGDR's primary responsibility would extend

up to the point where development reached the

engineering design stage, at whieh point it would
become the responsibility of the technical branches

of the various Service intelligence orgenizations.

gence, for information, as between armed Services

Intelligence agencies and DCDR, was recognized es
essential, ‘ .

it would be convenient to interpret the woderstend-~

ing in (1) above by arranging the general line of
demercation in the intelligence field to accord

with that agreed upon from time to tims between
DGDR and the development branches of the three

Armed Services in the whole field of Canadian re-

search and development for defence.

While the armed Servises cannot be expected to
effect full liaison with the scientific intelli-
gence agencies in the UK and USA, the Services

technical representatives, suitably briefed by DGDR,

would endeavour to cover the scientific field, in

DGDR could assume its responsibility in this matter.

DGDR would be responsible for briefing, orally and

in writing, these Service technical intelligence

liaison officers and Service attaches on the sig-~
nificant features and requirements of sotentific

intelligence,

Channols-of communication would be through the

Service Intelligence Directorates, but with prov~

ision for informal consultation on soientific mat-
ters by technical intelligence liaison officers

with scientific representatives of DGDR contiguous

to their posts of duty.

. 
,

(N. W. DICKSON) Major
Acting Secretary
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SBECRE?
|

Bile NO- gs¢ G«2 Vol. I

CHIEFS OF STAPF COMMITTEE

~ OFFICE OF THE SECRETARY,

Cabinet Secretariat Offices,
Bast Block,

| | July 16, 1946.

MEMORANDUM TO: C.A.S.

~ , C. G. S

Cc. N, 5. 41485 ©

D. Ge Re

og | Suoject sesentifie and Tochnical Information;
a Security cloarance, /

The following document concerning the above

mentioned subject is forwarded for your information and
retention:

Herorandum of 12th July '46 from the Soourity Panel(This vefore to the minutos of the S56th Rooting of the y
Committee, hold 26th Junet46.. — ,

Dee

je! WC. oe,
Acting Lieutenant Commander (S) R.C.N.

° Secretary.

\
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SECRET.

OTTAWA, July 12, 1946.

The Secretary, 1466
Chiefs of Steff Committee.

Security Cleatance of Scientific and Technical
____.nforma tion

' fhe Security Panel at their second mesting
held 8 July 46 considered the memorandum of the
Chiefs of Staff dated 3 July 46 recommending a
change in the existing arrangements for the clearance
of classified informtion of a scientific nature.

The following extract from the minutes
relative toithis subject is forwarded for information.

"Setentific and technical information;
seourity clearance

" 7. Hr. Heeney: referred to a memorandum received

from the Chiefs of staff Committee recammending a
change in the existing arrangements for the clearance

of classified information of a solentific nature. He
asked Dr. Solandt to speak on this subject.

(Memo, Secretary, Chhefs of Staff Committee,
July 3rd, 1946, Seourity Panel document SP-5)

8. Dr, Solandt stated that a reorganization of

present arrangements for the clearance of classified
information of 4 acientific nature. was considered
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desixetie bythe Chiefs of Staff and the President
of National Research Council. To achieve this end,
the Chiefe of Staff had recently agreed that the
Joint Intelligence Committee, acting in consultation
with the bireotor General of Defence Reasearch, de.
the approving authority for such clearances, It was
now proposed that on Advisory Solentific security
Sub-PaneL be constituted to replace the Board on
Release for Publication of Wartime Ssdientific and
echnical informations the composition and terms of
reference of the Gub-Fanel to be ae folicwa:

(a) Remberantp |
| Chairman « Dean C.J. Mackenzie, ¥.3.C.5

Members «+ Dr, O.M, Solandt, Direstor’—
= General of Defense Ressarohs

ry, C.S,. Fargons, Departesnt .
Of Mines end Resources;

eorevtery~ Dirsotor or Acting Direstor
Of Solentific Intelligense,
Defence Research;

each of the above to name an alternate, In.
the absence of Dean C.J. Mackenzie, Dr. colenit,
as Vioeechairman, may act for the Chairman in
ceding meotings.or in matters arising from its

(b} Terme of Referonce

- {1} to advine tho Seourlty Panel on
| broad matters of policy in respect

of aclentific sonalderations; and

| 442) t0. reorganize, eppoint and eupervise
consul tant aub-comaittoes in each
selentific Meld, (Sings the twelve
‘gubecommittess appointed in August, .
a2oiS, by the original Boart are now
dargely dispersed by demobilizetion
end reconversion, they will have to
be completely r ped. 3

qo
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the sald consultant sub-committees to be
selected wholly or largely from scientists

and technioal officers of National Research
Council and National Defence who are
available tn Ottawa. These sub-committees
will serve the following purposes:

(1) review polioy of publication within
their particular fields, from the _

standpoint of 0.5.A. and U.K, practice,
of the relevant portion of the
security ‘stop liste", and recommend

to the sotentific Sub-Panel the general
terms and conditions of releases; .

(14) review recommendations of National
Researoh Council and other soientific
bodies regarding releages "en bloo" of
certain wartime material, subject to
responsible sponsoring and editing; and

(444) act as individuals to advise Director
General of Defence Research on the

clearance of specific papers; and

(co). to determine the conditions and limitations of
information and apparatus available to Cahadfan

. universities and industry from National Research
Council for research and teaching purposes.

9. The Panel, after GQiscussion, approved the
“Pastenti ‘ropeconstitution of a4 fic Sub-Panel as proposed by the

Director General of Defence Research and concurred in by
' National Research Councsi,* .

Nobo pt hw,
Secretary, ~

Security Panel.

000062
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TOP SECRET iy “SO 2°

Wy - GHIEPS OF STAPF COMMITTEE

OFFICE OF-THE SECRETARY,

Cabinet Secretariat Offices,
East Block.

15 July '46
MEMORANDUM TO; C. A. S. " y '46.

C. G. Ss.

oor = yTM

ER . | . D. G. Re

Subject

a ,4465

kxchange of Information with Foreign Powers.

. The following document concerning the above
mentioned subject is forwarded for your information and
retention:

Memorandum of 12th July '46 from the Security Panel
(this refers to paragraphs 17 & 18 of the Minutes of the 365ré ,
Meeting of the Chiefs of Staff vom 1 ED June 146).

7 BA uk

- je Barclay)
Acting Lieutenant Commander (S) R.Co00063

Secretarye
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TOP SECRET

OTTAWA, July 12, 1946.

. * .

The Secretary, LEG9
Chiefs of Staff Committees.

Exchange of Information with Foreign Powers

The Security Panel, at their second meeting
held 8 Jul 46, considered the recommendation of the

Chiefs of Staff that United Kingdom practice (as
amended) be adopted and agreed to recommend adoption
of the policy proposed with the addition of Sweden

to category "B",

The Panel were of the opinion, however, that

PL pt bey
Secrétary,

Security Panel.’

rr ae 000064
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Scientific and technical information;

security clearance

Te Mr. Heeney referred to a memorandum received

from the Chiefs of Staff Committee recommending a change

in the existing arrangements for the clearance of classified

information of a scientific nature. He asked Dr. Solandt to

speak on this subject.

(Memo, Secretary, Chiefs of Staff Committee,
July 3rd, 1946 - Security Panel document SP-5)

8. Dr. Solandt stated that a reorganization of
present arrangements for the clearance of scientific infor-

mation was considered desirable by the Chiefs of Staff and

the President of National Research Council. To achieve this
end, the Chiefs of Staff had recently agreed that the Joint

Intelligence Committee, acting in consultation with the

Director General of Defence Research, be the approving

authority for such clearances. It was now proposed that an

Advisory Scientific Security Sub-Panel be constituted to

replace the Board on Release for Publication of Wartime

Scientific and Technical Information; the composition and

terms of reference of the Sub-Panel to be as follows:

(a) Membership

Chairman - Dean C.J. Mackenzie, N.R.C.;

Members - Dr. O.M. Solandt, Director

General of Defence Research;

Mr. C.S. Parsons, Department

of Mines and Resources;

Secretary - Director or Acting Director
of Scientific Intelligence,

Defence Research;

each of the above to name an alternate. In the

absence of Dean C.J. Mackenzie, Dr. Solandt,

as Vice~Chairman, may act for the Chairman in

calling meetings or in matters arising from its

minutes;

(bd) Terms of Reference

(i) to advise the Security Panel on broad
matters of policy in respect of

scientific considerations; and

(ii) to reorganize, appoint and supervise
consultant sub-committees in each

scientific field. (Since the twelve
sub-committees appointed in August,

1945, by the original Board are now

largely dispersed by demobilization

and reconwersion, they will have to

be completely revamped. );

the said consultant sub-committees to be

selected wholly or largely from scientists

and technical officers of National Research

Council and National Defence who are avail-

able in Ottawa. These sub-committees will

serve the following purposes:

000066
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(c)

(i)

(ii)

(iii)

——
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review policy of publication within their

particular fields, from the standpoint of

U.S.A. and U.K. practice, of the relevant

portion of the security "stop lists", and

recommend to the scientific Sub-Panel the

general terms and conditions of release;

review recommendations of National Research
Council and other scientific bodies regard-

ing releases "en bloc". of certain wartime

material, subject to responsible sponsoring

and editing; and

WU
act as individuals to advise Director ,

General of Defence Research on the clearance

of specific papers; and

to determine the conditions and limitations of

information and apparatus available to Canadian

universities and industry from National Research

Council for research and teaching purposes.

9. The Fanel, after discussion, approved the con-
stitution of a Scientific Sub-Panel as proposed by the

Director General of Defence Research and concurred in by

National Research Council.
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Following is Itemococccccccvccc00Ol the minutes of The cococosccoe

mee ting of the csovceccccoc0s held oneseeed,. Que to

ee -
BXCHANGS OF INFORMATION WITH FORSIGN POWERS " —

10, Colonel Anderson reported that the Chiefs of Staff,

acting upon the advice of the Joint Intelligence Committee, had

recommended the adoption of a policy similar to the employed in

the United Kingdom for the exchange of information with foreign

powers.

this grouped foreign powers into three categories for

the receipt of classified information, and provided that special

cases be submitted to the Joint Intelligence Committee for their

aurhorization. Detialed project lists were in the course of pre-

paration, and would be available in due course.

(Memo CSC 8-1, Secretary, Chicfs of Staff Committee,

June 13%h, with attachment - Panel document SP-6)

ll. Mr. Gill observed that the Cabinet, at their meeting of

October 25th, 1945, had agreed that technical information be ex-

changed with foreign powers on @ strictly reciprocal basis. The

present proposals appeared to be workeble within a policy of

reciprocity, and they would, no therefore conflict with the

earlier dicision by Cabinet.

\ 000068
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28 Jun 46

L467
Secretary,

Joint Intelligence Committee.

Scientific and technical

£40 ation: semrity r
ier eS

1, The Chiefs of Staff, at their 356th meeting held
25 Jun 46, reconsidered the decision taken at their 352nd meeting
held 21 May, regarding the security clearance of scientific and

technical information, which I notified to you in ny memorandum
GSC 82 of 30 May 46.

2. It was agreed generally to accept the recommendations
of the J.I.C. and that:

(a) since all scientific papers on which questions of
Clearance for publication now arise describe work done,
directly or indirectly, on behalf of the Armed Services,

the Joint Intelligence Committee, acting in consultation
with and on advice of Director General of Defence
Research, shall be the approving authority for such

clearance; and, without restriction to the authority

aforementioned; and

(b) questions of security policy concerning the release of
scientific information have until now been dealt with by
"the Board on Release for Publication on Wartime Scien~
tific and Technical Information" under the Chairmanship -—-
of the President, National Research Council. Since a
Security Panel has now been established for dealing
with all higher questions of security policy, it was
considered that President, National Research Council
might wish to discuss with Security Panel some reorien-
tation of his present Committee so that their policy
recommendations on security control of scientific

information may be subjeat to review and coordination
by the Security Panel.

(Sgd.) J. W.C. Barclay

(J.W.C. Barclay),
A/Lt. Cdr, (Ss) R.C.N., 000069

Secretary,
Chiefs of Staff Comittee.
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356th Meeting of ae

THE CHIEFS OF STAFF COMMITTER

The following minute is promulgated for information

and for necessary action.

ieeting held Tuesday, 25th June, 1946. - File No. N.S. T.5.11550-2

Vv. Scientific and Technical Information; Security clearance

The D.G.R. referred to the minutes of the 352nd meeting

of the Committee held 21 May 46 when the matter of Security Clearance

for Scientific and Technical Information had been under discussion.
He stated that the decision registered in paragraph 3(a) of the minutes

* had been found unsatisfactory, and suggested that the decision should

be amended as follows:~ 
:

"It was agreed generally to accept the recommendation of the

Joint Intelligence Committee and that:-

(a) since all scientific papers on which questions of clearance

for publication how arise describe work done, directly, on

behalf of the Armed Services, the Joint Intelligence Committee,

acting in consultation with and on the advice of Director General

of Defence Research shall be the approving authority for such

clearance; and, without restriction to the authority aforementioned;

(b) questions of security policy concerning the release of scientific

information have until now been dealt with by "the Board on Release

for Publication on Wartime Scientific and Technical Information"

under the Chairmanship of the President, National Research Council.

Since a Security Panel has now been established for dealing with

all higher questions of security policy, it was considered that

President, National Research Council might wish to discuss with

Security Panel some reorientation of his present Committee so that

their policy recommendations on security control of scientific

information may be subject to review and co-ordination by the

Security Panel."

mmendation.The Committee agreed to accept the Rots

\ °

(D.A. Collins)

A/Lieutenant Commander (S)

SECRETARY TO THE CHIEF OF THE NAVAL STAFF.

end July, 1946.
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SECURITY

PANEL

DOCUMENT

13 June 46
SP-6

| COPY No. 5

ir, A.D.P, Heeney,

Chairman,

Security Panel.

EBachaneo of information with foreign powers

le The Chiefs of Utaff, at their 353rd meeting
held 7 June 46, considered the question of exchange of

technical inforuation with foreign povers,

2. This matter has been under examination during
the past fow months and the Joint Intolligence Comnittee

have now recommended, as an interim measure, the adoption
of the sritish practice as set forth in the attached

British Jar office letter - 0160/2451 (4.8. (i)) dated
1 Jan 46, with the following amendments:

(a) that the following changes be made in the
typo of category shown on page 2 of the

above-mentioned lettor:

(1) the "special catercory” to he deleted
leaving only the three categorivs

(a), (b) and (¢);

(11) Bussia to be included in category (c);
and

(444) dn column 4 delete the words "Var
office” in both instances and substitute

“Joint Services Security Bureau".

(b) that, when the Joint Services Security Jureau
is unable to decide ona particular caso, the
nattor is to be referred to the Joint
Intelligence Committee,

30 The Joint Intelligence Comittee also reported
that each Service had been ensaged in preparing detalled
‘project lists' as a basis for the exchange of technical
information. The preparation of these project lists was
proving lengthy, involving as it does several government 000071
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departments and a wide range of technical subjects.
It was likely to be some time until adequate project
lists were prepared and it was desirable to release
certain technical information at once,

4. The Committee agreed to recommend acceptance
of the British practice, as amended, for the guidance
of the three Services and I am to request that this
matter may be considered by the Security Panel.

(Sgd.) J. W. C. Barclay

(J.W.C. Barclay)
A/Lt. Car. (8) R.C.N.,

a Secretary

Chiefs of Staff Coanittee.
Att. :



Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur I'accés &@ l'information

—TM : TT ti 8 .- | ; APPENDIX th THE VAR OFFICE,
ee re WHITEHALL,

yd60fek51 (G5, (W)}. S.WwL,
+e v " * % dan U6.

QT NY Quamoo. ua R a F
eeeiresaonton crumuaninanen ment

(and Amendment of
Sir, | | 7 2h gan 6.)

I am commanded by the Army Council to inf orm you that it de
considered desirable to issue for che guidance of all concerned
‘revised instructions regerding the policy of H.M. Government ‘towai
the Disclosure of Information on Sorvice matters to other Covernments

_or their. representatives whether ¢ vilian or military.

ee foam to say that in order tha; requests for information ete., may
_be treated in as consistent a manner as possible 4% hes been decided

to divide the various nations into categories, and to control the —
poale of information which. each may receive as shown in the Appendix

ereto.

3. It 46 not destrable that éise .osure. of Anformation within the
limits of this Letter shall be mad? automatically whenever a request

_is made but only after the reasons behind it have been agcertained and

the possibllity of receiving da reser some quid pro duo of military

value has been considered. It 18 sherefore normally necessary to
ensure that initial enquiries on any subject are submitted to the War

Office through the normal channels, i.e. through she Service Attache
of the Government concerned in Lanion. An ex coeption to ‘this would be
routine requests for information f auared by Dominion CGorernmments

Also in the case of a British Milisary Mission attached to a foreipi
_ Government for the specific purpos? of advising on some aspect of its

- training or defence, enquiries sho ild normally be dealt with, by the
Mission in accordance with the Dir3ective Lt has received from the War
office. co

4, In certain circumstances 1t may be vossible to authorise the
release of Secret information to Class B nations and Confidential

etricted information to Glass C nations but reduests for inform-

tionof this charactershe ld invariably be veferred to the War
Office for a. Decision.

5. . The seope of this Direetive sioule be treated as covering :
information regarding the orgenisation, tactical handling and training
‘of Britian Military Forces, publications relating to WEAPONG defences
and equipment, information derived. from courses arid attachments and
“d{nformation ‘of a@ technivtal and scientific character. It does not
inelude Intelligence, disclogurve of which must invariably. be treated

a8. g& matter for War Office decision “on the herits of Gach case.

6, T am to add: that. no weapeo ns or equipment mey be evpplhed to. xy
nation, outside the United Kinedom, except after onal deratiion AB to
their availabilities and the competing claims for their suppl The

authority for controlling the physical supply cf all weapons ana
equipment is the War Office Lf end when any weapon or equipment is

available for supply as above, it is ne SCESBaLY, before supply is
approved, in the case.of any classified equipment, to consider whether
enexe igs any objection to such supply. on Security grounds as indicated

this Letter.

7. War Office letter o260/2l62 (8.5/8 BIW)) éeted 3rd Januar,
194i, ag subsequently amended by var Office Letter, OL60/ 2452 (Lack. 5/
eptw)) dated 10th October, 1G4t, 10th February, 1945 and ist July
194s, containing previous instruct tons on this: supjeet are. cancel} ed
by this letter.

fe
hee f wpeveces
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DEPARTMENT OF NATIONAL DEFENCES
oo Arny -

JS5B Go5@9 (M.I.3)
Ottawa, Ontario,

4 July, 1946.

Secratary, .

Joint Intelligence Committee.

War Office Letter 0160/2451 (GS(W)2)
Release of Information to Foreign Powers.

1. fhe foliowing is a recently received

amendment to the m/n document:

The War Office, London,

1? May, 1946.°

"J am commanded by the Army Council to
refer to War Office letter 0160/2461 (GS(W¥))
dated 1 Jan 46 as amended by War Office letter °

0160/2451 (GS(W)) dated 24 Jan 46, which con-
tained the revised policy for disclosure of

technical information to foreign nations.

I am to say that it has been decided that

SWEDEN should be placed in Category 'B' and

therefore the necessary amendment should be -

made to Appendix ‘A? of the above mentioned

letter" e

me “Se 7

ay

Sa

(Signed) E.W. Lambert.

Bo The above subject is on the agenda

of the forthcoming meeting of the Security Panel.

So It is therefore recommended that

this amendment be brought to the attention of the

Security Panel in order that it can be included in

the Canadian. Policy pertaining to the Release of

Information to Foreign Powers.

A: 000074
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* ~ a om TON Se «moos. APPEI ENDIX mgt

“Sg, In conclusion I am to add that the terms of this Letter have
B been approved by the Admiralty and the Air Ministry in.so far as

Shey relate. CO | weapons and equipment: common to more then one Service.

I am,

Sir, . so .

Your obedient servant,

(signed) G.W. Lambert

The Categorisation of nations shown below

will be subject to. periodical

review

1 @ 3 i

Gategory “Gountrtes « concerned Information “Remarks
Releasable

Category A. BritishEmpire May receive
. and U.S.A. ail clas el-

filed infern-

ation.

Category B. France, Norway,
Denmark, Holland,

‘Belgium, Greéce and

Turkey.

Bire (x)

Sek

May receive

up to end in-

cluding Con-

‘Pidential
informe tion.

Requests Por.
‘Secret!

information:

will be re-

ferred to Sar:

| ORE, a« Ned?
V7 e

Category ¢. Remainder (dems Not normally Request for.
. Russa ) entitled to Confidential —

receive any and Restricted

classified information .

information. WiLL) be re-
: ferred bo. ale

a

AEP , a 4 3

Spesth Rest oe a
Cossrmery . Soe orereste

totamorrice.

(#) EIRE is placed in Category B by guthority of
W.0. Letter O160/2%51 BS. CW), aG/2 Jan 46.

fefooty 98

a ne

000075
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5o3rd Meeting of

SS THE CHIEFS OF STAFF COMMITTEE

VIII,

The following minute is promulgated for information and
for necessary action.

Meeting held Friday, 7th June, 1946. N.S. T.S. 11550-2 Vol.1

Exchange of information with foreign powers.

The Secretary.referred to a recommendation from the

Joint Intelligence Committee in which interim procedure for exchange

of technical information with foreign powers was proposed. He stated

that, at the 34lst meeting of the Committee held 8 Jan 46, the Chiefs

of Start had considered a report by the Joint Planning Committee
regarding this matter which was not approved in the light of some more

recent information received from the United Kingdom government and they

had agreed that it should be re-examined by the Joint Intelligence

Committee assisted by other government departments concerned in order

that further recommendations might be submitted in due course.

The Joint Intelligence Committee reported that each

Service had been engaged in preparing detailed project lists as a

basis for the exchange of technical information and that the preparation

of such lists was proving lengthy, involving as it does several government

departments and a wide range of technical subjects. They felt that it was

likely to be some time before adequate project lists were available and

it was desirable to release certain technical information at once. In this

regard, they recommended that, as an immediate interim procedure, the British

practice be followed with certain amendments,

This British procedure, with the proposed amendments by the

Joint Intelligence Committee, classed nations to which information might be

released into the three following categories:

(a) - countries which might receive all classified information;

(b) ~ countries which might receive up to and including

confidential information and secret information on

request, after approval by the Joint Services Security

Bureau; and

(ce) = countries which would not normally receive any classified

information but might receive confidential and restricted

information on approval by the Joint Services Security

Bureau.

When the Joint Services Security Bureau was unable to decide on a

particular case, the matter was to be referred to the Joint Intelligence

Committee,

(Memorandum JIC 7-2 of 22 May 46 from the Joint Intelligence

Committee - CSC 8-1 of 23 May 46).

The Committee agreed to recommend to the curity Panel

acceptance of the British practice as amended for the/#i@idance of the

three Services in this matt

(DM. Collins)

A/Lieutenant Commander (S)

SECRETARY TO THE CHIEF OF THE NAVAL STAFF.

14th June, 1946.
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CeBe O Form U2D (3) (46)

Redraft for C.BeGeNe

OUTER COVER Revised if necessary to allow for new

C.B.C.N. number,

PAGE ONE - Revised if necessary to allow for new

C.B.C.N. number.

Lower Left Hand Corner re-worded as

necessary.

PAGE TWO ~ Reworded as necessary.

PAGE THREE - Para. 1, line 1. - For "H.M. Government"
read "The Government of Canada",

Para. 2, sub-para. (a)(i), line three: |
for "The Dominions (except Eire), India and
U.S.4." read "The United Kingdom, the Dominions
(except Eire), India and U.S.A."

sub-para. (a)(it) - for "Admiralty discretion"
read "the discretion of the Navel Board"

or "the Minister's discretion",

eub-pare. (a), line 5 - for "London" read
"Ottawa".

sub-para. (a), line 6 - for "U.S. Chiefs of
Staff" read "U.K. and U.S. Chiefs of Starr",

PAGE FOUR - Para. 4, line 2 - For "H, M. Government" read
"the Canadien Government".

line 3 ~ For "British" read "Canadian".

line 5 - For ,_ Admiralty" read "the Naval Board"
or "the Minister",

eub-para. (a) line 4 - For "U.K." read "Canada".

PAGE FIVE - Delete para. 6

para. 7 - For"C.B." read "C.B.C.N."

para. & -line 2 - For "Commanders in Chief!
read "Flag Officers in Command"

line 3 - For "Admiralty" read "Naval Service
Headquarters",

line 5 - For "Admiralty approval" read "the

approval of the Naval Board" or "the J
approval of the Minister", /

OTTAWA, l2th June, 1946,

000080
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File No. ¢gq g«1 Vol. I

CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,

. . Cabinet Secretariat Offices,

' Hast Block.

25rd May '46.

MEMORANDUM TO; C. A. S.

; _o

Ca Ge S. 5 yee

C. 8 Te
D. G. R. ,

4264

sub ject Exchange of information with Foreign Powers,

1. The following document concerning the above

mentioned subject is forwarded herewith: Memorandum

JIC 7-2 of f Relay '46 from Joint Intelligence: Committee.

2, This matter will be’placed on the agenda of
the $53rq meeting of the Chiefs of Staff Committee to

be pele Tuesday 28 May (46,
4

ek Lo ” ve ve

Jinn Cg, , é
(J.W.C. Barc ay)

Acting Lieutenant Commander (S) R.C.N.

! Secretary.

000082
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= JIC 7-2

Sea / |

OP SECRET

22 May 46

Secretary,
Chiefs of Staff Committee. . 4464 |

Exchange of Technical Information with Foreign Powers

1. The Chiefs of Staff Committee in a letter from the
Secretary, CSC 120 and 500-1, 4/11 Jan 46, directed that the
JiC make recommendations on the exchange of technical inform
ation with foreign powers.

2, The JIC at its 14th meeting on 17 May 46 reviewed
the progress of this matter to date. Each service has been
engaged in preparing detailed project lists as a basis for
the exchange of technical information. The preparation of

these project lists is proving lengthy, involving as it does, J
several government departments and a wide range of technical

subjects. As it is likely to be some time before adequate
project lists are prepared and as it is desirable to release

certain technical information at once, an immediate interim

procedure is necessary.

. The Committee agreed to recommend to the Chiefs
of Staff Committee that approval be given to the JIC to
adopt for the guidance of the three Canadian services the
procedure set forward in the attached War Office letter,

0160/2451 G.8.(W) a@/1 Jan 46, with the following amendments:

(a} That the following changes be made in the
table of categories shown on page 2 of
a/m letter:

(4) The "special category" to be.
struck out, leaving only the
three categories A, B and C.

(41) Russia to be included in
Category C.

(444) In column 4, strike out the
words “War Office* in both
instances and substitute
*ISSB" ,

(b) That when the JSSB is unable to decide in a particular
case, the matter is to be referred to the JIC.

tarts Major,
Secretary,

Joint Intelligence Committee.
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APPENDIX "Atsy | cnet mie THE WAR OFFICE,
. . WHITEHALL,

O160/2451 (6.8. (W)). S.We1,
1 Jan 46.

SECR ig?

(and Amendment of
Sir, 24 Jan 46.)

I am commanded by the Army Coincil to inform you that it 46
considered desirable ta issue for the guidance of all concerned
revised instructions regarding the policy of H.M. Government towards
the Disclosure of Information on S2rvice matters to other Governments

or their representatives whether civilian or military.

2. I am to say that in order that requests for information etc., may
be treated in as consistent a manner as possible it has been decided

to divide the various nations into categories, and to control the

scale of information which each may receive as shown in the Appendix

hereto,

3. It 48 not desirable that disclosure of information within the

limits of this letter shall be mads automatically whenever a request

is made but only after the reesons behind it have been ascertained and

the posslbllity of receiving in return some quid pro quo of military

value has been considered. It is therefore normally necessary to

ensure that initial enquiries on any subject are submitted to the War

Office through the normal channels, i.e. through the Service Attache

of the Government concerned in Lonjon. An exception to this would be .

routine requests for information required by Dominion Governments.

Also in the case of a British Military Mission attached to a foreign
Government for the specific purpose of advising on some aspect of ite

training or defence, enquiries should normally be dealt with by the

Mission in accordance ‘with the ‘Dirsetive it has received from the War

Office.

, In ‘certain circumstances it may be possible to authorise the
release of Secret information to Clase B nations and Confidential

or Restricted information to Class C nations but requests for inform-

ation of this character shald invariably be referred to the War

Office for a Decision. —

5. The scope of this Directive snould be treated as covering

information regarding the organisation, tactical handling and training

of British Military Forces, publications relating to weapons defences

and equipment, information derived from courses and attachments and

information of a technical and scientific character. It does not

include Intelligence, disclosure cf which must invariably be treated

ap a matter for War Office decisicn on the merits of each case.

6. I am to add that no weapons cr equipment may be supolied to any
nation, outside the United Kingdor, except after consideration as to

thelr availabilities and the competing claims for their supply. The

authority for controlling the phyeical supply of all weapons and

equipment 41s the War Office. if end when any weapon or equipment is

available for supply as above, it 4s necessary, before supply is

approved, in the case of any classified equipment, to consider whether

there is any objection to such surply on Security grounds as indicated

in this letter.

7. War Office letter 0160/2451 (L.4M.5/SD(W)) dated 3rd January,
1944, as subsequently amended by tar Office Letter, 0160/2452 (L.H.5/
p(w) dated 10th October, 1944+, 10th February, 1945 and lst July,
1945, containing previous instructions on this subject are cancelled
by this letter.

i
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aa cme

&, Tm Gonelusion I am to add thet the terms of this letter have:
been apvroved by the Admiralty end the Air Ministry in so far as

they relate to weapons and equipmeit common to more than' one Service.

t

fam,

oir,

Your obedient servant,

(sienei) G.W. Lambert

The categorisation of nations shown below

willl be subject to periodical

review

‘

1 | 2 3 4

Category . Countries concerned Information Remarks
Releasable

Category A. Britisn Empire May receive

and U.S.A, all classi-

fied inforn—

ation.

Gategory 3. Prance, Norway, May receive Neguests for

Denmark, Holland, . ao to and in- ‘Secret!

Belgium, Greece anc cluding Con-- information

Turkey. fidential will be rse-
Eire (2%) 4nformation. _ ferred to Herm

‘ SEPies. TSSB

Category ¢. Remainder -bece- Not normally . tequests for

1 entitled to Confidential

. recelve any and Restricted

classified information

information. will be ne

ferred to -vHez

Stree: TSS

wee

£9e0+ed- Russe
Sebasary-

{%}) EXRE is placed in Caverory B by authority of
WO. Letter 0160/2441, GS. OW), a/ eu Jan Us,

NOTE; Alterations in Red indicate amendments

proposed by JIC.
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TOP SECRET

352nd Meeting of

THE CHIEFS OF STAFF COMMITTEE.

The following minute is promulgated for information and

for necessary action.

Meeting held Tuesday, 2lst May, 1946. File No. N.S. T.S.11550~2

Scientific and Technical .Information: Security Clearance

The Committee considered a memorandum from the Joint Intelligence
Committee concerning methods of clearance of classified information upon which

an interim agreement had been reached at their previous meeting.

(Memorandum JIC 7-2 of 9 May 46 from the J.1.C. ~ CSC 8-2 of 11 May 46).

It was agreed to generally accept the recommendation of the

Joint Intelligence Committee and that:

(a)

(b)

insofar as releases of classified information on purely service

subjects was concerned, the Joint Intelligence Committee, in

consultation with the Director General of Defence Research

should be the approving authority; and

the Security Panel: might establish a sub-committee to deal with

releases of other classified information which would in fact

take over the duties of the "Board on Release for Publication

on Wartime Scientific and Technical Information", and the

Secretary was directed to refer this matter to the Security

Panel and Dean Mackenzie for their consideration.

(D.A. Collins)

. A/Lieutenant Commander (S)
SECRETARY TO THE CHIEF OF THE. NAVAL STAFF. ‘

23rd May, 1946.
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H.0.1024 NAVAL SERVICE — MINUTE SHEET

a FILE NO.-! N. Se TS 11550- 2 Vol. 1
(Starr) ,

REFERRED TO | REMARKS (With Signature, Position & Date )

C.N.S. This” is essentially a security
matter, and since the Joint Services

Security Bureau is C.J.1.C.'s security
agency, it is suggested that this type

of clearance be handled by J.S5.S.B.

26 J.S.S.B. maintains a "stop and

~ release" list, and a representative of

D.G.D.R. is a member of the Bureau;

the Bureau should, therefore, be in a

position to clear scientific and tech-

nical information for publication.

Special cases might be referred to J.I. C.
and to the Committee for Release of

Scientific Information.

ed
{et (H.N. LAY)

Captain, R.C.N.,

Director of Naval Plans

and Intelligence.

20-5~-46,
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H.Q. 1024 Navn SERVICE — MINUTE SHEET
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=e Lina sone. + eZ 4 4
REFERRED TO| REMARKS (with Signa dows 3B vaied!

Coa

ad nw -/ i CS i Acer,

ALG KS. a «</Y Ss
a
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NAVAL SERVICE

ROK/LMH N.S. T.S. 11550-2 Vol. 1

. (Equip. )

MEMORANDUM TO C.N.A.S.

C +06

Security clearance of Scientific and Technical |
information is a very difficult problem and D.S.R.D. has -

already been engaged in some discussion about it.

Re It is clear that if restrictions are placed.

on pure research, which is fundamental to everything,

eventually none will be done. On the other hand,

restrictions may properly be placed on Technical

developments.

3. D.G.D.R. is to be responsibie for Research

and Development and consequently the recommendation that
he should advise in respect of publication appears to beTM

a suitable arrangement.

(R.O. King)
° DIRECTOR OF SCIENTIFIC RESEARCH

AND DEVELOPMENT.
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TOP, SECRET

51st Meeting of

THE CHIEFS OF STAFF COMMITTEE

The following minute is promulgated for information and
for necessary action. .

Meeting held Tuesday, iathMay, 1946.

Scientific and Technical Information; Security Clearance.

The D.G.R. referred to a recommendation from the Joint

Intelligence Committee concerning the methods of clearance of

classified information and stated that he had brought this matter

up as there was a certain amount of urgency for release of such

information’ in certain cases which had come to his attention.

(Memorandum JIC 7-2 of 9 May 46 from the Joint Intelligence

Committee - CSC 8-2 of 11 May 46).

The Committee agreed that, as an interim measure prior to

discussing this matter at the next meeting, the D.G.R. with the

Director of Intelligence concerned, should rule on such classified

papers which he had in mind for release.

17th May, 1946.

aa
» al

'(D.A. Collins)

A/Lieutenant Commander (8)

SECRETARY TO THE CHIEF OF THE NAVAL STAFF.

File No. N.S. T.5.11550-2 Vol.1l
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CONFIDENTIAL

File No. ¢8¢ 8=2 Vol, I

7 f.

CHIEPS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,

Cabinet Secretariat Offices,,

East Block. ©

. May 11, 1946. .

| VIS3O° A
MEMORANDUM TO; ©. A. S.

GC. G. Se | Oe"?

Oe SU

D. G. R.

Subject. Selentific and Technical Information; 7
Security Clearance. \

le The following document concerning the above
mentioned subject is forwarded herewith: Memorandum

JIC 7-2 of Sth May '46 from the Joint Intelligence Committee.

2. This matter will be placed on the agenda of

the 362 n@ meeting of the Chiefs of Staff Committee to

be held Tuesday, List May, 1946. ‘

ce ~ a) fo Lo an ‘

Ot, re ee oes so .
/ ae 7 ~

(J.W.C. Barclay)
Acting Lieutenant Commander (S) R.C.N.

Secretary.
~
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CP | GQNFIDENTIAL.

9 May 46 ©

OWT?
Secretary
Chiefs of Staff Committee.

Seourity Clearance of Scientific and Technical Information

1. fhe Joint Intelligence Committee at its 13rd
meeting, 3 May 46, agreed to submit the following state-
ment and recommendations in order to simplify and expedite
the security clearance of scientific and technical inforn-
ation for publication.

2. The present situation 1s as follows:

(a). The responsibility for protection and interpretation
of security "stops" 4s officielly vested in CSC but
is delegated to the Joint Intelligence Committee.

(bd) Since, until recently, JIC had no scientific repre-
sentative, the advisory function, of stating what

- should or should not be released, was delegated by
CSC to "the Committee for Release of Scientific and.

Technical Information relating to the war effort",
under Dean CJ Mackenzie.

(ce) Dean Mackenzie's committee established a series of
technical sub-committees on various fields, and alli,
or nearly all, of these have now recommended the

. sectors and conditions of release, taking into account
current publication policy in USA and UK. These re-
commendations have NOT as yet been forwarded to CSC
or JIC for consideration.

(4) Even if and when these recommendations are received,
it would be exceedingly difficult for JIC and J83B to
Clear specific scientific papers for publication,
without specially qualified technical advice.

(e) The net result is that USA and UK scientists are pro-
ceeding to publish papers, often dealing with matters
to which Canadian scientists have made material con-
tributions, but which are technically still restricted
by the "stop" list. Canadian scientists, however, are
precluded from doling so, to their serious disadvantage.

(f) Representatives have been made by several Cenadian
seientists that a continuance of this impasse tould
result in discouraging Canadian cclentists and scientific

organizations from engaging in projects of defence

research.
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(a)

(b)

Sel ow

In the meantime, a representative of the Director
General of Defence Research has been appointed to

JIC and to JSSB. With contacts to all seientific

and technical authorities on the one hand, and dealing
with security policy on the other, Defence Research

would therefore appear to be uniquely eituated to

advise promptly and intelligently on the conditions

of clearance of such information.

it is, therefore recommended for approval that:

President NRO, in his capacity of Chairman of Committee

for Release of Scientific Information...,; be respect-

‘fully requested to forward his general recommendations

at the earliest convenient date.

Notwithstanding any delay in receipt of such recommenda-

tions, JIC be instructed to refer to DGDR all questions
involving release of scientific and technical information,

and generally to be guided by the advice received.

(co)

(a)

(e)

(fr)

It would be understood, in formulating his advice, that
DGPR would take into consideration:

(1) "he present security Stop Lists.

(44) Current policy of publication in USA and UK
relative to the Stop Lists.

(444) Other matters of Canadian Government policy
which may be involved.

(iv) The necessity for dealing with each reference
on ite merits, and for editing of specific

papers before publication:

(v) Pending such editing and final decision on
release, to authorize drafting of scientific

papers under a classified, ~- or other appro-

priate, - label by the persons concerned.

JIC would promptly notify the appropriate authority at
Washington and London of the attion being taken by

Canada in each case.

Concurrently with the foregoing, JIC to be authorized

to. press for revision of Stop Lists by UK authorities,
to accord with the current publication policy and with

the realities of security requirement.

The Committee for Release of Scientific Information be
kept in being as a consultative body, with an additional
member representing Defenco Research, so as to consider

new questions of policy which may be referred to it
from time to time by Director Generali of Defence Research,
acting on behalf of JIC. “

(3.F.\beys) MaYor,
Secretary,

Joint Intelligence Committee.
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, : Co CONFIDENTIAL

Naval Service Headquarters

Ottawa, Ont.,

2nd May, 1946.

Draft Naval General Order

(For the approval of the Chief of the Naval Staff.)

7
Subject: R.C.N. Policy and Procedure Regarding Naval Attaches,

Foreign Waval Attaches or Other Foreign Naval Representatives.

Security of Information

(1) For the purpose of this order, foreign representative

means - /

(i) Naval Attache of a foreign state,

(14) other foreign officials or representatives who

may be working or visiting in Canada in connec-

tion with naval matters, and

(444) Naval officers connected with foreign embassies

or legations, who have no diplomatic status but

who to some extent carry out the duties of Naval

Attaches.

(2) Naval information belongs to the State and not to the
individual and it is the exception rather than the rule for

it to be divulged to foreign powers.

(Note:~ When the Armed Forces are on active service this

policy is considerably relaxed between allies.)

(3) The normal channel by which authorized information is
passed to a foreign State is through the Naval Attache of

that State accredited to Ottawa. Conversely if Canada

desires information from Foreign Sources, the Canadian

- Naval Attache’in the country concerned is asked to obtain
it. It is not the function of Naval Attachés to give out

information. According. to custom their principal and

well recognized function is to obtain information by all

proper means. The extent to which any particular Attache

is favoured with facilities and information is affected

by various political and naval considerations, and the

reciprocation shown to the Canadian Naval Attaché in a

particular State may bear on the matter.

(4) (a) So that proper overall control is exercised res-
pecting the extent information on any matter or

thing relevant to the Naval Forces may be released

to Foreign representatives (or to another service

or department for such release), the responsibility

shall be centralized in the Directorate of Naval “la. a /

Intelligence (D.N. 0.)

(ob) D.NBI. is responsible for
(4) procedure and general supervision of all

matters relevant to foreign representatives,

and

(44) regulating the conduct of business with them

in so far as the Navy is concerned.
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(5) When considering the release of Naval information

to a foreign representative, in every case the Captain

shall:

(a) ensure that the foreign representative has

complied with the requirements of D.N. J. ,

(ov) if difficulties are encountered, request

guidance or an interpretation of existing policy

from D.N.P.J, ;

(ce) submit the details to D. N.P, ‘Ator clearance.

_— (6) eanadian Waval Attaches.

serve the interests of

Defence for Naval Se

Effective date: On promulgation. File No. N.S. 1000-10 Vol. 1

Approved to be promulgated

as a Naval General Order.

Roce rccveccescvccvcscesscesee

VICE-ADMIRAL, R.C.N.

CHIEF OF THE NAVAL STAFF.
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Memorandum to the Naval Secretary:

It is requested that approval may be obtained for

promulgation ef the attached swaendmenttoKB,Gi, (or Naval

General Order),

SUBJECT: R.C.N. Policy and Procedure Regarding Naval Attaches,
Foreign Naval Att 0DIREGTORATES GONCFRNED 7, pbbaches. or vyher Foreign Naval Repr peent-

! : es.

AND THEIR CONCURRENCE: D.N.P,I Cok, Ai, ObA IV ”

wooo eer eeaeeseoee ene sEHe res su Hone ty

REASON FOR NECESSITY

OF PROMULGATION: Naval Board Decision 170-5 of 15th March, 1946,

INGREASF IN COMPLEMENT, Nil

INCREASE IN FINANCIAL

EXPENDITURE’s Nal
ne e

IF-APPLICABLE Identical

Practice in other Services:

Practice in Relhe: Similar

Interservice Committee Recommendation:

(Desigriate committee and date of recommendation )

‘EFFECTIVE DATION

epeeDated: 30th May , 1946 . “ayey x oe

A.U.N.5. pd? | |FV Pee wevereces Se ro Spas baa eee

| (anaaeOer pRanca) | 6

II

RECOMMENDATION (A SySRORAMENDATION CW Sg

NAVAL secRETARY. MAY 3u nam

DATED
mL ogc/o
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CONFIDENTIAL

Naval Service Headquarters

Ottawa, Ont.,

and May, .1946.

Draft Naval General Order

(For the approval of the Chief of the Naval Staff.)

7

Subject: R.C.N. Policy and Procedure Regarding Naval Attaches,

Foreign Naval Attaches or Other Foreign Naval Representatives.

Security of Information

(1) For the purpose of this order, foreign representative

menn sy /

(i) Naval Attache of a foreign state,

(ii) other foreign officials or representatives who

may be working or visiting in Canada in connec

tion with naval matters, and

(iii) Naval officers connected with foreign embassies

or legations, who have no diplomatic status but

who to some extent carry out the duties of Naval

Attaches.

(2) Naval information belongs to the State and not to the

individual and it is the exception rather than the rule for

it to be divulged to foreign powers.

(Note:- When the &rmed Forces are on active service this

policy is considerably relaxed between allies.)

(3) The normal channel by which authorized information is
passed to a foreign State is through the Naval Attaché of
that State accredited to Ottawa. Conversely if Canada

desires information from Foreign Sources, the Canadian

Naval Attaché in the country concerned is asked to obtain

it. It is not the function of Naval Attachés to give out
information. According: to custom their principal and

well recognized function is to obtain information by all

proper means. The extent to which any particular Attache

is favoured with facilities and information is affected

by various political and naval considerations, and the

reciprocation shown to the Canadian Naval Attaché in a

particular State may bear on the matter.

(4) (a) So that proper overall control is exercised res-

pecting the extent information on any matter or

thing relevant to the Naval Forces may be released

to Foreign representatives (or to another service

or department for such release), the responsibilit d

shall be centralized in the Directorate of Naval Plans am
Intelligence (D.N.P.J. ,

(b) D.N.f.).is responsible for

(i) procedure and general supervision of all

matters relevant to foreign representatives,

and

(ii) regulating the conduct of business with them

in so far as the Navy is concerned.
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(5) When considering the release of Naval information to a
foreign representative, in every case the Captain shall:

(a) ensure that the foreign representative has
complied with the requirements of D.N.P.l.e3

(bo) if difficulties are encountered, request guidance

or an interpretation of existing policy from D.N.P.1.;

(c) submit the details to D.N.P.I. for clearance.

Effective date: On promulgation. File No. N.S. 100-10 Vol, 1
‘

Approved to be promulgated

as a Naval General Order.
4

ih jl
COCCOCHCHOHEEFT HEHEHE HHHEDBOEEE

-ANcIDENIY = .. VICE-ADMIRAL, R.C.N.
con G, ORD> aa. BM CHIEF OF THE NAVAL STAFF.

GEN 73 * 2
be F9)
ee

-cOW:
TE
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H.Q.1024 NAVAL SERVICE — MINUTE “SHEET

FILE NOM,

REFERRED TO | REMARKS (With Signature, Position & Date )
Z

The attached redraft of

3 > proposed C.G.0. is forwarded for

4 your concurrence.

The information that has been

omitted is considered to be internal

organization of Headquarters and

“ therefore it is suggested that it be
incorporated in D.N.I.'s Terms of

Reference,

Nokon
NAVAL SECRETARY.

in\9 a2?

PEN! nz ~ teh x7
Miu iol cama ye
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29th March, 1946 Director , ape, tanettigence
(aap Or BRanchy and Trade.

Ir

RECOMMENDATION

DATED

Document disclosed under the Access to Information Act'
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.
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It is requested thet approval may be obtained for
promulgation of the attached HMQBHE REX KXKOK NX xox ct

sungect, R»OsN. POLICY AND PROCEDURE REGARDING NAVAL: ATTACHES,

FOREIGN NAVAL ATTACHES OR OTHER FOREIGN NAVAL REPRESENTA-

DIRECTORATES CONCERNED .evecececeseceeceesces TIVES
AND THEIR CONCURRENCE:

DN, I.oo Des De .€, Fee.

POTTER ROR ee OE HD HORS ACOH EREDO HED EDOS

REASON FOR NECESSITY

OF PROMULGATIONS -

Naval Board Decision 170-5 of 15th March, 1946.

INCREASE IN COMPLEMENT: Nil

INCREASE IN FINANCIAL
EXPENDITURE: Nil

IF APPLICABLE. \

Practice in other Services: Identical

Practice in ReNe: Similar

Interservice Committee Recommendation:
(Designate committee and date of recommendation)

EFFECTIVE DATE:
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—

CONFIDENTIAL NAVAL ORDER

R.C.N. POLICY AND PROCEDURE REGARDING

- NAVAL ATTACHES, FOREIGN NAVAL ATTACHES

OR OTHER FOREIGN NAVAL REPRESENTATIVES

Security of Information

l. ‘Naval information is inherently something which
belongs to the State and not to the individual. It is the

exception rather than the rule for it to be divulged to foreign

powers, although as between Allies, during a war, this policy

is very considerably relaxed in the common interest.

2. The normal channel by which authorized infor-

mation is passed to a foreign State is through the Naval
Attache of that State accredited to Ottawa. Conversely if

Canada desires information from Foreign Sources, the Canadian

Naval Attache in the country concerned is asked to obtain it.

It is not the function of Naval Attaches to give out infor-
mation, in fact their instructions inform them they are not to

do so. According to custom their principal and well recognized

function is to obtain information by all proper means. The

extent to which any particular Attache is favoured with

facilities and information is affected by various political

and naval considerations, and the reciprocation shown to the

Canadian Naval Attache in a particular State may bear on the
matter.

3. In addition to Naval Attaches, other foreign

officials or representatives who may be work ing or visiting in
Canada in connection with naval matters, may be permitted infor-

mation within the scope of their particular assignment. like-

wise, there are connected with certain foreign Embassies or

Legations, naval officers who to some extent carry out the

duties of Naval Attaches but have no diplomatic status.

4. In order that proper overall control can be
exercised in regard to the extent information on any matter or

thing. pertaining to the Royal Canadian Navy may be released to

Foreign Naval Attaches or other representatives (or to another

Service or Department for such release) co-ordinating respon-
sibility is centralized in D.N.I. in accordance with the

following.

(a) The release of naval information to foreign
representatives, whether representing their

country as Naval Attaches or in some other

capacity, must first be cleared through the

Directorate of Naval Intelligence.

(b) When D.N.I. has cleared the release of infor-
mation, whether by allowing a foreign represen-

tative to visit a naval establishment or by

approving the disclosure of reports, etc., then

it is the responsibility of the Directorate

concerned that the release will be limited to that

specifically cleared by D.N.I.

So that uniformity will exist between the Navy
and the other Services and various Departments concerned,
such as External Affairs and Reconstruction and Supply, it is
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the responsitility of D.N.I. to keep in close touch with ©

the general policy and when indicated ensure that the

particular Service or Department is duly consulted.

Foreign Naval Attaches or Naval Representatives

6. D.N.I. is responsible for procedure and
general supervision of all matters pertaining to foreign

Naval Attaches or naval representatives and for regulating

the conduct of business with them so far as the Navy is

concerned. In this connection the following practice obtains:

(a) D.N.I. is the established channel for all
dealings between the Navy and foreign Naval

7 Attaches and other foreign naval representatives.

(1) In this regard, the Naval Attaches are
familiar with the procedure but in the

ease of other foreign Officers, it is
not so well know. ‘It is the responsibility —
of officers to ensure that the requirements

of D.N.I. in this connection are being com-

plied with if approached by foreign rep-

resentatives.

(b) D.N.I. will consider the nature of the request
or business in the first instance and refer same

to the appropriate Directorate indicating, if

necessary, any special matter of policy to be

taken into account. In requests which entail
the assembling of data and detailed information,

this will be done by the Directorate concerned
and then forwarded to D.N.I. who will assess the.

material and make the reply.

(c) Visits and interviews will be arranged by
application to D.N.I. in the first instance.

(a) In the case of visits by Naval Attaches or foreign
representatives to activities pertaining to the
Navy outside N.S.H. Q-, it is normal for the app-

lication to be made in writing, showing size of

party, purpose of visit and allowing sufficient

time for the request to be considered. D.N.I.

will clear the visit with the Directorate con-

cerned who, in turn, will be responsible for

clearing with the Command concerned and working

out details of itinerary in close co-operation

with D.N.I.

Canadian Naval Attaches

q. While Canadim Naval Attaches, by the, nature

of their office, come under certain direct jurisdiction of

the Embassy or Legation to which they are accredited, never-
theless, it is one of their chief functions to serve the

interests of this Department.

8. The following procedure is applicable subject
to the overall responsibility of D.N.I. in respect to policy

and matters pertaining to employment and duties of the Naval

Attaches generally:
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(a) Directorates may correspond direct with
Canadian Naval Attaches but copies of all
outgoing correspondence or telegrams will
be sent to D.N.I. where they are filed for

quick reference.

9. This Directive is intended as a general
outline of policy and procedure. In the matters to which
it applies there is a tendency for new or special aspects
to develop in particular cases. In such cases it is a
function of D.N.I. to interpret policy and give guidance
and assistance. Where difficulties are encountered or
advice required the matter should be taken up immediately
with D.N.I.
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xe ' CONFIDENTIAL NAVAL ORDER

R.C.N. POLICY AND PROCEDURE REGARDING

NAVAL ATTACHES, FOREIGN NAVAL ATTACHES

OR OTHER FOREIGN NAVAL REPRESENTATIVES

Security of Information

1. Naval information is inherently something which

belongs to the State and not to the individual. It is the

exception rather than the rule for it to be divulged to foreign

powers, although as between Allies, during a war, this policy

is very considerably relaxed in the common interest. .

2. The. normal channel by which authorized infor-

mation is passed to a foreign State is through the Naval

Attache of that State accredited to Ottawa. Conversely if

Canada desires information from Foreign Sources, the Canadian

Naval Attache in the country concerned is asked to obtain it.

It is not the function of Naval Attaches to give out infor-
mation, infacttheiininsizructions—tnfoTm them they-are—not—to

do-ses— According to custom their principal and well recognized

function is to obtain information by all proper means. The

extent to which any particular Attache is favoured with
facilities and information is affected by various political

and naval considerations, and the reciprocation shown to the

Canadian Naval Attache in a particular State may bear on the
matter. .

3e In addition to Naval Attaches, other-foréign .

officials or representatives who neve workkne ce visiting. in-
Canada in connection with naval at > may be permitted infor-

mation within the scope oftheir particu) Signment. lLike-
Meet ene neeel ornicues with certett foreign Embassies or
Legatio val ore rers we Oo some extent carrv out the

duties of Naval Attectiés but have no diplomatic status.

4. In order that proper overall control can be

exercised in regard to the extent information on any matter or

thing pertaining to the Royal Canadian Navy may'be released to

Foreign Naval Attaches or other representatives (or to another

Service or Department for such release) co-ordinating respon-
sibility is centralized in D.N.I. in accordance with the

following.

(a) The release of naval information to foreign
representatives, whether representing their

country .as Naval Attaches or in some other

capacity, must first be cleared through the

Directorate of Naval Intelligence.

(b) When D.N.I. has cleared the release of infor-
mation, whether by allowing a foreign represen-

tative to visit a naval establishment or by

approving the disclosure of reports, etc., then

it is the responsibility of the Directorate
concerned that the release will be limited to that

specifically cleared by D.N.I.

5. So that uniformity will exist between the Navy
and the other Services and various Departments concerned,
such as External Affairs and Reconstruction and Supply, it is
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the responsibility of D.N.I. to keep. in close touch with

the general policy and when indicated ensure that the

particular Service or Department is duly consulted.

Foreign Naval Attaches or Naval Representatives

bs D.N.I. is responsible for procedure and
general supervision of all matters pertaining to foreign

Naval Attaches or naval representatives and for regulating

the conduct of business with them so far as the Navy is
concerned, In this connection the following practice obtains:

(a) D.N.I. is the established channel for all
dealings between the Navy and foreign Naval
Attaches and other foreign naval representatives.

(1) In this regard, the Naval Attaches are
familiar with the procedure but in the

case of other foreign Officers, it is
not so well known. Jt is the responsibility
of officers to ensure that the requirements

of D.N.I. in this connection are being con-

plied with if approached by foreign rep-

resentatives.

(b) D.N.I. will consider the nature of the request

or business in the first instance and refer same

to the appropriate Directorate indicating, if

necessary, any special matter of policy to be

taken into account. In requests which entail
the assembling of data and detailed information,

this will be done by the Virectorate concerned
and then forwarded to D.N.I. who will asseas the

material and make the reply.

(c) Visits and interviews will be arranged by
application to D.N.I. in the first instance.

(a) In the case of visits by Naval Attaches or foreign
representatives to activities pertaining to the

' Navy outside N.S.H.Q., 4t is normal for the app-
lication to be made in writing, showing size of

party, purpose of visit and allowing sufficient

time for the request to be considered. D.N.I.

will clear the visit with the Directorate con-
cerned who, in turn, will be responsible for

Clearing with the Command concerned and working

out detaiis of itinerary in close co-operation

with D.N.I. .

Canadian Naval Attaches

qs While Canadian Naval Attaches, by the nature
of their office, come under certain direct jurisdiction of
the Embassy or Legation to which they are accredited, never~

theless, it is one of their chief functions to serve the

interests of this Department.

8. The following procedure is applicable subject
to the overall responsibility of D.N.I. in respect to policy

and matters vertaining to employment and duties of the Naval
Attaches generally:
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(a) Directorates may correspond direct with
Canadian Naval Attaches but copies of all

outgoing correspondence or telegrams will
ve sent to D.N.I. where they are filed for
quick reference,

9 This Directive is intended as a general
“outiine of policy and procedure, In the matters to which
it applies there is a tendency for new or special aspects
to develop in particular cases. In suoh cases it is a
function of D«N.I. to interpret policy and give guidance
and assistance. Where difficulties ars encountered or

advice noguired the matter should be taken up immediately —
with D.N.I.
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N.S. 1837-56

MEMORANDING TO DIRECTOR NAVAL INTELLIGENCE & PLANS
eae Se Oe See ae OD ome FPOe eeaD OO Ae AE OO ome eo abOS a MED OR HED mae Oy ee Et Ee es OE aD LO OD OS Oa a on oe Oe

Attention: Steff officer (Intelligence)

Subject: C.B.O. Form U2D(3)(1946) - Disclosure of |
Technical Information to Foreign Nations

- 194 |

A copy of the above Secret C.B. is being
issued on loan to Director of Naval Intelligence

under cover of Supply and Receipt Note.

2. In confirmation of conversation with

Lt. Cdr. Tottenham on the 17th instant, it is

recommended for consideration that the information

containdin the above C.B, should be published in a

C.B.C.N. which will permit of any desired changes to

cover His Majesty's Cenadian Government, and it will
also permit of a much wider distribution within the
R.C.N. It will be appreciated that there are many

authorities in the Canadian Naval Service who should

be made aware of the contents of this C.B. but under

the Admiralty distribution, they would not be provided
with a copy.

3. If the recommendation in paragraph 2 is

acceptable, security printing of such a pamphlet can

be arranged by N.D.A. In this connection, attention

is invited to K.R.C.N., Articles 1.21 and 25.72. The

Editor of Manuals is Lt. Cdr. L.D. Hall, R.C.N.,

Room 4110, Navy Building, Telephone 1398.

Naval Digtributing Authority wu

20th April, 1946
OT TAWA

C10. fom VAD (Y) Coyay ro Ib bs
Abel cx nf no. Sree i At vm |
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. : DIRECTOR OF NAVAL PLANS

__ AND INTELLIGENCE. —

INTERNAL MINUTE SHEET ¢
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INITIALS

REFERRED TO & DATE REMARKS
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‘ QUOTE No... oe aeeeee od sactasceseesnesecosssarene
Department of Mational Defence

a @ttawa, Canada,
CANADA 

10 Apr 4 é

Chiefs of Staff Committer.

0642
C.A.8,

D,O.R.

BUGo.W21 shorn tion with £oroien rovorg

i. The attached letters fron tho Undor
Sceretary of State for External Affairs are forwarded
for infornsation and retention -

{a) External Affairs letter of 7 Feb 46,
concerning position of Eire; and

{b) External Affairs letter of 4 Apr 46
concerning further infornation on the
findings of Sir Willian Palmer's Committee,

Ze the above correspondence has been forwarded
to the Joint Intelligence Committee who have the matter
under oxamination as a result of the Chiefs of Staff
direction at their 341st meeting held 8 Jan 46,

on this subjects

(a) External Affaira letter of 12 Dec 45,
oh, together with enclosures;

(b) Report of the Joint Planning sub-
Committee (file HQ 5199-R-4 ~ F.D.3. (DMORP))
of 18 Dec 45; and

(c) External Affatrs letter of 3 Jan 45,
together with enclosures,

/ 7°

J.C. Barel y)
RST we Fie fein 7

5M-12-42(M1781) 
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Department of External Affairs,

Canada

TOP SECRET

Ottawa, April 4th, 1946.

fo: The Secretary, Chiefs of Staff Committee.

x

With further reference to our letter of

February 7th concerning the exchange of technical

information with foreign powers, I am enclosing a copy

of a letter, dated 26th March, from Mr, Stephen Holmes,

This letter is in answer to an enquiry of ours asking

for more information on the findings of Sir William

Palmer's Committee referred to in the original

communication from the Office of the High Commissioner.

You will observe that the Committee is prepared to give

further information on any particular points.

(sgd.) G.P. Glazebrook

Under Secretary of State
for External Affairs.

2085/8 |
March 26

Document disclosed under the Access to {Information Act - q
Document divulgué en vertu de la Loi sur I'accés a l'information
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copy

TOP _SECHET

Office of the High Commissioner
for the United Kingdom,
Earnscliffe, Ottawa.

26th March, 1946.

Dear Mr. Robertson,

We have received further information from London
on the question of the disclosure of technical information to
other nations, about which I wrote to you on the 18th March,

The views contained in paragraph 13 of the enclosure
to my letter of the 3lst December represent the specific
recommendations of Sir William Palmer's Committee and these
views were not accompanied by any more detailed findings, In
making these recommendations the Committee had in mind two
basic principles which had emerged during an earlier discussion
on a similar proposal. These two principles were:-~

(a) the post-war exchange of privately-owned
information can only take place with the co-operation of the

ownersand to the extent that they are willing to co-operate.

Any non-observance of this policy, or any attempt to apply

compulsion, would lead to the rupture of good relations

with industry and a consequent reluctance to communicate

information to government departments, so that the success

of the exchange would te prejudiced from the outset,

(b) Any commercial, as distinct from defence, value
of the information ought to be protected for the benefit

of the original owner, and through him of his domestic

industry, whether he is the government or a private person

or firm. Experience during the war has shown that this

protection ought to be obtained before the information is

handed over, and it must be recognized that post-war exchange

will not, therefore, occur at such an early stage as during

the war period,

In the case of secret patentable information this

view will make it necessary for the recipient government

to grant protection substantially equivalent to that secured

by a secret patent of the United Kingdom, e.g., an under-

taking to grant a patent on request with suitably early

priority.

The Committee did not hear evidence, nor did it

issue any formal report, but it will be happy to give further.”

consideration to any points which the Canadian authorities

may consider still require elucidation.

Yours sincerely,

(Sgd.) Stephen L. Holmes. o_—

N.A. Robertson, Esq.,

Under-Secretary of State

for External Affairs,

Ottawa,
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THE NAVAL BOARD

The following Minute is promulgated for information

and /or necessary action.

MARCH 15TH, 1946. NS C 1000-10 Vol.1
Meeting held on sseceracsecedevcccceseae .- FILE

170-5. R.C.N. POLICY AND PROCEDURE REGARDING NAVAL ATTACHES,

FOREIGN NAVAL ATTACHES OR OTHER FOREIGN. NAVAL

REPRESENTATIVES .

D.N.1I. has proposed a paper outlining details

of security of information, with particular regard to handling

of same by Foreign Naval Attaches or Naval Representatives and

Canadian Naval Attaches.

Naval Board observed that this paper merely

outlines the duties that should be carried out by Naval

Attaches, both Canadian and Foreign, as regards to security

of information, and is not a new departure. It is merely

an effort to lay down rules and regulations on present

procedure for the handling of such matters,

DECISION:

Naval Board approved of this paper and desired
A.C.N.S. that it should be put into effect with the least possible

For action. ) delay.

Us YK OR ta a
. al

Wn | paecHETAY, NAVAL BOARD.

; * Ye. nee .

=H. ma, 30), | MEE. 3
Ne nant qedee fle Opes



Document disclosed under the Access to Information Act -

Document divulgué en vertu de la Loi sur I'accés @ I'information

=.

File No sescscecccssscececece

NAVAL SERVICE

HEAD ‘UARTERS

_ MINUTE SHEET

REFERRED TO: REMARKS

yee

»s

000119



Document disclosed under the Access to {nformation Act -

Document divulgué en vertu de la Loi sur I'accés a l'information

A.
teNAVAL SERVICE --- MINUTE SHE]

FILTM NO. , LETTER NO.

ween nen ee qr nee nn eee eee nee

i
REFERRED TQ REMARKS (WITH INITIALS & DATE)
ee ea ee i ae yore ene ae ee ee ote eae ae ewe ee oe ee cee ee re te eee ee

aad 3
ola

- ' .

‘

Kens ' Drs trata' o-
a t : *

- {

000120

, oF, - 2 —————_



(qHIS_DIRECTIVEDEFENRS) R. C.N. POLICY AND
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(COPY)

NS#R
‘ 7 4) ?

( conmiparrm — “Pbe No.
\ OTTAWA, 20 Feb 46.

PROCEDURE REGARDING NAVAL ATTACHES,

FOREIGN NAVAL ATTACHES OR OTHER

FOREIGN NAVAL REPRESENTATIVES _

Security of Information -

1. Naval information is inherently some thing which
belongs to the State and not to the individual. It is the

exception rather than the rile for it to be divulged to

foreign powers, although as between Allies, during a war,

this policy is very considerably relaxed in the common
interest.

Qe The normal channel by which authorized information
is passed to a foreign State is through the Naval Attache of

that State accredited to Ottawa. Conversely if Canada desires

information from Foreign Sources, the Canadian Naval Attache

in the country concerned is asked to obtain it. It is not the

function of Naval Attaches to give out information, in fact

their instructions inform them they are not to do so. Accord-

ing to custom their principal and well recognized function is

to obtain information by all proper means. The extent to which

any particular Attache is favoured with facilities and infor-

mation is affected by various political and naval considerations,

and the reciprocation shown to the Canadian Naval Attache in

a particular State may bear on the matter. |

3. In addition to Naval Attaches, other foreign officials

or representatives who may be working or visiting in Canada in

connection with naval matters, may be permitted information

within the scope of their particular assignment. Likewise,

there are connected with certain foreign Embassies or Legations,

naval officers who to some extent carry out the duties of

Naval Attaches but have no diplomatic status.

4. In order that proper overall control can be exer-

cised in regard to the.extent information on any matter or

thing pertaining to the Royal Canadian Navy may be released to

Foreign Naval Attaches or other representatives (or to another
Service or Department for such release) co-ordinating respon-
sibility is centralized in D.N.I. in accordance with the

following.

(a) The release of naval information to foreign
representatives, whether representing their country

as Naval Attaches or in some other capacity, must

first be cleared through the Directorate of Naval

Intelligence.

(b) When D.N.I. has cleared the release of information,
whether by allowing a foreign representative to visit

a naval establishment or by approving the disclosure

of reports, etc., then it is the responsibility of the

Directorate concerned that the release will be limited

to that specifically cleared by D.N.I.

De So that uniformity will exist between the Navy and

the other Services and various Departments concerned, such as

External Affairs and Reconstruction and Supply, it is the
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responsibility of D.N.I.to keep in close touch with the general

policy and when indicated ensure that the particular Service or

Department is duly consulted.

Foreign Naval Attaches or Naval Representatives

6. D.N.i. is responsible for procedure and general
supervision of all matters pertaining to foreign Naval Attaches

or naval representatives and for regulating the conduct of

business with them so far as the Navy is concerned. In this

connection the following practice obtains:

(a) D.N.I. is the established channel for all dealings
between the Navy and foreign Naval Attaches and

other foreign naval representatives.

(1) In this regard, the Naval Attaches are familiar
with the procedure but in the case of other

foreign Officers, it is not so well known. It

is the responsibility of officers to ensure

that the requirements of D.N.I. in this con-

nection are being complied with if approached

by foreign representatives.

(b) D.N.I. will consider the nature of the request or
business in the first instance and refer same to

the appropriate Directorate indicating, if necessary,

any Special matter of policy to be taken into account.

In requests which entail the assembling of data and

detailed information, this will be done by the

Directorate concerned and then forwarded to D.N.I.

who will assess the material and make the reply.

(c) Visits and interviews will be arranged by application
to D.N.I. in the first instance.

(d) In the case of visits by Naval Attaches or foreign
representatives to activities pertaining to the Navy

outside N.S.H.Q., it is normal for the application to

_ be made in writing, showing size of party, purpose of

visit and allowing sufficient time for the request to

be considered. D.N.I. will clear the visit with the

Directorate concerned who, in turn, will be respon-

sible for clearing with the Command concerned and
working out details of itinerary in close co-operation

with D.N.I.

Canadian Naval Attaches

Te While Canadian Naval Attaches, by the nature of

their office, come under certain direct jurisdiction of the Embassy

or Legation to which they are accredited, never theless, it is one

of their chief functions to serve the interests of this Department.

8. The following procedure is applicable subject to
the overall responsibility of D.N.I. in respect to policy and

matters pertaining to employment and duties of the Naval Attaches
generally:

(a) Directorates may correspond direct with Canadian
Naval Attaches but copies of all outgoing corres-

pondence or telegrams will be sent to D.N.I. where

they are filed for quick reference.

i
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9» This Directive is intended as a general outline

of policy and. procedure. In the matters to which it applies

there is a tendency for new or special aspects to develop in
particular cases. In such cases it is a function of DeN.I.
to interpret policy and give guidance and assistance. Where

difficulties are encountered or advice required the matter
should be taken up immediately with =

Sestdionemof D.N.I.
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(COPY)

HQS 9022—2(D.sMerI. )

CONFIDENTIAL

OTTAWA, 20 Feb 46.

THIS DIRECTIVE DEFINES R.«C.N. POLICY AND |
PROCEDURE REGARDING NAVAL ATTACHES,
FOREIGN NAVAL ATTACHES OR OTHER

FOREIGN NAVAL REPRESENTATIVES

ls Naval information is inherently something which
belongs to the State and not to the individual. It is the

exception rather than the rime for it to be divulaed to

foreign powers, althoucsh as between Allies, during a war,

this policy is very considerably relaxed in the common
nterost.

20 The normal channel by which authorized information
is passed to a foreign State is through the Neval Attache of

that State accredited to Ottawa. Conversely if Canada desires

information from Foreign Sources, the Canadian Neval Attache
in the country concerned is asked to obtain it. It is not the

function of Naval Attaches to give out information, in fact
-their instructions inform them they are not to do so. Accord-

ing to oustom their principal and well recognized function is
to obtain information by all proper mans. Tho extent to which

any particular Attache is favoured with facilities and infor-

mation is affected by various political and naval considerations,
and tho reciprocation shown to the Ganadien Naval Attache in

a particular Stato may bear on the matter.

3 In addition to Naval Attaches, other foreign officials

or representatives who may be vorking or visiting in Canada in

connestion with naval matters, may be permitted information
within the soope of their particulor assianmont. Likewise,

there are connscted with cortain foreign Embassies or Legations,

naval officers who to some oxtent carry out the duties of
Naval Attaches but hava no @iplomatic status.

be In order that proper overall control can be exer=

cised in regard to the oxtent information on any matter or
thing pertaining to the Royal Canadian Navy my be rolenased to

Yorelan Naval Attaches or othor representatives (or to another

Service or Depertment for such release) co-ordinating respon-
sipllity is centralised in D.N.I. in accordance with the

following.

(a) The releaso of naval information to foreien
representatives, whother representing their country

as Nava). Attaches or in some other capacity, mist

first be cleared through the Dirsotorate of Naval

Intellisence.

(b>) When D.N.I. has cleared the rolease of information,
_ whether by allowing e foreign representative to visit

a navel establishment or by approving the disclosure

of reports, etc., then it 19 the responsibility of the

Directorate concerned that the release will be limited
to that specifically cleared by D.N.I.

56 So that uniformity will oxist between the Navy and
the other Services and various Departments concernod, such as

External Affairs and Reconstruction and Supply, it is the
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reononsibliity of D.N.«I.to keep in close touch with the general
policy and when indicated enaure that the particular Service or

Department is duly consulted.

Foroien Naval Attaches or Naval Representatives

be D»N.I. is responsible for proosdure end general
supervision of ol] matters pertaining to foreirn Naval Attaches
or naval representatives and for regulating the sonduct of

business with them so far as the Navy is concerned. In this
sonmnoeotion the following practice obtains:

(a) D.N.I. is the established channel for all dealings
between the Navy and foreign Naval Attaches and

other foreign caval representatives,

(1) In this regard, the Naval Attachos are faniliar
with the procedure but in the case of other

foreign Officers, it is not so well known. It
49 the responsibility of offleers to ensure
that the roquiroments of D.N.I. in this con+

neotion are boing complied with if approached
by foreign representetives.

{>) D.M.Xe.lll consider tho nature of the request or
business in tho firat instance and refer same to

the appropriate Directorate indicating, if necensary,

ony special matter of polisy to be taken into account,

In requests which entail the assembling of data and
detailed information, this will be done by the

Directorate conecrned and then forwarded to D.N.T.
who vill ascoss tho smoaterial and make the reply. |

(e} Visits and intorviews will be arranged by application
to D.HeIl. in the first instance.

(4) In the caso of visits by Naval Attachos or foreign
representatives to activities pertaining to the Navy

outside N.S.H.Q, it la normal for the application to
be nade in writing, showlag size of party, purpose of

vieit and elliowing sufficient time for the request to

be considered, 0.N.I. will clear the visit with the
Directorate soncornod who, in turn, wlll be respon~

sible for clearing with tho Sommand concerned and
working out details of itinerary in closes oo-operation

with DeNeI.

Canadian Naval Attaches

Fe While Conadian Naval Attaches, by the nature of
their offlee, come under certain diroct jurisdiction of tho Embassy

or Legation to which thoy arse atcoredited, never theless, it is one
of their chief functions to serve the interests of this Dopartment.

8, The following precedure ia applicable subject to
the overall responsibility of D.N.I. in respeat to policy and

matters pertaining t omploymont and dutios of ths Naval Attaches
geuerally:

(a) Direstorates may correspond direct with Canadian
Raval Attachos but copies of all outgoing corres-

pondence or tolegrams will be sent to D.N.I. where

they are filed for quick reference.
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9. This Directive is intended a6 a general outline

of policy and procedure. In the matters to which it applies
there is a tendency for new or special aspests to develop in

particular cases. In such cases it is a function of D.N.I.
to interpret policy and give guidance and assistance. Where

difficulties are encountered or advice required the matter

should be Baken UP imncdiately with @ poate
Seet-por-of? D.H.D>
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Cee
H.Q.S, 90222 Vol Re

Ottawa, .22 Feb 46.

CONFIDENTIAL

1.0507

1. In view of the recent: transfer of responsi-
bility in NDHy for all matters relating to Poreien
Military Attaches in Ottava from DMO&P to DMI, it
is appropriate to stress egain the importance of the
attached directive covering security of military
information. This directive is a revision of that
issued under reference HQS 9022-2 dated 1 Aug 45.

2 It is essential in time of peace that matters
pertaining to the military potential of Canada are
not discussed or divulged to unauthorized persons;
indeed the requirements of security must now be applied
to the type. of information which was exchanged with
our Allies during hostilities.

3 All Staff Officers at NDHQ are to be made
thoroughly familiar with tie contents of the attached
directive, Directors will ensure that in future |
these instructions are broight to the attention of

duty to NDHQ.

Heads of Branches Oo sor
Vice and Deputy Heads of B:anches p- 5. /pAll Directorates NDHY _ Pp i
JAG pee A

_s Ih:

DFR /: oy , dot
Print og~ \ .

Deputy Minister (Army) ae
Chief of the Air Staff J
Chief of the Naval Staff
Military Secretary
Commander, Canadian Army Staff, Washington

FEB 27 AM
am em me . ~, q
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HQS 9022-2(D.M.I.)

CONFIDENTIAL |

| OTTAWA, 20 Feb 46,

THIS DIRECTIVE DEFINES ARMY POLICY aND-
PROCEDURE REGARDING MILITARY ATTACHES,

FOREIGN MILITARY ATTACHES OR OTHER a

= POREIGN MILITARY REPRESENTATIVES_ ‘

Security of Information
,

1. Military information is inherently something

which belongs to the State and not to the individ-
ual. It is the exception rather than the rule for it to be

divulged to foreign powers, although as between Allies, during

awar, this policy is very m nsiderably relaxed in the common

interest.

2u The normal channel by which authorized information ©

is passed to a foreign State is through the Military. Attache

of that State accredited to Ottawa. Conversely if Canada

desires information from Foreign Sources, the Canadian Mili-.

tary Attache in the country concerned is asked to obtain it.

it is not the function of Military Attaches to give out info-

rmation, in fact their instructions inform them they are not

to do so, According to custom their prineipal and well recog-

nized funetion is to obtain information by all proper means.

The extent to which any particular Attache is favoured with

facilities and information is affected by various political

and military cunsiderations, and the reciprocation shown to

the Cunadian Military. Attache in a particular State may bear
on the matters

3, In addition to Military Attaches, other foreign
officials or representatives who may be working or visiting ——-

in Canada in connection with military matters, may be permitted

information within the scope of their particular assignment.

Likewise; there are connected with certain foreign Embassies or

Legations, military officers who to some extent carry.out the , ;

duties of Military Attaches but have no diplomatic status. —

4, In order that proper overall”. control can be exer-

ecised in regard to the extent informaiion on any matter or

thing pertaining to the Canadian Army nay be released to

Foreign Military Attaches or other ropresentativées (or to

ancther Service or Department for such release) co-ordinating

responsibility is centralized in u.i}.I. in aecordance with

the following.

(a) The release of military in formation to foreign

- representatives, whether representing their country

as Military Attaches or in some other capacity, must

first “be cleared through the Directorate of Military

Intelligence.

(&) When D.M.T. has cleared the release of information,

whether by a&ilowing a foreign representative to visit
a military establishment or by approving the disclosure

of reports, etc, then it is the responsibility of the

Directorate concerned that the release

/will. . »
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will be limited to that specifically

cleared by D.M.I.

5 So that uniformity will exist between the Arny,
the other Services and various Departments concerned, such

as External Affairs and Reconstruction and Supply, it is
the responsibility of D.M.I. to keep in close touch with

the general policy and when indicated ensure that the

particular Service or Department is duly consulted.

Foreign Military Attacheg or Military Representatives

6. D.M.I. is responsible for procedure and general
supervision of all matters pertaining to foreign Military

Attaches or military representatives and for regulating the

conduct of business with them so far as the Army is concerned.

In this connection the following practice obtains:

(a) D.M.I. is the established channel for all
dealings between the Army and foreign

Military Attaches and other foreign military

representatives.

(1) In this regard, the Military Attaches
are familiar with the procedure but.

in the case of other foreign Officers,

it is not so well known. It is the

responsibility of officers to ensure:

that the requirements of D.M.I. in

this connection are being compiled

with if approached by foreign representatives.

(ob) D.M.I. will consider the nature of the request

or business in the first instance and refer

same to the appropriate Directorate indicating,

if necessary, any special matter of policy to

be taken into account. In requests which entail

the assembling of data and detailed information,

this will be done by the Directorate concerned and

then forwarded to D.M.I. who will assess the

material and make the reply.

(c) Visits and interviews will be arranged by
applicatiom to D.M.I. in the first instance.

(d) In the case of visits by Military Attaches

or foreign representatives to activities

pertaining to the Army outside N.D.H.Q., it is

normal for the application to be made in
writing, showing size of party, purpose of visit
and allowing sufficient time for the request

to be considered. 1.M.I. will clear the visit

with the Directorate concerned who, in turn, will

be responsible for clearing with DOC or Commandant

concerned and working out details of itinerary

in elose co-operation with D.M.I.

/CAaNn..>
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Canadian . Military Abbaches

‘To, ' While Canadian Military Attaches, by the nature of
their offiee, come under certain’ direct jurisdiction of the

Embassy or Legation to which they are accredited, never-
theless, it is one of their chief. functions to serve the
interests of this Department.

8. The ‘following ‘procedure is applicable subject
to the overall responsibility of D.M.I..in respect to

policy and matters pertaining to employment and duties of

the Military Attaches generally:

(a) Directorates. may correspond direct with
Canadian Kilitary Attaches but copies of
all outgoing correspondence or telegrams will

be sent to D. Mei. where they are filed for
quick reference. Oe

9 This Direetive is intended as @ general cutline
of policy and procedure. In the matters to which it applies

there is a tendency for new or special aspects to develop in

particular cases. In such cases it is a function of D.M.I.

to interpret policy and give guidance and assistance. “here

difficulties are encountered or advice required the matter

’ should be taken up immediately with the Foreign Liaison

Seetion of D.M.I. -

‘10. . This directive supersedes and brings up to date
HQS 8213 FD = dated 2] Dec 43 and HQS 9087-1 dated 11 Nov 44
and HQS 9022-2 of 1 Aug 45.

GENERAL STAFF
D.M.T.
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Copy

~ oo. . TOP SECRET

Department of External Affairs, Canada
OG4S

Ottawa, February 7th, 1946.

fo: Lt.-Col, E.W.T. Gill, Secretary,
Chiefs of Staff Coumittee.

With reference to our letter of January 3rd
enclosing a letter from the Acting High Commissioner
for the United Kingdom, together with a copy of a
memorandum concerning the exchange of technical information
with foreign powers, I am enclosing a copy of a further
letter received from the High Commissioner of the United
Kingdom clarifying the position of Eire,

(sgd.) GP, Glazebrook

Under Secretary of State

for External Affairs.

000132
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v <—— Document disclosed w'
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OFFICE OF THE HIGH COsMISSIONER
FOR THE UNITED KINGDOM

EARNSCLIFFE, OTTAWA.

Sth February, 1946.

Dear Mr. Robertson,

With reference to paragraph 10 of the

enclosure to my letter of the 3lst December

regarding the policy to be followed by the

United Kingdom authorities on the disclosure

of technical information about weapons and

equipment, it has now been decided that Bire

should be treated in this connection as a nation

in category By

Yours sincerely,

(sgd) Stephen Holmes.

N.A. Robertson, ESqe,
Under-Secretary of State for External Affairs,

Ottawa.

cg
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llth January, 1945.

The Seoretary,
Gonadien Joint Intelligence Conmitteo.

Exchange of information with foroim povers

lL, At their 341st meeting, held S Jan 46,
the Ghiefs of Steff considered the "report of the |
Joint Planning Sub-Conmittee rogerding exchange of

information with foreign powers (memorandum to Chiefs
of Sterf Committec -~ Army file Has 5L9I-R. A. FD3 (DNOLP?
dated 16 Deo 45).

The Chiefs of Staff felt that the procedure
croposed 4n this report might be succeptible of some
simplification in view of further despatches which had
been reecsived from the U.K. government outlining their
practice in these matters.

4 The Chaiefs of start did not approve tne
Planners’ report and directed, in the light of the
ore recent information received from the U.K. government,

that this report be re-examined by the Joint Intelligence
Committees, assieted by other covernment: departments
concerned, and that further recommendations be submitted

in duo source.

4, Iam therefore enolcsing a copy of the
despatohes containing information regarding the U.K.

povornment's policy in theso matters.

(E.W.2. G412)
Lieutenant~Colonel,

Hocretary,

Chiefs of Staff Connittes.

Att.3
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Copy

OFFICE OF THE HIGH COMMISSIONER
FOR THE UNITED KINGDOM

EARNSCLIFFE

OTTAWA.

31st December, 1945.
1085/8

Dear ir, Robertson,

I have been inforned by the Secretary of
State for Dominion Affairs that the United Kingdon
authorities have recently been giving consideration
to the policy to be pursued with regard to the

disclosure of technical information about weapons
and equipment te other members of the Commonwealth
and to foreign nations,

The policy to be followed by the United
Kingdom authorities as approved by the United Kingdom
Governnent in this matter is set out in a memorandun,
a copy of which I enclose herewith,

I have been asked to inform you that the
United Kingdom Government have authorized departnents

to disclose to the Governments of the Dominions and of
india all information of use to them up to and including
the categories of "Secret" and "Pop Secret",

The policy of strict reciprocity at present
being applied in the case of the Union of Soviet Socialist
Republics, to which reference is made in paragraph 12
of the memorandun, was described in the Secretary of
State's Saving telegram Circular D. No, B12 of the 18th
September,

I understand that for the present Eire is not
being treated on the same lines as the other neabers of

the Commontealth. For this purpose, therefore, the word
"Dominions" in the memorandum should be read as exclusive
of Eire. Special consideration is, however, being given
to this particular point and I may later be able to
acquaint you with oe ruling as to category into which that
country is to be regarded by the United Kingdom authorities

concerned as falling.

N.A. Robertson, Esq.

Under-Secretary of State for Yours sincerely, 000135
External Affairs, Ottawa. .. (sgd.) Stephen Holn



COFY

OP SECRET MEMORANDUM

mS DISCLOSURE OF. TECHNICAL INFORMATION
TO ATIONS

General

1. The end of the war calls for a revision of policy
regarding the disclosure to other nations of technical information
about weapone and equipment. The existing rulings were based upon
war-time conditions and in most respects no longer apply.

Definition

2. "“Digolosure of technical information"in this
memorandum includes disclosures involved in the sale of equipment.

Purpose of disclosure of information

Disclosure of technical information to foreign nations

is considered desirable:~

(a) When it is in accordance with foreign policy

and

(bo) If it does notconflict with anything in strategic
policy, and

(c) If 4t is likely to be of benefit commercially.

Need for continued secrecy

Y, There will always be some information about British
research and development about which secrecy must be maintained. This
is kept to a minimum by frequent review. The secrecy of a weapon or
Atem of equipment must vary with the number of people who handle it.
If it is about to be widely used, 1% will be manufactured on a large

acale and therefore cannot be kept secret. Secret items, therefore,
should normally only be those which are not yet in quantity production,
although there will be exceptions te this rule.

Agreement vith the U.S.A.

5. Despite the end of the war, it is still desirable

to keep in line with the United States authorities in respect of dis-
closure of classified information to foreign countries. Only thus

can it be assured that neither side discloses to a third party infor-

mation which the other wishes to keep secret.

Re~equipment of Foreign Nations

6. The United Kingdom Chiefs of Staff have already pro~
posed that the United Kingdom should assist the rebul 1ding of the armed
forces of France, Belgium, Denmark, Holland and Norway. f thie is to

be done effectively, some secret information may have to be disclosed.

7. These proposals have been approved (with minor
alterations) by the United Kingdom Government. The United States
Government was consulted, and proposals were then made by the United

Kingdom Government to various nations, as a result of which the United
Kingdom Service Departments now have commitments in various degrees

for the re~equipment of all the countries above named, and also of
Greece, Czechoslovakia and China.

/Categorisation of Nations
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“vategorisation of Nations for disclosure purposes

&. In the light of the foregoing considerations, a

standard policy has been approved by the United Kingdom Government

in which nations are categorised as deacribed below for disclosure
purposes. In each category the nations may, in matters of interest

and use to them, receive at the discretion of departments, information

ap to and including the classification for that category.

CATEGORY A

9. Nations in this category may receive up to and
including "Top Secret" information. The nations entitled to receive
this special treatment are first the Dominions and India, and secondly
the U.S.A., should they agree to collaboration in research and develop-
ment,

CATEGORY B

10. Nations in this category may receive up to and ine
cluding "Confidential" information. This category will include the
following near and friendly neighbours:-

France
Norway

Denmark |
Holland

Belgium
Greece

Turkey

Any further refinement by way of sub-dividing Category "B" and
alloving more information to some natione in it and lens to others
4e considered undesirable and likely to cause confuaion.

Secret information should be given to a category "B" nation in
accordance with paragraph 6 above, each case will be referred for
further consideration by the authorities concerned.

CATEGORY C

If, however, it 1s at any time considered that

11. This category should include all nations not placed
in Category "B", It could perhaps be assumed that any ‘Classified!
information passed to such nations would be liable to be circulated
among them so that 1t would cease to be 'Classified'. They should,
therefore, normally not be given any 'Classified' information although
they might be given “confidential” or "restricted" information with |
the approval of all U.K. Services concerned.

Position of the U.S.6.R.

le, Disclosure of information to the U.5.3.R. should be
on the basis of Category 'C' classification, but subject to special
directives laid dow from time to time by the Chiefs of Staff. The
directives at present in force require a strict reciprocity in
exchange, and the co-ordination in London of all requests for dis-
closure of information. It has also been agreed with the U.S. Chiefs

of Staff that:-

(a) there should be consultation before information or intelligence,
other than operational, is passed to Russia;

(bo) neither party should pass information or intelligence derived
vholly. or in part from the other party's sources without the
latter's consent.

/Industrial Considerations
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Industrial Considerations

13. The views of Sir William Palmer's Committee
as to how industrial interests may best he secured under

this policy are acceptei,

Information may be Govwernment-owned or

privately-owned; secret or not secret; wholly patentable,

wholly unpatentable, cr partly patentable and partly

unpatentable,.

(a) Wholly patentatle, i.e. the whole of the information
can be protected by a patent specification.

If secret the U.K. Government will in all

cases acquire the right to a secret patent in

the U.K. and disclosure to a foreign Government

should as far as possible be made on the following

condition:

that the information is kept secret and

the Government of that country will grant

to the U.K. on request patent protection

of suitable priority.

If not secret, i.e., such that publication ina

patent specification is permissible, no problem arises.

Government-owned inventions should be examined to see

whether foreign patents should be obtained and exploited.

In the case of privately-owned inventions the recipient

Government should be referred to the owner, to negotiate

terms.

(b) Who tentable, i.e. the information, while commercially

valuable. is not of the kind which can be protected by a
patent specification.

Government-owned information should only be supplied

if a quid pro quo is obtained ~ strategic, monetary or

both ~ worth the value of the information.

In the case of privately-owned information the

foreign Government should merely be put in touch with

owner, but if the nature of the information is secret

the owner should be warned that he should communicate

the information only to accredited representatives of

the foreign Government who are pledged to maintain

secrecy.

(a) Partly patentable and partly unpatentable. The only
important case is where the information as a whole is

secret and unpatentable e.g. the layout, dimensions and

specification of an aero engine, while some parts are

patentable and may be patented without fear of disclosing |

the general design, e.g. a magneto,

The patented and unpatented parts should be treated

separately as in (a) and (>) above but in the case of

privately-owned patentable information care should be taken

to inspect any patent applications before they are filed.

in the foreign country by the owner, to make sure that |
they do not disclose any secret information.
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(4) Departments who are negotiating with Foreign Governments

for the coumunication to them of information of commercial
value may, depanding upon the particular circumstances,

decide to carry out the negotiations themselves and may
lay down the terms upon which the information may be used

by those Governments, or they may decide to entrust the

negotiations, under suitable conditions, to private firms
or individuals,

Conditions for Disclosure

14, The following conditions should be laid down and
agreed to by all nations to whom information is disclosed:~-

(a) Security

(4) The information received should be safeguarded
under the same rules of security as the U.K.

authorities themselves impose.

(41) The information is disclosed only for the
use of the recipient Government and such
of its contractors, under seal of security,
as it may notify to the U.K. Government in
writing. Disclosure to any other Government,

or publication to the Press or in any other
way, would constitute a breach of the agreement.

(bo) Reciprocity

It should be a condition of disclosure of information
(as opposed to sale) that reciprocal facilities be
given in return; even though some nations can offer
little at the present time this condition might be

of value later.

Duration of proposed policy

15. It is considered that the basic policy of disclosure
by categories should continue indefinitely, although its application
will depend on changing strategic and political factors which will
necessitate periodical review. It is therefore proposed to
review periodically the mintries to be placed in each category,

Control

16, Disclosures should not be controlled locally, e.g.
by theatre commanders, Control should be exercised in London,

Date of Implementation

17. All departments should put the above policy into
force as an interim measure, though it may be liable to!
modification in the light of the policy to be adopted by the
U.S, authorities. ‘

Conclusions

18. (a) The various war-time policies respecting exchange
of information should be revised to accord with
long term policy with regard to the re~equipment
of the Armed Forces of foreign countries, —

(b) For this purpose the nations should be classified =.
in three categories to which material of varying
security classifications may be given, subject. to 4

such exceptions as may be agreed from time to time. |
\

} 1
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(c) Disclosure should be subject to maintenance
of security comparable to that obtaining in

the U.K. and reciprocity.

(d) To protect the interests of industry, suitable
procedure should be adopted to cover patented

and unpatented information.

(e) The duration of this policy should have no
fixed terminal date, but its implementation

should be reviewed periodically.
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SECRET

No: 4.60 6th December, 1945,

I have the honour to refer to your despatch

No. 199% of the 9th November concerning the disclosure

of technical information and intelligence. I have

communicated to the apy~ropriste United Kingdom authorities

the decision of the Canadian Government to adopt a policy

of exchanging technical information and intelligence with

the Soviet Union on a basis of strict reciprocity.

2. A detalled memorandum has been prepared by

the Chiefs of Staff Committee here to govern the

execution of the similar policy which is being followed

by the United Kingdom in this matter. This memorandum

has now been approved by the Defence Committee of the

Cabinet and has been transmitted to the United Kingdom

High Commissioner in Ottawa. A full statement of the

position on the lines laid down in the Chiefs of Staff's

memorandum is shortly to be communicated to you.

3. In the meantime, you might wish to have a

short summary of the contents of the memorandum, which
Mr. Le Pan of my staff has been allowed to see. ‘Three
categories have been established among countries which

may receive technical information and intelligence:

(a) the first category comprises the
nations of the Commonwealth and the
United States. Documents up to and

including "top secret" may be communicated
to any of the nations in this category.

{(b) The second category comprises a number
of nations which, for one reason or

another, have relations with the United
Kingdom of special intimecy. They are:

France

Pelgium

Holland

Norway

Denmark

Greece

Turkey.

Technical information marked "confidential"
may be communicated to these countries without

any reference to London.

(c) All other countries. Wo information under any
security marking may be communicated to these

countries.

(4) The Soviet Union is in a special category by
itself. In the case of information to be

communicated to the Soviet Union, it has

been laid down, first, that no information

will be transmitted unicss comparable information

ig received in return and, second, that each

separate request for information mast be
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referred to a special sub-committee of

the Chiefs of Staff Committee which has

been set up for this purpose. It has also

been agreed with the United States Chiefs

of Staff that there will be continual

consultation with them over any proposed

releases of information to the Soviet Union

and, in particular, that care will be taken

not to communicate any information which came

originally from a United States source before

the United States Chiefs of Staff have had

full ovportunity to consider the matter.

4, I gather that United Kingdom Military Attaches
in those countries included in categorics (a) and (b) will
be free to communicate to the Governments to which they are

accredited technical information up to and Ane mud tng the

security markings authorized in the Chiefs of Staff
memorandum without reference to the United Kingdom Government.
Requests, however, from any other country to receive security

information must, in all cases, be referred to the special
Sub-Committee which has been set up for this purpose.

5. It will be observed that the seheme of

categories established by the Chiefs of Staff's memorandum

is not without interest in relation to the United Kingdom's

foreign policy. It sets up a syetem of concentric circles.

In the innermost circle are the nations of the Commonvealth

and the Unitcd States; in the second ring, are the countrics

of Western Europe and two other countries which are bound

by special ties to the United Kingdom; all other countries

are consigned to the outermost circle; there is then a special

category established for the Soviet Union with which exchanges

must be conducted with special Caution.

I have the honour to be,

Sir,

Your obedient servant,

(sed.) Vincent Massey.
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OTTAWA, November 9, 1945,

SECRET |

No. 1993

Sir,

I have the honour to inform you that the

Government has given consideration to the question raised
in telegram Circular BD. 112 of September 14th from the

Secretary of State for Dominion Affairs, concerning
exchange of technical information and intelligence. We
were info: med that in future the United Kingcom authorities

propose to supply intelligence to the Soviet Union on the

basis of strict reciprocity.

The Canadian Government has decided to adopt

a similar policy for the exchange of technical information

and intelligence to the Soviet Union and details in connection

with the implementing of this policy are being considered

by the appropriate service officers in consultation with

members of this Department.

In working out a detailed procedure it would

be helpful to have from the United Kingdom authorities some

indication as to the means by which this policy is to be

applied. We are particularly interested in the practice

governing the exchange of information through Service Attaches

since our contact with foreign forces is largely through such
channels,

It would also be valuable to know what type of

information the United Kingdom 1s considering for this

exchange. Is it, for example, proposed on the basis of

reciprocity to exchange information classified as secret

or under any other security marking?

I should add that the Canadian authorities

would not, of course, consider the disclosure of any

information supolied orgiinally by the United Kingdom

without the authority of the senders of such information.

I should be glad. if you would inform the

United Kingdom authorities of our decision in this matter

and consult them in relation to the questions I have raised.

I have the honour to be,

Sir,

Your obedient servant,

J.E, Read,

For Acting Secretary of State for

Extérnal Affairs.

The High Commissioner

for Canada in Great Britain,

LONDON, S.W.1.
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A system whereby informrtion to be relenrsed

and recuests for information from Foreign
Povers will be funneled to negoticting
channels. .

The exch nte of technicnl and research in-
formetion of military implication should be
handled on the same basis anc voverned by
similar princinles -s non-technical informa-
tion, savrelunation and. security requirements
of technicel information should, however,

' be rentercd Fy experts in an aevisory

(411)

(1ii)

(bd)
Porer is

(41)

(44)

9,

Toliows?

(a)

(b)

10.
Committee

(a)

capacity.

Policy and relntionship vis~a-vis a Foreign
exemplified as follows:

“ith countries rhich 1t is desired to
assist such as the Unitcd Stctes there .
would te consicerable exchnn7e of informa-

tion. Reciprocation voule le on a very

seneral basis. .

fhe other extreme would be in exchantine

information tith 2 country it is not

desired to assist and negotiations would

be enrried out 01 a strict "quid pro quo"
asis,.

The Sub-Committee therefore recommends as

That a Foreign Liaison Advisory Committee

be created. «hich + ould report to the Chiefs

of Stuff Committee and its membership com-

prise the Jo1l.t Plannine Sub-Committee, the

‘Joint Inteliivence Committee, a representative

of =xternal Affairs am . representative of

National Reserrch Council.

Theat the vecretary of the CSC be aprointed ©

secretsry of the Committee to ensure con-

tinulty, backctround rnd informatinn on

matters which vill come before it.

The Terms of Reference -ronosed for this

ares

That the Comittee be responsible for

formulatines sand keepine under revier

policy rernrding the security and rele se

of infornn‘ion to Foreien Powers which may
he of military import or concernins
Can-dats wer potential. The application

of the policy rill rem-in the responsi~
bility of the respective Service or Depart-

ment receivine the request for information

with the proviso that the Committee vill
act in an advisory capacity in desling

with the relense or oDtaining of information
affecting more than one Service or where the
Service concerned °s in doubt.

/3
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‘That the Committee keep under review the
general policy regardint Service Attaches
and represent:.tives of Foreign Powers

_4n Canada coneerned in obtnining informa
tion of military implication and provide
co-ordination in matters affectiig re-

lationship, dealints, protocol, handling
of reruests “nd venernl uniformity and
supervision ir the restraint or freedom

ermitted such Service Attaches or

epresentatives in obtaining such information,

The Committee vill as aprears necessary

Maintain a record of the more important

exchanges. of information and provide a

medium whereby information required by one

Service may be obdteined against .informetion

supniied by another Service.

That the Committee will take under con-

siderntion and sive culdance on apyropriate

matters that may be referred to it by the

frmed Services or other Depnrtments nnd

may advise on any. matters that’ rlll make

for genernl uniformity and co-ordination in
matters fnlline within (a), (do) and (c)
ahove.

that the Committee will meet from time
to time as may be necessary but to ensure

continuity and overnll sunervision and co-
ordination of policy, meetines wlll be held
at not greater intervrls than tro months.
apart.

ap Nye Momodore, ROA
Lae

iAke ENS

‘ a

o Swe geDb OU a
1 ¢

oe

(Jor. ~eenk

5 aed ' ao

we - aw

ims Colonel, G.S,

§ a, hn of,

/ Tr VReewcnn .f

co
fi

{HoS. Rayner) Captain, RICvT:
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TOP SECRET

CSC 120 & 500-1

DEPARTMENT OF NATIONAL DEFENCE

OTTAWA, Canada,

llth January, 1946.

Chiefs of Staff Committee

The Secretary,

Canadian Joint Intelligence Committee.

Exchange of information with foreign powers

1. At their 341st meeting, held $ Jan 46,
the Chiefs of Staff considered the report of the
Joint Planning Sub-Committee regarding exchange

of information with foreign powers (memorandum to

Chiefs of Staff Committee - Army file HQS 5199-R.A, FD3

(DMO&P) dated 16 Dee 45),

2, The Chiefs of Staff felt that the procedure
proposed in this report might be susceptible of some

Simplification in view of further despatches which

had been received from the U.K. government outlining»

their practice in these matters. .

3. The Chiefs of Staff did not approve the

Planners! report and directed, in the light of the
more recent information received from the U.K.
government, that this report be re-examined by the

Joint Intelligence Committee, assisted by other

government departments concerned, and that further

recommendations be submitted in due course.

u, I am therefore enclosing a copy of the
despatches containing information regarding the

U.K. government's policy in these matters.

(signed) E.W.T. Gill,
Lieutenant-Colonel,

Secrétary,

Chiefs of Staff Committee.
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yo | A 380-2 203182
- 11th January, 1946,

The Chairman,

Joint Planning Sub-Committee.

Exchange of information with foreign powers

1. At the 34iet meeting of the Chiefs of
Staff Committee, held & Jan 46, consideration was
riven to the report of the Joint Planning Sub-

ommittee, dated 16 Dee 45, concerning the above
subject and the recommendations put forward were
not approved.

Pe In view of further despatches which have
been received from the United Kingdom government the
Chiefs of Staff decided to direct the Joint Intelligence
Committee in consultation with other government depart-

mente concerned, te re-examine the above-mentioned report

in the light of the more recent information.

Sf “Ae Lone vorbice
a oy (E.W.T. GL121)

3: We Lieutenant-Colonel,
AP) Secretary,

Chiefs of Staff Committee.

ce ~ Dof P, Navy “
DMO&P , "army.
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CHIEFS OF STAFF COMMITTER

The following minute is ‘Promulgated for information and

for necessary action,

Meeting held Tuesday, January 8th, 1946, File No. N.S. 1550-2

IV. Exchange of Information with Foreign Powers (CSC 121)

The Secretary reported that, following a decision by

the Cabinet that the principle of reciprocity be adopted for the

exchange of technical information and intelligence with foreign

powers, the Joint Planning Sub-Committee had been directed, in

) consultation with officials of ‘other government departments, to

LO’ ( recommend the procedure for implementing this policy.

A That Committee had now recommended that a Foreign Liaison

DN [4B Advisory Committee be created which would report to the Chiefs of
Staff Committee, and that its membership include the Joint Planning

Sub-Committee, the Joint Intelligence Committee and representatives

b Ll of External Affairs and.the National Research Council. The new
/. Committee would become responsible for the formulation of policy
gpinteliies the security and release of technical information and

a Wiintelligence to foreign powers. .

cele (Report of Joint Planning Sub-Committee, 18th December,

3. OI ~ 1945, Army file H.Q.S. 5199-R-A F.D. 3 (D.M.O. & P.)

Since the report had been submitted, despatches had been

received from the United Kingdom government outlining their practice
on these MALLORS »

The Committees:

(a) noted the report submitted and agreed that the

procedure outlined therein might be susceptible

c& . of some simplification; and

As (b) agreed to direct the Joint Intelligence Committee
to re-examine the Planners’ report in the light

pe a, of the recent information recsived from the United

Kohd Kingdom, and make further mmendations,

C.0
Le Ai} i t~C der (8),“s fies iSrmass soot.”

January 10th, 1946. |
| anlage oe rsa 4037 | wef 000150
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OFFICE OF THE HIGH COMHISSIONER

FOR THE UNITED KINGDOM

EARNSCLIFFE

OTTAWA,

31st December, 1945.

1085/8 |
TOP SECRET

Dear Mr. Robertson,

I have been informed by the Secretary of

State for Dominion Affairs that the United Kingdom

authorities have recently been giving consideration

to the policy to be pursued with regard to the

disclosure of technical information about weapons
and equipment to other members of the Commonwealth

and to foreign nations.

The policy to be followed by the United
Kingdom authorities as approved by the United Kingdom
Government in this matter is set out in a memorandum,

a copy of which I enclose herewith.

I have been asked to inform you that the

United Kingdom Government have authorized departments

to disclose to the Governments of the Dominions and of

India all information of use to them up to and including

the categories of "Secret" and "Top Secret".

“he policy of strict reciprocity at present
being applied in the case of the Union of Soviet Socialist

Republics, to which reference is made in paragraph 12

of the memorandum, was described in the Secretary of
“tate's Saving telegram Circular D. No. 112 of the 18th

September.

I understand that for the present Eire is not

being treated on the same lines as the other members of

the Commonwealth. For this purpose, therefore, the word

"Dominions" in the memorandum should be read as exclusive
of Eire. Special consideration is, however, being given

to this particular point and I may later be able to

acquaint you with a ruling as to category into which that

country is to be regarded by the United Kingdom authorities

concerned as falling.

Yours sincerely,

(sgd.) Stephen Holmes

N.A. Robertson, Esq.,

Under-Secretary of State for
External Affairs, Ottawa.
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ee _ MEMORANDUM
DISCLOSURE OF TECHNICAL INFORMATION

tO OTHER NATIONS.

General

1. The end of the war calls for a revision of policy
regarding the disclosure to other nations of technical information
about weapons and equipment. The existing rulings were based upon
war-time conditions and in most respects no longer apply.

Definition

2. "Disclosure of technical information" in this
memorandum includes disclosures involved in the sale of equipment.

Purpose of disclosure of information

3. Disclosure of technical information to foreign nations
is considered desirable:-

(a) When it is in accordance with foreign policy

and -

(b>) If it does not conflict with anything in strategic
policy, and

(c) If it is likely to be.of benefit commercially.

Need for continued secrecy

4, There will always be some information about British
research and development about which secrecy must be maintained. This

is kept to a minimum by frequent review. The secrecy of a weapon or

item of equipment must vary with the number of people who handle it.

If it is about to be widely used, it will be manufactured on a large

scale and therefore cannot be kept secret. Secret items, therefore,
should normally only be those which are not yet in quantity productions,

although there will be exceptions to this rule.

Agreement with the U.S.A.

5. Desoite the end of the war, it is still desirable

to keep in line with the United States authorities in respect of dis-

closure of classified information to foreign countries. Only thus

can it be assured that neither side discloses to a third party infor-

mation which the other wishes to keep secret.

Re-equipment of Foreign Nations

6. The United Kingdom Chiefs of Staff have already pro-
posed that the United Kingdom should assist the rébuilding of the armed
forces of France, Belgium, Denmark, Holland and Norway. If this is to

be done effectively, some secret information may have to be disclosed.

7. These proposals have been approved (with minor

alterations) by the United Kingdom Government. The United States
Government was consulted, and proposals were then made by the United

Kingdom Government to various nations, as a result of which the United
Kingdom Service Departments now have commitments in various degrees

for the re-equipment of all the countries above named, and also of

Greece, Czechoslovakia and China.

/Categorisation of Nations
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Categorisation of Nations for disclosure purposes

&. In the light of the foregoing considerations, a
standard policy has been approved by the United Kingdom Government
in which nations are categorised as described below for disclosure
purposes. In each category the nations may, in matters of interest
and use to them, receive at the discretion of departments, information
up to and including the classification for that category.

CATEGORY A

9. Nations in this category may receive up to and
including "Top Secret" information. The nations entitled to receive
this special treatment are first the Dominions and India, and
secondly the U.S.A., should they agree to collaboration in research
and development.

CATEGORY B

LO. Nations in this category may receive up to and in-
cluding "Confidential" information. This category will include the
following near and friendly neighbours:-

France

Norway

Denmark

Holland

Belgium

Greece

Turkey

Any further refinement by way of sub-dividing Category "B" and
allowing more information to some nations in it and less to others
is considered undesirable and likely to cause confusion.

If, however, it is at any time considered that

Secret information should be given to a category "B" nation in

accordance with paragraph 6 above, each case will be referred for
further consideration by the authorities concerned.

CATEGORY C

il. This category should include all nations not placed

in Category "B", It could perhaps be assumed that any ‘Classified!

information passed to such nations would be liable to be circulated

among them so that it would cease’ to be 'Classified', They should

therefore, normally not be given any 'Classified' information although

they might be given "confidential" or "restricted" information with

the approval of all U.K. Services concerned.

Position of the U.8.5.R.

le. Disclosure of information to the U.5.8.R. should be

on the basis of Category 'C' classification, but subject to special

directives laid down from time to time by the Chiefs of Staff. The

directives at present in force require a strict reciprocity in

exchange, and the co-ordination in London of all requests for dis-

closure of information. It has also been agreed with the U.S. Chiéfs

of Staff that:-

(a) there should be consultation before information or intelligence,
other than operational, is passed to Russia;

(bd) neither party should pass information or intelligence derived
wholly or in part from the other party's sources without the

latter's consent.

/Industrial Considerations
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Inffastrial Considerations

13. The views of Sir William Palmer's Committee

as to how industrial interests may best be secured under

this policy are accepted.

Information may be Government-—owned or

privately-owned; secret or not secret; wholly patentable,

wholly unpatentable, or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e. the whole of the information
can be protected by a patent specification.

If secret the U.K. Government will in all

cases acquire the right to a secret patent in

the U.K, and disclosure to a foreign Government

should as far as possible be made on the following

condition:

that the information is kept secret and

the Government of that country will grant

to the U.K. on request patent protection

of suitable priority.

If not secret, i.e., such that publication in a

patent specification is permissible, no problem arises.

Government-owned inventions should be examined to see

whether foreign patents should be obtained and exploited.

In the case of privately-owned inventions the recipient

Government should be referred to the owner, to negotiate

terms.

(b) Wholly unpatentable, i.e. the information, while commercially
valuable, is not of the kind which can be protected by a

patent specification.

Government-owned information should only be supplied

if a quid pro quo is obtained - strategic, monetary or

both - worth the value of the information.

In the case of privately-owned information the

foreign Government should merely be put in touch with

owner, but if the nature of the information is secret

the owner should be warned that he should communicate

the information only to accredited representatives of

the foreign Government who are pledged to maintain

secrecy.

(c) Partly patentable and partly unpatentable. The only

important case is where the information as a whole is 4
secret and unpatentable e.g. the layout, dimensions and

specification of an aero engine, while some parts are

patentable and may be patented without fear of disclosing

the general design, e.g. a magneto.

The patented and unpatented parts should be treated

separately as in (a) and (b) above but in the case of
privately-owned patentable information care should be taken

to inspect any patent applications before they are filed

in the foreign country by the owner, to make sure that

they do not disclose any secret information.
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(dae Departments who are negotiating with Foreign Governments
for the Communication to them of information of commercial

value may, depending upon the particular circumstances,

decide to carry out the negotiations themselves and may

lay down the terms upon which the information may be used

by those Governments, or they may decide to entrust the
negotiations, under suitable conditions, to private firms

or individuals. /

Conditions for Disclosure

14, The following conditions should be laid down and
agreed to by all nations to whom information is disclosed:-

(a) Security

(i) The information received should be safeguarded
under the same rules of security as the U.K.

authorities themselves impose.

(ii) The information is disclosed anly for the
use of the recipient Government and such

of its contractors, under seal of security,

as it may notify to the U.K. Government in

writing. Disclosure to any other Government,

or publication to the Press or in any other

way, would constitute a breach of the agreement.

(b) Reciprocity

It should be a condition of disclosure of information

(as opposed to sale) that reciprocal facilities be
given in return; even though some nations can offer

little at the present time this condition might be

of value later.
|

Duration of proposed policy ,

15. It is considered that the basic policy of disclosure
by categories should continue indefinitely, although its application

will depend on changing strategic and political factors which will

necessitate periodical review. It is therefore proposed to

review periodically the countries to be placed in each category.

Control

16. Disclosures should not be controlled locally, e.g.
by theatre commanders. Control should be exercised in London.

Date of Implementation

17. All departments should put the above policy into
force as an interim measure, though it may be liable to

modification in the light of the policy to be adopted by the

U.S. authorities.

Conclusions

1S. (a) The various war-time policies respecting exchange
of information should be revised to accord with

long term policy with regard to the re-cquipment

of the Armed Forces of foreign countries.

(ob) For this purpose the nations should be classified
in three categories to which material of varying

security classifications may be given, subject to

such exceptions as may be agreed from time to time.
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(c) Disclosure should be subject to maintenance
of security comparable to that obtaining in
the U.K. and reciprocity.

(d) To protect the interests of industry, suitable
procedure should be adopted to cover patented
and unpatented information.

(e) The duration of thie policy should have no
fixed terminal date, but its implementation
should be reviewed periodically.
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CHIEFS OF STAFF COMMITTEE

SECRET
csc del

Cc. A. Se | Date 26 Dee 45

Cc. N. st aaa
cas 299993 5

. . ° . [EF O - .

Forwarded herewith is copy of Report

from the Joint Planning Sub-Committee
dated 18 Dec/45
in regard to Exchange of information with foreign powers,

ee

This matter will be placed on the Agenda of

the 3418¢ meeting to be hela 4 dan/45

Copies of despatches exchanged ous oy ay

be tween External Affairs and Canadian Eve wits Ike LE
High Commissioner in U.K. on this (E.W.T. Gill)
subject also attached, Lieutenant-Colonel

8 secretary. 000159
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A system whereby informrtion to be released

anc recuests for information from Foreign

Powers will be funneled to negoticting —

channels.

The exchinge of technicni and research in-
formation of military implication should ve
handied on the snme basis anc voverned by

simllar principles ms non-technical informna-
tion, Zvaluatiog and security requirements

of technicel information should, however,

be rencered by experts in an advisory

capacity.

Policy and reletionshin vis-a-vis a Foreim

Power is exemplified as follows:

(4)

(44)

9.
follows:

(a)

(b)

10,

Committee

(a)

“ith countries raich it is desired to
assist such as the Unitcd Stctes there

would te consigerable exchante of informa-

tion. Reciprocation woule ke on a very

eeneral basis.

The other extreme would be in exchanring

information rith a country it is not

desired to assist and negotiations would

pe carried out 91a strict “quid pro quo"

ass.

The Sub-Committee therefore reconmends as

That a Forelen Liaison Advisory Committee

be created rhich vould report to the Chlevs

of Staff Committee and its membership com-

prise the Jolt Plannins Sub-Committee, the

Joint Intelligence Committee, a reoresentative
of &xternal Affairs an? a representative of
National Research Council.

Theat the Secretary of the CSC be aprointed
secretary of the Committee to ensure con-

tinuity, backeround end information on

matters which vill come before 1t,

The Terms of Heference nronosed for this

are:

That the Cormittee be responsible for
formulatine snd keepine under revier:

policy resarding the security and rele-se

of infornn*ion to Foreicen Powers which may

be of military import or concernins ,
Canada's wer potential. The application

of the policy rill remein the responsi-

bllity of the respective Service or Departe

ment receiving the request for information

with the proviso that the Committee iil
act in an advisory capacity in desing

with the release eo: edtaining of information
affecting more than one Service or where the
service concernec is in doubt.

{3
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That the Committee keep under review the

general policy racnardins Service Attacnes

and representatives of Foreigm Powers
in Canada concerned in obtaining infomna-

tion of military implication and provide
co-ordination in matters affectiug re-

lationship, dealinss, protocol, handlins

of recuests snd veneral unifermity and

supervision ir the restraint or freedom

permitted such Service Attaches or .

Representatives in obtaining such information.

The Gommittee will as apnrears necessary

Maintein a record of the more Important

exchanges of information and provide a

medium whereby information required by one
Service, may be odtained against information -

supplied by another Service,

That the Committee will take under con-
Sideration and zlve suidence on apnropriate

matters that may be referred to it by the

Armed Services or other Departments and

may advise on any matters that’ will make .

for genernl unlformity and co-ordination in
hatters falling within (a), (b) and (ce).
above.

That the Committee will meet from time
to time as may be necessary but to ensure
continuity and oversll supervision sand co=
ordination of policy, meetings will be held
at not greater intervals than tvo months
apart .

ns Oe
a Loe, i.

Cf yt;7 ef
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(lott ‘eenkins Colonel, VS.
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} a Afi3 / yp Lh Co eA,

WHOS. hayner) Captain, OCsI%
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“MESS
‘ j (INCOMING) SECRET.

—_— ~= . PLACE FROM DATE & TIME

LONDON, ENGLAND 1414 302/pEC/N5

C.G.S. M.S. SORE? .

(ACTION) oe ,

SECRETARY CHIEFS OF STAFF COMMITTEE (ACTION)

cusm 56
YOUR C3C 1033

FOR CANADIAN CHIEFS OF STAFF COMMITTEE OTTAWA

FROM CANADIAN JOINT STAFF MISSION LONDON.

REPORT REFERRED TO iN YOUR PARA 1 HAS REACHED

BRITISH CHIEFS OF STAFF WHO HAVE NOT YET HAD TIME TO CONSIDER 1T.

ASSURED THAT WHEN MATTER HAB BEEN REVIEWED BY THEM DETAILS WILL BE

COM@INICATED AS SUGGESTED IN YOUR PARA 3.

, . CANMILITRY

“of

gen » sass Ske
ont mee fa

NOTE: THIS MESSAGE HAS BEEN DISPATCHED IN CIPHER AND MUST NOT BE PUBLISHED OR DISTRIBUTED
OUTSIDE GOVERNMENT DEPARTMENTS, OR HEADQUARTERS OR RETRANSMITTED WITHOUT BEING PARAPHRASED.
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aera pale, (OUTGOING) a
; ¥ 3 i a

ewe. ee’ if PLACE - or DATE

TO hieutenant-Colonel F.I. Walter,. OTTAWA, Gnt. 1l Dee 45
dOint Secretary, ;

Canadian Joint Staff wission, A |S S0
a

London, England 0987

CSC 1033 SECRET (.) 902938
futiex FOLLOWING FOR CANADIAN JOINT STAFF MISSION

LONDON FROM CHIEFS OF STAFF OTTAWA (.)~

-ARA ONE “6 ARE INFORMED SY CJSM SASHINGTON THAT BRITIS:

‘ @OINT STAFF HAVE MADE REPORT TO LONDON ON THE

QUESTION OF THLIR POST WAR SERVICE REPRESENTATION

IN THE USA (.) THIS REPORT IS BASED ON THE

ASSUMPTION THAT USA WILL AGREE TO UK PROPOSAL FG:

FULL COLLABORATION IN EXCHANGING TECHNICAL

INFO\MATION AND COVERS FIELDS OF (A) INTELLIGENCE

(3) TECHNICAL AND SCIENTIFIC RESEARCH AND

DEVELOPMENT (C) TRAINING ASD COMMUNICATIONS SUT

DOES NOT COVEA BJSM PROPER OR STAFFS FOR LIQUIDATION |

OF WORK IN FIKLDS OF PAOCURBSERT ‘MaDPLy AND FINaNCE(.
WASHINGTON

PARA Two CJSM KASHIGNEGN STATE THAT THEY TOOK WO PART IN

PRBPA?MAPION uF RSPORP aur RSPRESERTATIVES ATTENDED

DISCUSSIONS AS OBSBAVERS (.)

WE ARE PASSING THIS INFOMATION TO YOU SINCE THe

REPORT I5 SAID TO KG CONTAIN RECOMMENDATION THAT
ORIGINATOR’S INSTRUCTIONS

IF THIS MESSAGE IS LIABLE DEGREE OF PRIORITY TIME OF ORIGIN

THIS MESSAGE MUST BE SENT IN CIPHER TOBE. PUBLISHED: :
INDICATE BELOW,

SIGNED.____-_- soo ee
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CIPHER ARMY MESSAGE FILE:
e (OUTGOING) : :

PLACE DATE

PAGE Tug

uk

UK SERVICE BOUL? LNFOnRAUTHORITIES IN LONDON

ok tp eo8 Seer eye Te Re Es ee

Wire moi Nee LAADOWINIONS oF

COLLA SORATION WITH USA

Distribution by [5c

ay y Sigs,..-«(2)
C. A

TO INSUAS

IN THES VARIOUS

CORTINUZDS

WE cay Peet

&® Bes ca

ORIGINATOR'S INSTRUCTIONS

THIS MESSAGE MUST BE SENT IN CIPHER
DEGREE OF PRIORITY TIME OF ORIGIN

SIGNED.

PORTANT

1114309

¥KAQ
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SECRET

No: A.609 6th December, 1945,

Sir,

I have the honour to refer to your despatch

No. 1993 of the 9th November concerning the disclosure

of technical ‘information and intelligence. I have

communicated to the appropriate United Kingdom authorities

the decision of the Canadian Government to adopt a policy

' of exchanging technical information and intelligence with

the Soviet Union on a basis of strict reciprocity.

Ce A detailed memorandum has been prepared by

the Chiefs of Staff Committee here to govern the

execution.of the similar policy which is being followed

by the United Kingdom in this matter. This memorandum

has now been approved by the Defence Committee of the

Cabinet and has been transmitted to the United Kingdom

High Commissioner in.Ottawa. A full statement of the

position on the lines laid down in the Chiefs of Staff's

memorandum is shortly to be communicated to you.

3. In the meantime, you might wish to have a

short summary of the contents of the memorandum, which
Mr. Le Pan of my staff has been allowed to see. Three ,

categories have been established among countries which

may receive technical information and intelligence:

(a) the first category comprises the
nations of the Commonwealth and the

United States. Documents up to and

including "top secret" may be communicated

to any of the nations in this category.

(b) The second category comprises a number
of nations which, for one reason or

another, have relations with the United

Kingdom of special intimacy. They are:

France

Belgium

Holland

Norway

Denmark

Greece

Turkey.

Techhical information marked "confidential"

may be communicated to these countries without

any reference to London.

(c) All other countries. No information under any
security marking may be communicated to these

countries.

(d) The Soviet: Union is in a special category by
itself. In the case of information to be

communicated to the Soviet Union, it has

been laid down, first, that no information

Will be transmitted unless comparable information

is received in return and, second, that each

separate requast for information must be

000167
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memorandum without reference to the United Kingdom Government.
Requests, however, from any other country to receive security

Document disclosed under the Access to {nformation Act -
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- 2? .

referred to a special sub-committee of

the Chiefs of Staff Committee which has
been-set up for this purpose. It has also
been agreed with the United States Chiefs
of Staff that there will be continual
consultation with them over any proposed
releases of information to the Soviet Union

and, in varticular, that care will be taken

not to communicate any information which came

originally from a United States source before

the United States Chiefs of Staff have had

full opportunity to consider the matter.

I gather that United Kingdom Military Attaches
in those countries included in categories (a) and (b) will
be free to communicate to the Governments to which they are
accredited technical information up to and including the

security markings authorized inthe Chiefs of Staff's

information must, in all cases, be referred to the special
Sub-Committee which has been set up for this purpose.

5. It will be observed that the scheme of
categories established by the Chiefs of Staff's memorandum

is not without interest in relation to the United Kingdom's

foreign p@licy. It sets up a system of concentric circles.

In the innermost circle are the nations of the Commonwealth

and the United States; in the second ring, are the countries

of Western Europe and two other countries which are bound

by special ties to the United Kingdom; all other countries

are consigned to the outermost circle; there is then a special

category established for the Soviet Union with which exchanges

must be conducted.with special caution.

I have the’ honour to be,

Sir,

Your obedient servant,

(sgd.) Vincent Massey.

4

The Secretary of State for

External Affairs,

OTTAWA,
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TF SECRET

4037

6th December, 1945.

{

oo4 >
No: A.609

“Sir, 
. 209999

I have the honour to refer to your despatch |

No. 1993 of the 9th November concerning the disclosure of

technical information and intelligence. I have communicated

to the appropriate United Kingdom authorities the decision

of the Canadian Government to adopt a policy of exchanging

technical information and intelligence with the Soviet

Union on a basis of strict reciprocity.

2. A detailed memorandum has been prepared by
the Chiefs of Staff Committee here to govern the execution

of the similar policy which is being followed by the United

Kingdom in this matter. This memorandum has now been

approved by the Defence Committee of the Cabinet and has been

transmitted to the United Kingdom High Commissioner in Ottawa,

A full statement of the position on the lines laid down in the

Chiefs of Staff's memorandum is shortly to be communicated

to you.

3. In the meantime, you might wish to have a short
summary of the contents of the memorandum, which Mr. Le Pan

of my staff has been allowed to see. Three categories have

been established among countries which may receive technical

information and intelligence:

(a) the first category comprises the nations of
the CommonwealthAand the United States.

Documents up to’ ‘and including "Top Secret" IE yioTM
may be communicated to any of the nations in

this category, als
(b) the second category comrpises a number of Boe?

nations which, for one reason or another, have

relations with the United Kingdom of special

intimacy. They are:

| France

Belgium

Holland

Norway.

Denmark

Greece

Turkey

Technical information marked "confidential"

| may be communicated to these countries wi thout
| any reference to London,

(c) All other countries. No information under any

security marking may be communicated to these

countries.

(d)) The Soviet Union is in a special category by

\ itself, In the case of information to be
\ communicated to the Soviet Union, it has been

\ laid down, first, that no information will be

\ transmitted unless comparable information is
received in return and, second, that each

\ separate request for information must be referred

| to a special sub-committee of the Chiefs of Staff

Committee which has been set up for this purpose,
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It has also been agreed with the

United States Chiefs of Staff that

there will be continual consulation..

with them over any proposed releases

of information to the Soviet Union and,

in particular, that care will be taken

not to communicate any information which

came originally from a United States

source before the United States Chiefs of
Staff have had full opportunity to consider

the matter,

4, I gather that United Kingdom Military Attaches

in those countries included in categories (a) and (b) will
be free to communicate to the Governments to which they

are accredited technical information up to and including the

security markings authorized in the Chiefs of Staff's

memorandum without reference to the United Kingdom Government,
Requests, however, from any other country to receive security
information must, in all cases, be referred to the special
Sub-Committee which has been set up for this purpose.

5. It will be observed that the scheme of categories
established by the Chiefs of Staff's memorandum is not

without interest in relation to the United Kingdom's foreign

policy. It sets up a system of concentric cireles. In the

innermost circle are the nations of the Commonwealth and the

United States; in the second ring, are the countries of
Western Europe and two other countries which are bound by

special ties to the United Kingdom; all other countries are

consigned to the outermost circle; there is then a special

category established for the Soviet Union with which exchanges

must be conducted with special caution.

I have the honour to be,

Sir,

Your obedient servant,

(signed) Vincent Massey.

ENTERED

QN CARDS
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- ; CHIEFS OF STAFF COMMITTEE
ge | OTTAWA |

_ | CBc 132
a. Date Dec 8th 1945.

| iy | .
GC; Ay 8, 466 |

Cy Ni 3 AY | HD 8078 .
. v sd ~ Sora éCG. 8. SN /s 502748

an \(~ Forwarded herewith for your information and re-
f ntibn, is the following: Copy of memo from CJSM London,

og Be Ran poration with the U.S. om Research and Development.

ere TV -

the ; ke pamn eS Lk
7. )- — (BW.T. Gall) |Ve of Ral 6 /)> ' Lieutenant-Colonel

fe ar . ' - $ecretary.
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casu(S-1)

London,

CANADIAN JOIN? STAPF MISSTOH a070

@OP SECRET 27th hovenber 1945.

FROM; Secretary,
Canadion Joint Staff Mission

c/o Canadian tiilitary Headquarters,
2 Gockspur Street,

London, S.iiel.

wy oO Secretary,

Canodian Chiefs of Stoff Comaittec,
Rost Block, —

Parliament Buildings,
Ottawa, Canada.

Collaboration with the U.S. on Research and Development

l. It will be recalled that, in conformity with arrangements
made with the British Chiefs of Staff, the Canadian Joint Staff
Mission aro from time to time invited to view papers which may be
of interest to your Committee.

26 Today the Canadian Joint Staff Miesion was able to examine
a minute on the m/n subject. This minute was addressed to the
British Chiefs of Staff Committee by the Sceratary of that body

and is dated 22 Nov 45.

Se In thia document the British Chiofs of Staff are reminded

of a telegram from the British Prime Ninister to President Truman

which was forwarded on 16 Aug 45 and in which it was suggested tc

the President of the United S,atos that Anglo - U.5. collaboration

and exchange of information on research and devolopmont in tho

ficld of defence should continue in the postewar poriod. Presidont
Truman replied on 17 Aug 45 and stated that the appropriate U.S. |
agencies would make a study of the Primo Ninister'sa proposal, -—

eatveseed ~



Se The minute goes on to state that the British Prime
Minister, on the occasion cf his recent visit to Washington,

again drew Pr

The subject w

the Prime Minister made a note of the conversation, later

agreed by the

as followaze-

FRW/BC

B
e
 

= 
a 

s 

.
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esident Truman's attention to this question.

as discussed notably on 15 Nov 45 at which time

President of the United States and which reads

"7 discussed the matter of post-war co-operation
in defence resources stressing the point of the
great advantage of our keeping in line with regard

to equipment and weapons and also having a common

defence doctrine. I expanded these points at

some length, and the President entirely agreed

with me. 4 drew his attention to my letter of
August, and he said the matter was now being

taken up with their Chiefs of Staff. I pointed
to the need for the matter being brought to a

head in order to prevent our going separate ways."

(Sgn) F.H. Walter

(P.H.Walter) Lt-Col.
Secretary

Canadian Joint Staff Mission

000173
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u NAVAL SERVICE

NMA/LMH N.S. 1

MEMORANDUM TO (1) BVS6R.D-

(2) S64 /s—
(3) D.W.T.

Governments

Reference copy of U.S.N. administrative
Order re m/n subject, two folios down.

It is. recommended: -

as accorded by them to Canada, and

other Governments.

possible, to N.M.C.S. for U.S.N.

doubt. |

as widely and as long as possible.

he “It is submitted that such an order is
desirable for our own protection.

l je PVOEAUA

ye i. ws! (A/S RESEARCH)
Y ' 14.11.45

R.C.N. is taking approximately parallel security

precautions, such knowledge might,.in itself, be

enough to turn the balance for the. granting of clearance

for disclosure on items which might otherwise be in

aa
36 Vol. 1

(Staff)

Disclosure of Technical Information to Foreign

(a) that a similar order be drawn up for R.OC.N.
showing no restriction on disclosures to

members of the British Commonwealth, the

same preference in disclosures to U.S Ne

practically no disclosure whatsoever to

| (b) that copies be forwarded, as quickly as

| 2. It is considered that if U.S.N. is aware that

3. It is submitted that every effort is worthwhile

to hold open the door for the receipt of information
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OTTAWA, November 9, 1945.. x

oy SECRET

No. 1993

Sir,

I have the honour to inform you that the

Government has giveh consideration to the question ~raised

in telegram Circular D, 112 of September 18th from the

Secretary of State for Dominion Affairs, concerning

exchange of technical information and intelligence. We

were informed that in future the United Kingdom authorities

‘ propose to supply intelligence to the Soviet Union on the

basis of strict reciprocity.

The Canadian Government has decided to adopt

@ similar policy for the exchange of technical information

and intelligence to the Soviet Union and details in connection

with the implementing of this policy are being considered

by the appropriate service officers in consultation with

members of this Department.

In working out a detailed procedure it would

be helpful to have from the United Kingdom authorities some
indication as to the means by which this policy is to be

applied. .We are particularly interested in the practice

governing the exchange of information through Service Attaches

since our contact with foreign forces is largely through such

channels.

It would also be valuable to know what type of

information the United Kingdom is considering for this

exchange. Is it, for example, proposed on the basis of

reciprocity to exchange information classified as secret

or under any other security marking?

I should add that the Canadian authorities

would not, of course, consider the disclosure of any

information supplied originally by the United Kingdom

without the authority of the senders of such information.

I should be glad if you would inform the

United Kingdom authorities of our decision in this matter

and consult them in relation to the questions I have raised.

I have the honour to be,

Sir,

Your obedient servant,

J.E. Read.

For Acting Secretary of State for

External Affairs.

The High Commissioner
for Canada in Great Britain,

LONDON, S.W.1.

000179
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COPY

OTTAWA, November 9, 1945,

SECRET

No. 1

Sir,

I have the honour to inform you that the

Government has given consideration to the question

raised in telegram Circular D, 112 of September 18th

from the Secretary of State for Dominion Affairs,
concerning exchange of technical information and

intelligence. We were informed that in future -the
United Kingdom authorities propose to supply intelligence

to the Soviet Union on the basis of strict reciprocity.

The Canadian Government has decided to

adopt a similar policy for the exchange of technical

information and intelligence to the Soviet Union and
details in connection with the implementing of this

policy are being considered by the appropriate service
officers in consultation with members of this Department.

- In working out a detailed procedure it would

be helpful to have from the United Kingdom authorities some
indication as to the means by which this policy is to be
applied. We are particularly interested in the practice
governing the exchange of information through Service Attaches
Since our contact with foreign forces is largely through
such channels,

It would also be valuable to know what. type

of information the United Kingdom is considering far this

exchange, Is it, for example, proposed on the basis of
reciprocity to exchange information classified as secret
or under any other security marking?

I should add that the Canadian authorities

information supplied originally by the United Kingdom

without the authority of the senders of such information.

I should be glad if you would inform the
United Kingdom authorities of our decision in this matter
and consult them in relation to thd questions I have raised,

I have the honour to be,

Sir,

Your obedient servant,

J.B. Read,

for Acting Secretary of State for
External Affairs,

The High Commissioner j

for Canada in Great Britain, j

LONDON, S.W.1. ge ee oe.
oe 1 | EW, CRED

; OWN CSARDS
\ |
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3704

293310

/ SSO -A
(NAVAL SERVICE)

4)

MEMORANDUM FOR FILE

The following is an extract from the minutes of

a meeting of the Cabinet held October 25th, 1945:

II, Exchange of Technical Information with Foreign Powers

The Secretary reported that, consequent upon the

end of the war, a new policy was being adopted by the governments

of the United Kingdom and the United States in respect to the °

exchange of technical information and intelligence with foreign |

powers. The Cabinet Defence Committee had recommended that Canada

Sl re? pursue a similar course, .

3°
/ Y The Cabinet, after discussion, agreed that the

3| principle of strict reciprocity be accepted for the exchange of
Pn technical information and intelligence with foreign powers,

“y. : procedures for implementing this policy to be worked out by the
2 a1 Services in consultation with officials of the departments

“Deh & oncerned. _

SPENT alle au

ENS 1h ») ON Ico.
7,49 | .

4, sO C ; .
Lieutenant (S) W.R.C.N.S.

000181
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ROYAL CANADIAN AIR

Ottawa, October 26, 1945,
SECRET :

Colonel J.H. Jenkins,

DMO & P

In reply to your HQS.5199-R-A FD 3

(DMO&P) dated 24 October, 1945, I consider that a joint
meeting of the Planning and Intelligence Committee az

suggested would be most desirable, and therefore. pro-

ose that we assemble in my office on Tuesday, November

é, 1945, at 1430 hours.

I would be grateful if you would com-

‘ manicate with the chairman of the Joint Intelligence

Committee, and request that he notify his members of

this meeting.

wi

Se tn ae
“ Oo wen Air Coumedore

eZee , toh D/AMAS
Necc - laatn Rayne t

This meeting will consider it v\ie |
exchanges of information

with foreign countries.

<3 prec

R.CA.F. —_— > 32 4
2000M-3-44 (3888)

H.Q. 8&85—G-32 ‘ 0001 82
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ZZ Department of Mational Defence

@ttawa, Canada,

Ma | 18 Oct 45

gett ps, Chiefs of Staff Gommitter.
The Chairman, LO

“6 © Joint Planning Sub-Committee.

\- Exohange of technical information and
ADIL dAARONSS WAth Lovet en novers.

fr

an? POS 4 SLR St ELE Le
n

per ge The Chiefs of Staff, at their 336th
pe" —s meeting keld 12 Oct 45, considered the question of

qg wt policy governing tha exchange of technical information
and intelligence with the U,8.5.R. in the light of
Army memorantium HQ8 9078 of 4 Oct 45 leopy of which
has been distributed to the Chiefs of Staff),

26 They agreed to recoamend the adoption

of a policy of reciprocity as outlined in the Arny
nemorandum and,at the same time, directed that the
Planners should work out details of procedure so as
to ensure the uniform application of this policy by
the three Services, These details should include, if
practicable, schedules releasing infornstion which
might, or might not, be transmitted under the terms —
of the now policy,

36 The Cabinet Defence Comittee, at their
meeting of October l6th, also considered this matter
and agreed to recoumond to tho Cabinet that the
principle of reciprocity should govern the exchange
of information with all foreign powers as, in their

opinion, such a policy was actually being followed in

the majority of cases at the present tine,

4, While, therefore, the matter must still
go before the Cabinet before the new policy of

reciprocity is formally accepted, the details of the

policy will, without doubt, be left to the Services

to work out. There would seem to be no reasons,
therefore, to await Cabinet's decision before asking

your Committee to carry out the direction of the
Ghiefs of Staff,

5M-12-42(M1781) , 000184



De . foint Planning Sub-Committee are
Tequestod, therefore, to work out, in consultation
with officials of other departments concerned, the
procedures for implementing the policy for the
exchange of technical information and intelligence
with foreign countries based on the principle of
reciprocity.

(H,W.T, Gill)
LieutenantColonel,
_ Secretary, —

Chiefs of Staff Committees,

ce ~ D of P, Navy ~~
DMO&P, "Army )
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CANADIAN JOINT STAFF “ee

2222S’ STREET, N.W. 50648 o “O - a
WASHINGTON /s 2

NAVAL MEMBER Ce 19th October, 19.49 s

FROM: Naval Member, Canadian Joint Staff, *
: WASHINGTON 8, D.C.

TO: ‘Secretary, Naval Board,

Naval Service Headquarters,

OTTAWA, Ont.

Subject: DISCLOSURE OF TECHNICAL INFORMATION TO FOREIGN
GOVERNMENTS - U.S. NAVY ADMINISTRATIVE ORDER

Submitted for the information of the Depart-
mente

Forwarded herewith is copy of U.S. Navy

hn eee ete? Bureau of Ships, Administrative Order No.

S oxo) fas 45-92 dated 12th October, 1945, outlining the policy
to be followed with reference to the disclosure of

4 3. S Kb. Aifioxecnnical information to Foreign Governments or
Nationals.
le Le

DMNA mh. 240 Lo | ~
D. OF. (u . iA, oe lee 2ky yet
eee Mal im He

(H. E. Reid)

Rear Admiral, R.C.N.,

Member, Canadian Joint Staff.
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NAVY DEPARTMENT

BUREAU OF SHIPS

WASHINGTON 25, D.C.

ADMINISTRATIVE ORDER NO. 45-92

Subj: Technical Information to Foreign Governments or Nationals -

Disclosure of

1. Administrative Order Canceled: This Administrative Order

revises paragraphs 3(a)-(c) of Administrative Order 45-25 which

is hereby canceled. It also incorporates in paragraph 6

information which was included in paragraph 7 of Administrative

Order 45-62.

2. Establishment of: In accordance with directive of the

Secretary of the Navy that a central office for the control of
disclosures of classified technical information to foreign

governments be established, the Lend Lease Branch Code 1730,

of the Contract Division is hereby designated to represent the

Bureau of Ships in all matters pertaining to such disclosures

of classified technical information.

Oe Designation of: Each Division of the Bureau of Ships

will designate a Foreign Disclosures Clearance Officer who will

be responsible for approving for the Division recommendations

for the release of classified technical information under the

cognizance of the Division. The Lend Lease Branch Code 1730

will be responsible for seeing that all recommendations for the

release of technical information to foreign governments on

items under the cognizance of the division have been cleared by

this Division Foreign Disclosures Clearance Officer.

4. Procedure: In order that the required coordination and

control of the disclosure of technical information by the
Bureau of Ships may be maintained, all personnel of the Bureau

of Ships are directed to comply with the following procedures:

(a) Effective immediately, all requests by the

representatives of foreign governments (other

than the British Commonwealth of Nations) for

U.S. classified technical information, not

previously disclosed to that government, shall

be in writing. The foreign government's request

should preferably be addressed to the Chief of.

Naval Operations (Office of Naval Intelligence)

in which case ONI would endorse the request to

the Bureau of Ships requesting information on

which to base a reply. If, however, a written

request for classified technical information is

received by the Bureau of Ships directly from a

representative of a foreign government (other

than the British Commonwealth of Nations), the

Bureau of Ships will endorse the request to the

Chief of Naval Operations (ONI) incorporating the

Bureau of Ships recommendation as to disclosure

or non-disclosure in the éndorsement. If the

Bureau of Ships recommends to the Office of Naval

2
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Intelligence that the information be disclosed,- the

requested classified technical information should also

be incorporated in the Bureau of Ships endorsement.

In either instance, the Office of Naval Intelligence,

will answer the inquiry by supplying to the foreign

government the requested information or advising the

foreign government that the requested information

cannot be supplied. In all instances the Bureau of

Ships endorsement to the Chief cf Naval Operations

(ONI) recommending approval or disapproval of the

disclosure of requested technical information to

Foreign Governments shall be routed via the Division

Foreign Disclosures Clearance Officer and via Code

1730 for review with respect to prevailing security

regulations and for signature.

Classified technical information transmitted by the

Bureau of Ships by letter to representatives of the

British Commonwealth of Nations shall be addressed

directly to the foreign government representative

and the letter of transmittal shall be routed via

the Division Foreign Disclosures Clearance Officer

and Code 1730. Such letters of transmittal shall

include 2 copies (less enclosures) for Code 1730.

In instances where established procedure is to for-

ward certain types of classified information to

representatives of the British Commonwealth of

Nations via the Office of Naval Intelligence such

_ procedure may be continued.

Discussions of classified subjects between the Bureau

personnel and foreign government representatives,

other than representatives of the British Commonwealth,

shall be strictly limited to matters already disclosed

to the government in question andshall not enlarge

the disclosure which has been made either by the

addition of new topics or later developments on

topics already discussed.

If the provisions of paragraph (c) above are complied
with, neither the request for information nor the

disclosure need be referred to Code 1730 or to the

Office of Naval Intelligence. Any request froma

foreign governnent representative, thé compliance

with which would constitute a violation of paragraph

(c) must be handled in accordance with the procedure |

outlined in paragraph (a) above.

Discussions of classified subjects between Bureau

personnel and representatives of the British Common-

wealth of Nations may include later developments on

topics already discussed or disclosed. Proposed

discussions or disclosures of classified subjects

relating to new topics or developments not previously

disclosed to representatives of the British Common-

wealth of Nations shall be referred first to the

Division Foreign Disclosures Clearance Officer and then

to Code 1730 for clearance by higher authority.

Personnel of the Bureau will not initiate arrange-

ments for visits by any national or representative of

a foreign government to any Naval activity beyond the

bounds of the Bureau of Ships T-3, T-4 and T-5 build-

ings, or to any private research or industrial plant.

esee O
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Such visits can be arranged only pursuant to a

request by the interested foreign representative

by letter to the Chief of Naval Operations (Director
of Naval Intelligence). The Lend Lease Branch
will provide special assistance when it is necessary

for visits to be approved on short notice.

Se Functions of Code 1730: The Lend Lease Branch is hereby

directed to maintain all Bureau of Ships records and to prepare
all Bureau of Ships reports on the release of classified

technical information to foreign governments which may be required

by the Secretary of the Navy, the Office of the Chief of Naval

Operations, or the Bureau of Ships in the discharge of duties
assigned by this order. It will be the responsibility of the

Lend Lease Branch to develop and promulgate the procedures

to be followed in the Bureau of Ships for the execution of

this order.

6. Liaison: The Lend Lease Branch will maintain liaison

for the Bureau with OP16B-4 in recommending the extent to
which specific representatives for foreign governments may

inspect activities, including Naval Establishments, man-

ufacturing Bureau of Ships material.

/s/ BE. E. Roth

Captain, USN

Director of Administration

Authenticated

"ELM. Jangle"
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The following minute is promulgated for information
and for necessary action,

Meeting held 12th October, 1945, ‘File No. N.S,21420<146/37. Vol. 1

VII. Exchange of Technical Information with U.S.S.R.; Canadian Policy
(CSC_100)

C.G.S. referred to Army memorandum H.Q.S,. 9078

of 4th October, 1945, dealing with the
technical information with the U.S.S,R.

question of exchange of

According to information

received from External Affairs, the present British policy was

that such information was to be supplied on a basis of strict

reciprocity and it was understood that

pursuing a similar policy.

the U.S. authorities were

It was therefore recommended that the Canadian

policy be as follows:

(a) no information that originated in Great Britain or United

States, or Canadian information which resulted from

joint projects with either country should be released

without first obtaining the concurrence of the country

concerned; and

(b) Canadian information, the release of which was not

prohibited on security grounds, should only be made

available to the U.S.S.R. on a reciprocal basis, except

on matters of minor importance unconnected with specific

technical developments or research when the condition

of strict reciprocity might be waived.

It seemed desirable to work out details of this

policy for the guidance of those Officers who dealt with the

Russian Attaches, otherwise it would be difficult to apply.

The Committee:

(a) agreed to the policy, as outlined; and

(b) directed the Joint Planning Sub-Committee to work out a

procedure for the wmiform application of this policy

by the Services involving, if practicable,. the preparation

of schedules listing information which may or may not be

transmitted within the agreed policy.

i

nt A
ee “ October 15th, 1945.

“fe tt SV
ede

Sof) ert wae

ow? pipe

Vache.
Lieut enant (S) W.R.C.N.S.

-
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CHIEFS OF STAFF COMMITTEE SECRET

OTTAWA

csc 100
Oa Aw By 9 Ost 45

C . G ° 8 e ino f

C . N e 8 ° D1 tA Apshta= AVES
Maj.Gen, Pope /

Forwarded herewith is copy of Apay-3e#dandum

from Vete®e
dated 4 Oct 45

in regard to S&¢hamge of Teehmicel Information with G8GR;
7 Canadian Foltey :

;
This matter will be placed on the Agenda of

the 86th meeting to be held Priday, 12 Set 48.

Zz is if) |

Minnie Lhe.
(EWG T. Gad)

Lieut enant-Colonel i

Secretary.
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OTTAWA, 4 Oct 45.
S.Ccas | #CRET

1. Attached is a copy of Dominion's Office
Circular D.112 that was forwarded by Lr. Wrong of
External Affairs to the isinister of National Defence

desling with a change in the British policy regard-
. ine the release of information to the USSR. The
new policy is that British information is to be

supplied on a basis of strict reciprocity ard it is
understood in London thet the US authorities are

pursuing a similar policy. .

26 in requesting the views of the sinister,
Lr. wrong was of the opinion that Canada should also
conform tothis policy to the extent required. he
however, considered that as there is‘no Indication

that the Soviet authorities have themselves been
informed of the chanfe in policy, it would be
necessary to brine the natter to the notice only

of persons in the three Services and the Dept of
Lunitions and Supply who might be dealing with

requests from Soviet officials for technical
information and intellirence.

on In the past the authorized channel at
NDHY for passing infor:ution to the USSR has been 5'74
throurch DMO&P and before such information is passed

out, the security aspects are checked with D Int.
A somewhat similer arrangemerit is in effect in the
other two Services. inthe case of information

7 eo «which originated from British or US sources or
Secretary dealine with Canadian studies in which the British
CSC or the US cooperate, the policy has been only to
—— release such information with the concurrence of the

Please place country concerned.
on Agenda of

anearly 4 . The new British policy of only supplying
meeting. information to the USSR on a reciprocal basis is

considere@ scund, insofar as it applies to important

_bechnical subjects ;
t

L

5. This Pepartnent has frequent enquiries
from the USSR Military Attache for certain

Liieut-Gerneral publications. or information of. minor Importance
CGS" and which are supplied as a matter of courtesy.

‘In cases like this, it would’ appear undesirable
4 Oct 45, to apply strictly a "tit for tat" basis.

pe considered as a

e

/2
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6. In view of the above,:. the followin: is
supzested as a basis for Canadian policy covering
the handin:: out of information to the Soviet
representatives.

(a) No information that originated in Great
Britain or the US nor Cdn information

which resulted from joint projects with
these two countries should be released
on any dDasis to the USSR without first
obtainins the concurrence of the nation
concerned.

(b) Any Cdn informtion on technical subjects.
or developments and intellizences
that it is permitted to release on security
trounds ~ should only be made available to
he USSR on a reciprocal basis.

(c) An exception to (b) may be made in the
case of matters of minor importance

unconnected with specific technical
developments or research.

7. It wuld appear desirable to seek clarification
from the UK (and the US) as to whether the "reciprocal"
basis linits the exchanre to items dealing with similar

projects such as tanks or whether it can be interpreted
roadly, for example information on radar wigat be
exchanged for equally valuable information on infra-red
development.

8, AS this is a matter which effects the other

two Services, it is recomended that it be referred to
the cSC. It is understood that Er. wrong will be
apm cachine the Dept of »unitions and Supply then the

ews of the services have been obtained.

9. D Int concurs in Para 6.
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FROM THE SECRETARY OF STATE FOR DG.INION AFFAIRS

TO THE SECRETARY OF STATE FOR EXTERNAL AFPALRS, CANADA,

KN CLALR

CIRCULAR D.112 SAVING LONDON, September 18, 1945
(Ree'd Septenber 24, 1945)

CIRCULAR D.112 Saving. Secret. .

Ly telepran 8th July, 1944, Circular D 992.

in view of end of war, policy for disclosure of technical

information and intellirence has been revised.

2. British information is, in future, to be supplied on

basis of strict reciprocity. |

3. With regard to German information and targets located

within British zone of cccupation, Conmander-in-Chief has been

instructed to permit conducted Russian visi‘s to German

intellizence targets for strictly limited periods, subject
to exlusion of certain specific targets. Conmander-in=Chief

| is authorized to bargain as strongly as he wishes in any

cases of worthwhile objectives 1n Russian zone of occupation.

4, United States authorities have been informed, and are

umerstood to be pursuing similar policy.
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