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DISCLOSURE OF INFORMATION TO OTHER COUNTRIES -
Generél | ,
lr The policy dewmcribed hereunder is one which it 1is -

suggested should be pursued with regard to the disclosure of
information to other governments or their representatives,

whether civilien or military.
Definition

2. "Digclosure of information" in this memorandum
embraces Service matters, technical data about weapons and
equipment and includes that involved in the sale of equipment,

Categorlsation of Nations for disclosure purposes

3. It 1s proposed that the various nations should be
grouped into three categories and the scale of information which

each may receive should be controlled.

Details are given below.

1 , 2 3 L
I A
Category { v Countries concerned Rg{ggﬁgb§§“ Remarks

A Countries of the
- Eritish Common-
wealth of Nations
(excluding Eire),

and the U.S.A,

May receive
all classi-
fied infor-
mation.

May receive

B France, Norway, Requests for
Denmark, Holland, up to and 'Secret!
Belgium Gree\e, including information
Turkey, Sweden Confidential will be refer-
d Eire, information. red to the
- : Joint Intel-
ligence
Committee.
c Remainder Not normally Requests for

entitled to Confidential

receive any and Restricted

clagsified information

information, will be refer-
red to the

Joint Intel-

ligence Commlte.
Tee.

This should be supplemented as soon as possible by
a detailed project 1list which would provide an accurate basis for
the disclosure of information (this project list is in the course
of preparation by the Joint Intelligence Committee).

Industrial Considerations

b, In order to safeguqrd industrial interests it 1s proposed
that information of concern to manufacturers, whether government-
owned or privately-owned, be dealt with in the following manner.
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(a) Wholly Patentable, i.e. the whole of the information can -
be protected by a patent specification.

, If secret, the government will in all cases
acquire the right to a secret patent in Canada

and disclosure to a foreign government should as .
far as possible be made on the following condition:

g,

A
U“/ { that the information is kept secret
and the Government of that country will
- . grant to Canada on request patent
4 protection of suitable priority.
If not secret, i.e., such that publication
: in a patent specification is permissible, no
problem arises. Government-owned inventions
should be examined to see whether forelgn patents
should be obtained and exploited. In the case of

| ‘ privately-owned inventions the rccipient Governient
o should be referred to the owner, to negotiate terms,

(b) Wholly unpatentable, i.e. the information, while
commercially valuable, is not of the kind which |
can be protected by a patent specification. A

Government-owned information should only
be supplied if a quid pro quo is obtained - strategic,
monetary, or both - worth the value of the information.

In the case of privately-owned information the :
foreign Government should merely be put in touch o
with the owner, but if the nature of the information
1s secret the owner should be warned that he should
communicate the information only to accredited '
representatives »f the foreign Government who are
pledged to maintain secrecy.

(c) Partly patentable and partly unpatentable. The only
important case ig where the information as a whole
1s-secret and unpatentable e/g., the layout, dimensions
and specification of an aero engine, while some parts
are patentable and may be patented without fear of
disclosing the general design, e.g. a magneto.

The patented and unpatented parts should be
treated separately as in (&) and (b) above but in
the case of privately-owned patentable information
. care should be taken to inspect any patent applications
before they are filed in the foreigi country by the
owner, to meke sure that they do not disclose any
secret information.

|

(d) Departments who are negotiating with Foreign Governments |

for the ocommunication to them of information of

commerclal value may, depenling upon the particular

circumstances, dedide to carry out the negotiations

Themselves and may lay down the terms upon which the

information may be used by those Governments, or they

may declde to entrust the negotiations, under suitable

conditions, to private firms or individuals.

Conditions for Disclosure

5. The following conditions should be laid down and
agreed to by all nations to whom information is disclosed:
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5 (a) Security

(1) The informatdon received should be
safeguarded under the same rules of
gecurity as the Canadian authorities
themselves impose.

(11) The information is disclosed only
for the use of ‘the recipient Government
and such of its contractors, under seal |
of secrecy, as it may notify to the :
Canadian Government in writing. Disclosure
fo any other Government, or publication
to the Press or in any other way would
constitute a breach of the agreement.

(b) Reciprocity

The principle of reciprocity should
be ad~pted for the disclosure of information
with forelgn powers. .

(Cabinet decision 25 Oct U45)
Note

The sectlon dealing with Industrial Considerations
‘hag been taken in toto from the U.K, memorandum setting forth
their policy in connection with thege matters. It is
included merely as & basis of discussion with departments
concerned l.e., the Department of Reconstruction and Supply,
and the Department of Trade and Commerce.
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(COPY)

SECRET OFFICE MEMORANDUM NO. S.16

M.0219j/46

Disclogure of Technical Information to other Governments

The policy set out below, governlng the disclosure of
technical information to other “cvernments, has been brought
up to date and is reissued for the information of all concerned.
(The term "Disclogure of Technical Information" includes all
disclosures inherent in the sale of equipment).

24 For convenienee, nations have been categorized as follows:~

Category A. The Dominions (except Eire),
India {but see para. 7 (b)) and U.S.A.

Category B. France, Norway, Denmark, Sweden, Holland, Belgium,
Greece, Turkey and Eire.

Category C. All Nations not included in Categories, A or B,
but see para. 7 {a) regarding U.S.S.R.

3e Subject to the conditions in paras. 4, 5, 6 and 7 other
Governments may receive the following information.

Category A. Information up to and inoluding that classified
as TOP SECRET. v

Category B. Information up to and innluding that classified
as CONFIDENTIAL.

Gategpry C. No ¢lassified information is normally to be
disclosed. It i1s, however, emphasised that disclosure
of information is permissive only. Nations are not to be
given, sutomatically, all information within the limits
iald down for each Category but only such ag is desirable
for political, strategi¢ or commercial reasons.

Control of Disclosure. Disclosures will not be controlled -
locally, ®.8., through Vommanders in Chief, but will be centralised
at the Admiralty-

" 5. °  Conditions for disclosure. The following conditions are

required to be agreed to by all Nations to whom information is
digclosed:-

(a) Security

(1) The information reéeived should be safeguarded
under the same rules of seourity as we ourselves
inmpose.

(11) The 4information 1s disclosed only for the use
- of the recipilent Government and such of its
contractors, under seal of secrecy, as it mey
notify us in writing. Disclogsure to any other
Government or publication to the Press or in any
other way, would constitute a breach of the
agraement. -

{b) Reciprocity.

It is a condition of disclosure of inrormation (as
opposed to sale) that reciprocal facilities be given
in return; even though some Nations can offer Iittle
at the present time, this condition might be of sub-
sequent value.

000014




Document disclosed under the Access to Information Act -
- - . Document divulgué en vertu de la Loi sur I'accés & I'information

A _ ’ -'-2 -

be Communication to Countries concerned. 7The above
poliey and the conditions laid down in the preceding paragraph
has been communicated to countries in Category B through the
British Naval Representative.

7. Exceptions %o paragraphs 2 and 3

(a) U.S.3.Rs Disolosure of information to the U.S.S.R.
will be on the basis of Category © with the following
-conditiong -

(1) Sueh information may be supplied only on the strict
. basis of reciprooal exchange and requests for
information are to be co-ordinated in London.

- (11) Before any information or intelligence, other than
operational, is passed to Russia there should be
consultation with the U.S, Chiefs of Staff.

.(b) India. Although in Category A, only such TOP SECRET
and SECRET technical and other information should be
glven to India as is necessary for her immediate
military needs. In applying this ruling Heads of
Divisions, Departments and Branches should bear in
mind. that where information of the type previously
supplied to India is now withheld, or where improvements
to weapons now held are denied to India, it may be
necessary to give a pretext for such action. In
oases where periodical reports and similar documents
have in the past been supplied to India and it is now
thought desirable to cease supply because parts of the
reports .are of a speclally secret nature, consideration
should be given to the preparation of expurgated editions

 for, supply to India only. Doubtful cases should be

~ referred o DyN.I, who will consult the Deputy Chiefs
of Staff Sub-Committee on Exchange of Technical Infor-
mation as necessary.

8. _ Requests for information of a higher security
classification than that permitted by paragraphs 2 and 3, cases where
advice is required~on the advisability of supplying information
permitted by this memorandum or difficulties arising from the
conditions imposed by paragraph 7 (a) should be referred to M.

Branch I who will consult D.N.I. and any Naval Staff Division con- |
cerned before obtasining Board approval. Where consultation with

the Deputy Chiefs of Staff Sub-Committee on Exchange of Technical
Information is necessary, M. Branch I will also arrenge through

D.N.I. for its presentation to the Sub-Committee.

9. Industrial Considerations. In order to safeguard
British industrial interests the following oondi tions should
be complied with in cases of digclosure of information likely
to affect such interests.

Information may be Government owned or privately
owned; Secret or Not Secret; wholly patentable, wholly unpatentable,
or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e,, the whole of the information
: ¢an be protected by patent rights.

If Secret the Government will in all cases acquire the
right to a secret patent in the U.K. and disclosure
to a foreign Government should as far as possible be
made on the following condition:~
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That the information is kept secret and that the
recipient Govermment will grant, on request,
patent protection of sultable priority.

if not seoret, i.e.,, such that publication in a patent
specification is permissible, no problem arises.
Government~-owned inventions should be exsmined to sece
whether foreign patents should be obtained and exploited.
In the ocuse of privately owned inventions, the reciplent
Government should be referred to the owner, to negotiate
terms.

(b) Wholly unpatentable, e.g., the information while com-
mercially valuable, is not of the kind which can be
protected by a patent.

Government owned information should only be supplied
against a quid pro gquo - gtrategic, monetary or both -
worth the value of the information.

In the case of privately owned information the foreign
Government should merely be put in touch with the owner,
but if secret the owner should be warned that he should
only communicate the infommation to accredited represen-
tatives of the foreign Government who are pledged to
maintain secrecy.

(e) Partly _patentable and partly unpatentable. The only
important case is where the information as a whole is
seocret and unpatentable, e.g.,, the layout, dimensions
and specification of an engine, while some parts; e.g.,
2 magneto, are-patentable and may be patended without
fear of disclosing the general design.

The patentable and unpatenteble parts should be treated
separately as in (a) and (b) above but in the ocase of-

- privately owned patentable information care should be
taken to inspect any patent application before it is
filed in the foreifn country by the owner, to make sure

; : that it does not disclose any secret information.

(d) Government Departments negotiating with foreign Govern-
ments for the c¢ammunication to them of infomation of B
comme rcial value may, depending upon the particular
circumstances, decide to carry out the negotietions
themselves and may lay down the terms upon which the
information may be used by those Governments, or thaey
may decide to entrust the negotiations, under suitable
conditions, to private firms or individuals.

10, The ebove policy does not affect releases of classified
equipment or information which has already been made beyond the
limits now laid down. :

(office Memoranda S1, S6 and S12, all of 1946, are cancel ki)

A.S., LE MAITRE, | |
. U.S.S. \

~18th November, 1946.
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FOR ISSUE IN LONDON AND BATH
CONFIDENTIAL OFFICE MEMORANDUM NO. C.39
C.E. 58042/46 : |

Information published by the Admiralty:
Procedure for ensuring conformity with Security Poligy.

| The Joint Intelligence Sub-Committee of the Chiefs of
Staff Committee have recently had under consideration the question
of ensuring that the minimum of information is offi cielly published

- vhich would enable foreign powers to assess our ability or readi-

ness to wage war at any given time.

2. ° In pursuance of this aim it has been agreed by Ministers
that the form of the Service Estimates should be modified in future
and that other publications issued by Service and other Ministries
should be scrutinised before igsue so as to ensure that, as far as.
is possible, consistent with the primary responsibilities of the
Ministries conmserned, no information likely to be of value to a
potential enemy is given away. The Standing Inter-Departmental
Commit tee on Security have been invited to co-ordinate and advise

on implementation of this pollicy as far as Departmental publications,
other than estimates, are concerned. .

34 The Joint Intelligence Sub-Committee lay particular
stresa on preserving secorecy about the following mtters!-

(a) Detalled strengths of all kinds, including the number
of ualits or formation of each arm of the Servioce.

(b) Details of the formation of new units and the conversion
of existing units. -

(c)' The location and armament of units.

(&) Training progr#mmes, syllabusés'and detalls of Service
schools of instruction.

(e) Researsh and Development programmes, location and
detalls of secret research establishments.

(£) Details of planning and progress of warlike stores and
works programmes,

(g) Reserves of men and materials, inocluding fuel atocks.

(h) Details of expenditure on defence measures in the
Colonies -and defended ports abroad.

(1) Statistiocs of war production.

4, In order to reach a considered Judgment on the intelli-
gence implications of a particular plece of information and to
resolve differences of view between the publishing Ministry and
those responsible for maintaining security, ths Service Departments
have set up a Working Party on Statistices, under the Chairmanship
of Colonel J.M. Fhillips, R.M., A,D.N.I., Admiralty, which in
effect will be a Sub-Committee of the Standing Inter-Departmental

are to send to D.N.I. for submission at his discoretion to the
working party on statistics, advance coples of any publications
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intended for release to the public which contain facts about

or references to the matters detalled in paragraph 3 above,

or other information which might assist foreign powers to
assess our ability or readiness to wage war. There is no
doubt, in the great majority of cases, that 1t wlll be possible

- to reach agreement in direct negotiations between Ministries

and the Working Party, but where this 1s not possible, the
cage would normally go up before the Standing Inter-Departmental

Cormittee for resolution.

Se The matters enumerated in paragraph 3 (a) to (i)
are designed to cover the combined needs of all three Services,
The security requirements of the Royal Navy do not of themselves
make it necessary to preserve secrecy on items (a) to (o), as
the Royal Navy has a high degree of strategle mobillity. Never-
theless, in order not to weaken the position of the other Services,
it is necessary for the Royal Navy to preserve secrecy on these
items, From the purely naval point of view, the most important
matters on which secresy is necessary are those which determine
the possibilities or rapld expansion, e.g. stocks of fuel,
munitions, shipbuilding material; and on those bearing on future
intentions which are reflected, for example, in new construction
and research and development programmes, ’

6e The compilation of the published Navy Estimates
and related Parliamentary publications will not be automatically
subject to the procedure laid down in para. 4 above; but will

~oontinue to be decalt with as at present.

*

28th November, 1946,
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( DRAFT) TOP SECRET
COPY NO..1.....

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the poliey of the U.K. a

and pending Cabinet approval, the following cgdli@¥itutes

v, the wvarious

d@ the class of

information whi

gch may receive is as fg S:

Category Countrieé pncerned Ormation Remarks

1 easable

Y receive all
fassified infor-
ma ti Olle

Countries of tH
Commonwealth of
(excluding Eire)
U.8.A,

France, Norway, Uenr
Holland,delgium, Gy
Turkey, Sweden and

May receive up Requests for

to and includ- "Secret® infor-

ing Confidential mation will be
information. referred to NSHQ.

c All other county Rt normally en- Requests for

led to receive Restricted angd
classified Confidential
mation. information will
be referred to
NSHJ.

The above categogp
Dis

information g

ion is subject to per ‘F review.

a request be received from ntries for

higher classification than 1i such a request

is to be reg red to N.S.H.Q. for a decision.

Whenever possible, the principle of reci¥ ity is to

°red when dealing with requests of countries ategories
"C", and mention of this should be made when ref?¥ ng

tS tO NoSoHl Q,o

. 0.A.C.
.0.P.C.

C.0. "WARRIOR™"™
C.0. "UGANDA"
C.N.M.O.

N.M.C.S. Copy No. 1 on file T.S, 11550-2 F.p, 27. 000019
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5. . The categorization of nations for disclosure
purpbses is a matter of utmost secrecy, and is to be made
known only to such officers on your staff to whom it is

.essential in the performance of their duties.

4
%@\\4 o s
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TOP SECRET

OTTAWA %?th November, 19

cap NC{)ZQ;..

TS 11550-2 Vol.l

DISCLOSURE OF TECHNICAL INFORMATIO
TO FOREIGN COUNTRIES.

Refe es (flagged)

(1) tish policy on release of 1 fation to
¥8\S.R., dated Uth October,
(2) Un L States policy on disg are of
tecl al information to fg on governments,
date@Rth October, 1945. 4%

(3) Britis
Russia,

licy including
ed 6th Decej

ntries other than

» 1945,

osure of information
ed 30th August, 1946,

(4) Canadian 7
to other cd

cy on @
ies,

(5) Letter from B
31st December,

igh Commissioner, dated

(6) Letter from th

tish High Commissioner,
dated 27th J

e Furtk 0 my m
the letter from thg tish Hig
October, 1946 doeg affect m
Sweden was alreag cluded in th

Canadian memorea i (flagged U4).

e of 16th November, 1946,
ommissioner dated 15th
ginal submiseion.

B' section of the

2, e only difficulty still exists in

the impleme on of this policy is as yet 1t has not

the approva the Cabinet. The Cab has approved the
principle information should he e nged on a reciprocity
basis but B not agreed on the more de ed aspect whereby
countrie e classified in 3 groups and entitled to
recelvefi@l8ssified information according e group in which
they been placed.

3o It ie not considered that lack final Cabinet
app al need delay adoption of this policy b g Naval Service.
I essential that the Commands should have g ance on these
o ers in view of the comparatively frequent vi g by

eign Naval Officers (for example--there is a g p of

uvian Naval Officers in Helifax at the -resqnt

B LT B
N DU

(G.R Tﬂff;i::;)

A/Cdr. (SB) R.C.N.,
Acting Director of Naval Plant
and Intelligence.

Copy No. 1 to C.N.S.
Copy No. 2 on D.N.P.I. fille
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NAVAL SERVICE — MINUTE SHEET

FILE NO.-.T.Q.. 11550:
v 294

=
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REFERRED TO

REMARKS (With Signature,Position 8 Date)

C.N.S.

In order to implement the
Security Panel memorandum on
Disclosure of Information to
Other Countries (tabbed), with
your concurrence, it is proposed
to send copies of the "Top
Secret" draft herewith to COAC,
COPC, CNMO, NMCS, C.0. "WARRIOR"
and C.0. "UGANDAY,

2. In addition it is proposed
to circulate this memorandum to
Directors and Deputy Secretarles
only in N.S.H.Q., drawing
attention to C.C.N.O. 30.74/3
Paragraph 5 which states that all
requests from foreign countries
for information must be routed

through D.N.P.I.

(G.R. Tottenham)
A/Commander (S.B.) R.C.N
A/D.N.P.I.

16-11-46.
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TOP SECRET
coPY No. 1..

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the poliecy of the U.K.

B8 ke o

the C pet Defence Committee has recently issued a mg andum

on the to other

countries

g obtain uniformity in poliey the var (¢ nations

have been g ged into three categories and the Ss of infor-

mation which L may receive is as follows:

Category Count Concerned Remarks
British

A Countries o ge/ Common- May re e all
wealth of NaQll@es (ex- d infor-
cluding Eire) '

U.S.A.

B France, Norway, } eceive up Requests for
Holland, Belgium, And includ- "Secret” infor-
Turkey, Sweden and il Confidential mation will be
Eire. nformation. referred to NSHQ.

C All other countries. Not normally Requests for

entitled to Restricted and
eceive any Confidential
assified information will be
ormation. referred to NSHQ.

The above categorizatig 5 subject T eriodice review.

25 Should
information of a hig

Bquest be receil
classification

from countries for
listed, such a request

is to be referred NeS.H.Qe for a decisi

3 Wh ver possible, the prineip pf reciprocity is to |

be considered n dealing with requests of c¢o ies in categories

"B" and "C" d mention of this should be made ¥ A referring requests

to N.S.H.Q

4. The categorization of nations for disc} € purposes

er of utmost secrecy, and is to be made known y to such ‘

on your staff to whom it is essential in the pe ance ‘
duties.

NAVAL SECRETARY.

.0.A.C.

"WARRIOR"
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FILE No.

CSC Bal

CANADA

CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,
CABINET SECRETARIAT OFFICES,
EAST BLOCK, OTTAWA

Tioverbor 16, 1946,

ﬁdt.ﬁa .

CiGaS, 46770

WaliB,

DeGulLR,

1. Reforence 1s mede to my CSC E«1 of 6th August,
1946,

24 Attached 1s o copy of o further communiention

frow the High Commiceioner for the United Ringtom te the Secrotary

of State for Externsl #ffairs, vhich records certaln chenges in
the document forverded with oy carlier communicetion,

{04 Baan}

troup Capledn, yfnﬁo?o,
Sesretory,

Chiefs of Steff Cormitteo,

Enel,

-t
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I0P SECREI
OFFICE OF THE HIGH COMMISSINER
' FOR THE UNITED KINGDOM
Earnscliffe,
Ottawa,
15th October, 1946,
7 e
Dear Mr, Pearsons 1470
Would you please refer to Mr, Holmes'! letter
of the 3lst December, 1945, and the High Commissioner's lettef
of the 27th July, 1946, sbout the disclosure of technical ine
formation to other nations, v
We have been asked to let you know that, in i
consequence of the recommendation of the informal Commonwealth
Conference on Defence Science mentioned in the last paragraph
of the High Commissioner's letter of the 27th July (which will ?
&:—r:.—-“ '
of course apply only to information of United Kingdom origin
until the report has been approved by other Commonwealth Governments),

the following amendments should be made to the memorsndum enclosed

with Mr, Holmes' letter of the 31st December:~

1, Parasgraph 9, Delete "should they agree to collaboration
in research and development",

2, Paragraph 10, Sweden should be added to the list of
"Category B" nations,

Yours sgincerely,

/S/ 3.J.S¢ Garner

L.B. Pearson, Esq.,
Under=Secretary of State
for External Affairs,
Ottawa, o
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FILE NO-;J//I;7

REFERRED TO| REMARKS (With Signature, Position 8 Date )
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TOP SECRET

Dear

Reference is made to your r of

2lst OctQb@lr, 1946, and covering memorandun Pepared by
the Secu Panel and issued by authority the
Cabinet De e Committee regarding the D&BEYosure of
Information Other Countries.

24

hde to ensure
that the utmos

this regard.

EOW.T. Gill’ n.q.,
Vice-Chairmen, Security J
Privy Council Office

East Block,
OTTAWA, Ontay

Copy Np.lfor
Copy No. 2 f
Copy No. 3
Copy No. 4

atch tO MI‘. EOWOT. G‘
he main file

the Security Panel File
D/D.N.I1.'s file. :
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Document disclosed U
Document divu@é env

lst Novembegy
N.8. T.8. 11

‘6-
F.D.#27
aff)

Dear

Gill:

Reference is made to your r of

2lst O¢ » 1946, and covering memoranduy pared by
the Secu Panel and issued by authority the
Cabinet D e Committee regarding the DABEIosure of
Informmation Uther Countries.

2.

rangements are being
that the utmos

orecy is maintaineg

hde to ensure
this regard.

Yours Ly o

E.W.Te Gill, Esq.,
71oo-chnirman, Seecurity jJ
Privy Couneil Office

East Bloock,
OTTAWA, Ontajg

Copy No.lfor patech to Mr. E.W.T. G
Copy No. 2 ¢ he main file :
Copy No. 3 the Security Panel File

Copy No. D/D.N.I.'s file.
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T JO# SECRET

COPY NO. .2....

DISCLOSURE OF INFORMATION TO OTHER COUNTRIES

In conformity with the poliey of the U.K. U.S.A.,

the C net Defence Committee has recently issued a mg Andum

on the plosure of Military and Technical Informa to other

countries p obtain uniformity in policy the varik nations

have been g ped into three categories and the 38 of infor- '

mation which ) may receive is as follows:

Conecerned Informat Remarks

Category Count!
Releasal

ritish
A Countries ¢ he /Conmon- May re e all
wealth of Ng s (ex- class d infor-
cluding Eire the mat

U.S8.A.

\

B France, Norway, park ,
Holland, Belgium, pece,
Turkey, Sweden and

eceive up Requests for
gnd includ- "Secret” infor-
e Confidential mation will be

Eire. Aiformation. referred to NSHQ.
c All other countries. W Not normally Requests for
entitled to Restricted and
eceive any Confidential

Aassified information will be
ormation. referred to NSHQ.

The above categorizatig 8 subject eriodie review.

2e Should
information of a hig

from countries for
listed, such a request

equest be receX
classification §

is to be referred «S.HeQe for a deecis

3. W) ver possible, the princip pf reciprocity is to

be considered n dealing with requests of e¢d ies in categories

"B" and "C* d mention of this should be made p referring requests

to N.S.H.§

4, The categorization of nations for disc re purposes
is a j er of utmost secrecy, and is to be made known\@ly to such
off s on your staff to whom it is essential in the pe mance

o feir duties.

NAVAL SECRETARY.

Ce0eA.Co
C.0.P.0.
C.0. "WARRIOR"™ :

Cc - I\? .M 'gIGANDA" . 000030
N M. CeSi
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. TOP SECRET
0CT 2% 1946 °

CANADA

D. M. . PRIVY COUNCIL OFFICE
Naval Service

CA

OTTAWA, October 21st, 1946,

BINET SECRETARIAT

W. Gordon Mills, Esquire,
Deputy Minister of National Defence (Naval Services}).

Dear Mr. Mills:

The accompanying memorandum which has been
prepared by the Security Panel, in consultation with
officials of interested government departments, is
issued, by authority of the Cabinet Defence Committee,
~as a guide in the disclosure of military and technical
<! information to other countries. The policy stated is

similar to that being followed .in the United Kingdom.

Particular attention is drawn to paragraph 3
of the memorandum showing-the categorization 6f nations
for disclosure purposes. The grouping of countries in
this way is a matter of the utmost secrecy and it is
requested that 1t be made known only to those officials
who require this information in the normal performance
of their duties. ‘

!( I am forwarding a copy of this,lefter and the
memorandum to your departmental Security officer.

o=V LC TR-.

A 3

Yours sincerely,

———”*’-—-——_

To AL o s

Al .
e A cnnfrs oLrW’C '324,“,”_:/4;6

E.W.T. Gill,

A, M/(‘ M?w W P Vice - Chéirman,

Security Panel.
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TOP S ECRET

MEMORANDUM

DISCLOSURE OF INFORMATION TO OTHER COUNTHIES

General - | N
13
1. The policy described hereunder should be observed with re-

gard to the disclosure of information to other governments or their
representatives, whether civilian or military. It should be borne
in mind, however, that under this pol“cy information will only be
disclosed when appropriate suthority. .as’ been obtained for such
disclosure, The policy in no way rclieves officials of their
obligations under . the Official Secrets Act.

a

Definition .
2, "Disclosure of Information” in this memorandum embraces

service matters, technlical data about weapons and equipment and in-
cludes disclosures involved in the sale of eguipment,

Categorization of Nations for Disclosure purposes

S The various nations will be gzouped into three categoeries
and the class of information which each may receive will be controlled,
De'tails are given below: '

. : ]
iCategory 'Countries concerned i Information ! Remarks
' Releasable '
g ~
!
A Countriss of the May reccive :
British Commonwealth |all classified
of Nations (excluding | informztion f
Eire) and the U.3.A. | :
! H
L
. ; K
B France, Norway cMay recelve j Requests for
Denmark, Wo7land, up to and i "Secret"
Belgium, Greece, incluaing i information
Turkey, Sweden Confidential i will be
and Eire. information, i referred to the
i Joint Intelligence -
i Committee,
! i ‘
. j : 1
C Remainder 1Mot normally i Requests for §
tentitled to - : Confidential and ?
Ireceive any { Restricted in-
N fclassified { formation will
linformation. ; be referred to
{ | the Joint .
; v Intelligence
: + i Committee.,
; ;
This categorization will be subject to periodic review by the .

Security Panel, ~Should it be degired to change the category in which
a particular nation falls, the advice of the Sscurity Panel will be
sought before such a change takes place. \

' |
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The Department of Reconstruction and Supply, in con-
junction with ths Joint Intellig
for the reclassification of squiprent which it is proposed to s¢ll

and for the prevention

Document disclosed under the Access to information Act - [
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nce Committee, will be rcsponsible

of the sale of clessified equipment.

. Clearances from “ritish snd United States authorities will
bes obtailned in 211 cases where tho release of classified information
of British or United States origin, or of British-Canadian or United
States-Canadien origin, is concorned.

Industrial Considerations

4, In order to safesuard industrial interests information

of concern to manufacturcrs, whother covermment-owned or privately-
owned, will be dealt with in the fO]lOmlﬂ” manner:

(2) dholly Patentable, 1.e., the whole of the information can

be protected bv a patent specification,

If secrat, considﬂrstion'will be given to the
possibllity of acquiring a secret patent in Canada
and disclosurs to a forsign government should as
far as possible be made on the following conditions:

If not secrot, i.r., such that publication in a

.

natent

o

"

amined

dTiS@S-

that the information is kept secret and the
government of that country will grant to
Canada on request patsnt protection of
sulteble priority.

specification is permissible, no problem
qovwrnmunt—ownad inventions should bc ox-
to sse whetiier foreizn petents should be

obtained and exploited, In the case of privately-

owned

inventions the recipient Government should be

referred to the owner, to negotiats terms.

(b) Wholly unpatentabls, 1.e., the information, while

commerc

ially veluable, is not of the kind which can

be protected by a patent specification.

Governmznt-owned information should only be

supplisd if o guid pro gquo 1s obtained - strategic,
monetary, or both - worth the value of the information.

In the case of orivately-owned information the

foreign Government should merely be put in touch
with the owne er, but 1f the nature of the information
is secret - the -owncr should be warmed that he should
communicate the information only to accredited
representatives of the foreign Government who are
pledged to maintain secrecy. -

(e) Partly patsntable and cartly unpatentabls, The.only

important case 1s where the Information as a wholec 1s

secret

and unpatentasble, e.g. the layout, dimensions

and specification of an sero engine, while some parts

are patentablc and na
disclosing the goners

1.

vy be patented without fear of
1 desizn, e.g. a magneto,

The patented and unpatented parts should be
treated ssparately as in (a) and (b) above but in the
case of pri\1tclv 0vnva entablowinformation care
should be taken to insp ct any patent applications
before they are filed in the foreign country by the
owner, bto make sure that they do not disclose any
secrat information.

000033 ~
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(a) DGpdftmbnbo which are negotiating with Foreign Governments
for the communication to them of information-of commercial
value may, depending upon the particular circumstances,
decide to carry out the negotiations themsslves and

may lay down the terms upon which the information may

be used by those Governments, or they may decide to
entrust the negotiastions, under suitable conditions, to
private firms or individuals.

Conditions for Disclosure

ot
o)

D The following conditions should be laid down and agreed
by all nations to whom information 1s disclosed:

(a) Secufity

(i) The information received should be safeguarded
under the same rulces of sccurity as the Canadian
authorities themseclves imposc.

.

N

(11) The information is disclosed only for the usc of
the recipicnt Government 'and such of its contractors, .
under seal of scerecy, es it mey notify to the
Canadien Government in writing. Disclosure to any
other Government, or publication to the Press or in
any othur way would gonstitutse o brescll of the
agreement, . ‘

(b) Reciprocity

The principlc of reciprocity should be adoptud for
the disclosure of information to foreign powers in cate-
gories "B" and "C". Disclosure will not be made sutomati-
cally whenever a request 1s reccived but only after the
reasons behind it have vecn ascertalined and the possibility
of receiving 1in return some guids pro guo of value has
been considéred. The responsibility for applying the
principles of reciprocity will be assumed by Departmental
Security Officers who will, if in doubt, consult the Joint
Intelligence Committee or the Advisory Scilentific Security
Sub-Panel, '

Office of the Secretary,
Security Panel,

Frivy Council Offics,
Octover 15th, 1946,
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Privy Council Office

. k OtLAWA ..o
AN

Lt.-Cdr. H.F. Rankin

For information.

J.A.K. Rutherford, Major,
Secretary,

Security Panel.
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| y > ‘ TOP SECRET

2-1-1

OTTAWA, October 21st, 19486,

W. Gordon Hills, Esquire, ~
Deputy Minister of Natlonal Defence (RKaval Services).

Dear Mr, Mills: .

The accompanying memorandum which has been
prepared by the Security Panel, in consultation with
officials of interested government departments, is
issued, by authority of the Cabinet Defence Committee,
as a gulde in the disclosure of military and technical
information to other countries. The policy stated is
similar to that being followed in the United Kingdom.

Particular attention is drawn to paragraph 3
of the memorandum showing the categorization of nations
for disclosure purposes. The grouping of countries in
this way is a matter of the utmost secrecy and it is
requested that it be made known only to those officials
who require this information in the normal performance
of ‘their duties.

. I am forwarding a copy of this letter and the
memorandum to your departmental Security officer,

Yours sincerely,
‘g:nqo;cg&§>K2:2kL
E.¥%.7T. G111,

Vice - Chairman,
Security Panel,
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T O P SECRET

MEMORANDUM

ISCLOSURE OF INFORMATION TO OTHER COUNTRIES

General

1. ~ The policy described hereunder should be observed with re-
gard to the disclosure of information to other governments or their
representatives, whether civilian or military. It should be borne
in mind, however, that under this pol'cy information will only be
disclosed when apprOpriatc suthority. .as been obtained for such
disclosure. The policy in no way rclieves officials of their
obligations under the Official Secrets Act.

.

Definition

2. "Disclosure of Information" in this memorandum embraces
service matters, technical data adout weaspons and equipment and in-
cludes disclosures involved in the sale of equipment,

Categorization of Natlons for Disclosurs purposes

S The various nations will be grouped into three categories
and the class of information which each may recelve will be controlled,
Details dre given below:

British Commonwealth all classified
of Nations (excluding ! inform=tion
Eire) and the U.S.A.

Cat sgory 'Countries concerned i Information i Remarks
-H leasable f
é s
/ 5
A Countriecs of the May receive i
!

P May receive . Requecsts for

B France, Norway ;
Denmark, Holland, jup to and . "Secret"
Belgium, Greece, | including i information
Turkey, Sweden Confidential . will be
and Eire. informstion, . referred to the

] . .
i Jeint Intelligence
i Committee.,

: i
c Remainder Yot normally { Requests for ;
entitled to : Confidential and |
. Ireceive any ! Restricted in-
lclassified t formation will
| information. f be referred to
i i the Joint
. j Intelligence

i i+ Committee.

This categorization will be subject to periodic review by the
Security Panel., Should it be deslirsd to change the category in which
a particular nation falls, the advice of the Sscurity Panel will be
sought before such a cbanﬁe tekes place.
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for the
and for

bs obtalned in all cases T
of British or United States origin - or Brit
States-Canadian origin, 1 :

Industri
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The Department of Heconstruction and Supolv, in con-

ice Committee, will be responsible
reclassification of squipment which it is proposed to scll
the prevention of the sale of classified equipment,

uthorities will
ified information
anadian or Unitcd

o
)
jss)

Cloerances from

al Considerations

4,

of concern to manufacturs

In order to safeguard indusfrisl intercsts information
whother govermment-owned or privately-

owned, will be deslt with in the O]lOwlﬂ” manner:

{(a)

(b)

(o)

wholly Patentable, 1.s.,, the whole of thc information can
be protbctud by a patent specification.

If secret, consideration will be given to the
possibility of acquiring a sécrst patent in Canada
' and disclosure to a forsign government should as
' far as possible be msde on the following conditions:

that the information 1s kept sscret and the
‘government of that country will grant to
Cznuau on request patent protsctlon of
.suitable priority.

If not sscret, 1l.eo such that publication in a

*
patent specifice tlon is permissible, no problem
arises Governmont-owned inventions should be ox-

amlnbd to see whetiier forelzn patents should be
obtained and explolted. In thc case of privately-
owned inventions ths reclplent Government should be
referred to the owner, to negotiats terms.”

Wholly unpatentabls, i.e., the information, while
“ommcrﬂ”llv veluable, is not of the kind whlch cen
be protected by a UOELPL specification,

Government-owned information should only be
supplisd if a quld pro quo is obtained =~ strategic,
monetary, or both - worth the valuec of the informstion.

In the case of orvvatcly -owned information the
foreign Government should merely be put in touch
with the owner, but i the naturs of the information
igs secret the owner should be warmed that he should
communicate the information only to accredited
representatives of the foreign FOVLrnment who are
plodgcd to maintain sscrecy,

Partly patentable and sartly unpatentabls, The.only
important case Is where the information as a whole 1s
geret and unoatbntﬂolc e.g. the layout, dimensions
and specifiication of an aero engine, while some parts
are patentable and may be patented without fear of
disclosing the general design, e.g. a magneto.

The p
treated ser
"case of pr

nted and unpatented parts should be

L ly as in (a) and (b) above but in the
ately-owned patentsble information care

should be taken bO inspect any patent applications

before they are filed in the foreign country by the

owner, to make surs that they do not disclose any

secret information,
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(d) Departments which are negotiating with Foreign Governments
for the communicatlon to them of 1nformat10n of commercial
value may, depending upon the particular circumstances,
decide to carry out the negotiations themsslves and
may lay down the terms upon which the information may
be used by those Governments, or they may decide to
entrust the nogotiations, under suitable conditions, to
private firms or individuals,

Conditions for Disclosure

S The following conditions should be laid down and agreed %o
by all nations to whom information is disclosed:

(a) Sccurity

(i) The information received should be safeguarded
under the sam2 rul.us of sccurlity as the Canadian
authorities themsclves impose.

(ii) The informetion is disclosed only for the usc of
the reciplent Government and such of its contractors,
under seal of sgcrecy, o8 1t may notify to the
Canadien Government in writing. Disclosure to any
other Government, or publication to the Press or in
any otlier way would constituté a breascl: of the
agreemernt,

(b) FEReciprocity

‘ The principlc of reciprocity should be adopted for

the disclosure of information to foreign powers in cate-

gories "B" and "C". Disclosurc will not be made autometi-

cally whencver a regqusst 1s recclved but only after the

reasons behind 1t have been ascertained and the possibiliity

of receiving in return some quid pro gquo of value has 1
been considered. The respons TDlllty for applying the (
principles of reciprocity will be assumed by Departmenteal !
Security Officers who will, if iIn doubt, consult the Joint
Tntollwwﬁnce Commwtb(l or the Advisory Scientific Security
Sub-Panel,

Office of the Secretary,

Security Panel,

Privy Council Offlce

Octoher 15th, 1946, _ ’
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.

TOP SECRET
CLASSIFICATION

TS 11550-2 Vol.l
Reference

Date extracted 18th October 1946

. CABINET DEFENCE MINUTE

The following is an extract from the minutes of
e L the 23rd Meeting of the Cabinet Defence Committee

DT, held 15th October 1946.

D..S.D.,

D.,H.A.D,
.S.R.D.

Dulln04 v /
D.E.B.
gﬁLN.AkL(L)
A/C.L.A,o.( D) o Secretary to the Chief of

LS, - . the Maval Staff.
grr.

i ﬁ 513

cm— o ——

- — R 2 P~ S — —_— P

Disclosure of information to other countries

’

13. Mr. Heeney submltted a memorandum from
the Security Panel outlining a suggested policy to
govern the disclosure of military information to other :
governments or their representatives.

The policy proposed was similar to that -
being pursued in the United Kingdom. It grouped the -
various countries into categories and showed the
security classification of information which each might
receive., It included also safeguards for industrial
interests, and that part of the memorandum which dealt
with this aspect had been prepared in consultation with
officials of interested government departments.

. The formula suggested was intended to
serve as a guide to government departments, and would
be complementary to the policy of reciprocity which the
Cabinet had .decided should be accepted as a basis for ,
the exchange of military and technical information.

(Memorandum from Security Panel to Cabinet Defence
Committee, Lugust 30th, 1946 - Cabinet document D-73)

14. The Committee, after discussion, agreed
that the Security Panel be authorlzed to issye an adminie
strative memorandum on this subject for the guidance of
interested government departments,
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TOP_SECRET

yafo I

MEMORANDUM TO MEMBERS OF THE SECURITY PANEL

ﬁisclesura-pf_Information to other Countries

The Canlnet Defence Committee at their
23rd meeting held on 1lBth Qctober, 19846, authorized
the Security Panel to issue for the guidance of -
government departments and sgencies, the memorandum
whioh was considered by the Pansel at their 4th
meeting held on August 5th, 1946. A copy is
enclosed herewith.

. Copies of the memorandum have heen
forwarded to Deputy Minlsters and Security officers
of interested government departments. Particular sattention
wes drawn to paragraph 3 covering categorization of
nations, with the request that it he made Mnown only to
those officials who require this information in the

normal performance of their duties.
Mﬂ
\r..

J.A K. Rutherford, Major,
Secretary,
Security Panel,
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MEMORANDUM

DISCLOSURE OF INFORMATION TO OTHER COUNTLHIES
General
1. he policy described hereunder should be observed with re-

gard to the disclosure of information to other governments or their
representatives, whether civilian or military. It should be borne
in mind, however, that under this pol’cy information will only be

. disclosed when appropriate authority. .as been obtained for such
disclosure. The policy in no way rclieves officials of their
obligations under the 0fficial Secrsts Act.

Definition
2. "Digsclosure of Information' in this memorandum embraces

service matters, technical data adout wespons and equipment and in-
cludes disclosures involved in the sale of equipment.

Categorization of Nationsg for Disclogsurs purposes

S The various nations will be grouped into three categories
and the class of information which each may receive will be controlled,
"Details are given below:

| . : :
Category :Countries concerned i Information

¥
i E Remarks .
. Releasable '
A Countriss of the May receive i
British Commonwealth 2ll classified ! .
of Nations (excluding | informztion ?
Eire) and the U.S3.A. ,
i i
B France, Norway i May rcceive : Requests for
Denmark, Holland, jup to and ;. "Secret"
1Belgium, Orecce, including i information
. Turkey, Sweden Conficdential ; will be
and Eire. information, i referred to the
4 Joint Intelligence
i Committee,.-
:
_ % L ;
C Remainder ot normally i Requests for |
. lentitled to : Confidential and |
lreceive any ! Hestricted in-
lclassified i formation will
, | information. ; be referred to
' ! ' the Joint
! . Intelligence
; i Committee.
i ; ] v

This categorization will be subject to periodic review by the
Security Panel., Should it be desired to change the category in which
a particular nation falls, the advice of the Sscurity Panel will be
sought before such a change takes place.
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The Department of Reconstruction and Supply, in con-
junction with the Joint Intelligencc Committee, will be respons ible
for the reclassification of pqu¢pmbnt which it is proposed to scll
snd for the prevention of the sale of classified equipment,

’

and United States authorities will

release of classified information
1tes origin, or of British-Canadian or United
is concaerned,

Cluoarances [
bs obtalincd in 211 cas
sd S
n

of British or Unite
States-Canadian orig

'Y

-t

Industrial Considerations

4. In order to safeguard industriasl intercsts information
of concsrn to manufactugurv, whother covermment-owned or privately-
owncd, will be dealt with in the fc]lOnLﬁ“ manner:

(a) Wholly Patentable, i.:., the whole of the information can
be pro tbctud by a patent spscification.

If secret, consideration will be given to the
possibility of acquiring a secret patent in Canada
and disclosure to a forelign government should as
far as possible be masde on the following conditions:

that the information is kept secret and the
government of thet country will grant to
Canada on request patent protuctlon of
suitable priority.

If not secret, i1.8., such that publication in a
patent sns01110~*10n is permissible, no problem
arises. Government-owned inventions should be ex-
amined to see whether foreign patents should be
obtained and exploited., In the case of privately-
owned Inventions the reclplent Government should be
referred to the owner, to negotiate terms.

(b) Wholly unpatentabls, i.e., the information, while
commercially valuable, is not of the kind which can
be protected by a patent specification.

Government-owned information should only be
supplied if o quid pro quo is obtained - strategic,
monetary, or both - worth the value of the information.

In the case of privatesly-owned information the
foreign Government should merely be put in touch
with the owner, but 1f the naturs of the information
is secret the ownor should be warmed that he should
cormmunicate the information only to accredited
rmorcsentatlvaa of the foreign Povcrnmont who are
plcdgdd to maintain secrecy.

(¢) Partly patentable and oartly unpatentabls, The.only
importdnt cage 1s where the information as a whole 1is
secret and unpatentable, e.g., the layout, dimensions
and specification of an sero sngine, while some parts
are patentable and may be patbntbd #ithout” fear of
disclosing the general desizn, e.g. a magneto.

The patented and unputeﬁted varts should be
treated separately as in (a) and (b) =zbove but in the
case of privately—ownod petentable information care

should bp taken to Inspsct any patgnt applications
before they are {iled in the fore ign country by the

owner, to make sure that they 4o not disclose any
secret information,
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(d) Departments which are negotinting with Foreign Governments
for the comnmunication to them of information of commercial
value may, depcending upon the particular circumstances,
decide to carry out the negotiations themselves and
may lay down the terms upon which the Information may
be uscd by those Governments, or they may decide to
entrust the negotiations, under suitable conditions, to
private Cirms or individuals.

Conditions for Disclosure

De The followlny conditions should be laid down and agreed to
by all nations to whom informastion is disclosed:

(a) BSecurity

(1) The information received should be safeguarded
under the same rulcs of sscurity as the Canadian
authorities themselves imposc.

(11) The information is disclosed only for thce usoc of
the reciplent Government and such of its contractors,
under seal of sccrecy, as 1t moy notify to the
Canadian Government 1n writing. Disclosure to any
other Government, or publication to the Press or in
any other way would-constituté a breeoel: of the
agreement.

(b) Reciprocity

The principlce of reciprocity should be adopted for
the disclosure of information to foreizn powers in cate-
gories "B" and "C". Disclosure will not be made automati-
cally whenever a request 1s reccived but only after the

easons behind 1t have been ascertalned and the possibility
of recelving in return some quid pro guo of value hes

been considsred. The responsibility for applying the
principles of reciprocity will be assumed by Departmental
Sccurlty Officers who will, i1f in doubt, consult the Joint
Intelligence Committeoe or the Advisory Scientific Security
Sub-Panel.

Office of the Secretary
Security Panel, ’
Privy Council Offlce
October 15th, 19486,
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URGENT - BY HAND. -

‘CHIEES==OF =STAFE=
CABINET DEFENCE

(7 D.NA{I. vd Request. your comments hereon for -C lease,

— | D. W, T, and return to Room 3316 by /(go})/za-//
D,S5,D,

D.,N.A.D,
DoS.R.Dc “ | C)‘—%__————

(I PA/C.N.Suntd Y Date:/O/f 4/{ Secretary to the Chief of
D.N.O. W L the Naval Staff
D.E.E,

A/C.N, (E)
A/C.N
C.N.A
D.N.R
C.N.P

| %MW dm?
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MEMORANDUM FOR THE CABINET DEWIVCE COMMITTEE

S o . 1433
Disclosure of information
to other countries. .

1. The Security Panel submits for the consideration of the
Cabinet Defence Committee the accompanyling memorandum outlining

a suggested policy to govern the disclosure of information on
Service matters, including weapons and equipment, and that involved
in the sale of equipment to other governments or thelr representa-
tives whether civilian or nilitary. '

2, : Thﬁs proposes that the various nations be grouped into
categories and shows the security classification of information
NLiCh each may recelive Tt is similer to the policy being pursued

in the United Eingdom and its adoption in Canadz for the disclosure

of information on military matters has been recommended by the Chiefs
of Staff. The clauses coverinz sbtle of eguipment and the safe-
guarding of industrial interests have been examined by the Departments
of Reconstruction and Supply & Trade and Commerce which agree with

q

"

Se The Cabinet, at their meeting of October 25th, 194§, agreed

-that the principle of strict reciprocity be acc88pted as a basis for

the exchange of military and technical information with forelgn
powers. The policy now proposed is not intended to modify that
deriving from the Cabinet's decislion, but rather to be complementary
to it, since disclosure of information to categories B and C will
not normally be made automatically whenever a requost is made, but
only after the reasons behind 1t have besn ascertained and the
possibility of rccewvwng in return some quid pro quo of value has
been considered, '

4, In certain cases it may be desirable to authorize the re-
lease of secret informatlon to Class "B" nations and Confidential
and Restricted information to Class ”C”, but individual cases of

this character will be dealt with by the Joint Intelligence ,Committee.
The categorization of nations will be subject to periodic review by
the Security Panel, :

e - The Security Panel recommends that the policy set forth in

the attached memorandum be approved for the guidance of Canadian
government aepa”tmento.

' - El-‘JVITO Gill
319 Privy Council Office, - Vice-Chairman,
30 August 1046, Security Panel,
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MEMORANDTUM

DISCLOSURE OF INFORMATION TO OTHER COUNTHRIES
General

1. The policy described hereunder should be observed with re-
gard to the disclosure of information to other govermments or their
representatives, whether civilian or military. It should be borne
in mind, however, that under this pol cy information will only be
disclosed when appropriate authority..as been obtained for such
disclosure. The policy in no way rclieves officials of their
obligations under the Official Secrets Act.

Definition

2. "Disclosure of Information" in this memorandum embraces
service matters, technical data ajout weapons and equipment and in-
cludes disclosures involved in the sale of equipment,

Categorization of Wations for Disclosure purposes

S The various nations will be grouped into three categories
and the class of information which each may receive will be control
Details are given below:

led,

| .
Category | concerned i

’
Countries i Information % Remarks
. Releasabvle '
L
A Countriss of the Mey receive i
British Commonwealth | all classified !
of Wations (excluding | informztion
Bire) and the U.S.A. | :
]
B France, Norway P May recelve . Requests for
Denmark, Holland, i up to and . "Secret"
Belgium, Groecs, including i information
Turkey, Sweden Confidential i will be
and Eire. information, : referred to the
i Joint Intelligence
i Committee.
5
: i
C Remainder Wot normally i .Requests for ]
entitled to i Confidential and |
lreceive any ! Restricted in- ,
fclassified i formation will
information. f be referred to
. i the Joint
, i Intelligence
: i Committee.
% ;

This categorization will be subject to periodic review by the

Security Panel,

a particular nation falls,

Should it be desired to change the category in which

sought before such a change takes place.

the advice of the Sscurity Panel will be .
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. The Departmoent of Heconstruction and Supply, in con-
Junction with the Joint Intelligoncce Committee, will be responsible
for the reclassification of equipment which it 1s proposed to scll
end for the prevention of the sale of clessified equipmsnt,

‘Cleacrances from British and United States authorities will
be obtained in all cases where thoc release of claessified information
of British or United States origin, or of British-Canadian or Unitcd
States-Canadiasn origin, is concorned.

Industrial Considerations

4, In order to safeguard industrizl intercsts information
of concern to manufacturers, whother govermment-owned or privately-
owned, will be dealt with in the io]loulnr manner:

(2) wholly Patentable, i.e., the wholes of the information can
be protected by a patent specification,

If secret, consideration will be given to the
Dossibilﬁty of acquiring a secret patent in Canada
and disclosure to a forsign government should a
far as possible be madc on the following conditions:

that the information is kept secret and the
government of that country will grant to
Canaua on regusst patent protection of
sultaeble priority.

If not secret, i.e., such that publication in a
patent specificetion 1s permissible, no problem
arises. Governmont-ownced inventions should be ox-
amined to sce whether foreisn petents should be
obtained and exploited., In the case of privately-
owned inventions the recipilent Government should be
referred to the ovmer, to negotiate terms.

(b) Wholly unpatentable, i.e., the information, while
: commerciaelly Juluablp, is not of the kind which can
be protected by a thgnt specification.,

Government-owned information should only bu
supplied if a guid pro cuo is obtained - strategic,
monetary, or both -~ worth the value of the information.

In the case of privately-owned information the
, foreign Government should merely be put in touch
with the owner, but if the nature of the information
is secret the owner should be warmed that he should
communicate the information only to accredited
representatives of the foreign Govcrnment who are
pledged to maintain secrecy

(#) Partly patsntable 2nd sartly unpatentabls, The.only
- Important cose 1s where the information as & whole 1ig
secret and unpatentable, e.g. the layout, dimensions
and specification of an sero engine, while some parts
are patentable znd may be patented without fear of
disclosing the general desizn, e.g. a magneto. ‘

The patented and unpatented parts should be
treated separately as in (a) and (b) above but in the
-case of privately-owned patentable information care
should be taken to inspect any patent applications
before they are filed in the foreign country by the
owner, to malke sure that they do not disclose any
secret information, .
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Departments which ars negotiating wilth Foreign Governments
for the communication to them of information of commercial .
value may, depcnding upon the pasrticular circumstances,
decide to carry out the nezotiations themselves and
may lay down the terms upon which the information may
be used by those Governments, or they may decide to
entrust the negotiations, under suitable conditions, to
private firms or individuals.

Conditions for Disclosure

Se

The following conditions should be laid down and agreed to

by all nations to whom information 1s disclosed:

(a)

(b)

Security
(1) The information received should be safeguarded
under the sams rulous of security as the Canadian
authoritics themselves impose.

(1) The information 1s disclosed only for the use of i
'~ the recipilcent Government and such of its contractors, |
under ssal of sccrecy, os 1t may notify to the
Canadiesn Government in writing. Disclosure to any
other Government, or-publication to the Fress or in |
any other way would gonstituté a breacl: of the . ‘
agreement,

Reciprocity

The principle of reciprocity should be adopted for
the disclosure of information to foreign powers in cate-
gories "B" and "C". Disclosure will not be made automati-

cally whenever a regucst 1s recclved but only after the
reasons behind 1t have bee ‘

ascertained and the possibllity ‘

of recelving in return,soms guid pro guo of value hes
been considered. The responsibility for applying the

principles of reciprocity will be assumed by Departmental ]
Security Ofricers who will, if in doubt, consult the Joint !
Intelligence Committee or the Advisory Scilentific Security ‘

Sub-Panel,
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Sub ject Exchange of techniaal 1nfommation with
foreign powers,

CHIEFS

MEMORANDUM TO: C. A.

d Co

o)

The follow1nv document concerning the above
mentioned subject 1is forwarded for your information and
Memorandum of lst Aug '86 from the Acting Under
Secretary of Staté for Bxternal Affairs.

retention:

~

op ST

S

Se

s

Re

Acting Lieutenant Commander (S) R.C.qp0050

-

File No.

AFEF COMMITTEE
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CSC 8~1 Vol. I

TS5, 11550 =%

OFFICE OF THE SECRETARY,
Cabinet Secretariat Offices,
East Block.

8th August, 19486

7<Z . /;/

/(J i.C. Barclay)

Secretary.
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ey COPY SLCRET

TO:

DEPARTIENT OF EXTERNAL AFFAIRS.

Ottawa, August 1, 1946.

The Gecretary,
Chiefs of Staff Committee = AT
OT T AW A . ’ i&‘_jg

vith reference to our letters of February
7th and April 4th concerning the exchange of
techrical information with foreign powers, I
am enclosing a copy of a letter dated 27th July
from the United Kingdom High Commissioner. 7You
will note that the letter sets out a revised
agreement between the United States and the
United Kingdom concerning the disclosure of
classified information,

I am forwarding a copy to the secretary of
the Jecurity Panel, as the policy for the exchange
of information with foreign powers is at present
under consideration by the Panel.

(sgd) H.H. Wrong,

Acting Under-Secretary of state
for External Affairs.
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OFFICE QOF THo HIGH COIIIJOIOINER

FOR THs UNITSD KINGDC.. - ‘
kLarnscliffe,
1085/8. OTTAVA.

27th July, 1946.
1463

Dear Yr. ‘lrong:

Would you please refer to lr., Holmes's
letter of the 26th arch about the diseclosure of
technical information to other nations.

The United States Chiefs of Staff recently
proposed that the existing war-time agreements
covering the disclosure of classified information
to third parties should be cancelled and revised by

| the following agreement:-

"The United 3tates Chiefs of Jstaff will
make every effort to ensure that the United
States will maintain the military security
classification established by the British
authorities with respect to military material
of British (including Dominion or Indian)
design or manufilacture, and the military
security classifications established by United
Kingdom-United States agreement with respect
to nmilitary material of joint British-United
States design; will safeguard accordingly
such material and related information; and,
wher. the security classification is JSECRaT
or higher, will not disclose such information
or material to a third nation without United
Kingdom consent., The United Kingdom Chiefs
of Staff will make every effort to ensure that the
United Kingdom, other nations of the British
Commonwealth and India will raintain the
military security classifications established
by the United States authorities with respect
to military material of United States design
or manufacture, and the military security
classifications established by &8 United
Kingdom-United States agreement with respect
to military material of joint British-United
States @sign; will safeguard accordingly such
material and related information; and, when
the security classification is SECR.T or higher,
will not disclose such information or rmaterial
to a third nation without United Jtates consent.
This agreement applies to military material and
related information disclosed by the United States
to the United Kingdom or by the United Kingdom
to the United States or exchanged between the
: United Jtates and the United Kingdom since
1 \ 1st September, 1939. This is to be considered
\ as an interim agreement pending the establishment
’ of povernmental policies on these matters.”

TR T e e - e

In reply, the United States Chiefs of Jtaff
have been informed that the United Kingdom authorities
are prepared to agree to the proposals for this interin

H.H. V“irong, Esg.,
Acting Under-Secretary of State
for External .ffairs,
OTT.[:L.. .‘,,HL. 5% 5 0 e s s »
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agreement classification "confidential" or above.
The United Kingdom authorities are prepared to
accept the risk that "restricted" information may
be passed on to third parties other than those
listed in categories A and B of the memorandum
enclosed in Holmes's letter of the 31lst December.

I have been asked to inform you of
the terms of this interim agreement with the United
States authorities and to express the hope that
the Canadian authorities for their part will agree
to co-operate in giving effect to its provisions
relating to material of United States or joint
United 3tates-British design.

In this connection I would invite
reference to one of the recommendations put forward
by the delggates to the recent Informal Commonwealth
Conference on Defence Science which, as you will be
aware, was in the following terms:- A

"That, although collaberation with the
United States must for the present remain
on an informal basis, all results of research
in the Commonwealth should be made freely
available to the United 3tates without
bargaining or restriction.”

Yours sincerely,

{(sgd) T.A. Clutterbuck.
|
\
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C e | SECRET.

SECUKILY PANEL 1950 - 2

i

the fourth meeting held on August 5th, 1946

MINUTES OF wHE PwoVIOUS MEETING

1. the minutes of the previous mesting were approved.

DISCLOSURE OF INFORMATION TO OtHER COUNIHIES

2. " lr. Crean referred to a draft memorendum which hed been
prepered outlining the suggested policy which should be pursusd in
rogard to the disclosure of information to other governments on
service metters, techmicel data concerning weapons end equipment,
sale of equipment and procedure to be followed for the s&feguerding
of industriel interests in the sale of equipment. Uihis dreft memo~
rendum had been referred to ths Departmsnts of Heconstruction end
Supply and ‘firade end Commerce end to the National Resesarch Council
for their comments in respect to industrial considsratvions.

(Security Panel Document SP-11).

3. Iv was agreed after discussions

(8) thet the dreft memorandum for submission to the
Cabinet Defence Committee was sceepteble subject
to the following amsndmentss

(1) thet the Department of Keconstruction and
Supply in conjunction with the Joint Intelli-
gence Committee will be responsible for the re-
classification of equipment which it ié proposed vo
sell and for the prevention of the sale of classi-
fied equipment;

(ii) that the memorandum include reference to the

: necessity for clearence from British or United
States authorities in the event of considering
the release of classified meteriel of Britvish
or United Stetes design or of joint British-
Cenadian or United Stetes - Canadien design;

(iii) that applicetion of the principles of recipro-
city referred’ to in peragraph 5(b) of the memo-
rendum be assumed by departmsntal security

' officers who will, if in doubt, consult the
Joint Intelligence Committes, or the Advisory
Scientific Security Sub=~Panel;

(b) thet the question of patents be referred to the
Commissioner of Patents for his opinion 000054
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Following is T46Me o 0 00000000 0s0o0f the minutes of thesoocoococsooo

mesting of thGOOOOO;EI?ouooeoheld onooooélgklQE%?fg%QZOSéélooooo

———— —— e et

WXCHANGE OF INFORMATION WILH FOREIGN POWERS

8. lir. Gill said that et the previous meeting & policy
%o govern the exchange of jpformation with foreign powsrs had been
discussed. This policy was proposed by the Chiefs of Staff on the
recommendation of the Joint Intelligence Committee, related to ser=
vice informetion end was based on & memorsndum of the British War
Office. Before submitting the matter to Cabinet Defence Committee
it seemed appropriate to point out the Cabinet had directed thaet
deteils of & reciprocal policy covering the ‘exchange of technical
information and invelligence should be prepared, end the Joint
Intelligence Committee had been assigned the taskd preparing
it in consultation with other Government departments. Any report -
which which was now put before the Cebinet, therefore, should have
the concurrence of other Government depar uisnts such es Reconstruc~
tion and Supply and frade and Commerce. The policy adovcated,
moreover, should not be restricted to service metiers but should
be broadénqd to inciude research and other vechnical data.
(Memorandum = Secretary, Chiefs of Stgaff Committes,
13 June, 1946 = Security Panel Docurent SP -6)

9. It was agresd, after discussion, that other government
departments concerned should be consulted before the policy re-
commended by the Chiefs of Staff be submiiived to the Cebinet Defence
Committee for approval.

\ 000055
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CANADA jf' j

PRIVY COUNCIL OFFICE

July 19th, 1946,
R.G. Riddell
Department o } Emaax AfLuirs.

Golonel W.A.B. Andersen
Director of military In feliigence.

ing Comnonder F.7P. Lanbert
Director of Intelligence (ﬁiﬁ.

Comnionder G« Toitenham,
ﬂamty Qirmw of Novel Intelligenco.

gﬁ}?‘bc L*gb ﬁimlﬁ%
Roysl Gaaaﬁim meeﬁ P@qu

sﬁﬂﬁﬁl %%ﬁ! ﬁﬁfﬂrm.
Dpfance Rescorch.

b=y

S
€h
&3]

1 Attoened please find minutes of the
sub-comnittee formcd under the Choiroensihip of
Bircctor-Gencral of Defonce Roscareh to 4iscuss
the groblem of selentific and technieal iisison

{F.4.K. Rutherford) Lajor,

Sceretary,

Joint Intellipgence ﬁomtm.
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TOP__SECRET

In accordance with Minute No. 845 of the 148th Meet-

ing of the Joint Intelligence Committee, a Sub-Committee under
the Cheirmanship of DGDR met at 1600 hours 15 Jul 46 in Room

2062, New Army Building, to discuss the preblem of scientific

and technical intelligence liaison with the UK and USA, The

following officers attended:

(1)

(2)

(3)

(4)

{5)

- Mutual exchange of technicel and scientifioc intelli-

-addition to their main duties, until such times as

July 18, 1946,

Dr. 0. M, Solandt, gc/;mﬁ _ |
Col. W.W. Goforth, D/DGIR, -

Col. W.h.B, Anderson, DMI, 1463

¢dr. R.H., Macdonald, A/D of Seci. Int.,

Lt.-Col. N. Ignatieff, MI 1,

Lt-Cdr. Luces, rep. DNFI,

S/L A.H, avent, rep. D of I (air), ,

Maj. N.W, Dickson, MI 1{(d), acting Secretary ;

Following general dlscussion it was agreed that:

In the field of technical and sclentifls intellli-
gence, DGDR's primary regponsibility would extend
up to tho point where development reached the
engineering design stege, at whioh point it would
become the responsibillity of the technical branches
of the various Service intelligence organizations,

gencs, for information, as between armed Services
Intelligence agencies and DGDR, was recognized es
Qsaential. . .

It would be convenient to interpret the understand-
ing in (1) above by arranging the general line of
demarcation in the intelligence field to accord
with that agreed upon from time to tims between
DCDR and the dsevelopment branches of the three
Armed Services in the whole field of Canadian re-
search and developaent for defence.

While the Armed Servises camot be expeoted to
effect full lialson with the scientific intelli-
gence agencies in the UK and USA, the Services '
techunical representatives, sultably briefed by DGDR,
would endeavour to cover the scientific field, in

DGDR could assume its responsibility in this matter.

DGDR would be responsible for brielfing, orally end
in writing, these Service technical intelligencc
liaison officers and Service attaches on the sig~
nificant features and requirements of solientific
intelligence.

Channels-of communication would be through the
Servioe Intelligence Diresctorates, but with prove
ision for informal consultation on scientific mate
ters by teohnicel intelligence lieison officers
with soientific representatives of DGDR contiguoua
to their poats of duty.

: } ’
(N. W, DICKSON) Major
Aoting Secretery
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File No.

CSC 8-2 Vol. X

CHIEFS OF STAFF COMMITTEE

- OFFICE OF THE SECRETARY,
Cabinet becretgrjdt Offlces
Fast Block,

| | July 16, 1940.
MEMORANDUM TO: C. A. S.

- ' ' Ce Go 8

C. N. s./ 14886 _
D. G. R.
o | SubJect gosentific ond Tochnical Inform&tion;
2 _ Ssourity cloaranco, ,

The - following document concerning the above
mentloned subject 1is forwarded for your 1niormat10n and

retention:

Lemorandum of 1l2th July 146 from the Socurity Pancl
{(This vefors to the minutos of the S856th Lneting of the ¥
Committen, hold 26th Junst46, . |

7 e

/(J W.C. Barclay)
Acting Lieutenant Commander (S) R.C.N,
- Secretary.

\
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SECRET

OTTAWA, July 12, 1946,
The Secretary, 1466
Chiefs of Staff Committee.

Security Cleatance of Scientific and Technical
Information

- The Security Panel at their second meeting
held 8 July 46 considered the memorandum of the
Chiefs of Staff dated 3 July 46 recommending a
change in the sxisting arrangements for the clearance
of classiflied information of a sclentific nature,

. The following extract from the minutes _
relative toithis sudbject is forwarded for information.

"3oientific and techniceal informationg
seguriiy oclearance -

: 7. Hr. Hoeney referred to a memprandum received
from the Chlefs of oStaff Committee recommending a
cshange in the existing arrangements for the clearance
of clasaified informatlion of a soclentific nature. He
asked Dr. Solandt to gpeak on this sudbject.

{femo, Seoretary, Clikefs of Staff Committes,
July 3rd, 1946, Seourity Panel document SP-5)

8. Dr, Solandt stated that a reorganization of
present arrangements for the clearance of classified
information of a sclientific nature.was tonsidered
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. | . 14866
desirable by the ChisZs of Staff and the President
of Hational Rosesrch Council. To schisve this snd,
the Chiefs of Btaff had recently agresd thmst the
Joint Iatelligence Committss, acting im conwultation
with the Lireotor General of Dsfence Ressaroh, de :
the approving authority for such olearances, It was
now proposed that an Advieory Solentific pecurity
Sub«Pansli be copstlituted to replace the Board on
Releacs for Fublication of Wartimes Sdientific snd
- Technical Informmtiony the composition and terms of

Tefersnce of the Hudb-Panel to be as foliows:

" {a) Wemberanip - |
| Chafrman » Dean C.J, Naokenzis, ¥.B.C.;

Eembers < Dy, O,M, Solandt, Direstor’
, Genoral of Defencs Ressarchs
¥r, C,8. Farsons, Depsartesnt

Or Minex ond Resources;

 Gsercberye- Dimpotor or soting Direstor
of Sclentific Intelligenas,
Defenne Rasecarchi

énch of the abive t0 name an alternate. Xn
the abasnce of Dean C,). Meckenzie, Dr. Bolendt,
as Vicw~Chalirman, may aot for the Chairman in
;g%;%ng zeotings or in matters arising from its

{b} Terms of ReLeronos

A' {1} w adviss tho Seouritsy Yanel on
| broad matters of policy in respsct
of scientific conmiderationsy and

- {41} $0 reorgenize, eppoint end superviase
consultant ﬂnﬁmeamnit;ana in each
seientifie field, ({(8inus the twalve
‘sub-pommittess appointed in August, .
A5, by the original Board ere now
dargely dispersed by domodilizetion
and reconversion, they will have {o
be completely revaxped.); |

\\‘.
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the sald consultant sub-committees to be
selected wholly or largely from scientists
and techniosl officers of National Research
Council and National Defence who are
avallable fn Ottawa. These sudb-committeces
will serve the following purposes:

{1) review poliocy of publioation within
their partioular fields, from the
standpoint of U.3.A, and U.EK, practice,
of the relevant portion of the
security "stop lists®", and recommend
10 the solentific Sub-Panel the general
terms and conditlons of releass; .

(1) review recommendations of National
: Researoh Council and other soientifioc
bodies regarding releases "en bloo" of
certain wartime material, subject to
regponsible spomsoring and editing; and

(111) act as inflividuals to advige Director
General of Defence Reaearch on the
clearance of specific papers; and

(o) to determinoe the conditions and limitations of
information and apparatus avallable to Cahaddian
~ universities and industyy frum National Research
Counel) for research and teaching purposes.

9. The Panel, after discussion, approved the
3 Tolenti e

oconstitution of & fic Sub-Panel eas proposed by the
Director General of Defence Ressearch and concurred in by

" National Regearch Council," .
OW LL‘.Q_"

SecreTary,
Seourity Panel.
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C3C 8-1 Vol, I
TOP SECRET 7<Y -

éé-cl

N - CHIEFS OF STAFF COMMITTEE

OFFICE OF.THE SECRETARY,
Cabinet Secretariat Offloes,
East Block. '

15 July 146
MEMORANDUM TO: C. A. S. ‘ ¥ ‘46,

Coe Go S

(’//f ‘== .. S,
/42/2; ' | , k D. G. R.

Sub ject

Cﬁ .

ié

Exchange of Information with Foreign Powers.

. The follow1ng dooument concernlng the above
' mentioned subject is furwarded for your information and

retention:
Memorandum of 12th July 146 from the Security Panel,

{this refers to paragraphs 17 & 18 of the Mi
nutes of the 3
Meeting of the Chiefs of Staff Gommit%ee eld{/zh June '46??rd

-
.,'/r..,/‘\.”

. /'(J.w,c. Barclay)
Acting Lieutenant Commander (S) R.Co00063
Secretary. :
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-TOP SECRET

OTTAVA, July 12, 1946,

) 4 .I
The Secretary, 1460
Chiefs of staff Conmmittee.

Exchange of Information with Foreign Powers

The Security Panel, at their second meeting
held 8 Jul 46, considered the recommendation of the
Chiefs of Staff that United Kingdom practice (as
amended ) be adopted and agreed to recommend adoption
of the policy proposed with the addition of Sweden
to category "B",

The Panel were of the opinion, however, that

‘ the adoption of the practice proposed involved

i questions of policy and it was considered advisabdle
i to refer the matter to the Cabinet Defense Committee
‘for their decision.

/O B TR v

Secretary,
Security'Panel.
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Scientific and technical information;
security clearance

T. Mr, Heeney referred to a memorandum received
from the Chiefs of Staff Committee recommending a change
in the existing arrangements for the clearance of c¢lassified
information of a scientific nature. He asked Dr., Solandt to
speak on this subject.

(Memo, Secretary, Chiefs of Staff Committee,
July 3rd, 1946 - Security Panel document SP-5)

8. Dr. Solandt stated that a reorganization of
present arrangements for the clearance of scientific infor-
mation was considered desirable by the Chiefs of Staff and
the President of National Research Council. To achieve this
end, the Chiefs of Staff had recently agreed that the Joint
Intelligence Committee, acting in consultation with the
Director General of Defence Research, be the approving
authority for such clearances. It was now proposed that an
Advisory Scientific Security Sub-Panel be constituted to
replace the Board on Release for Publication of Wartime
Scientific and Technical Information; the composition and
terms of reference of the Sub-Panel to be as follows:

(a) Membership
Chairman - Dean C.J. Mackenzie, N.R.C.;

Members - Dr. O.M. Solandt, Director
General of Defence Research;
Mr. C.S. Parsons, Department
of Mines and Resources;

Secretary - Director or Acting Director
of Scientific Intelligence,
Defence Research;

each of the above to name an alternate. In the
absence of Dean C.J. Mackenzie, Dr. Solandt,

as Vice~Chairman, may act for the Chairman in
calling meetings or in matters arising from its
minutes;

(b) Terms of Reference

(1) to advise the Security Panel on broad
matters of policy in respect of
scientific considerations; and

(ii) to reorganize, appoint and supervise
consultant sub-committees in each
scientific field. (Since the twelve
sub-committees appointed in August,
1945, by the original Board are now
largely dispersed by demobilization
and reconversion, they will have to
be completely revamped.);

the said consultant sub-committees to be
selected wholly or largely from scientists
and technical officers of National Research
Council and National Defence who are avail-
"able in Ottawa. These sub-committees will
serve the following purposes:
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(i) review policy of publication within their
particular fields, from the standpoint of
U.S.A. and U.K. practice, of the relevant
portion of the security "stop lists", and
recommend to the scientific Sub-Panel the
general terms and conditions of release;

(ii) review recommendations of National Research
Council and other scientific bodies regard-
ing releases "en bloc" of certain wartime
material, subject to responsible sponsoring
and editing; and

W,
(1ii) sact as individuals to advise Director ‘
General of Defence Research on the clearance
of specific papers; and

(¢) to determine the conditions and limitations of
information and apparatus available to Canadian
universities and industry from National Research
Council for research and teaching purposes.

9. The Yanel, after discussion, approved the con-
stitution of a Scientific Sub-Panel as proposed by the
Director General of Defence Research and concurred in by
National Research Council.

000067




Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur Faccés & I'information

N @CNFFDENT!AL . 1GS0-y

FOllOWing is Itemoooooooooooooooof the minutes of theoooooooooco

meetlng of theooooooooooocoooheld Onoooooogo\oo%ot{gooooooo

\\ -

EXCHANGE OF INFORMATION WITH FORSIGN POWHKRS o i —

10, Colonel Anderson reported that the Chiefs of Staff,
ecting upon the advice of the Joint Intslligence Cormittee, hed
recommended the adoption of & policy similar to the employed in
the United Kingdom for the exchange of informetion with foreign
powsrs.. ‘ :

This grouped foreign powers into three categories for
the receipt of classified information, and provided that special
cases be submitted to the Joint Intelligence Committee for their
eurhorization. Detisled project lists were in the course of pre-
paration, and would be aveilable in due course.

(Memo CSC 8~1, Secretary, Chisfs of Staff Committes,
Juns 13th, with attechment - Penel document SP=-6)

1l. Mr. Gill observed thet the Cabinet, &t their meeting of
October 25th, 1945, had agreed that technicel information be ex=-
changed with foreign powers on & strictly reciprocal basis. The
present proposals appeared to be workeble within a policy of
rociprocity, end they would, no therefore conflict with the
earlierdicision by Cebinet. '
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Secretary,
Joint Intelligenoq Committee,

Scientific end techniocal 1
eniormations sSecuriby W

A4

1, The Chiefs of Staff, at their 356th meeting held

25 Jun 46, reconsidered the decision taken at thelr 352nd meeting
held 21 May, regarding the security clearance of scientific and
technical information, which I notified to you in ny memorandum
'GSC 8-2 of 30 May 46,

2. It was agreed generally to accept the recommendations
of the J.I.C, and that:

(a) since all sclentific papers on which questlions of
clearance for publication now arise describe work done,
directly or indirectly, on behalf of the Armed Services,
the Joint Intelligence Commititee, acting in consultation
with and on advice of Director General of Defence
Research, shall be the approving authority for such
clearance; and, without restriction to the authority
aforementioned; and

(b) questions of security policy concerning the release of
scientific informetion have until now been dealt with by
"the Board on Releacse for Publicetion on Wartime Scien-
tific and Technical Information" under the Chairmanship -
of the President, National Research Councll. Since a
Security Panel has now been estoblished for dealing
with all higher questions of security policy, it was
considered that President, Matlonal Research Council
might wish to discuss with Security Panel some reorien-
tation of his present Committee so that their policy
recommendations on security control of scientific
information may be subjest to review and coordination
by the Security Panel,

(Sgd.) J. W. C. Barclay

(J.W.C. Bareclay),
A/Lto CdI’. (S) R.C.N.’ 000069
Secretary,
- Chiefs of Staff Committee.
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TOP SECRET

. 356th Meeting of
THE CHIEFS OF STAFF COMMITTERE

The following minute is promulgated for information
and for necessary action.

feeting held Tuesday, 25th June, 1946.- File No, N.S., T.S.11550-2

v. Scientific and Technical Information; Security clearance

The D.G.R. referred to the minutes of the 352nd meeting
of the Committee held 21 May 46 when the matter of Security Clearance

for Scientific and Technical Information had been under discussion.
He stated that the decision registered in paragraph 3(a) of the minutes

'  had been found unsatisfactory, and suggested that the decision should
be amended as follows:- .

"It was agreed generally to accept the recommendation of the
Joint Intelligence Committee and that:-

(a) since all scientific papers on which questions of clearance
for publication how arise describe work done, directly, on
behalf of the Armed Services, the Joint Intelligence Committee,
acting in consultation with and on the advice of Director General
of Defence Research shall be the approving authority for such
clearance; and, without restriction to the authority aforementioned;

(b) questions of security policy concerning the release of scientific
information have until now been dealt with by "the Board on Release
for Publication on Wartime Scientific and Technical Information"
under the Chairmenship of the President, National Research Council.
Since a Security Panel has now been established for dealing with
all higher questions of security policy, it was considered that
President, National Research Council might wish to discuss with
Security Panel some reorientation of his present Committee so that
their policy recommendations on security control of scientific
information may be subject to review and co-ordination by the
Security Panel."

The Committee agreed to accept the .R.'s mmendation.,

(D.A. Collims)
A/Lieutenant Commander (S)
SECRETARY T0 THE CHIEF OF THE NAVAL STAFF,
2nd July, 1946.
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SECURITY
PANEL
DOCUMENT
13 June 46
8pP-6
| COPY NO. 5
idr, A.D.P, leeney,
Chairman,
Security Panel,
Exchange of information with foreiszn powers
1. Tho Chiefs of Ltaff, at their 353rd meeting

held 7 June 46, consldered the gquestion of exchange of
technical inforuation with foraign povars,

2. This matter has been under oxamination during
the past fow months and the Joint Intelllgence Comnittee
have now recomnended, as an interim measure, the adoption
of the dritish practice as smet forth in the attached
British Jar vffice letter - 0160/2451 (0.8. (W)) dated

1 Jan 46, with the following amendnents:

(a) that the following changes be wmade in the
typo of category shown on page 2 of the
above-mentioned lettort

(1) the "special catersory® to bs deleéted
leaving only the three categorius
{a), (b) and (¢}

(11) PBussia to bo included in category (c¢)j
and

{141) in column 4 delete the vords "Har
Office” in bhoth instances aund substitute
"Joint Services Seccurity Bureauw®.

(b) that, when the Joint Barvices SBecurity dureau
is unable to decide ona particular casoc, the
nattor is to be referred to the Joint
Intelligonce Coamittea,

3e The Joint Intelligence Couuittas also reported
that each Service had been enzaged in preparing detalled
'project lists' as a basis for the exchange of technical
information. The preparation of these project lists was

proving lengthy, involving as 1t does several government
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departments and a wide range of technical subjectis.
It was likely to be some time until adequate project
lists were prepared and it was desirable to release
certaln technical information at once,

4, The Committee agreed to recommond acceptance
of the British practice, as amended, for the guldance
of the three Services and I am to requast that this
matter may be considered by the Security Fanel.

(Sgd.) J. W. C. Barclay

(J.W.C. Barclay)
A/Lt. Cdr. (8) R.C.H.,
o Secratary
Chiefs of Staff Committee,
Lttg )
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- APPRIDIX 1A

| el 8 THE WAR OFFICE,
. ' R 1R *ﬁﬁTHﬂum.

. 1 Jan 46
SEOCROT

(and Amenﬁment of
sir, | | ' 2h gan 15.)

I am commanded by the Army Cowneil %o inf orm you that it de
consldered deslrable to issue for she guldance of all concerned
‘revised instructions regsrding the pOL*cy -of H.¥. Government towalr
the Disclogure of Informetion on Survice matters %o other aoJﬂrnmenus

. or thelr representatives whether ¢ .vilian or m:Jltary.

'2., I am . t¢ say that in order tha; requests for Jnformaulon etc., mey

_be treated 1n as consistent a mannir as possible 4% hag been decided

~to'divide the varlous natlons into categorves, and to control the

gcale of information which each may receive as shown in the Appendix
ereto.

3. It 18 not desirable that cibc .ogure of 1nformaticn within the
limite of this letter shall be mad: sutomatically whenever a request
- is made but only after the rezzons beshind 1t haeve been accertained and
the posslibllity of recelving 1a resurn some guid pro duo of milltary
value has been congidered. It ig sherefor:s normally necessary %o
cengure that initial enquirles on ady subject ars submitted to the Wapr
- Office thiough the normal channels, i.e. through t;e Service Attache
of the Covernment concerned in Lonion. An ex Gﬁption to thls would be
routine requestz. for information rﬂquired by Dominicn Covernmentes
Also in the case of a British Mililary Mission atteched %o a foreigu
. Government for .the specific purpes: of advising on some aspect of 1ts
- tpaianing or defence, enauir%as sho ild normaIAy be deal% w¢th by the
Mission in accordance wiﬁh the Dirsctive it has recelved Trom the Var
Ofrice. ' o

4. In certain circumstances 1t miy be possible To authorise the
'release of Secret information to Clase B naticns anm Confidentlsl
ctricted information to (lags C natlons bubt requests for inform-
_ation of this ocharscter should *nv&rLale be referred %o the War
Office for a Deeisian.

5. Tne sccpe of this Directlve siould be treaueu &8s covering _
information regarding the orgonisatlon, tactical handliilng and trainlig
‘of Britieh Military Forces, {UbliCTtiOnS releting to veqnopa defences
_anﬁ equipnent, informatlon derived Trom courses and avtachmente and
“information cf a technlval and “CL“ﬁtifiC tharacter. It does not
include Intelligence, disclosure of which must invarizbly be trested

;as 8 matter for VWar Offioe Q@C'Sicﬁ on tb@ merits of' each case.

;6. T am to .add that no weapn ns or equipment may be supblied %o. any

_nation, cutside the United Kingdom, execept after coquneratiun as to
‘thelr avallabilitles and the competing claims for thelr suppl The
authority for controlling the physical eupply of 211 waapons avd
equipment 1s the War 0fflce If end when any weapon or aqulpment is
aveilable Tor supply as above, it ie ns scesgary, before supply is
“agpproved, in the cage of any classified equipment,; to consider whether
there is any objeetlion to such cugply ol Sevurity grouads as indicated

this letter.

. War Office letter OLSO/“Lﬁl ‘L,“,S/ 2(W)) seted Ird Jaﬂuurv
944, as subsgequently amended by har Office TGttc" 01b0/2%51 (Lew.)/
D(m)) dated 1Cth Datober, 1G4, 10%h February, 3945 and 1lst July
ous, containing previous ﬁﬂStTUC\iOPb on tPiﬂ sup jeet are- CmanL?&Q
by this letter. :

7
1
S
1
S-/.--c-n

000073



. . | | SEQRET

} ! ) Document disclosed under the Access to Information Act,
Document divulgué en vertu de la Loi sur I'accés a I'informd

DEPARTMENT OF NATIONAL DEFENCE
= gxmgy -

JSSB 2‘)‘2'5“9 (Melw&)
Ottawsa, Ontario,
4 July, 1946,

Secratary,
Joint Intelligence Committee.

Wer Office Letter 0160/2451 (GS(W)2)
Release of Information to Foreign Powers.

1, The foliowlng is a recently received
emendment to the m/n document:

gﬁ? b —

The War 0Office, London,
17 May, 1946.

"I am commanded by the Army Council to
refer to War Office letbter 0160/2461 (GS{W))
dated 1 Jan 46 as amendsd by War Office letter -
0160/2451 (G3(W)) dated 2¢ Jan 46, which con=
tained the revised policy for disclcsure of
technical information to forelign nations.

I am to say that it has been decided that
SWEDEN should be placed in Category 'B' and
therefore the necessary amendment should be -
made to Appendix ‘A of the above mentioned
letter .

\\;\3“%. .

B
u

(Signed) E.W. Lambert,

20 The above subject is on the agenda
of the forthcoming mseting of the Security Panel.

3o It is therefore recommended that

this amendment be brought to the attention of the -
Security Panel in order that it can be included in ' ‘
the Canadian Pollcy periaining to the Releass of
Information to Foreign Powers.
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~*g.  In conclusion I am to add tha’ the terms of %thls letter have
P been approved by the Admiralty and the Alr Ministry in so far as
the; relate. to Weapons and oqulnmext common to more than one Service.
o | o - ' I ¢m,
ir, . ZA_ .
'v'Your obedlent servant,
(signei} G.W. Lamber:
The categorlisation of nations shown below
will be sublect %o periodical
review
1 L 2 3 i
- Qategory 'ﬂCountﬂies concerned Information "Remarks
‘ ' _Releasab;e
Category A. British Empire May receive
‘ : . and U.S.A. all clas gl
figd inlTorm-
ation.

France, Norway,
Denmark, Holland,
- Belglun, fresce and
Turkey.

Bire (i)

Sk

Category B.

May recelve
vp to end in-
cluding Con-
‘Tidentisl
informetion.

nquevtr fox .

‘Becret!
information
will be re- . .
Terred to Yak -
| SR, !

L4 g
N 7 &
 Category C. ‘Remainder (dems Not normally  Requestg for
' Russis ) ' entisled %o Confidentiel
‘ recelve any and Restricted
classiflied Informatlon
informetion. will be re-
- ferred to adblnir
i
LERkee. ”lﬂ S
Revpabea

. (gt v
Spandich
s :
Cet=pery

52 A,\In- o

~$a~as:pn%§??@a
r—*“ﬁaﬁ%”%tﬁ

frpiod 77

praced in Category B by aufhgn1+w of
tter 0146072457 L.s.(w;, a/ 24 Jan

e A L dchomamindiints

L
U.
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353rd Meeting of
N _ THE CHIEFS OF STAFF COMMITTEE

VIII.

The following minute is pfomulgated for information and
for necessary action,

Meeting held Friday, 7th June, 1946, N.S. T.S. 11550-2 Vol.l

Exchange of information with foreigm powers.

The Secretary.referred to a recommendation from the
Joint Intelligence Committee in which interim procedure for exchange
of technical information with foreign powers was proposed. He stated
that, at the 34lst meeting of the Committee held 8 Jan 46, the Chiefs
of Staff had considered a report by the Joint Planning Commlttee
regarding this matter which was not approved in the light of some more
recent information received from the United Kingdom govermment and they
had agreed that it should be re-examined by the Joint Intelligence
Committee assisted by other government departments concerned in order
that further recommendations might be submitted in due course.

The Joint Intelligence Committee reported that each
Service had been engaged in preparing detailed project lists as a
basis for the exchange of technical information and that the preparation
of such lists was proving lengthy, involving as it does several government
departments and a wide range of technical subjects. They felt that it was
likely to be some time before adequate project lists were available and
it was desirable to release certain technical information at once, In this
regard, they recommended that, as an immediate interim procedure, the British
practice be followed with certain amendments.

This British procedure, with the proposed amendments by the
Joint Intelligence Committee, classed nations to which information might be
released into the three following categories:

(a) - countries which might receive all classified information;

(b) -~ countries which might receive up to and including
confidential information and secret information on
request, after approval by the Joint Services Security
Bureau; and

(e) - countries which would not normally receive any classified
information but might receive confidential and restricted
information on approval by the Joint Services Security
Bureau.

When the Joint Services Security Bureau was unable to decide on a
particular case, the matter was to be referred to the Joint Intelligence
Committee,

(Memorandum JIC 7-2 of 22 May 46 from the Joint Intelligence
Committee - CSC 8~1 of 23 May 46).

The Committee agreed to recommend to the
acceptance of the British peactice as amended for the
three Services in this matt

curity Panel
idance of the

Q /r A d
(DML Collins) .
A/Lieutenant Commander (S)

SECRETARY TO THE CHIEF OF THE NAVAL STAFF.

14th June, 1946,
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.k | - SECRET

CeBe O Form U2D (3)(U46)
Redraft for CeB«.CueNe

OUTER COVER Revised if necessary to allow for new

C.B.CueNe. number,

PAGE ONE

- Reviged if necessary to allow for new
- CueBeCeNs number.
Lower Left Hand Corner re-worded as
necessary.
PAGE TWO - Reworded as necessary.
PAGE THREE - Para. 1, line 1. - For "H,M. Government"

read The Government of Canada'.

Para. 2, sub-para. (a)(i), line three:

for "The Dominione (except Eire), India and
U.Se8." read "The United Kingdom, the Dominions
(except Eire), India and U.S.4."

sub-para. (a)(1i1) - for "Admiralty discretion'
read "the discretion of the Naval Board"
or "the Minister's discretion",

°ub—par9. (d), line 5 -~ for "London" read
"Ottawa'

sub-para. (d), line 6 - for "“U.S. Chiefs of
Staff" read "U.K. and U.S. Chiefs of Staff',

PAGE FOUR -~ Psra. 4, line 2 - For "H, M, Government" read
"the Canadien Government'.

line 3 - For "British" read "Canadian".

line 5 - For "Admiralty" resd "the Naval Board"
or "the Minister".

eub-para. (a) line 4 - For "U.K." read "Canada'.

PAGE FIVE - Delete para. 6
parae. 7 - For"CuB." read "C.B.C.N,"

para. & -line 2 - For "Commanders in Chief"
read "Flag Officers in Command"

line 3 - For "Admiralty" read "Naval Service
Headquarters',

line 5 - For "Admiralty approval" read "the
approval of the Naval Board" or "the /
approval of the Minister", /

OTTAWA, 12th June, 19UE€.
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\

File Wo. cgp gel Voi. I

CHIEFS OF STAFF COMMITTEE

. . Cabinet Secretariat Offices,
' ' East Block.

|
|
{ | -  OFFICE OF THE SECRETARY,
|
| 23rd iay ‘46,

MEMORANDUM TO: C. A. S,

. _
C. G. S. ‘5 “;755 '
. ' ) " l
c. W, s,&f”ﬁﬁgv ‘ T L
/ . D. T e R. :ghghg@

Subject Exchange of information with Forelgn Powers.

1. The following document concerning the above
mentioned subject is forwarded herewith:

Hemorandum
JIC 7-2 of 22May’46 fram Joint Intelligence Committee.

2, This matter will be 'placed on the agenda of
the ggzpga meeting of the Chiefs of Staff Committee to

e heldmmssday 28 May 148,

B
..: "‘l' . ,\ ’//

o

J A ¢
(J.W.C. Barciay
Acting Lieutenant Commander (S) R.C.N.
' Secretary.
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# Q JI1C 7-2 3
M~ ) ‘
TOP SECRET
22 May 46
Secretary, '
Chiefs of Staff Committee. , 4458 |

Exchange of Technical Inrormation,wifh Forelgn Powers

1, The Chiefs of Staff Committee in a letter from the
Secretary, CSC 120 and 500-1, 4/11 Jan 46, directed that the
JIC meke recommendations on the exchange of technical inform.
ation with foreign powers.

2. The JIC at 1ts 134th meeting on 17 May 46 reviewed
the progress of this matter to date. Each service has been
engaged in preparing detalled project lists as a basis for

the exchange of technical information. The preparation of
these project lists 1s proving lengthy, involving as it does, ’
several govermment departments and a wide range of technical
subjects. As it is likely to be some time before adequate
project lists are prepared and as it 1s desirable to release
certaln technical information at once, an immedlate interim
procedure 1s necessary.

. The Committee agreed to recommend to the Chiefs
of Staff Committee that approval be given to the JIC to
adopt for the guidance of the three Canadian services the
procedure gset forward in the attached War Office letter,
0160/2451 G.8.{W) &/1 Jan 46, with the following amendments:

(a) That the following changes be made in the
table of categories shown on page 2 of
a/m letter:

(1) The *special category" to de
struck out, leaving only the
three categories A, B and C.

(11) Russia to be included in
Category C.

(111) In column 4, strike out the
words "War Office" in both
instances and substitute
*J83B",

{b) That when the JSSB is unable to decide in a particular
cage, the matter is to be referred to the JIC.

. . (J.F.aL@ya) Major,

Secretary, »
Joint Intelligence Committee,
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APPENDIX ¥AHW

JEEN | ; THE WAR CFFICE,
R . ' ' VHITEHALL,
T0160/2451 (G.8. (W)). S.W.1,
1 Jan U5,
SECR T

: {(and Amendment of
Sir, 24 Jan 46.)

- I am commanded by the Army Coincil to inform you that it is
consldered desirable to issue for the guidance of all concerned
revised lInstructions regarding the pollcey of H.M. Government towards
the Disclosure of Informetion on S2rvice matters to other Governments
or their representatlves vhether civilian or military.

2. I am to say that in order that requests for informatilon etc., may
be treated in as consistent a mannsr as posslble it has been decided
to divide the various nations into categories, and to control the
gcalg of informetlon which each may receive as shown in the Apvendix
‘hereto.

3. It 1s not deegirable that dlsclosure of informaticn within the
limits of this letter shall be mad:z automatically vhenever a request
1s made but only after the reassons behind it have been ascertalned and
the posslbllity of recelving in return some quid pro que of military
value has been considered. It is therefore normally necessary to
ensure that initial enquiries on any sublect are submitted to the Var
Office through the normal channels, i.e. through the Service Attache
of the Government concerned in Lonlon. An exception to this would be -
routine requests for information required by Dominion Governments.

Also in the case of a Briticgh Military Mlisslion attached to a forelign
Government for the gpecific purposz of advising on some aspect of i%g
tralning or defence, enquiries should normally be dealt with by the
Miseslon in accordance w’th the Divactive it has recelved from the VWar
Office.

b, In ‘certain circumetances 1t may be possible to authorise the
release of Becret information to Clase B nations and Confidential

or Hestricted information to Class C natlons but requests for inform-
atlon of this character shwld invariably e referred %o the War
Cfflce for & Decision.

5. The scope of this Directive should be treated as covering
information regarding the organisgstion, tactical handling and training
of British Milltary Forces, publicatlons relating to weapons defences
and equipment, information derived from courses and attachments and
Informstion of a technical and scientific character. It does not
include Intelligence, disclosure ¢f which must invariably be treated
as a matter for War Offlce decisicn on the merits of each case.

6. T am to edd that no weapons ¢r equipment may be supolied to any
nation, outside the United Kingdow, execept after consideratlon as to
thelr availabilities and the competing claims for thelr supply. The
authorlty for controlling the phyelual supply of all weapons and
equipment Ls the War Office. If end when any weapon or equipment is
avallable for supply as above, 1t is necessary, before supply is
approved, in the case of sny classifled equipment, to consider whether
there is any objection to such surply on Security grounds ag indicated
in this letter.

7. Var Office letter Oléo/e&rl (L.M.5/SD(W}) dated 3rd January,
1944, ns subsequently amended by tar Office letter 0160/2451 (L.H.5/
SD(US) dated 10th October, 1944, 10th February, 1945 and lst July,
1945, containing previous lnstrucliilons on thls subject are cancelled
by thils letter. :

8/ . un.
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g, In eonclusion 1 am to add thaet the terms of this letter have
been apnroved by the Admiralty =2nd the Alr lMinistry in so far as
they relate to weapons and equiopmet common %o more than' one Service.
I anm,
Sir,

Your obedlent servant,

{signei) G.W. Lambert

The categorisation of natious shaWﬂ below

will be subject to periodical

review

.

1 | 2 3 L

Category . Countries conceined Information Remarke
Heleasable
Category A. Britisn Empire ¥ay recelive
and U.S8. A, ell classi-
fled inforin-
ation.
Category 3. France, Norway, May receive Reguests for
Denmark, Holland, .oup o and in- 'Secret!
Belgium, Greece and cluding CGon- information
Turkey. fidential %1ll be rg-

Eire (%) information. - ferred %o Her-
: LGELee. TSSE

Category €. Remalnder {hess— Hot normally - iequeshas Tor
e ‘ entitled to Confidential
3 recelve any and Hesgtricted
classified Informatlon
informaticn. will be re-

ferred to -Wew
SEfree: ISs B

Fooatai- Fugsde- . i
4ﬁuwm@amv- ~9g—kmh~4&£eﬁrea

S olen QfEien

ey,

{%) ®IRE is placed in Cavepory B by authovity of
Y. 0. letter O150/74%7 G.8. (1), a/2k Jan L&,

NOTE: Alteratlions in Red indicate amendments
' proposed by JIC.
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TOP_SECRET
' 352nd Meeting of —
il.; , THE CHIEFS OF STAFF COMMITTEE.

g

The following riinute is promulgated for information and
for necessary action,

Meeting held Tuesday, 21st May, 1946. File No. N.S. T.S.11550-2

Scientific and Technical .Information; Security Clearance

The Committee considered a memorandum from the Joint Intelligence
Committee concerning methods of clearance of classified information upon which
an interim agreement had been reached at their previous meeting.

(Memorandum JIC 7-2 of 9 May 46 from the J.I.C. ~ CSC 8-2 of 11 May 46),

It was agreed to generally accept the recommendation of the
Joint Intelligence Committee and that:

(a) insofar as releases of classified information on purely service
sub jects was concerned, the Joint Intelligence Committee, in
consultation with the Director General of Defence Research
should be the approving authority; and

(b} the Security Panel might establish a sub-committee to deal with
releases of other classified information which would in fact
take over the duties of the "Board on Release for Publication
on Wartime Scientific and Technical Information", and the
Secretary was directed to refer this matter to the Security
Panel and Dean Mackenzie for their consideration.

~

_ (D.A. Collins)
A/Lieutenant Commander (S)
SECRETARY TO THE CHIEF OF THE;NAVAL STAFF. _ ‘

23vd May, 1946.
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NAVAL SERVICE — MINUTE SHEET

FILE NO.- N.S. TS 11550-2 Vol. 1

(Staff)
REFERRED TO| REMARKS (with Signature,Position 8 Date )
C.N.S. Thls is essentially a security

matter, and since the Joint Services
Securlty Bureau is C.J.I.C.'s security
agency, it is suggested that this type
of clearance be handled by J.3.S.B.

2. J.S.S.B. maintains a "stop and
release" 1list, and a representative of
D.G.D.R. is a member of the Bureau;

the Bureau should, therefore, be in a
position to clear scientific and tech-
nical information for publication.
Special cases might be referred to J.I. c.
and to the Committee for Release of
Scientific Information.

St

\f“( (H.N. LAY)
Captein, R.C.N.,

Director of Naval Plans
and Intelligence,

20-5-46,
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NAVAL SERVICE

ROK/IMH N.S. T.S. 11550-2 Vol. 1
. (Equip.)

MEMORANDUM TO C.N.A.S.
C .S.

Securlty clearance of Scientific and Technlcal
information is a very difficult problem and D.S.R.D. has
already been engaged in some discussion about it.

2 It is clear that if restrictions are placed. .
on pure research, which is fundamental to everything,
eventually none will be done. On the other hand,
restrictions may properly be placed on Technical
developments.

3. D.G.D.R. is to be responsible for Research

- and Development and consequently the recommendation that’

he should advise in respect of publication appears to be
a suitable arrangement.

(R.0. King)

) DIRECTOR OF SCIENTIFIC RESEARCH
AND DEVELOPMENT .

OTTAWA
16th May, 1946.
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TOP, SECRET

351lst Meeting of
THE CHIEFS OF STAFF COMMITTEE

The following minute is promulgated for information and
for necessary action. .

Meeting held Tuesday, 14thMay, 1946. File No. N.S. T.S.11550-2 Vol.l

Scientific and Technical Information; Security Clearance.

The D.G.R. referred to a recommendaticn from the Joint
Intelligence Committee concerning the methods of clearance of
classified information and stated that he had brought this matter
up as there was a certain amount of urgency for release of such
information’ in certain cases which had come to his attention.

(Memorandum JIC 7-2 of 9 May 46 from the Joint Intelligence
Committee - CSC 8-2 of 11 May 46).

The Committee agreed that, as an interim measure prior to
discussing this matter at the next meeting, the D.G.R. with the
Director of Intelligence concerned, should rule on such classified
papers which he had in mind for release, :

pa
L ——

"(D.A. Collins)
A/Lieutenant Commander (S)
SECRETARY TO THE CHIEF OF THE NAVAL STAFF.

17th May, 1946.
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CONPIDENTIAL

File No. ©8C 8«2 Vol. I
4
CHIEFS OF STAFF COMMITTEE

OFFICE OF THE SECRETARY,
Cabinet Secretariat Offices,.
East Block. -
. Mey 11, 1946, _
’ | LV AR'S

MEMORANDUM TO: C. A. S.

C. G. S, | g7

c.'N.-s.Ef”“

D. G. R.

Subject. Belentific and Technical Information; <
‘ Security Clearance. \

1., The following document concerning the above
mentioned subject 1s forwarded herewith: Memorandum

JIC 7-2 of 9th May '46 from the Joint Intelligence Committee.

2. This matter will be placed on the agenda of
the 3562 nd meeting of the Chiefs of Staff Committee to

be held Tuesday, 21st May, 1946, , ‘

o - .;\/:; r,;"/H/.[ L{/‘y /i\ .
'."“;',.: PRVESE IR St 571:"/ .
/ L3 7 a
(7.0.c. Barclay)
Acting Lieutenant Commander (S) R.C.N.
Secretary.

-
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JIC 7.2
GOMFIDENTIAL.

9 May 46
lrarar

ary
Chiefs of Staff Committee.

Secnrity Clearance of Scientific and Technlcal Information

1.

The Joint Intelligence Committee at its 142prd

meeting, 3 Yay U6, agreed to submit the following state-

ment and recommendations in order to simpllify and expedlte
the security clearance of scientific and technlcal informe-
atlion for publicatlon. : ' :

2.

(a)

{v)

(¢c)

(a)

(e)

{r)

The present siltuation 1s as follows:

The responélbility for protection and interpretation
of security "stops® is officislly vested in CSC but
is delegated %to the Joint Intelligence Committee.

Since, until recently, JIC had no sclentific repre-
sentative, the advisory function, of stating what

- should or should not be released, vas delegated by

C3C to "the Committee for Release of Secientific and:
Technical Information relating to the war effort®,
under Dean CJ Mackenz;e.

Dean Mackenzie's committee established a serles of
technical sub-committees on various flelds, and all,
or nearly all, of these have now recommended the

. sectors and conditions of rslease¢, taking into account

current publication policy in USA and UK. These re-
commendations have NOT as yet been forwarded to CSC
or JIC for consideration.

Fven Af and when these recommendations are recelved,
it would be exceedingly difficult for JIC and J33B to
clear specific scientifiec papers for publication,
without specially qualified technical advice.

The net result is that USA and UK sclentists are pro-
ceeding to publish papers, often dealing with matters
to which Canadian sclientists have made materlal con-
tributions, but which are technically still restricted
by the "stop" list. Canadian sclentlists, however, are
precluded from dolng so, to thelr serlous dlsadvantage.

Representatives have been made by seversl Caenadlan
scientists that a continuance of this impasse would
result in discouraging Canadlan cclentists and sclentific
organizations from engaging in projlects of defence
research.
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-

(g)

(a)

(v)

R 2‘

In the meantime, a representative of the Director
General of Defence Research has been appointed to

JIC and to JSSB. With contacts to all sclentific

and technical authorities on the one hand, and dealing
with security policy on the other, Defence Resgearch
would therefore appear to be uniquely eituated to
advise promptly and intelligently on the conditions

of clearance of such informstion.

"It 1a.therefere‘recommended for approval that:

President NRU, in his capacity of Chairman of Committes
for Release of Sclentific Information...; be respect-

‘fully requested to forward his general recommendations

at the earliest convenlent date.

Notwithstanding any delay in receipt of such recommenda-
tions, JIC be instructed. to refer to DGDR all questions
involving release of asclentific and technleal 1nrormation,

- and generally to be gulded by the advice received.

(c)

(a)

(e)

(1)

It would be understood, in formulating his advice, that
DGDR would take into consideration:

(1) The present security Stop Lists.

(11) Ourrent policy of publication in USBA and UK
relative to the Stop Lists.

(111) Other matters of Canadian Government policy
which may be involved.

{av) The necessity for dealing with each reference
on 1te merits, and for edlting of specific
papers before publication:

{v) Pending such editing and final decision on
release, to authorlze drafting of sclentific
papers under a classified; - or other appro-
prliate, -« label by the persons concerned.

JIC would promptly notify the appropriate authority at
Washington and London of the action being taken by
Canada in each case.

Concurrently with the foregoing, JIC to be authorized
to. press for revision of Stop Lists by UK authorities,
to accord with the current publication polliey and with
the realities of security requirement.

The Committee for Release of Scientific Information be
kept in being as a consultative body, with an additlonal
member representing Defence Research, so as to consider
new qQuestions of policy which may be referred to it ‘
from time to time by DPirector General of Defence Research,
acting on behalf of JIC. -~

(3.F. Leys) MaYor, 4

» Secretary,
Joint Intelligence Committes.
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. . ' S CONFIDENTIAL

Naval Service Headquarters

Ottawn, Ont.,
2nd Mey, 19486,

Draft Naval General Order

(For the approval of the Chief of the Naval Staff.)

7
Subject: R.C.N. Policy and Procedure Regarding Naval Attaches,
Forelgn Waval Attaches or Other Foreign Naval Representatives.

Security of Information

(1) For the purpose of this order, foreign representative
meens - y,
(1) Naval Attache of a foreign state,

(14) other foreign officials or representatives who
may be working or visiting in Cansda in c¢onnec-
tion with naval matters, and

(111) Naval officers connected with foreign embassies
or legations, who have no diplomatic status but
who to some extent carry out the duties of Naval
Attaches.,

(2) Naval information belongs to the State and not to the
individual end it is the exception rather than the rule for
it to be divulged to foreign powers.

(Note:- When the Armed Forces are on active service this
policy is considerably relaxed between allies.)

(3) The normal cheannel by which authorited informatiog/in
passed to a foreign State is through the Naval Attache of
that State accredited to Ottawa. Conversely if Canada
desires information from Foreign Sources, the Canadian

. Naval Attache”in the country concerned is asked to obtain
it. It is not the function of Naval Attachés to give out
information. According. to custom their prinecipal and
well recognized function is to obtain information by all
proper means. The extent to which any particular Attache
is favoured with fecilities and information is affected
by various political and naval considerations, and the
reciprocation shown to the Canadian Naval Attache in a
particular State may bear on the matter.

(4) (&) So that proper overall control iz exercised res-
pecting the extent information on any matter or
thing relevant to the Naval Forces may be released
to Foreign representatives (or to another service
or department for such release), the responsibility
shall be centralized in the Directorate of Naval /ls .. t~d
Intelligence (D.N. f.'.)‘

(b) D.KEI, is responsible for
(4) procedure and general supervision of all
metters relevant to foreign representatives,
and
(11) regulating the conduct of business with them
in 8o far as the Navy is concerned.
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(5) When considering the release of Naval information
to a foreign representative, in every case the Captain
shall:

(a) ensure thati the foreign representative has
complied with the requirements of D.N, fll,,

(b) if difficulties are encountered, request
guidance or an interpretation of existing policy
from D.N.P.J. ;

(c) submit the details to D. N.P. k{or clearance.

,,/”Vbj\quad1an Waval Kttaches.

Cenadian Naval Attachés, by

e nature
of their o

serve the interests of Department of National
Defence for Naval Se

ifig and quick reference.

_

7
Effective date: On promulgation. File No., N.S.  1000-10 Vol, 1

Approved %o be promulgated
as & Naval General Order.

QG reevevessssccccnccssssssnse

VICE-ADMIRAL’ RoCoNo
CHIEF OF THE NAVAL STAFF.
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Menorandum to the Naval Secretary: A A

7

It 1s requested that approval may be obtained for
promulgation of the attached swsndment.io K. .R,GJL, (or Naval
General Order),

SUBJECT:  R,C,N, Po]icv and Procedure Regardirg Naval Attaches,

Forelgn Naval At 0
DIRFCTORATES CoVORRNEDS ooy .. Lraches or .Q??..F:???}ﬁg.r},l:‘aval Rep;'gg:g:‘

AND TFEIR CONCURRENCE: D.N.E IA m’
o T --ﬁf’P{‘O,co-b..'I (...@}'I--;OOV QM;/’IK

.ooc!fccbo.uco-oo-n,s.pipoyg,pt?!p}cg?

REASON FOR NECESSITY
OF PROMULGATICH:

Naval Board Decision 170-5 of 15th March, 1946,

INCREASF TN COMPLEMENT: Ni1
TNCREASE IN FINANCIAL

EXPENDITURE: Ni1
P ———— -
IF-AFPLICABLE Identical

Practice in other Services:

Pragtice in Relie: Similar

Interservice Committee Recommendation:
(Designate camnittee and date of recommendation)

-EFFECTIVE DATE+

D.&te'd?: BOth May , 1(_’}4’6 . R LR vgfv ’ . .:".',' sw e
'*"31“-‘1~.n1v'1 J?.‘ q"’;",‘
(1B RANCH)
I7

RECOMMENDATION Cr s,
- - ,452%9.

NAVAL SECRETARY. MAY 3¢ rm

DATED
e fr
c/re
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CONFIDENTIAL

Naval Service Headquarters

Ottawa, Ont., |
2nd Mey, .1946,

Draft Naval General Order

(For the approval of the Chief of the Naval Staff.)

7
Subject: R.C.N. Poliey and Procedure Regarding Naval Attaches,

Toreign Naval Attaches or Other Poreign Naval Representatives.

Security of Information

(1) For the purpose of this order, foreign representative
memn sy /
(i) Naval Attache of a foreign state,

(ii) other foreign officials or representatives who
may be working or visiting in Canada in connec=-
tion with naval matters, and

(iii) Navel officers connected with foreign embassies
or legations, who have no diplomatic status but
who to some extent carry out the duties of Naval
Attaches.

(2) Naval information belongs to the State and not to the
individual and it is the exception rather than the rule for
it to be divulged to foreign powers.

(Note:~ When the Armed Forces are on active service this
policy is considerably relaxed between allies.) :

(3) The normal channel by which authorized information is
passed to a foreign State is through the Naval Attachd of
that State accredited to Ottewa. Conversely if Canada
desires information from Foreign Sources, the Canadian
Naval Attaché in the country concerned is asked to obtain
it. It is not the function of Naval Attachés to give out
information. According: +to custom their principal and
well recognized function is to obtain information by all
proper means. The extent to which any particular Attache
is favoured with facilities and information is affected
by various political and naval considerations, and the
reciprocation shown to the Canadian Naval Attachd in a
particular State may bear on the matter.

(4) (a) So that proper overall control is exercised res-
pecting the extent information on any matter or
thing relevant to the Naval Forces may be released
to Foreign representatives (or to another service
or department for such release), the responsibilit J
shall be centralized in the Directorate of Naval Pa;ké st
Intelligence (D.N.P.§. 1

(b) D.N.P.Lis responsible for
(i) procedure and general supervision of all
metters relevent to foreign representatives,
and
(ii) regulating the conduct of business with them
in so far as the Navy is concerned.
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(5) When considering the release of Naval information to a
foreign representative, in every case the Captain shall:

(a) ensure that the foreign representative has
complied with the requirements of D.N.P.l.;

(b) if difficulties are encountered, request guidance
or an interpretation of existing policy from D.N.P.Il.;

(¢) submit the details to D.N.P.I. for clearance.

Effective date:

¢

e IDENTIAE
CONK“D wa-—" ORD s >1. gjﬁ/‘/L

GENgo-7h S

q\_xw.(eo)
v

ceCH .
TEGTL

-2~

On promulgation,

Document disclosed under the Access to Information Act - {
Document divulgué en vertu de la Loi sur I'accés a l'information

File No, N,S, 100-10 Vol, 1

Approved to be promulgated
as a Naval General Order.

A

VICE-ADMIRAL, R.C.N.,
CHIEF OF THE NAVAL STAFF,.
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HQ.1024  \AVAL SERVICE — MINUTE "SHEET
! FILE NO= ..o i
REFERRED TO| REMARKS (With Signature, Position 8 Date)

The attached redraft of
» proposed C.G.0. is forwarded for
your concurrence.,

The information that has been
omitted is considered to be internal
organization of Headquarters and
therefore it is suggested that it be
incorporated in D.N.I.'s Terms of

Reference,
}%//%72%%
NAVAL SECRETARY.

Co«« CM(

aﬁ\g a;;té

el

A -
D - ATV

el N, LT 7000102
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. ReneERXXeXExX, Confidential Naval Order

Document disclosed under the Access to Information Act!

e . Doiuaal div gg lv; rtide Iaflsurlaccesalmforma

File No., N.Se devidedesns,

N
b ?

It is requested that approval may be obtained for
prumulgatlf‘n of the attached XMETRIHEHE XXX XXXXN XK oxxbsrd

SuBJEcT: ReCsN. POLICY AND PROCEDURE REGARDING NAVAL' ATTACHES,
FOREIGN NAVAL ATTACHES OR OTHER FOREIGN NAVAL REPRESENTA-

DIRECTORATES CONCERNED v vevevesesoconcnssens TIVES
AND THEIR CONCURRENCE:

DelNgTLe

ooaov-.lnttyo-o.ooo'o..

000 CEe POIOOIOCSEOCOISESOSTSI E0OOCOOBOEOOCREREROOO TS O

REASON FOR NECESSITY
OF PROMULGATION: -

Naval Board Decision 170-5 of 15th March, 1946.

INCREASE IN COMPLENENT: . Nil

INCREASE IN FINANCIAL
EXPENDITURE: Nil
IF APPLICABLE. \

Practice in other Services: Identical
Practice in R.N.: Similar

Interservice Committee Recpmmsndation:’
(Designate committee and date of recommendation)

EFFECTIVE DATE:

29th March, 1946 | Director, g;iggygg gnﬁ;lllgence
(iEAD oF pranch) and Trade.
I
RECOMMENDATION
DATED

» - 000103
NAVAL SECRETARY
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—

CONFIDENTIAL NAVAL ORDER

R.C.N. POLICY AND PROCEDURE REGARDING
- NAVAL ATTACHES, FOREIGN NAVAL ATTACHES
OR_OTHER FOREIGN NAVAL REPRESENTATIVES

Security of Information

1. ' Naval information is ‘inherently something which

belongs to the State and not to the individual. It is the

exception rather than the rule for it to be divulged to foreign

powers, although as between Allies, during a war, this poliey
is very considerably relaxed in the common interest.

2. The normal channel by which authorized infor-
mation is passed to a foreign State is through the Naval
Attache of that State accredited to Ottawa. Conversely if
Canada desires information from Foreign Sources, the Canadian
Naval Attache in the country concerned is asked to obtain it.
It is not the function of Naval Attaches to give out infor-

mation, in fact their instructions inform them they are not to
do so. According to custom their principal and well recognized

function is to obtain information by ell proper means. The
extent to which any particular Attache is favoured with
facilities and information is affected by various political
and naval con31derations, and the reciprocation shown to the
Canadian Navel Attache in a particular State may bear on the
matter.

3 In addition to Naval Attaches, other foreign

officials or representatives who may be worklng or visiting in
Canada in connection with naval matters, may be permitted infor-
mation within the scope of their particular assignment. Like-

wise, there are connected with certain foreign Embassies or
Legations, naval officers who to some extent carry out the
duties of Naval Attaches but have no diplomatic status.

4. ’ In order that pfoper overall control can be

exercised in regard to the extent information on any matter or
thing. pertaining to the Royal Canadian Navy may be released to
Foreign Naval Attaches or other representatives (or to another

Service or Department for such release) co-ordinating respon-
8ibility is centralized in D.N.I. in accordance with the
following.

(a) The release of naval information to foreign
representatives, whether representing their
country as Naval Attaches or in some other
capacity, must first be cleared through the
Directorate of Naval Intelligence.

(b) When D.N.I. has cleared the release of infor-
mation, whether by allowing a foreign represen-
tative to visit a naval establislment or by
approving the disclosure of reports, etc., then
it is the responsibility of the Directorate
concerned that the release will be limited to that
specifically cleared by D.N.TI.

So that uniformity will exist between the Navy
and the other Services and various Departments concerned,
such as External Affairs and Reconstruction and Supply, it is
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the responsilbi lity of D.N.I. to keep in close touch with
the general policy and when indicated ensure that the
particular Service or Department is duly consulted.

Foreign Naval Attaches or Naval Representatives

6. D.N.I. is responsible for procedure and
general supervision of all matters pertaining to foreign
Naval Attaches or naval representatives and for regulating
the conduct of business with them so far as the Navy is
concerned. In this connection the following practice obtains:

(a) D.N.I. is the established channel for all
_ dealings between the Navy and foreign Naval
- Attaches and other foreign naval representatives.

(1) In this regard, the Naval Attaches are
familiar with the procedure but in the
case of other foreign Offlcers, it is
not so well known. 1t is the responsibility -
of officers to ensure that the requirements
of D.N.I. in this connection are being com-
plied with if approached by foreign rep-
regentatives.

(b) D.N.I. will consider the nature of the request
or business in the first instance and refer same
to the appropriate Directorate indicating, if
necessary, any special matter of policy to be
taken into account. In requests which entail
the assembling of data and detailed information,
this will be done by the DPirectorate concerned
and then forwarded to D.N.I. who will assess the.
material and make the reply.

(c) Visits and interviews will be arranged by
application to D.N.I. in the first instance.

(a) In the case of visits by Naval Attaches or foreign
representatlves to activities pertaining to the
Navy outside N.S.H. Q., it is normal for the app-
lication to be made in writing, showing size of
party, purpose of visit and allowing sufficient
time for the request to be considered. D.N.I.
will clear the visit with the Directorate con-
cerned who, in turn, will be responsible for
clearing with the Command concerned and working
out details of itinerary in close co-operation
with D.N.I.

Canadian Naval Attaches

7. ' While Canadien Naval Attaches, by the, nature
of their office, come under certain direct jurisdiction of
the Embassy or Legation to which they are accredited, never-
theless, it is one of their chief functions to serve the
interests of this Deépartment.

8. The following procedure is applicable subject
to the overall responsibility of D.N.I. in respect to policy
and matters pertaining to employment and duties of the Naval
Attaches generally: ,
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(a) Directorates may correspond direct with
Canadian Naval Attaches but copies of all
outgoing correspondence or telegrams will
be sent to D.N.I. where they are filed for
quick reference.

9. : This Directive is intended as a general
outline of policy and procedure. In the matters to which
it applies there is a tendency for new or special aspects
to develop in particular cases. In such cases it is a
function of D.N.I. to interpret policy and give guidance
and agsistance. Where difficulties are encountered or

advice required the matter should be taken up immediately
with D.N.I.
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A "~ CONFIDENTIAL NAVAL ORDER

R.C.N. POLICY AND PROCEDURE REGARDING
NAVAL ATTACHES, FOREIGN NAVAL ATTACHES
OR OTHER FOREIGN NAVAL REPRESENTATIVES

Security of Information

1. Naval informetion is lnherently something which
belongs to the State and not to the individual. It is the
exception rather than the rule for it to be divulged to foreign
powers, althoush as between Allies, during a war, this policy
is very considerably relaxed in the common interest. :

2. The. normal channel by which authorized infor-
mation is passed to a foreign State is through the Naval
Atteche of that State accredited to Ottawa. Conversely if
Canada desires information from Foreign Sources, the Canadian
Naval Attache in the country concerned i1s asked to obtain it.
It is not the function of Naval Attaches to give out infor-
mation, in-fest their-insiructions—inform—themrthey—=are—not—to
do-go+— According to custom their principal and well recognized
function is to obtain information by all proper means. The
extent to which any particular Attache is favoured with
facilities and information is affected by various political
and naval considerations, and the rec¢iprocation shown to the
Canadian Naval Attache in a particular State may bear on the
matter, :

3, In addition to Naval Attaches, other-foreign _
officials or representatives who m6¥é¥e~wqu%ng’or visiting in
Canada in connection with navg%ﬂggn , may bse permittéd infor-~
mation within the scope of-thelr particul Signment. Like-
WiZi:‘igzifﬂ%£§/£°ﬂn§6ted with certetr foreign Embassies or
Legatio val offigggg,wh o some extent carrv out the

duties of Naval Attecliés but have no diplomatic status.

4, In order that proper overall control can be
exercised in regard to the extent information on any matter or
thing pertaining to the Royel Canadisn Navy may be released to
Foreign Naval Attaches or other representatives (or to another
Service or Department for such release) co-ordinating respon-
sibility is centralized in D.N.I. in accordance with the
following.

(a) The relesse of naval information to foreign
representatives, whether representing their
country as Naval Attaches or in some other
capacity, must first be cleared through the
Directorate of Naval Intelligence.

(b) When D.N.I. has cleared the release of infor-
mation, whether by allowing a foreign represen-
tative to visit a naval establishment or by
approving the disclosure of reports, etc., then
it is the responsibility of the Directorsate
concerned that the release will be limited to that
specifically cleared by D.N.I.

5. So that uniformity will exist between the Navy
and the other Services and various Departments concerned,
such as External Affairs and Reconstruction and Supply, it is
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the responsinl 1ity of D.N.I. to keep in close touch with
the general pollicy and when indicated ensure that the
partiocular Service or Department is duly consulted.

Foreign Navel Attaches or Naval Representatives

6s D.N.I. is responsible for procedure and

general supervision of all matters pertaining to foreign
Naval Attaches or naval representatives and for regulating
the conduct of business with them so far as the Navy is
concerned, In this connection the following practice obtains:

(a) D.N.I. is the established channel for all
dealing8 between the Navy and foreign Naval
Attaches and other foreign naval representatives.

(1) In this regard, the Navel Attaches are
familiar with the procedure but in the
case of other foreign Officers, it is
not so well known. it 1s the responsibility
of officers to ensure that the requirements
of D.N.I. in this connection are being com-
plied with if approached by foreign rep-~
resentatives.

(b) D.N.I. will consider the naturs of the request
or business in the first instance and refer same
to the appropriate Directorate indicating, if
necessary, any special matter of policy to be
taken into account. In requests which entail
the assembling of data and detailed information,
this will be done by the Virectorate concerned
and then forwarded to D.N.I. who will assess the
material and make the reply.

(c) Visits and interviews will be arranged by
application to D.N.I. in the first instance.

(@) In the case of visits by Naval Attaches or foreign

representatives to activities pertaining to the

" Navy outside N.S.H.Q., it i8 normel for the app-
lication to be made in writing, showing size of
party, purpose of visit and allowing sufficient
time for the request to be considered. D.N.I.
will clear the visit with the Directorate con-
cerned who, in turn, will be responsible for
clearing with the Command concerned and working
out details of itinerary in close co-operation
with D.N.I. ' :

Canadian Naval Attaches

T Vhile Canadian Naval Attaches, by the nature
of their office, come under certain direct jurisdiction of
the Embassy or Legation to which they are accredited, never-
theless, it is one of their chief functions to serve the
interegts of this Department.

8. The following procedure is applicable subject
to the overall responsibility of D.N.I. in respect to poliecy
and matters nertaining to employment and duties of the laval
Attaches generally:
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(a) Directorates may sorrespond direot with
Canadian Baval Attaches but coples of all
outgoing ocorrespondence or telegrams will
be sent to D.N.I. where they are filed for
quick reference.

9¢ This Directive 13 intended as a general
"outline of poliecy and procedure, In the matters to whioch
it applies there is & tendency for new or.special aspeocts
to develop in partiocular cases. In such cases it is a
function of D.N.l. to interpret policy and give guidance
and assistance. Where difficulties ars encountered or
advioce re%uired the matter should be taken up immediately -
with D.N.I1. '
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N.S. 1837-56

MEMORANDUM TO DIRECTOR NAVAL INTELLIGENCE & PLANS

D O e D P D A -, OV o > - - T D G - - -~ =

Attention: steff Officerlilntelligencé)

Subject: C.B.0, Form U2D(3)(1946) - Disclosure of |
Technical Informatiog to Foreign Nations
- 194 |

A copy of the above Secret C.B. is being
issued on loan to Director of Naval Intelligence
under cover of Supply and Receipt Note.

2. In confirmetion of conversation with

Lt. Cdr. Tottenham on the 17th instent, it is
recommended for consideration that the information
containdin the above C.B. should be published in a
C.B.C.N, which will permit of any desired changes to
cover His Majesty's Cenadian Government, and it will
also permit of a much wider distribution within the
R.C.HN. It will be appreciated that there are many
authorities in the Canadian Naval Service who should
be made aware of the contents of this C.B. but under
the Admiralty distribution, they would not be provided
with a copy.

3. If the recommendetion in parasgraph 2 is
acceptable, security printing of such a pamphlet can
be arranged by N.D.A. In this connection, attention
is invited to XK., R.C.N., Articles 1.21 and 25.72. The
Editor of Manuels is ILt, ¢dr. L.D. Hell, R.C.N.,
Room 4110, Navy Building, Telephone 7399.

Naval Digtributing Authority <

20th April, 1946
OTTAWA

(;.pg‘a%ﬂﬁm uaD (k) capy o o 76 L 5y
: ,/fébéé/ cnt /Qj?%éécjgat7%0 é}HaQb%L Aok,
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QUOTE NO

Department of National Defence

Ottama, Canady,

CANADA

10 Apr 46
@hiefs of Staft Committer.
0642
C.A,.8,
D, G.R,
jnga. el ntornntion with fore: 24 SORE

1. fhe attached letters from the Undor ,
Seeretary of Btate for External Affairs ore forwarded
for infornation and retontion -

{a) External Affairs lettor of 7 Feb 46,
coneerning position of Eire; and

(b) External Affairs letter of 4 Apr 46
concerning further information on the
findings of Sir Uilliau Palmer's Committoee,

2, The above correspondence has been forwarded
to the Joint Intelligonce Committee who have the patter
under oxamination as a result of the Chiefs of Starf
direction at their 341st meoting held 8 Jan 46,

on this subject:
(a) External Affaira letter of 12 Dec 45,
Sw("' together with enclosures;

(b) Report of the Joint Planning Sub-

Committee (file HQ 5199-Rei « F,D,3 (DLO&P))
of 18 Dec 455 and

(¢) External Affairs letter of 3 Jan 45,
together with enclosures,

. 7
J.W.C, Barcl Z)

CRIT & e ey n

L 4

5M-12-42(M1781) 000115
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cCoOPY

Department of External Affairs,
- Canada

TOp SECRET
Ottawa, April 4th, 1946,
Tos The Secretary, Chiefs of Staff Committee.

A}

With further reference to our letter of
Februaryv7th concerning the exchange of technical
“information with fofeign powers, I am enclosing a copy
of a letter, dated 26th March, from Mr, Stephen Holmes.
This letter is in answer to an enquiry of ours asking
for more information on the findings of Sir William
Palmer's Committee referred to in the original
communication from the Office of the High Commissioner.
You will observe that the Committee 13 prepared to give

further information on any particular points.

(sgd.) G.P. Glazebrook

Under Secretary of State
for External Affairs.

4085/8
Mareh 26
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cory

I0P SECHET

Office of the High Commissioner
for the United Kingdom,
Earnseliffe, Ottawa,

26th March, 1946,

Dear Mr. Robertécn,

We have received further information from London
on the question of the disclosure of technical information to
other nations, about which I wrote to you on the 18th March.

The views contained in paragraph 13 of the enclosure
to my letter of the 31st December represent the specific
recommendations of Sir William Palmer's Committee and these
views were not accompanied by any more detailed findings. In
making these recommendations the Committee had in mind two
basic prineciples which had emerged during an earlier discussion
on a simllar proposal. These two principles were:-

(a) the post-war exchange of privately-owned
information can only take place with the co-operation of the
ownersand to the extent that they are willing to co-operate,
Any non-observance of this policy, or any attempt to apply
compulsion, would lead to the rupture of good relations
with industry and a consequent reluctance to communicate
information to government departments, so that the success
of the exchange would te prejudiced from the outset,

(b) Any commercial, as distinct from defence, value
of the information ought to be protected for the benefit
of the original owner, and through him of his domestiec
industry, whether he is the government or a private person
or firm, Experilence durlng the war has shown that this
protection ought to be obtained before the information is
handed over, and it must be recognized that post-war exchange
will not, therefore, occur at such an early stage as during
the war period.

In the case of secret patentable information this
view will make it necessary for the reciplent government
to grant protection substantially equivalent to that secured
by a secret patent of the United Kingdom, e.g., an under-
taking to grant a patent on request with sultably early
priority.

The Committee did not hear evidence, nor did it
issue any formal report, but it will be happy to give further_.”
consideration to any points which the Canadian authorities
may consider still require elucidation,

Yours sincerely,
(Sgd.) Stephen L. Holumes. N

N.A., Robertson, Esq.,
Under-Secretary of State
for External Affairs,
Ottawa,
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THE NAVAL BOARD

The following Minute is promulgated for informet ion
und /or necessary action.,

MARCH 15TH, 1946, NS ¢ 1000-10 Vol,l

Meeting Neld ON sseevvasssredevenecensa «.FILE

170-5, R,C.N. POLICY AND PROCEDURZE REGARD ING NAVAL ATTACHES,
FOREIGN NAVAL ATTACHES OR OTHER FOREIGH. NAVAL
REPRESENTATI VES :

D.N.I. has proposed a paper outlining details
of security of information, with particular regard to handling
of same by Foreign Naval Attaches or Naval Representatives and
Canadian Naval Attaches.

Naval Board observed that this paper merely
outlines the duties that should be carried out by Naval
Attaches, both Canadian and Foreign, as regards to security
of informat ion, and is not a new departure. It is merely
an effort to lay down rules and regulations on present
procedure for the handling of such matters,

DECISION:
Naval Board ap?roved of this paper and desired
A.C.H.8. that it should be put into effect with the least possible
For action. ) : delay. ,

S AT At

. vamm———————
&}9\? | fsECRETARY, NAVAL BOARD.
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/ CONFIDENTI J;faLQfJa‘.

\\\TTAWA 20 Feb 46.

PROCEDURE REGARDING NAVAL ATTACHES,
FOREIGN NAVAL ATTACHES OR OTHER
FOREIGN NAVAL REPRESENTATIVES

Security of Information -

1. Naval information is inherently something which
belongs to the State and not to the individual. It is the
exception rather than the rille for it to be divulged to
foreign powers, although as between Allies, during a war,
this policy is very considerably relaxed in the common
interest.

2. The normsal channel by which authorized information

is passed to a foreign State is through the Naval Attache of

that State accredited to Ottawa. Conversely if Canada desires
information from Foreign Sources, the Canadian Naval Attache

in the country concerned is asked to obtain it. It is not the
function of Naval Attaches to give out information, in fact

their instructions inform them they are not to do so. Accord- |
ing to custom their principal and well recognized function is |
to obtain information by all proper means. The extent to which l
any particular Attache is favoured with facilities and infor-

mation is affected by various politicel and naval considerations,

and the reciprocation shown to the Canadian Naval Attache in

a particular State may bear on the matter,

3. In addition to Naval Attaches, other foreign officials
or representatives who may be working or visiting in Canada in
connection with navel matters, may be permitted information
within the scope of thelr particular assignment. Likewise,

there are connected with certain foreign Embassies or Legations,
naval officers who to some extent carry out the duties of

Navel Attaches but have no diplomatic status.

4. In order that proper overall control can be exer-
cised in regard to the extent information on any matter or
thing pertaining to the Royal Canadian Navy may be released to
Foreign Naval Attaches or other representatives (or to another
Service or Department for such release) co-ordinating respon-
sibility is centralized in D.N.I. in accordance with the
following.

(a) The release of naval information to foreign
representatives, whether representing their country
as Naval Attaches or in some other capacity, must
first be cleared through the Dlrectorate of Naval
Intelligence.

(b) When D.N.I. has cleared the release of information,
whether by allowing a foreign representative to visit
a naval establishment or by approving the disclosure
of reports, ete., then it is the responsibility of the
Directorate concerned that the release will be limited
to that specifically cleared by D.N.I.

5 So that uniformity will exist between the Navy and
the other Services and various Departments concerned, such as
External Affairs and Reconstruction and Supply, it is the
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responsibility of D.N.I.to keep in close touch with the general
policy and when indicated ensure that the particular Service or
Department is duly consulted.

Foreign Naval Attaches or Naval Representatives

6. D.N.I. is responsible for procedure and general
supervision of all matters pertaining to foreign Naval Attaches
or naval representatives and for regulating the conduct of
business with them so far as the Navy is concerned. In this
connection the following practice obtains:

(a) D.N.I. is the established channel for all dealings
between the Navy and foreign Naval Attaches and
other foreign naval representatives.

(1) In this regard, the Naval Attaches are familiar
with the procedure but in the case of other
foreign Officers, it is not so well known. It
is the responsibility of officers to ensure
that the requirements of D.N.I. in this con-
nection are being complied with if approached
by foreign representatives.

(b) D.N.I. will consider the nature of the request or
business in the first instance and refer same to
the appropriate Directorate indicating, if necessary,
any special matter of policy to be taken into account.
In requests which entail the assembling of data and
detailed information, this will be done by the
Directorate concerned and then forwarded to D.N.I.
who will agsess the material and make the reply.

(c) Visits and interviews will be arranged by application
to DeN.I. in the first instance.

(d) In the case of visits by Naval Attaches or foreign
representatives to activities pertaining to the Navy
outside N.S.H.Q., it is normal for the applicetion to

" be made in writing, showing size of party, purpose of
visit and allowing sufficient time for the request to
be considered. D.N.I. will clear the visit with the
Directorate concerned who, in turn, will be respon-
sible for clearing with the Command concerned and
working out details of itinerary in close co-operation
with D.N.I.

Canadian Naval Attaches

7 While Canadian Naval Attaches, by the nature of
their office, come under certain direct jurisdiction of the Embassy
or Legation to which they are accredited, never theless, it is one
of their chief functions to serve the interests of this Department.

8. The following procedure is applicable subject to
the overall responsibility of D.N.I. in respect to policy and
matters pertaining to employment and duties of the Naval Attaches
generally:

(a) Directorates may correspond direct with Canadian
Naval Attaches but copies of all outgoing corres-
pondence or telegrams will be sent to D.N.I. where
they are filed for quick reference.

7
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9. This Directive is intended as a general outline
of policy and procedure. In the matters to which it applies
there is a tendency for new or special aspects to develop in
particular cases, In such cases it 1s a function of D.N.I.
to interpret policy and give guidance and assistance. Where
difficulties are encountered or advice required the matter
should be taken up immedistely with s :
Sesddon=cf D.N.T.
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HQ8 9022-2(D.JMuX,)
CONFIDENTIAL
- OTTAWA, 20 Feb 46.
THIS DIRECTIVE DEFINES R.CsN. POLICY AND |
FROCEDURE REGARDING NAVAL ATTACHES,

FOREIGN WAVAL ATTACHES OR OTHER
FONEION NAVAL REPRESENTATIVES

1. ' Naval information is inherently somothing which
belongs to the Stote and not to the individual., It i{s the
exception rather than the ride for it to be édivulged to
foreign powors, althoush as between Allies, during a war,
ihis policy is wery considerably relaxed in the common
nterogt.

2. The normal channcl by vhich euthorized information
1s passed to g foreign 8State is through the Heval Attache of
that State accredited to Ottawa. Conversely if Canads desires

infornation from Foreign Sources, the Canadian Neval Attache

in the country concerned 18 asked to obtain it. It is not the
function of Naval Attaches to give out information, in faot

-their instructions inform thom they are not to do s0. Accord-

ing to oustom thoir prineipal and well recognized function is

to obtain information by all proper meaens. The extent to which
any particular Attache is favoured with facilities and infore
mation is affeoted by various political and naval considerations,
and tho reciprocation shown to the Canadien Navel Attache in

a partioular Stato may bear on the matter.

3 In pddition to Navel Attaches, other foreign officials
nr representatives who may be wrking or visiting in Caneda in
connestion with naval mattors, may be pormitted iunformation
within the soope of their partieculor assignmont. Likewise,

there are connsoted with cortain foreign Embassies or Legations,
naval officers who to some oxtent carry out the duties of

Raval Attaches but hava no diplomatic status,

4e In order that proper overall aontrol can be sxer=-
cised in regard to the oxtent information on any matter or
thing pertaining to the Royal Canadian Navy may be rolonsed to
Yorelgn Naval Attaches or othor represontetives {(or to another
Service or Depertment for such release) co-ordinating rospone
8ibility is centrailzed in D.N.I. in accordance with the
folloving.

{a) The release of naval information to foreign
representatives, whother representing their country
as Nava). Atfaches or in some other copacity, must
Tirst be clenred through the Dirsoctorate of Maval
Intellicences.

(vb) Vhen D.N.I. has cleared the rclenss of information,
- whether by allowing e foreign representetive to visit
a naval establishment or by approving the disclosure
cf reports, ets.,, then it is the rospensibility of the
Directorate conoerned that the relesse will be linmited
to theat specifically clearsd by D.N.I.

Se 30 that uniformity will exist between the Navy and

the other Services and various Departments concernod, such as
External Affairs and Reconstruction and Supply, it is the
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reoponsibility of D.N.I.to keep in close ftouch with the general
policy snd when indicated ensure that the particular Service or
Depertment is duly consulted.

Foroien Naval Attaches or Naval Representatives

6o . D.H,I. is responsible for procedure and general
supervision of all matters perteining to foreipn Naval Attaches
or naval representatives nnd for regulating the oonduet of
business with them so for as tho Havy io concernsd. In this
connootion the following practice obtains:

(a) DeN.X. 4is the established channel for all dealings
between the Navy and foreign laval Attaches and
otmar foreign caval reprasentativen.,

(1} In this regard, the Naval Attaches are faniliar
with the procedure but in thoe case of other
forelan Officers, it is not ac woll kunown. It
is the rosponpibility of officers to ensurse
that the roquiroments of D.N.I. in this con-
neotion arc boing compolod with if approached
by forelgn representetives,

{b) D.leI¢will consider ths nature of the request op
business in tho firat instance and refor same to
the appropriante Dircctorate indiceting, 1f neconsary,
any speocial matter of poliocy to be taken into acocount.
In requests which entail the assembling of date and
detailed information, this . vill bo done by the
Directerate concorned snd then forwarded to D.N.I.
who will astoss tho mnterial and make the roplys

(¢} Visits and intorviews will be arransed by application
to D.HeI. in the first instance.

{a) In the casc of visits by Neval Attachos or foreign
roprasentativos to sotivities pertaining to the Havy
outside MN.S.HusQe, it 18 normsl for the appliceticn to
be nade in writing, showing size of party, purpose of
vielt end ellowing suffioclient time for the regquest to
be considered, D.H.I. will clear the visit with the
Direcetorate asoncornnd vho, in turn, will bs respon-
sitle for oleoring with tho Command conscrned and
working out detalls of itinsrary in closs so~operstion
with DeNIs .

Canadian Naval Attaches

T While Cnnadian Navel Attaches, by the nature of
their offlee, come under certain diroct jurisdiction of tho Embassy
or Legation to whioh they are agoredited, never theless, i1t is one
of thelr chief functions to sorve the interests of this Dopartment.

8. The following procedure 10 applicable subjoct to
the overall responsibility of D.H.I. in respect to policy and
matters portsining & omploymont and dutios of the Haval Atteches
geusrallys

{a} Directorates zay correspond direct with Cenadian
Faval Attachng but coples of all outgoing corres~
pondence or telegrams will be sent ¢o D.N.I. vhere
they are filed for quick reference.
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9e This Dirsctive is intended gs & genersl outiine
of polley and procedure. In the matters to which it applies
there ig a tendency for new or special aspects to develop in
particulsr cases., In guch cases it iz a function of D.N.I.
to interprat policy and give guldance and assistance. Vhere
difficulties are encountered or advice requirsd the matter
should be tnkzniup frmodiately with # e

Seettem—ad D.H.I»
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HoQ:Sn 9022"2 VOl 2.
Otvtawa, .22 Feb L6,

CONFIDENTIAL

SECURLTY OF INFORMATION - PORFIGH MILITAKY ATTACHES 10507

1, In view of the recent- transfer of rcsponsi-
bility 1n NDHy for all matters relating to Foreign
Militery Attaches in Ottava from DMOKP to DXI, it

is appropriate to stress egaln the importance of the
attached directive covering security of military
information. This direoctive is a revision of that
issued under reference HQE 9022-2 dated 1 Aug 45.

2 It 1s essential in time of peace that matters
pertaining to the military potential of Canada are

not discussed or divulged to unauthorized persons;
indeed the requirements of security must now be applied
to the type of information which was exchanged with

our Allles during hostilitles.,

3. All Staff Offlcers at NDHG are to be made
thoroughly familiar with tie contents of the attached
directive, Directors will eansure that in future
these instructions are broight to the attention of ‘
all Staff Ofricers reportiig fof duty to NDHQ.

Distribution List - | Q&%

Heads of Branches - Qy>'

Vlice and Deputy Heads of B:'anches ,?>~0'3 ‘S l/?;

All Directorates NDH( ' _ » %Vﬂ'

JAG el Lot

DFR /oo, M

Print ' -

N, 0 -~ -

Copies for Informstion . e
o Deputy Ninister (Army) : -

Chief of the Air Staff J

Chief of the Naval Staff
Xilitary Secretary
Commander, Canadian Army Staff, Washington

FEB 27 AN

Y 2 : - 1
" 000127 ‘




~ Document disclosed under the Access to Information Act -
Document divulgué en vertu de la Loi sur I'accés a l'information

HQS 9022-2(D.M.T.)
CONFIDENTTAL -

OTTAWA, 20 Feb 46.

THIS DIRECTIVE DEFINES ARMY POLICY AND

PROCEDURE REGARDING MILITARY ATTACHES,

FOREIGN MILITARY ATTACHES OR OTHER o
FORPIuN MILITAKY RW}RBSEVTATIV“S g

Seeuritv of Information

)

1, Military information is inherently something :

which belongs to the State and not to the individ-
ual, It is the exception rather than the rule for it to be
divulged to foreign powers, although as between Allies, during
a war, this policy 1s very o nsiderably relaxed in the common
interest.

2o The normal channel by which authorized information
is passed to a foreign 3Jtate is through the Military Attache
of that State accredited to Ottawa. Conversely if Canada
desires information from Foreign Sources, the Canadian }Mili-
tary Attache in the country concerned is asked to obtain it.
it is not the function of Military Attaches to give out info-
rmation, in feact their instructions inform them they are not
to do so. According to custom their prineipal and well recog-
nized funetion is to obtain information by all proper means,
The extent to which any purtlcular Attache is favoured with
facilities and information is affected by various political
and military cunsiderations, and the reciprocation shown to
the nunadian M111tary Attache 1n a partleular State may bear
on the ma*tgrvf

39 In addition to Military Attaches, other foreign

officials or representatives who may be working or visiting oo
in Canada in connection with military matters, may be permitted
information within the scope of their particular assignment.
Likewise; there are connected with certain foreign Embassies or
legations, military officers who to some extent carry.out the

duties of yilitary Attaches but have no diplomatic status.

4, In order that proper owveral®’ control can be exer- ' ‘
cised in regard to the extent informa ion on any matter or

thing pertaining to the Canadlan Army 12y be released to

Foreign hllltaTV Attaches or other representatives {or to

ancther Service or Department for such release) co-ordinating
responsibility is centralized in L.i7.I. in agcordance with

the following.

(&) The release of military in formation to foreign
" representatives,; whether representing their country
as Military Attaches or in some other capacity, must
first ~be cleared through the Dlrectorate of hilitary
.Intelllgence,

(&) when D.M.T, has cleared the release of information,
' whethsr by allowing a foreign representatlve to visit
a military establishment or by approving the diseclosure
of reports, etc, then it is the responsibility of the
Directorate concerned that the release
' /will., .
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will be limited to that specifically
cleared by D.M.I.

5a So that unifoxmltj will exist between the Army,
the other Services and various Departments concerned, such
as External Affairs and Reconstruction and Supply, 1t is
the responsibility of D.M.I. to keep in close touch with
the general policy and when indicated ensure that the
particular Service or Department is duly consulted.

Foreign Military Attaches or Military Representatives

6. D,M.I, 1s respomnsible for procedure and general
supervision of all matters pertaining to foreign Military
Attaches or military representatives and for regulat1n6 the
conduct of business with them so far as the Army is concerned.
In this connection the following practice obtains:

() D.M.I. is the established channel for all
dealings between the Army and foreign
Military Attaches and other foreign military
representatives,

(1) In this regard, the Military Attaches
are familisr with the procedure but .
in the case of other foreign Officers,
it is not so well known. It is the
responsibility of officers to ensure
that the requirements of D,AM.I. in
this connection are being compiled
with if approached by foreign representatives.

(b) D.M.I. will consider the nature of the request
or business in the first instance and refer
same to the appropriate Directorate indicating,
if necessary, any special matter of policy to
be taken into account. In requests which entail
the assembling of data and detailed information,
this will be done by the Directorate concerned and
then forwarded to D.M.I. who will assess the
material and make the reply.

(e¢) Visits and interviews will be arranged by
applicatiom to D.M.I. in the first instance.

(d) In the case of visits by Military Attaches
or foreign representatives to activities
pertaining to the Army outside N.D.H.Q., it is
normal for the appllcatlon to be made 1m
writing, showing size of party, purpose of V131t
and allowing sufficient time for the request
to be considered. D.M.I. will clear the visit
with the Directorate concerned who, in turn, will
be responsible for clearing with DOC or Commandant

concerned and working out details of itinerary

in elose co-operation with D.M.I.

/can. . .
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Canadian Milltary Attacbes

7o, " wWhile Canadian M111tary Attaches, by the nature of
their office, come under certain direct jurisdiction of the
Embassy or Legdtion to which they are accredited, never-
theless, it is one of their chief. functions to serve the
1ntexests of this Depdrtment. ‘ :

8. The follow1ng procedur@ is applicable subject
to the overall responsibility of D.M.I. in respect to
policy and matters pertaining to employment and duties of
the Mllltary Attaches generdlly : :

(a) Directorates may correopond dlrect with
Canadian iilitary Attaches but copies of
all outgoing corvaespondence or telegrams will
be sent to D. B.Jﬁ,where they are filed for
quick reference. S

9a This Direetive is 1ntgnaed as a general cutline

of pOllcy and procedure. In the matters tec which it applies
there is 'a tendency for new or special aspects to develop in
particular cases. In such cases it is a Tunction of D.M.TI.
to interpret policy and give guidance and assistance. “here
difficulties are encountered or advice required the matter

" should be taken up 1mmediately with the Foreign Liaison

Seeticn of D.M.I. -

HQS 8213% FD' 151 dated 21 Dec 43 and HRS 9087-~1 dated 11 Wov 44
and HQS 9022~2 of 1 Aug 45.

GFENERAL STAFF
D.J:.T.
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- S ' TOP SECRET

Department of External Affairs, Canada

0643
Ottawa, Pebruary 7th, 1946,

To: Lt.-Col, E.W,T, Gill, Secretary,
Chiefs of Staff Committee.

With reference to our letter of January 3rd
enclosing a letter from the Acting High Commissioner
for the United Kingdom, together with a copy of a '
memorandum concerning the exchange of technical information
with foreign powers, I am enclosing a copy of a further
letter received from the High Commissioner of the United
Kingdom clarifying the position of Eire,

l , . (sgd,) G.P, Glazebrook

Under Secretary of State
for External Affairs.
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OFFICE OF THE HIGH CO:MISSIONER
FOR THE UNITED KINGDOM
EARNSCLIFFE, OTTAWA.

5th February, 1946,

ZOP SECRET

Dear Mr, Robertson,

With reference to paragraph 10 of the
enclosure to my letter of the 3lst December
regarding the policy to be followed by the
United Kingdom authorities on the disclosure
of technlical information about weapons and
equipment, it has now been decided that Eire
should be treated in this connection as a nation
in category B.

Yours sincerely,
(sgd) Stephen Holmes,

N.A.'Robertson, ESqQ.y
Under-3ecretary of State for External Affairs,
Ottawa.

cg
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11th January, 1946,

The Seoretary,
Canadien Joint Intelligenco Committen.

Exohange of information with foreiym pouers

1. At their 3ilpt meeting, held § Jan 46,

the Chiefs of Steff conclierecd the repbrt of the

Joint Planning Sub-Commlttes rogerding exchange of
informatlon with forelgn powers (memorandun to Chiefs
of Steff Committee - Army file HQQ 6199—H A. FD3 (DIIO&P)
dated 18 Deo U5),

The Chlefe of 8taff felt that the procedure
proyrﬂea in this report might be succeptible of some
simplification in view of further déspatches vhich hed
been recsived from the U.K. government outlining their
practice zn thege matters.

% The Chiefs of Staff d1d not approve the
Plannere‘ report and directed, in the light of the

ore rscenl information received from the U.K. governnment,
that this report be re-examined by the.Joind Iatellipgence
Comnittee, assleted by other povernment departments
concernod, and that further recommondations be submitted
in duo courzc.

4, I an therefors enclcsing & copy of the
despatches contalining infornation regarding the U.K.
povornment's policy in thego matters.

(E.W.7. @411)
Lieutenant-Colonel,
Decretary,
Chiefs of Biaff Committes.,

Att.3
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OPFICE OF THBE HIGH COISIISSIONER
FOR THE UNITED KINGDOL
EARNSCLIFFE
OITAWA,

31st December, 1945,

Dear ur; Robertsgon,

1 have been informed by the Secratary of
State for Dominion Affairs that the United Kingdom
authorities have rocently besen giving consideration
to the policy to be pursusd with regard to the
disclosure of technical information about weapons
and equipment to other members of the Commonwealth
and to foreign nations,

The golicy to be followed by the United
Kingdom authorities as approved by the United Kingdom
Govermment in this matter is set out in a memorandunm,
a copy of which I enclose herewith,

I have been asked to inform you that the
United Kingdom Government have authorized departments
to disclose to the Governnents of the Dominions and of
India all inforuation of use to then up to and including
the categories of "Baecret™ and "Top Secrot",

The policy of strict reciprocity at present
baing applied 1in the case of the Union of Soviet Socialist
Republics, to which reference is made in paragraph 12
of the memorandum, was described in the Secretary of
State's Saving telegram Circular D. No. 212 of the 18th
Beptember,

I understand that for tho present Eire is not
being treated on the same lines as the othor members of
the Comnonviealth. For this purpose, therefore, the word
"Dominions" in the memorandum should be rend as exclusive
of Eire. Bpecial consideration is, however, being given
to this particular point and I may later be able to
acquaint you with s ruling as to category into which that
country 1s to be regarded by the United Kingdom authorities
concerned as falling.

N.A. Robertson, LEsq.
Under-Secretary of State for Yours sincerely, 000135
External Affairs, Ottawa. (sgd.) Stephen Holm
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3P SECRET MEMORANDUM

= !

DISCLOSURE OF TECHNICAL INFORMATION
TO OTHER NATIONS

General

1. The end of the war calls for a revision of policy
regarding the dlascloeure to other nations of technical information
about weapons and equipment., The existing rulings were based upon
war-time condltions and in most respects no longer apply.

Definition

2. "Digolosure of technical information"in this
memorandum includes disclosures lnvolved in the sale of equipment.

Purpose of disclosure of information

Disclosure of technical information to foreign nations
13 considered desirable:-

() VYhen it 1s in rmeccordance with foreign policy
and

(b) If 1t does notconflict with anything in strategic
polley, and

(c¢) If 4t 1s llkely to be of benefit commercisally.

Need for continued secrecy

4, There will always be some information about Britigh
regsearch and development about which secrecy must be maintained. This
is kept to a minimum by frequent review. The secrecy of a weapon or
item of equipment muagt vary with the number of people who handle 1t.

If 1t is about to be widely used, 1t will be manufactured on a large
gcale and therefore cannot be kept gecret, Secret items, therefore,
should normally only be those which are not yet in quanti ty production,
although there will be exceptlons te this rule.

Apgreement with the U.S5.A,

5. Degpite the end of the war, 1t ig still desirable

to keep in line with the United States authorities in respect of dis-
closure of c¢lassified information to foreipgn countries. Only thus
can 1t be assurcd that nelther side dlscloses %o a third party infor-
mation which the other wishes to keep secret.

Re~-equipment of Foreign Natlons

6. The United Kingdom Chiefs of Staff have already pro-
posed that the United Kingdom should asslst the rebuildin% of the armed
forces of France, Belgium, Denmark, Holland and Norway. f this is to
be done effectively, sgome secret information may have to be dlsclosed.

7. These proposals have been approved (vwith minor
alterations) by the United Kingdom Government. The United States
Government was consulted, and proposals were then made by the Unlted
Kingdom CGovernment to various nations, as a result of vhich the United
Kingdom Service Departments now have commltments in varlous degreesg
for the re-cqulpment of all the countries above named, and also of
Greece, Czechoalovakia and China.

/Categorisation of Nations
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“ubategorigation of Nations for disclosure purposeg

g, In the light of the foregolng conslderations, a
standard policy has been approved by the United Kingdom Government

in which nations are categorised as described below for disclosure
purposes. In each category the nations may, in matters of interesti
and use to them, receive at the diseretion of departments, information
up %o and including the classification for that category.

CATEGORY A

9. Nations in this category may receilve up to and
including "Top Secret" information., The nations entitled to recelive
this special treatment are first the Dominions and Indla, and secondly
the U.S.A., should they agres to collaboratlon in research and develop-
ment,

CATEGORY B

10. Nations in this category may recelive ug to and ine
cluding "Confidential' information. This category will include the
followilng near and friendly neighbours:-

' France

Norway

Denmark |
Holland

Belgium {
Grecee

Turkey

Any further refinement by way of sub-dividing Category "B" and
alloving more information to some nations in 1t and lens to others
1e considered undesirable and likely to cauge confusglon.

Seeret information should be given to a category "B" nation in
accordance with paragraph 6 above, sach case wlll be referred for
further consideration by the authorities concerned.

CATEGORY C

If, however, 1t 1s at any time consldered that

11, This category should include all nations not placed
in Category "B". It could perhaps be ascumed that any 'Classified’
information passed to such nations would be liable to be clrculated
among them so that 1t would cease to be 'Classified'. They should,
therefore, normally not be given any 'Claesified' information although
they might be given "confidential' or "restricted" information vith |
the approval of all U.K. Services concerned.

\

Pogition of the U.S5.6.R.

12, Disclosure of information to the U.5.3.R. ghould be

on the basis of Crtegory 'C' classification, but subject to speclal
directives lald down from time to time by the Chiefs of Staff. The
directives at present in force require a strict reclprocity in
gxchange, and the co-ordination in lLondon of all requests for dls-
closure of information. It has also been agreed with the U.3. Chlefs

of 8taff that:-~

(a)  there should be consultation before information or intelligence,
other than operational, igs passed to Russla;

(b) neither party should pass information or intelligence derived

vholly or in part from the other party's sources without the
latter's consent.

/Industrial Consideratione
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Industrial Considerstions

13. The views of Sir William Palmer's Coumittee
as to how industrial interests may best bhe secured under
this policy are acceptel,

Informatlion may be Gowernment-owned or
privately-owned; secret or not secret; wholly patentable,
wholly unpatentable, c¢r partly patentable and partly
unpatentable,

(a) Wholly patentalle, i,e. the whole of the information
can be protected %v a patent specification,

If secret the U.,K, Government will in all
cases acquire the right to a secret patent in
the U.K. and disclosure to a foreign Government
should as far as possible be made on the following
condition:

that the information is kept secret and
the Government of that country will grant
to the U.K. on request patent protection
of suitable priority.

If not secret, i.e., such that publication in a
patent specification is permissible, no problem arises.
Government-owned inventions should be examined to see
whether foreign patents should be obtalned and exploited.
In the case of privately-owned inventions the recipient
Government should be referred to the owner, to negotlate
terms.

(b) Who tentable, i,e. the information, while commercially
valuable, is not of the kind which can be protected by a
patent specification. _ [

Government-owned information should only be supplied
if a quid pro quo is obtained - strategic, monetary or
both - worth the value of the information.

In the case of privately-owned information the
foreign Government should merely be put in touch with
owner, but if the nature of the information is seeret
the owner should be warned that he should communicate
the information only to accredited representatives of
the foreign Government who are pledged to maintain

secrecy.
(o) Partly patentable and partly unpatentable. The only

important case is where the information as a whole is
secret and unpatentable e.g. the layout, dimensions and
specification of an aero engine, while some parts are |
patentable and may he patented without fear of disclosing ‘
the general design, e.g. a magneto.

The patented and unpatented parts should be treated
separately as in (a) and (b) above but in the case of
privately-owned patentable information care should be taken
to inspect any patent applications before they are filed.
in the forelign country by the owner, to make sure that
they 4o not disclose any secret information,
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(8) Departments who are negotiating with Forelgn Governments
for the coumunication to them of information of commercial
value may, depanding upon the particular clrcumstances,
decide to carry out the negotiations themselves and may
lay down the terms upon which the information may be used
by those Governments, or they may decide to entrust the
negotiations, under suitable conditions, to private firms
or individuals,

Conditions for Disclosure

14, The following conditions should be laid down and
agreed to by all nations to whom information 1s disclosed:-
(a) Security

(1) The information received should be safeguarded
under the same rules of security as the U.K,
authorities themselves impose.

(i1) The information is disclosed only for the
use of the reciplent Government and such
of its contractors, under seal of security,
as it may notify to the U.K., Government in
writing. Disclosure to any other Government,
or publication to the Press or in any other
way, would constitute a breach of the agreement,

(b) Heciproelty

It should be a condition of diseclosure of information
(as opposed to sale) that reciprocal facilities be
given in return; even though some nations can offer
little at the present time this condition might be

of value later. _

Duration of proposed policy

15. It is considered that the basic policy of disclosure

by categories should continue indefinitely, although its application
will depend on changing strateglic and political factors which will
necessitate periodical review, It is thercfore proposed to

review periodically the amuntries to be placed in each category,

Control

16, Disclosures should not be controlled locally, e.g.
by theatre commanders, Control should be exercised in London,

Date of Implementation

17. All departments should put the above policy into
force as an interim measure, though it may be llable to
modification in the light of the policy to be adopted by the
U.S, authorities, '

Conclusions \
18, (a) The various war-time policies respecting eﬁch&nge

of information should be revised to accord with
long term policy with regard to the re-equipment
of the Armed Forces of foreign countries,

(b) For this purpose the nations should be classified ;
in three categories to which material of varying f
security classifications may be given, subject to 4
such exceptions as may be agreed from time to: time. %

b i
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(¢) Disclosure should be subject to maintenance
of security comparable to that obtaining in
the U.K. and reciprocity.

(d) To protect the interests of industry, suitable
procedure should be adopted to cover patented
and unpatented information.

(e) The duration of this policy should have no

fixed terminal date, but its implementation
should be reviewed periodically.
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SECRET

No: A.609 6th December, 1945,

Sir,
I have the honour to refer to your despatch
No. 199% of the 9th November concerning the disclosure
of technical information and intelligence. I have
comnunicatsd to the ap ropriste United Kingdom authorities
the decision of the Canadlien Government to adopt a policy
of exchangling technical information and intelligence with
the Soviet Union on a basls of strict reciproecity.

2. A detalled memorandum has been prepared by
the Chiefs of Staff Committee here to govern the
executlon of the similar policy which is belng followed
by the United Kingdom in this matter. This memorandum
hasg now been approved by the Defence Committee of the
Cabinet and has been transmitted to the United Kingdom
High Commiscloner in Ottawa. A full statement of the
position on the lines laid down in the Chiefs of Staff's
memorandum 1s shortly to be communlcated to you.

3. In the meantime, you might wish to have a
short summary of the contents of the memorandum, which
Mr. Le Pan of my staff has been allowed to see. Three
categories have been established among countrlies which
may recelive technical information and intelllgence:

(a) the first category comprises the
nations of the Commonwealth and the
United States. Documents up to and
including "top secret may be communicated
to any of the nations in thls categery.

{b) The second category comprises a number
of nations which, for one reason or
another, have relationv with the United
Kingdom of speclal intimescy. They are:

France
Belgium
Holland
Norvay
Denmark
Greece
Turkey.

Technical Ainformatiocn marked "confidential®
may be communicated to these countries without
any reference to London.

(¢) All other countries. No information under any
gecurlty marking may be communicated to these
countries.

(d) The Soviet Union is in a speclal category by
1tself, 1In the case of information to be
communiceted to the Soviet Union, it has
been lald down, first, that no information
will be transmitted unicse comparable information
is recelved 1n return and, second, that each
gseparate request for information mgst be
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referred to a special sub-committee of

the Chiefs of Staff Committee which has

besn set up for this purpose. It has also
been agreed with the United States Chiefs

of Staff that there will be continual
consultation with them over any proposed
releases of information to the Soviet Union
and, in partlcular, that care will be taken
not to communicate any information which came
originally from a United States source before
the United States Chlefs of Staff have had
full ovpportunity to consider the natter.

. I gather that United Kingdom l1litary Attaches
in those countries included in categorics {(a) and (b) will

be free to communicalte to lhe Governments to which they are
accredited technical information up to and 1ncluding the
security markings authorized in the Chiefs of 8taff

memorandum without reference to the United Kingdom Government.
Requests, however, from any other country to receive security
information must, in all cases, be referred to the speclal
Sub-Committee which has been set up for this purpose.

5. It will be observed that the seheme of
categories established by the Chiefs of Staff's memorandum

1s not without interest in relation to the Unlited Kingdom's
foreign policy. It sets up a system of concentric circles.

In the innermost circle are the nations of the Commonwealth
and the Unitcd Statces; in the second ring, are the countrics
of Western Europe and two other coufitries which are bound

by special ties to the United Kingdom; all other countries

are consigned to the outermost circle; there 1s then a special
category established for the Soviet Union with which chhanges
must e conducted with special Baution,

I heve the honour to be,
Sir,
Your obedient servant,

(egd.) Vincent Massey.

The Secretary of State for

External Af'fairs,
OTTAWA,
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OTTAVA, November 9, 1945,

SL.CRET _ o

No. 1225 : ‘
Sir,

I have the honour to inform you that the
Government has given consideration to the queqtion ralsed
in telegram Circular D. 112 of September 1&th from the
Secretary of State for Dominion Affalrs, concerning
exchange of technical information and intelligence. We
were info:med thet in future the United Kingdom authorlties
propoee to supply intelligence to the Soviet Union on the
basis of strict reciprocity.

The Canadlan Government hes decided to adopt
a simllar policy for the exchange of technical information
and intelllgence to the Soviet Union and detalls in connection
with the implementing of this policy are beling considered
by the appropriate servlice officers in consultatlon with
members of this Department.

In working out a detalled procedure it would
be helpful to have from the United Kingdom authorities some
indication as to the means by which this policy 1s to be
applied. We are partlcularly interested in the practice
governing the exchange of Information through Service Attaches
since our contact with forelgn forces is largely through such
channels,

It would also be valuable to know what type of
information the United Kingdom 1s considering for thisg
exchange. Is 1t, for example, proposed on the basis of
recloprocity to exchange information classified as secret
or under any other security marking? :

I should add that the Canadian authorities
would not, of course, consider the dieclosure of any
information suvnovlled orglinally by the United Kingdom
wlithout the authority of the senders of such information.

‘ I should be glad if you would inform the
United Kingdom authorities of our decislon in this matter
and consult them in relation to the questiogs I have ralsed,

I have the honour to be,
Sir,
Your obedient servant,

J.E. Read.
For Acting Secretary of State for
Extérnal Affairs.

The High Commissioner
for Canada in Great Britain,
LONDON, 8.W.1.
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A system vhereby informatlon to be relensed
and re~uests for informatlon from Forelen
Powers wlll be tunneled to negoti~ting
channels. : _

The exchrn7e of technlicnl and research in-
form~tion of milit~ry impllcatlon should be
handled on the snme basls nn¢ ~overned by
simllar princinles ~s non-technical informa-
tion. &veluatl-n and security requlrements
of technic~l informatlon should, howcver,

" be rendercd Ty cxperts in an advisory

(11)
{(111)
(b)
Pover 1l1s
(1)
(11)
9.
Tollovws:
{a)
(b)
10,
Commlttee
(2)

capacity.

Policy and reihtionshlp vis~a~vis a Forelgn
exempllfled ns follows: .

"ith countries rhich 1t 1s deslred to
asslist such as the Unltcd St~tes there .
mould® Ye consicderable excnrn~e of informa=-
tlon. Reclprocatisn vHuld le on a very
aeneral basis. .

The other extreme would be 1in exchrn~ing

information vith a country 1t is not

desired to assist and negotlatlons would

ge carried oaut 91 a strict "quld pro quo"
asis.

The Sub-Committee therefore recommends as

That a Forelgn Lialson Advisory Cormmlttee

be created vhich * a2uld report to the Chlefs

of Stnff Committee andt 1ts membershlp com-
prise the Joint Plannin~ Sub-Commlittee, the
“dJoint Intellloence Committee, a representative
of ixternnl Affairs an n representative of
National Research Council.

That the lecretary of the CSC be aprolnted -
Secretnry of the Commlttee to ensure con-
tinulty, back~round ~nd informatlnn on
matters which vill come before 1t.

The Terms of eference »roposed for this
are:

That the Comittee be responsible for
formulatineg snd keepin~ under revietn

pollcy rernrding the security and rele-~se

of informn*ion to Foreiqn Powers which may
be of militrry import or concernings
Can~da's wor potential. The application

of the pollcy v1ll rem~in the responsl-~
bility of the respectlve Service nr Depart-
ment receivin~ the request for information
vith the proviso that the Co™ittee yill

act 1n an advisory capaclty in denling

vlth the release ov whtalnlvg of information
affecting more than one Service or where the
Service concerned " s in doubt,

/3
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{b) "That the Committee keep under review the
peneral policy regardin~ Service Attaches
and representitlves of Forelgn Powers

~in Canada concerned in obtalning informa-~

tion of mlilitary implication and provide

co-ordination in matters affecting re-

latlonship,, dealin—s, protocol, handling

of reruests ~nd <eneral unirormity and

supervision 1ir the restraint or freedom
ermitted such Service Attaches or '
epresentatives in obtaining such Information.

{¢) The Committee v1ll as aprears necessary
maintaln a record of the more important
exchanges. of Informatlon and provide a
medium whereby information requlred by one
Service may be obtained agalnst. lnformation
supnlied by another Service.

(d) That the Committee will take under con-
slderation and glve culdance on apnropriate
matters that may be referred to 1t by the
rrmed Services or other Departments nnd
may advise on any matters thnt vill make
Tor genernl uniformlty and co-ordination in
m?tters fn1ling within (a), (b) and (c)
ahove,

{e) That the Committee will meet from time
to time as may be necessary but to ensure
continuity and overnll supervision snd co-
ordination of pollcy, meetings wlll be held -
at not greater lntervnls than two months.
apart.

ap ﬁ}g;ebwmodore,ﬁﬁﬁﬂF
o’

1

Ak

¢ [, -
‘0““ R
A Ju

LI 4

RV
(3@1%0 ;jenk

\ Y ‘J . e
..-'::"'. - ,r"’"
is Colonel, G.S,

‘ i1

Sy 74
i / IYV' C£:;4711.6L~k~\‘*»ﬁwfﬁm .

i
'
{0

{Ho5. Rayner) Captoadn, R.Col.

000146




] Document disclosed under the Access to Information Act -
- . Document divulgué en vertu de la Loi sur I'accés & I'information
. -

COPY

™ TOP_SECRET
- CSC 120 & 500-1

DEPARTMENT OF NATIONAL DEFENCE
OTTAWA, Canada,
11th January, 1946,

Chiefs of Staff Committee

The Secretary,
Canadian Joint Intelligence Committee.

Exchange of information with foreign powers

1. At their 34lst meeting, held 8 Jan U6,

the Chiefs of Staff considered the report of the

Joint Planning Sub-Committee regarding exchange

of information with foreign powers (memorandum to
Chiefs of Staff Committee - Army file HQS H5199-R.A. FD3
(DMO&P) dated 18 Dec 45),

2. The Chiefs of Staff felt that the procedure
proposed in this report might be susceptible of some
simplification in view of further despatches which
had been received from the U.K. government outlining:
thelr practice in these matters. .

3. The Chiefs of Staff did not approve the

Planners' report and directed, in the light of the

more recent information received from the U.K.

government, that this report be re-examined by the

Joint Intelligence Committee, assisted by other

government departments concerned, and that further
| recommendations be submitted in due course.

L, I am therefore enclosing a copy of the
despatches containing information regarding the
U.X. government's policy in these matters.

(signed) E.W.T. Gill,
Lieutenant-Colonel,
Secrétary,
Ghiefs of Staff Committee.
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Y : ~r -2
| | A 550 203182
11lth January, 1946,

The Chalirman,
Joint Planning Sub-Committee.

Exchange of information with forelign vowers

1, At the 2341let meeting of the Chlefs of
8tarr Committee, held & Jan 46, consideration was
riven to the report of the Joint Planning Sub-
Sommittee, dated 18 Dec 45, concerning the above
subjJect and the recommendations put forvwvard vere
not approved. :

2., In view of further despatches vhich have

been receilved from the United Kingdom government. the
Chiefe of Staff declded to direct the Joint Intellipence
Committee in consultation with other government depart-
mente concerned, te re-examine the above-mentloned report
in the light of the more recent information.

i G
VAR N \ R :
| P - 4/’ /du“ ”23§2;4< e 5b>4£z;;éz
9,0@), ,t*f’ . (E.W.T. 6111)
(}).3 TR “9‘/(?) ﬂ% Liesutenant-~Colonel,
- gt

Secretary,
Chiefs of Staff Committee,

cc - D of P, Navy v~
DMO&P , ’ Army,
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CHIEFS OF STAFF COMMITTER

The following minute is promulgated for information and
for necessary action,

Meeting held Tuesday, January 8th, 1946, File No, N.S. 1550-2

IV, Exchange of Information with Foreign Powers (CSC 121)

The Secretary reported that, following a decision by
the Cabinet that the principle of reciprocity be adopted for the
exchange of technical information and intelligence with foreign
powers, the Joint Planning Sub-Committee had been directed, in

9 consultation with officials of ‘other government departments, to
}5()(, ( recommend the procedure for implementing this policy.

\ That Cormittee had now recommended that a Foreign Liaison
‘ﬂl),/\/ //75 Ahv1sory Committee be created which would report to the Chiefs of
Staff Committee, and that its membership include the Joint Planning
Sub~Committee, the Joint Intelligence Committee and representatives
lﬁ> //K:) of Externmal Affairs and:. the National Research Council. The new
[/ Committee would become responsible for the formulation of poliecy

regarding the security and release of technical information and
A/wr/f’

»1ntelligence to foreign powers, .
f?dfﬂg& (Report of Joint Planning Sub-Committee, 18th December,
8.6,/

'1945, Army file H.,Q,S. 5199-R-A F,D, 3 (D.,M.0, & P.)

Since the report had been sutmitted, despatches had been
received from the United Kingdom government outlining their practice
on these matters.

The Committes:

(a) noted the report submitted and agreed that the
procedure outlined therein might be susceptible
(;QZ . » of some simplification; and

"1:Ei:;27 (v) agreed to direct the Joint Intelligence Committee

t0 re-examine the Planners' report in the light

‘EIL) a. of the recent information recejived from the United
§XA!’“Qéi Kingdom, and make further mmendations,

t&
" /&é nM = e e T

January 10th, 1946.
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OFFICE OF THE HIGH COMNISSIONER
FOR THE UNITED KINGDOM
EARNSCLIFFE
OTTAWA.,
31st December, 1945,
1085/8 |
TOP SECRET

Dear Mr. Robertson,

I have been informed by the Secretary of
State for Dominlon Affairs that the United Kingdom
authorities have recently been giving consideration
to the policy to be pursued with regard to the
disclosure of technical information about weapons
and equipment to other members of the Commonwealth
and to foreign nations.

The policy to be followed by the United
Kingdom authorities as approved by the United Kingdom -
Government in this matter is set out in a memorandum,
a copy of which I enclose herewith.

I have been asked to inform you that the
United Kingdom Government have suthorized departments
to disclose to the Governments of the Dominlons and of
India all information of use to them up to and including
the categories of "Secret" and "Top Secret".

'he policy of strict reciprocity at present
belng applied in the case of the Union of Soviet Socilalist
Republics, to which reference is made in paragraph 12
of the memorandum, was described in the Secretary of
Ptate's Saving telegram Circular D. No. 112 of the 1&th
September.

I understand that for the present Eire is not
being treated on the same lines as the other members of
the Commonwealth. For this purpose, therefore, the word
"Dominions" in the memorandum should be read as exclusive
of Eire. Special consideration is, however, being given
to this particular point and I may later be able to
acquaint you with a ruling as to category into which that
country 1s to be regarded by the United Kingdom authorities
concerned as falling.

Yours sincerely,

(sgd.) Stephen Holmes

N.A. Robertson, Esq., A
Under-Secretary of State for
External Affairs, Ottawa.
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EQE%§EQEEE ~ MEMORANDUM
DISCLOSURE OF TECHNICAL INFORMATION
T0 OTHER NATTIONS.
General
1. The end of the war calls for a revision of policy

regarding the disclosure to other nations of technical information
about weapons and equipment. The existing rulings were based upon
war-time conditions and in most respects no longer apply.

Definitioh

2. . "Disclosure of technical information" in this
memorandum includes disclosures involved in the sale of equipment.

Purpose of disclosure of information

3. Disclosure of technical information to foreign nations

1s considered desirable:-
(a) When it is in accordance with foreign policy
and -

(b) If it does not conflict with anything in strategic
policy, and

(c) If it is likely to be. of benefit commercially.

Need for continued secrecy

b, There will always be some information about British

research and development about which secirecy must be maintained. This
is kept to a minimum by frequent review, The secrecy of a weapon or

item of equipment must vary with the number of people who handle it.

If 1t is about to be widely used, it will be manufactured on a large
scale and therefore cannot be kept secret. Secret items, therefore,
should normally only be those which are not yet in quantity productions,

although there will be exceptions to this rule.
Agreement with the U.S.A.

5e Despite the end of the war, it is still desirable

to keep in line with the United States authorities in respect of dis-

closure of classified information to foreign countries. Only thus

can 1t be assured that neither side discloses to a third party infor-

mation which the othér wishes to keep secret.

Re-equipment of Foreign Nations

6. The United Kingdom Chiefs of Staff have already pro-

posed that the United Kingdom should assist the rdbuilding of the armed
forces of France, Belgium, Denmark, Holland and Norway. If this is to
be done effectively, gome secret information may have to be disclosed.

7. These proposals have been approved (with minor
alteratlons) by the United Kingdom Government. The United States

Government was consulted, and proposals were then made by the United
Kingdom Government to various nations, as a result of which the United

Kingdom Service Departments now have commitments in various degrees
for the re-equipment of all the countrles above named, and also of
Greece, Czechoslovakla and China.

/Categorisation of Nations
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Categorisation of Nations for disclosure purposes

g. In the light of the foregoing considerations, a
standard policy has been approved by the United Kingdom Government

in which nations are categorised as described below for disclosure
purposes. In each category the nations may, in matters of interest
and use to them, receive at the discretion of departments, information
up to and including the classification for that category.

CATEGORY A

Q. Nations in this category may receive up to and
including "Top Secret" information. The nations entitled to receive
this special treatment are first the Dominions and India, and

secondly the U.S.A., should they agree to collaboration in research
and development.’

' CATEGORY B

10. Nations in fhis category may receive up to and in-
cluding "Confidential" information. This category will include the
following near and friendly neighbours:-

France
Norway
Denmark
Holland
Belgium
Greece
Turkey

Any further refinement by way of sub-dilviding Category "B" and
allowing more information to some nations in it and less to others
1s considered undesirable and likely to cause confusion.

If, however, 1t is at any time considered that
Secret information should be given to a category "B" nation in
accordance with paragraph 6 above, each case will be referred for
further consideration by the authorities concerned.

CATEGORY C

11, This category should include all nations not placed

in Category "B"., It could perhaps be assumed that any 'Classified'
information passed to such nations would be liable to be circulated
among them so that 1t would cease to be 'Classified'. They should
therefore, normally not be given any 'Classified' information although
they might be given "confidential' or "restricted" information with
the approval of all U.,K, Services concerned.

Position of the U.S.S.R.

12, Disclosure of information to the U.S.S.R. should be

on the basis of Category 'C' classification, but subject to special

directives laid down from time to time by the Chiefs of Staff. The

directives at present in force require a strict reciprocity in

exchange, and the co-ordination in London of all requests for dis-

closure of information. It has also been agreed with the U.S. Chieéfs

of Staff that:-

(a) there should be consultation before information or intelligence,
other than operational, is passed to Russia;

(b) neither party should pass information or intelligence derived
wholly or in part from the other party's sources without the
latter's consent.

/Industrial Considerations
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Iﬁﬁﬁstrial Congiderations

13, The views of Sir William Palmer's Committee
as to how industrial interests may best be secured under
this policy are accepted.

Information may be Government-owned or
privately-owned; secret or not secret; wholly patentable,
wholly unpatentable, or partly patentable and partly unpatentable.

(a) Wholly patentable, i.e., the whole of the information
can be protected by a patent specification.

If secret the U.K. Government will in all
cases acquire the right tc a secret patent in
the U.K. and disclosure to a foreign Government
should as far as possible be made on the following
condition:

that the information is kept secret and
the Government of that country will grant
to the U.K. on request patent protection
of suitable priority.

If not secret, i.,e., such that publication in a
patent specification is permissible, no problem arises.
Government-owned inventions should be examined to see
whether foreign patents should be obtained and exploited.
In the case of privately-owned inventions the recipilent
Government should be referred to the owner, to negotiate
terms.

(b) Wholly unpatentable, i.e. the information, while commercially
valuable, 1is not of the kind which can be protected by a
vatent specification.

Govermment-owned information should only be supplied
if a quid pro quo is obtained - strategic, monetary or
both - worth the value of the information.

In the case of privately-owned information the
foreign Government should merely be put in touch with
owner, but if the nature of the information 1is secret
the owner should be warned that he should communicate
the information only to accredited representatives of
the foreign Government who are pledged to maintain
secrecy.

(c) Partly patentable and partly unpatentable, The only
important case is where the information as a whole is )
secret and unpatentable e.g. the layout, dimensions and
specification of an asero engine, while some parts are
patentable and may be patented without fear of disclosing
the general design, e.g. a magneto.

The patented and unpatented parts should be treated
separately as in (a) and (b) above but in the case of
privately-owned patentable information care should be taken
to inspect any patent applications before they are filed
in the foreign country by the owner, to make sure that
they do not disclose any secret information.
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| (d&\ Departments who are negotiating with Foreign Governments

| for the Communication to them of information of commercial
value may, depending upon the particular circumstances,
decide to carry out the negotiations themselves and may
lay down the terms upon which the information may be used
by those Governments, or they may decide to entrust the
negotiations, under suitable conditlions, to private firms
or individuals. A /

Conditions for Disclosure

1k, The following conditions should be laid down and
agreed to by all nations to whom information is disclesed:-

(a) Security

(1) The information received should be safeguarded
under the same rules of gecurity as the U.KX,
authorities themselves impose.

(11) The information is disclosed anly for the
use of the recipient Government and such
of 1ts contractors, under seal of security,
as it may notify to the U.K. Government in
writing. Disclosure to any other Government,
or publication to the Press or in any other
way, would constitute a breach of the agreement.

(b) Reciprocity

It should be a condition of disclosure of informa%ion
(as opposed to sale) that reciprocal facilities be
given in return; even though some nations can offer
little at the present time this condition might be

of value later.

Duration of proposed policy

15. It is considered that the basic policy of disclosure
by categories should continue indefinitely, although its application
will depend on changing strategic and political factors which will
necegsitate periodical review., It is therefore proposed to

review periodically the countries to be placed in each category.

Control

16. Disclosures should not be controlled locally, e.g.
by theatre commanders. Control should be exercised in London.

Date of Implementation

17. All departments should put the above policy into
force as an interim measure, though it may be liable %o
modification in the light of the policy to be adopted by the
U.8. authorities.

Conclusions

18, (a) The various war-time policies respecting exchange
: of information should be revised to accord with
long term policy with regard to the re-cquipment
of the Armed Forces of foreign countries.

(b) For this purpose the nations should be classified
in three categories to which material of varying
security classifications may be given, subject to
such exceptions as may be agreed from time to time.

000155

%@ o




Document disclosed under the Access to information Act -
Document divulgué en vertu de la Loi sur I'accés & I'information

(¢c) Digclosure should be subject to maintenance
of security comparsble to that obtalning in
the U.X. and reciprocity.

(d) To protect the interests of industry, suitable
procedure should be adopted to cover patented
and unpatented information.

(e) The duration of thie policy should have no

fixed terminal date, but its implementation
should be reviewed periodically.
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CHIEFS OF STAFF COMMITTEE

; SECRET
1 : csc 121
| C. A, S, | Date 26 Dec 45
¢. N. s.L/”fﬂ CnanQ
. o s 208593 3
. o. . . /;/_5"4 - .

Forwarded herewith is copy of Report

from theJJoint_Planning Sub~Conmittee
dated 18 Dec/45
in regard to Exchange of information with foreign powers,

e —

This matter will be placed on the Agenda of
the 3418% neeting to be held 4 dan/4h

Coples of despatches exchanged

P o ! ’i
bgtween External Affairs and Canadian uwﬁﬁaﬁyﬁsz/«yfzéiéggy
High Commissioner in U.K. on this (E.W.T. G11l)
subjecet also attached, Lieutenant-Colonel
8 Secretary. 000159
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(41) A system whereby informatlon to be released
and reruests for information from Forelgn
Powvers wlll be funneled to negoticting
channels.

(111) The exchnnge of technicnl and research in-
formation of milltary implication should be
handled on the snme hasls and ~overned by
simlilar yprinciples »s non-technical inforing-
tion, Zvaluating and securlity requirements
of technical information should, howcver,
be renferecd by experts 11 an advisory
capacity.

(b} Pollcy snd relatlonship vis-a-vis a Forelgm
Pover 1s exerplified as follows:

(1) “1th countries riaich 1t 1s desired to
asglst such as the Unlted Stotes there
mould te considershle exchan~e of informa-~
ticn., Reclprocation would be on a very
general basls,

(11) The other extreme would be in exchaneing
Information w1th & country 1t is not
desired to asslst and negotlations would
ge garried out 71 a strict "quid pro quo'

asls.

ga L The Sub-Committee therefore recommends as
ollows:

(a) That a Forelgn ILialson Advisory Cormitiee
be created rvhich vould report to the Chlels
of Staff Committee and 1ts membershlp coms
prise the Jolat Plannins Sub-Cormittee,; the
Joint Intelligence Commlttee, a reoresentative
of Ixternal Affalrs an’ a represensative of
National Research Council.

{b) Thot the Secretary of the CSC be aprolnted
Secretary of the Commlttee to ensure con-
tinuity, back~round rnd informatlon on
matters which vill ¢ome before 1t,

10, The Terms of Reference nroposed for this
Commlttee are:;

{a) That the Comilttee be responsible for
formulating snd keepins under revien
policy resarding the securdty and rele~se
of informa*ion ©o Forelsn Powers which may
be of military import or concernins ’
Cannda's wrr potential. The application
of the policy viil remnin the responsi-
bllity of the respective Service or Depart-
ment receiving the request for information
wlth the proviso that the Comlttee vill
act in an advisory capaclty in deniing
with the release ¢ obtalning of information
affecting more than one Service or where the
service concerned is in doubt,

/3
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That the Committeg keep under review the

general pollcy ragarding Service Attaches
and representatives of Forelzgn Powers

in Canada concerned 1n obtalning informa~
tion of military implication snd provide
co-ordination 1n matters affecting re~
lationshlp, dealinss, protocol, handling
of recuests ~nd zeneral unifermity and
supervision 1r the restraint or freedom
permitted such Service Attaches or

Representatives in obtalning such information.

The Commlittee wlll as aprears necessary

maintain a record of the more lmpertant

exchanges of 1nformatlion and provide a

mediuvm whereby information required by on=2

Service may be obtained against.information
supplied by another Service. :

That the Committee will take under con-
slderation -and sive guldance on apnropriate

matters that may be referred to it by the

Armed Services or other Departments and

may advise on any matters thnt will make |
for genernl unlformity and co-ordination in
matters falling within (a), {(b) and (c) .

above,

That the Commlttee will meet from time
tc time as may be necessary but to ensure
continuity and overnll supervision and co-

ordlnatlon of policy, meetings will be held
at not greater intervals than tvo months
apart.
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Privi Council Office
\

Ottawa.....¥CGe LY,y ~YEVE.

—_— E.W.T. Gill.
4&‘”" 7~ AM, 000163



(INCOMING)

SECRETARY CHIEFS OF STAFF COMMITTEE {(ACTION)

cusmM 58

YOUR C3C 1033

FOR CANADIAN CHIEFS OF STAFF COMMITTEE OTTAWA
FROM CANADIAN JOINT STAFF MISSION LONDON.

REPORT REFERRED TO IN YOUR PARA 1 HAS REACHED
BRITISH CHIEFS OF STAFF WHO HAVE NOT YET HAD TIME TO CONSIDER 1T.
ASSURED THAT WHEN MATTER MAB BEEN REVIEWED BY THEM DETAILS WILL BE
COMMUNICATED AS SUGGESTED IN YOUR PARA 3.

, ‘ CANMIL I TRY
.,’.1/
@ *%7 5418 HKre
@Jw.m W 4//

M.F.M. iE
R irsssaome K. 2oais GORPY B e-w s TiForMATIONCOPY

/1 SECRET.
—_— T , PLACE FROM DATE & TIME
LONDON, ENGLAND 114302/06C/45
C.G.S. M.S. GRRECHENP.
(ACTION) ' - .

NQTE: THIS MESSAGE HAS BEEN DISPATCHED IN CIPHER AND MUST NOT BE PUBLISHED OR DISTRIBUTED
OUTSIDE GOVERNMENT DEPARTMENTS, OR HEADQUARTERS OR RETRANSMITTED WITHOUT BEING PARAPHRASED.
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cipueR/ ARMY MESSAGE: CLASSIFIED

JN PRINTERS LIMITED-IE
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R CIPHER g HARMY MESSHGE FiLE- CSC 450

o (OUTGOING) i
2 O Sl PLACE L DATE

. TQ Lieutenant-Colonel F.I. Walter,.  OTTAWA, Ont. 11 Dec 45
Joint Seeretary, :

; Canadian Joint dtart uission, VAESY
L L £
London, England : 3387

C8C 1033 SECRET (.) 5“3938
fatiew POLLOWING FOR CANADIAN JOINT STAFF MISSION
LONDOR FROM CHIEFS OF STAFF OTTAWA (.)-
“E ARE INFORMED 5Y CJSM WASHINGTON THAT BRITIS

/ JOINT STAFF HAVE HADE REPORT TO LONDON ON THE
QUESTION OF THRIR POST WAR SEAVICE REPRESENTATION
IS THE USA (.) THIS REPORT IS SASED ON THE
ASSUMPTION THAT USA wWILL AGREE 10 UK PROPUSAL FGR
FULL COLLABORATION IN EXCHANGING TECHNICAL
INFO MATION AND COVERS FIELDS OF (A) INTELLIGENCE
(5) TECHNICAL AND SCIENTIFIC RESEARCH AND
DEVELOPMERT (C) TRAINING AND COSMUNICATIONS 30T

DOGS ROT COVEL BJSM PHOPER OR STAFPFS POL LIQUIDATION |
SUPPLY

OF WORK IN FISLDS OF PHROCUSBUBHT AUPPLY AND FINance(.
WASHINGTON
EALA T60 CJSH WASHIGNTUN STATE THAT THEY TOOK HO PAXT IN

PREPAKATION OF REPOLRT SUT RSPIESERTATIVES ATTIENDED
PISCUSOIONS AS OBSEIVENS (.)

Pais THRGE GE ARE PASSING THIS INPOMUATION TO YOU SIECE THE
REPOET 15 OAID T0 BE& CORTAIN MWEK;AIIUN THAT

ORIGINATOR’S INSTRUCTIONS

IF THIS MESSAGE IS LIABLE DEGREE OF PRIORITY TIME OF ORIGIN
THis MEssaGE musT BE seNT IN CIPHER O EE Al siED: :

INDICATE BELOW.

BIGNED e e—mepe e e e s | mmmmeeeeeeecesesemeseee e | o

B o

g LA o O L BN
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ARMY MESSAGE
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; 2 (OUTGOING) :
1 o PLACE s DATE
t& 2% j.w{.}
uk
UK SERVICE LOBDUN SROULD 18FORE

DOMIRIOHS OF

COLLA 0ERATION W1TE UsA

AUTHORITIES IR

CE R
w4 Sek

TR Mmapyis
ASiNG TASEN

o
b

Distribution by CsC

f&fmy Ji’,s- . e -n(‘:)

{v iTs‘ Qo /
e i ; 2P fadfsd
. <3 g.'u . ﬂxf’ Y ? j
LVelleDy [

File

ORIGINATOR'S

INSTRUCTIONS

T0 INSULE

IN THE VARIOUE PIELDS

CONTINU:D

THIS MEsSsAGE musT BE seNT IN CIPHER

IF THIS MESSAGE IS LIABLE
TO BE PUBLISHED,
INDICATE BELOW,

SIGNED.______ i.f;f.g. za.....‘._'_-.,g}.i_ }_}--.,& ._,{ﬂ} ........

DEGREE OF PRIORITY TIME OF ORIGIN
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SECRET

No: A.609 6th December, 1945,

Sir,

I have the honour to refer to your despatch
No. 1993 of the 9th November concerning the disclosure
of technical ‘information and intelligence. I have
communicated to the appropriate United Kingdom authorities
the decision of the Canadlan Government to adopt a policy

- of exchanging technical information and intelligence with

the Soviet Union on a basis of strict reciprocity.

2. - A detailed memorandum has been prepared by
the Chiefs of Staff Committee here to govern the
execution . of the similar policy which is being followed
by the Unlited Kingdom in this matter. This memorandug
has now been approved by the Defence Committee of the
Cabinet and has been transmitted to the United Kingdom
High Commigsioner in. Ottawa. A full statement of the
position on the lines laid down in the Chiefs of Staff's
memorandum is shortly to be communicated to you.

3. In the meantime, you might wish %o have a
short summary of the contents of the memorandum, which
Mr. Le Pan of my staff has been allowed to see. Three ‘
categories have been established among countries which
may receive technical information and intelligence:

(a) the first category comprises the
nations of the Commonwealth and the
United States. Documents up to and
including "top secret! may be communicated
to any of the nations in this category.

(b) The second category comprises a number
of nations which, for one reason or
another, have relations with the United
Kingdom of special intimacy. They are:

France
Belgium
Holland
Norway
Denmark
Greece
Turkey.

Techhlcal information marked "confidentiall
may be communicated to these countries without
any reference to London.

(¢) All other countries. No information under any
security marking may be communicated to these
countries.

(d) The Soviet-Union is in a special category by
itself., In the case of information to be -
communicated to the Soviet Union, it has
been laid down, first, that no information
will be transmitted unless comparable information
is received in return and, second, that each
separate request for information must be '
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referred to a special sub-committee of

the Chiefs of Staff Committee which has
been-set up for this purpose. It has also
been agreed with the United States Chiefs

of Staff that there will be continual
consultation with them ower any proposed
releases of information to the Soviet Union
and, in varticular, that care will be taken
not to communicate any information which came
originally from a United States source before
the United States Chiefs of Staff have had
full opportunity to congider the matter.

b, - I gather that United Kingdom Military Attaches
in those countries included in categories (a) and (b) will

be free to communicate to the Governments to which they are
accredited technical information up to and including the

security markings authorized inthe Chiefs of Staff's

memorandum without reference to the United Kingdom Government.
Requests, however, from any other country to receive security
information must, in all cases, be referred to the specisal
Sub-Committee which has been set up for this purpose.

5. It will be observed that the scheme of
categories established by the Chiefs of Staff's memorandum

is not without interest in relation to the Unlted Kingdom's
foreign pflicy. It sets up a system of concentric circles.

In the innermost circle are the nations of the Commonwealth
and the United States; in the second ring, are the countries
of Western Europe and two other countries which are bound

by special ties to the United Kingdom; all other countries

are consigned to the outermost circle; there is then a special
category established for the Soviet Union with which exchanges
must be conducted with special caution.

I have the honour to be,

Sir,
Your obedient servant, |
(sgd.) Vincent Massey.

L)

The Secretary of State for
Externsl Affairs,
OTT AW A,
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COPY
T¢ SECRET
4037

6th December, 1945,

[

N
\‘» L

No: A.609

- S8ir, : 209993

I have the honour to refer to your despatch
No. 1993 of the 9th November concerning the disclosure of
technical information and intelligence. I have communicated
to the appropriate United Kingdom authorities the decision
of the Canadian Government to adopt a policy of exchanging
technical information and intelligence with the Soviet
Union on a basis of strict reciprocity.

2. A detailed memorandum has been prepared by

the Chiefs of Staff Committee here to govern the execution

of the similar policy which is being followed by the United
Kingdom in this matter., This memorandum has now been
approved by the Defence Committee of the Cabinet and has been
transmitted to the United Kingdom High Commissioner in Ottawa.
A full statement of the position on the lines laid down in the
Chiefs of Staff's memorandum is shortly to be communicated

to you.

3. In the meantime, you might wish to have a short
summary of the contents of the memorandum, which Mr. Le Pan

of my staff has been allowed to see. Three categories have

been established among countries which may receive technical
information and intelligence:

(a) the first category comprises the nations of
the Commonwealthpand the United States.
Documents wup to'wnd including "Top Secret” }%ﬁﬁﬁbégﬁwa
may be communicated to any of the nations in
this category.

/
(b) the second category comrpises a number of ggﬁﬁl/’
nations which, for one reason or another, have
relations with the United Kingdom of special
intimacy. They are:

‘ France

Belgium
Holland
Norway.
Denmark
Greece

' Turkey

Technical information marked "confidential®
| may be communicated to these countries w thout
| any reference to London,

(¢c) All other countries., No information under any
security marking may be communicated to these
countries.

(@) The Soviet Union is in a special category by
\ itself, In the case of information to be
. communicated to the Soviet Union, it has been
! laid down, first, that no information will be
\ transmitted unless comparable information is
: received in return and, second, that each
i separate request for information must be referred
\ to a speclal sub-committee of the Chiefs of Staff

Committee which has been set up for this purpose,
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It has also been agreed with the

United States Chiefs of Staff that

there will be continual consulation..

with them over any proposed releases

of information to the Soviet Union and,
in particular, that care will be taken
not to communicate any information which
‘came originally from a Unlted States
source before the United States Chiefs of
Staff have bhad full opportunity to consider
the matter,

4, 1 gather that United Kingdom Military Attaches
in those countries included in categories (a) and (b) will

be free to communicate to the Governments to which they

are aceredited technical information up to and including the
security markings authorized in the Chiefs of Staff's
memorandum without reference to the United Kingdom Government,
Requests, however, from any other country to receive security
information must, in all cases, be referred to the special
Sub-Committee which has been set up for this purpose,

5 It will be observed that the scheme of categories
established by the Chiefs of Staff's memorandum is not
without interest in relation to the United Kingdom's foreign
policy. It sets up a system of concentric cirecles. In the
innermost circle are the nations of the Commonwealth and the
United Statesj in the second ring, are the countrles of
Western Europe and two other countries which are bound by
special ties to the United Kingdom; all other countries are
consigned to the outermost circle; there is then a special
category established for the Soviet Union with which exchanges
must be conducted with special caution.

I have the honour to be,
Sir,
Your obedient servant,

(signed) Vincent Massey.

ENTERED
OGN CARDS
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> - CHIEFS OF STAFF COMMITTEE

IR A | OTTAWA |

\ E | c8c 132

‘ ‘ . Date Dec 8th 1945.

. ;itW | .
C; Ay 8. .(/(,6 (
Gy N S"'W | 1@ 5’%@’?302/ .
_ v S - VO A g

6. 6. 8. SN /$ 502748

i (" Forwarded herewith for your information and re-
l ntibn, is the following: Copy of memo from CJSM London,
 ~qVYM)%211aborgtion with the U.S3. on Research and Development.
Y P

‘.ﬂl‘b , /é){yﬂﬁu . \ZM |

we ) ~ (E.W,T.G111) |
‘4 .J\Z . ' Secretary.

ol b
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CcJuM(5-1)
London,
CANADIAL JOLT STAPF MISOIOH 209
70p SECRET 27th hoverber 1945,

FROI: Becretary,
Canadion Joint Staff Uission
¢/o Canadlan 11ilitary Headquarters,
2 Cockspur 8trest,
London, S.i.l.

w3
QO

Secretary,

Canadian Chiefs of Btoff Committee,
Rost Block, -

Parliasment Buildings,

Ottawa, Canada.

Collaboration with the U.S. on Resesrch and Development

1. It will be recslled that, in conformity with arrangements
nmade with the British Chiefs of Staff, the Canadien Joint Staff
Mission aroc from time to time invited tc view papers which mey be
of interest to your Committee.

2. Today the Cansdian Joint Staff Nlission was able to exanine
a minute on the m/n subject. This minute was addressed to the
British Chiefs of Staff Committee by tho Sccrotary of that body
and is dated 22 liov 48, .

e In thisz documsnt the British Chiofs of Staff are reminded
of & telegram from the British Prims Ninister to President Truman
which was forwarded on 18 Aug 45 and in which it was suggestod tc
the President of the United S,atos that Anglo - U,S5, colladboration
and exchange of information on reseerch and developmont in tho
£1c1d of defence should continue in the poatewar poriod. President
Truman roplied on 17 Aug 45 and steted that the appropriate U.3, |
agencies would mske a study of the Primo Minister's proposal, -

.""..OQ A
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4. The minute goes on to state that the British Prime
Minister, on the occasion of his recent vislt to Veshington,
agein drew President Truman's attention to this question.
The subject was discussed notably on 15 Fov 45 at which time
the Prime Hinister made & note of the conversation, later
agreed by the President of the United States and which reads

a8 followate

FHW/BC

S - o = .
Document disclosed under the Access to Information Ac
Document divulgué en vertu de la Loi sur ['accés a l'information

-2-

1 d1scussed the matter of post-war co-operatlion
in defence resources stressing the polnt of the
great advantage ¢f our keeping in line with regard
to equipment and weapons and also having a common
defence doctrine. I expended these points at

some length, and the President entirely agreed
with me. < drew his attention to my letter of
August, and he said the matter was now belng

taken up with their Chiefs of Staff., I pointed
to the need for the matter belng brought to a
head in order to prevent our going separate ways."

(Sgn) F.E. Walter

{P.H.Walter) Lt-Col.
Secretary
Canadian Joint Staff Mission
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MEMORANDUM TO (1) B+SRler
(2) S+6-ifS—
(3) D.W.T.
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36 Vol. 1

(staff)

Disclosure of Technical Information to Foreign

Governments

Reference éopy of U.S.N. administrative
Order re m/n subject, two folios down.

It is. recommended:-

as accorded by them to Canada, and

other Governments.

possible, to N.M.C.S. for U.S.N.

doubt.

as widely and as long as possible.

L. It is sutmitted that such an order is
desirable for our own protection. :

a ("},\ 2271 A&
4 o 1

\Sx e (A/S RESEARCH)
2 14.11.45

R.C.N. is taking approximately parallel security
precautions, such knowledge might, in itself, be

enough to turn the balance for the granting of clearance
for disclosure on items which might otherwise be in

(a) that a similar order be drawn up for R.C.N.
showing no restriction on disclosures to
members of the British Commonwealth, the
same preference in disclosures to U.S

N.

practically no disclosure whatsoever to
\ (b) that copies be forwarded, as quickly as

‘ 2. It is considered that if U.S.N; is aware that

3. It is submitted that every effort is worthwhile
to hold open the door for the receipt of information
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OTTAWA, November 9, 19Us.

"~ Y
iﬁv SECRET
No. 1993
Sir,

I have the honour to inform you that the

Government has giveh consideration to the question -raised
in telegram Circular D, 112 of September 1&th from the
Secretary of State for Dominion Affeirs, concerning
exchange of technical information and intelligence. We
were informed that in future the United Kingdom authorities

" propose to supply intelligence to the Soviet Union on the
basis of gtrict reciprocity.

The Canadlan Government has decided to adopt
a similar policy for the erchange of technical information
and intelligence to the Soviet Union and details in connectlon
with the implementing of this policy are being considered
by the appropriate service officers in consultation with
members of this Department.

In working out a detailed procedure it would
be helpfu1 to have from the United Kingdom authorities some
indication as to the means by which this policy is to be
applied. - Ve are particularly interested in the practice
governing the exchange of information through Service Attaches
since our contact with foreign forces is largely through such
channels.

It would also be valuable to know what type of
information the United Kingdom is considering for this
exchange. Is 1t, for example, proposed on the basis of
reciproclity to exchange information classified as secret
or under any other security marking?

I should add that the Canadian authorities
would not, of course, consider the disclosure of any
information supplied originally by the United Kingdom
without the authority of the senders of such information.

I should be glad if you would inform the
United Kingdom authorities of our decision in this matter
and consult them in relation to the questions I have raised.

I have the honour to be,
Sir,
Your obedient servant,

J.E. Read.
For Acting Secretary of State for
External Affairs.

The High Commissioner
for Canada in Great Britain,
LONDON, S.W.1.
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OTTAWA, November 9, 1945,
SECRET

No, 1
Sir,

o

I have the honour to inform you that the
Government has given consideration to the question
raised in telegram Circular D, 112 of September 18th
from the Secretary of State for Dominion Affairs,
concerning exchange of technical information and
intelligence. We were informed that in future -the
United Kingdom authorities propose to supply intelligence
to the Soviet Union on the basis of strict reciprocity.

The Canadian Government has decided to
adopt a similar policy for the exchange of technical
information and intelligence to the Soviet Union and
details in connection with the implementing of this
policy are being considered by the appropriate service
officers in consultation with members of this Department.

- In working out a detailed procedure it would
be helpful to have from the United Kingdom authorities some
indication as to the means by which this policy is to be |
applied. We are particularly interested in the practice
governing the exchange of information through Service Attaches
since our contact with foreign forces is largely through

such channels,

It would also be valuable to know what. type
of information the United Kingdom is considering far this
exchange., Is it, for example, proposed on the basis pf
reciprocity to exchange information classified as seciet
or under any other security marking?

: I should add that the Canadian authorities
would not, of course, consider the disclosure of any
information supplied originaliy by the United Kingdom
without the authority of the senders of such information.

I should be gladlif you would inform the
United Kingdom authorities of our decision in this matter
and consult them in relation to théd questions I have raised.

I have the honour to be,
Sir,
Your obedient servant,

J.E. Read,
for Acting Secretary of State for
External Affairs,

1

‘

The High Commissioner
for Canada in @reat Britain, /
LONDON, S.W.1. /

- ENTERED
;.ON CARDS
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(NAVAL SERVICE)

P

MEMORANDUM FOR FILE

: The following is an extract from the minutes of
a meeting of the Cabinet held October 25th, 1945: '

Exchange of Technical Information with Foreign Powers

S| s,

The Secretary reported that, consequent upon the
end of the war, a new policy was being adopted by the governments
of the United Kingdom and the United States in respect to the
exchange of technical information and intelligence with foreign
powers. The Cabinet Defence Committee had recommended that Canada
pursue a similar course,

, The Cabinet, after discussion, agreed that the
principle of strict reciprocity be accepted for the exchange of
technical information and intelligence with foreign powers,

/)>$é??' g@proceduresfor implementing this policy to be worked out by the

-\

-

N
DA%

. .
n.eNS,

Services in consultation with officials of the departments
ocncerned.

[t ée\u‘ |
'ﬁ/ 50(50' W(/L@

Lieutenant (S) W.R.C.N.S.

;802
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ROYAL CANADIAN AIR

Ottava, October 26, 19u5,

SECRET
Colonel J.H, Jenkins,
MO & P
In reply to your HQS.5199-R-A FD 3
(IMO&P) dated 24 October, 1945, I consider that a joint
meeting of the Planning and Intelligence Coumittee as
suggested would be most desirable, and therefore pro-
gose that we assemble in my office on Tuesday, November
, 1945, at 1430 hours.
I would be grateful if you would com-
+ municate with the chairman of the Joint Intelligence
Committee, and request that he notify his members of
this meeting.
Vs PIE
w“»' 2n M» ™
Raall '—&b A o dle
’ V‘j:ﬁ W Air Commodore
Cr) M& N \ D/AMAS
cC - Capta.in Rayne \\“\U |
This meeting will consider |1 |
exchanges of information
with foreign countries,
t
2 SV
\W\
¥

E y\ua
R.C.A.F. G 32z

k]
2000M—3-44 (3888) -
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/ Department of Rational Defence
Ottatwa, Canada,

/Mm‘&o | 18 Oct 45
M\) /'4{5 @hiefs of Staff (ﬂnmniiitn.

The Chairman, v / :
M T, Joint Planning Sub-Committee.
var |- Exohange of iechnical information and
,_D,J 2 antelidlgence with foveign powers. . ..
P
b i ac Lo The Chiefs of Btaff, at their 336th
(" meeting held 12 Oct 45, considered the question of
g 27 policy governing tha exchange of technical information

and intelligence with the U,5.8.R. in the light of
Army memorandum HQS 9078 of 4 Oct 45 {copy of which
has been distriduted to the Chiefs of Staff).

24 They agreed to recommend the adoption
of a policy of reciprocity as outlined in the Arny
nemorandum and,at the same time, directed that the
Planners should work out details of proceflure so as
to ensure the uniform applicetion of this policy by
the three Services, ZThese details should ineclude, if
practicable; schedules releasing inforostion which
might, or,might noty be transmitted under the terms -
ol the neow policy,

3. The Cabinet Defence Comnmittee, at their
meoting of October 16th, also considered this matter
and agreed to recommond to tho Cabinst that the
principle of reciproecity should govern the exchange
of information with all foreign powers as, in their
opinion, such a policy was asctually being followed in
the majority of cases at the present time,

4, While, therefore, the matier must still
g0 before the Cabinet bdefore the new poliey of
raciproclity is formally accepted, the details of the
policy will, without doubt, be left to the Services
to work out. fThere would seen to be no reasons,
therofore, to await Cabinot's decision before asking
your Conmittee to carry out the direction of ths
Chiaefs of Staff, -

5M-12-42(M1781) ‘ 000184




5 . Joint Planning Sub-Committee are
requestod, therefore, to work out, in consultation
with officials of other departments concerned, the
procedures for implementing the policy for the
exchange of teahnical information and intelligence
with foreign countries bazed on the principle of

reciprocity.
(E,%W,T, G111)
Lisutenant«~Colonel,
o Becretary,
Chiefs of Staff Committes,

¢c = D of P, Navy «
DMO&P,  Army ~
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CANADIAN JOINT STAFF =
2222 ‘S’ STREET, N.W. bO:ﬁ‘lS ~ "'0 -~ 12/
WASHINGTON /é é
NAVAL MEMBER 19th Qctober, . . 19,495
FROM: Naval Member, Canadian Joint Staff, "

TO:

WASHINGTON 8, D.C.

" Secretary, Naval Board,
Naval Service Headguarters,
OTTAWA, Ont.

Sub ject: DISCLOSURE OF TECHNICAL INFORMATION TO FOREIGN

GOVERNMENTS - U.S, NAVY ADMINISTRATIVE ORDER

Submitted for the information of the Depart-

ment.

Forwarded herewith 1s copy of U.S. Navy

oDepartment, Bureau of Ships, Administrative Order No.

S 0@/@ 45-

-92 dated 12th October, 1945, outlining the policy
be followed with reference to the disclosure of

44 fdzd”/"’technical Iinformation to Foreign Governments or

Na
4..

DMNIAT,
. 5P

nfmcﬁﬂa?yy&

0,49 (/93/ 4 /

5M—-—5~45(17ﬁ7) 3 A R}L

1onals.

(co % _24/10 N \\ ‘Q/Kk

ml'iolb
} (Ho E. Reid)

Rear Admiral, R.C.N.,
Member, Canadian Joint Staff.
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NAVY DEPARTMENT
BUREAU OF SHIPS

WASHINGTON 25, D.C.

ADMINISTRATIVE ORDER NO. 45-92

Subj: Technical Information to Foreign Governments or Nationals -
Disclosure of

1. Administrative Order Canceled: This Administrative Order
revises paragraphs 3(a)-(c) of Administrative Order 45-25 which
is hereby canceled., It also incorporates in paragraph 6
information which was included in paragraph 7 of Administrative
Order 45-62.

2. Establishment of: In accordance with directive of the
Secretary of the Navy that a central office for the control of
disclosures of classified technical information to foreign
governments be established, the Lend Lease Branch Code 1730,
of the Contract Division is hereby designated to represent the
Bureau of Ships in all matters pertaining to such disclosures
of classified technical information.

3. Designation of: Each Division of the Bureau of Ships
will designate a Foreign Disclosures Clearance Officer who will
be responsible for approving for the Division recommendations
for the release of classified technical information under the
cognizance of the Division. The Lend Lease Branch Code 1730
will be responsible for seeing that all recommendations for the
release of technical information to foreign governments on
items under the cognizance of the division have been cleared by
this Division PForeign Disclosures Clearance Officer.

4., Procedure: In order that the required coordination and
control of the disclosure of technical information by the

Bureau of Ships may be maintained, all personnel of the Bureau
of Ships are directed to comply with the following procedures:

(a) Effective immediately, all requests by the
representatives of foreign governments (other
than the British Commonwealth of Nations) for
U.S. classified technical information, not
previously disclosed to that government, shall
be in writing. The foreign government!'s$ request
should preferably be addressed to the Chief of
Naval Operations (Office of Naval Intelligence)
in which case ONI would endorse the request to
the Bureau of Ships requesting information on
which to base a reply. If, however, a written
request for classified technical information is
received by the Bureau of Ships directly from a
representative of a foreign government (other
than the British Commonwealth of Nations), the
Bureau of Ships will endorse the request to the
Chief of Naval Operations (ONI) incorporating the
Bureau of Ships recommendation as to disclosure
or non-disclosure in the endorsement. If the
Bureau of Ships recommends to the 0ffice of Naval

e o 0 2
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Intelligence that the information be disclosed,. the
requested classified technical information should also
be incorporated in the Bureau of Ships endorsement.
In either instance, the 0ffice of Naval Intelligence,
will answer the inguiry by supplying to the foreign
government the requested information or advising the
foreign government that the requested information
cannot be supplied. In all instances the Bureau of
Ships endorsement to the Chief c¢f Naval Operations
(ONI) recommending approval or disapproval of the
disclosure of requested technical information to
Foreign Governments shall be routed via the Division
Foreign Disclosures Clearance Officer and via Code
1730 for review with respect to prevailing security
regulations and for signature.

Classified technical information transmitted by the
Bureau of Ships by letter to representatives of the
British Commonwealth of Nations shall be addressed
directly to the foreign government representative
and the letter of transmittal shall be routed via
the Division Foreign Disclosures Clearance Officer
and Code 1730. Such letters of transmittal shall
include 2 copies (less enclosures) for Code 1730.
In instances where established procedure is to for-
ward certain types of classified information to
representatives of the British Commonwealth of
Nations via the Office of Naval Intelligence such

- procedure may be continued.

(d)

Discussions of classified subjects between the Bureau
personnel and foreign government representatives,

other than representatives of the British Commonwealth,
shall be strictly limited to matters already disclosed
to the government in question andshall not enlarge

the disclosure which has been made either by the
addition of new topics or later developments on

topics already discussed,

If the provisions of paragraph (c) above are complied
with, neither the request for information nor the
disclosure need be referred to Code 1730 or to the
Office of Naval Intelligence. Any request from a
foreign government representative, thé compliance
with which would constitute a violation of paragraph
(c) must be handled in accordance with the procedure '
outlined in paragraph (a) above.

Discussions of classified subjects between Bureau
personnel and representatives of the British Common-
wealth 6f Nations may include later developments on
topics already discussed or disclosed. Proposed
discussions or disclosures of classified subjects
relating to new topics or developments not previously
disclosed to representatives of the British Common-
wealth of Nations shall be referred first to the
Division Foreign Disclosures Clearance Officer and then
to Code 1730 for clearance by higher authority.

Personnel of the Buresau will not initiate arrange-

ments for visits by any national or representative of
a foreign government to any Naval activity beyond the
bounds of the Bureau of Ships T-3, T-4 and T-5 build-
ings, or to any private research or industrial plant.

....5
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Such visits can be arranged only pursuant to a
request by the interested foreign representative

by letter to the Chief of Naval Operations (Director
of Naval Intelligence). The Lend Lease Branch

will provide special assistance when 1t is necessary
for visits to be approved on short notice.

. 5. Functions of Code 1730: The Lend Lease Branch is hereby

directed to maintain all Bureau of Ships records and to prepare
all Bureau of Ships reports on the release of classified

technical information to foreign governments which may be required
by the Secretary of the Navy, the 0ffice of the Chief of Naval
Operations, or the Bureau of Ships in the discharge of duties
assigned by this order. It will be the responsibility of the

Lend Lease Branch to develop and promulgate the procedures

to be followed in the Bureau of Ships for the execution of

this order.

6. Liaison: The Lend Lease Branch will maintain liaison
for the Bureau with OPl6B-4 in recommending the extent to
which specific representatives for foreign governments may
inspect activities, including Naval Establishments, man-
ufacturing Bureau of Ships material.

/s/ E. E. Roth
Captain, USN
Director of Administration

Authenticated
"E.M. Jangle"
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CHIEFS OF STAFF COMMITTEE ) 5502

The following minute is promulgated for information
and for necessary action,

Meeting held 12th Octocber, 1945,

Exchange of Technical Information with U,S.S.,R.; Canadian Policy
(CsC 100)

C.G.S. referred to Army memorandum H.Q,S. 9078
of 4th October, 1945, dealing with the question of exchange of
technical information with the U.S,5,R. According to information
received from External Affairs, the present British policy was
that such information was to be supplied on a basis of striect
reciprocity and it was understood that the U.S. authorities were
pursuing a similar policy.

It was therefore recommended that the Canadian
policy be as follows:

(a) no information that originated in Great Britain or United
States, or Canadian information which resulted from
jolnt projects with either country should be released
without first obtaining the concurrence of the country
concerned; and

(b) Canadian information, the release of which was not
prohibited on security grounds, should only be made
available to the U.S.S.R. on a reciprocal basis, except
on matters of minor importance unconnected with specifie
technical developments or research when the condition
of strict reciprocity might be walived.

It seemed desirable to work out details of this
policy for the guidance of those Officers who dealt with the
Russian Attaches, otherwise it would be difficult to apply.

The Committee:
(a) agreed to the policy, as outlined; and

(vb) directed the Joint Planning Sub-Committee to work out a
procedure for the uniform application of this poliey
by the Services involving, if practicable,. the preparation
of schedules listing information which may or may not be
transmitted within the agreed policy.

Uhlde

Lieutenant (8) W.R.C.N.S.
&"

H\J\

(p)/%zz? Qvﬁ ﬁjﬂﬁﬂ%ﬂa

S | Shrs \1/47"5'

 File No. N.S,.1420~146/37 YVol,
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CHIEFS OF STAFF COMMITTEE SECRET
OTTAWA
csc 100
S &y By o ot o8
Co G’c So ~
Sy

T R
MaJj.Gen,Pope

Forwarded herewith 1s copy of Ariny 3t an dus

from ©efele

dated 4 Dot 45

in regard to Sxeiamge ol Teoknloal Informetlon with USSH;
" Canadian Folley :

< This matter will be placed on the Agenda of
the 9888 pceting to be held Friday, 12 Oet 48,

Aéé;avcéiyb7;§£;ﬁé
(E.W:T. G¥11)
Lieutenant-Colonel
.Secretary.
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~ B {Oprs 2(«4-Z)
OTTAWA, 4 Oct 45,

S & C
ces | & CRET
1. Attached is a copy of Dominion's Office

Circular D.112 that was forwarded by lLr. Wrong of
External Affzirs to the lLinister of hational Defence
denling with a change in the British policy regard-
. ins the release of information to the USSR. The
new policy is that British information 1s %o be
supplied on a basis of strict reclprocity ard it 1is
understood in London that the US authorlties are
pursulty a similar policy. ‘

2 In.reqpesting the views of tle iinlster,
Ir. srong was of the opinion that Canada should also
conform to*his policy to the extent requlred. lie
however, considered that as there 1s-no lndication
that the Soviet authorlitles have thenselves been
informed of the change 1n policy, 1t would be
necessary to bring the natter to the notice only
of persons in the three Services and the Dept oI
lunitions and Supply who mlght be deallns with
requests from Sovliet officlals for technlcal
inforration and intelligence.

o In the past the authorized channel at

KDHY for passing inforiation to the USSR has been 35791
throurh Dil0&P and before such information 1s passed

out, the security aspects are checked with D Int.

A somewhat similar arrangenent is in effect in the

other two Services. In the case of information

=R - _ which originated from British ar US sources or

Secretary dealing with Canadian studies in which the DBritish

CSC or the US cooperate, the pollcy has been only to
o release such information with the concurrence of the

Please place country concerned. '

on Agenda of ' : :

an early - 4. . The new British policy of ouly supplylng

neeting. information to the USSR on a reciprocal basls 1s

considered scund, insofar as it epplles to important
Mﬁgchnical subjects :

t
i

5, This Degartment has frequent enquiries
S from the USSR Liilitary Attache for certaln
Lieut-Gereral publicatlons or information of minor Iimportance
LG5 : and which are supplied as a uatter of ccurtesy.
In cases 1ike this, 1t would'ap%ear undesirable
4 Oct 45, - 0 apply strictly & "tit for tat' basis.

Incidentally, in this connection, the USSR LA
supplies us fron time to time with coples of
their various militarg periodicals and bulletlns.
(s¥3 indirectly mig

reciprocal gesture

pe considered as a

-4

/2
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6. In view of the abtove, the following is
sugested as a basis for Canadlan policy covering
the handing out of information to the Sovlet
representatives.

(a) No information that originated in Great
Britaln or the US nor Can information : . \
which resulted fron joint projects with |
these two countries should be released
on any basls to the USSR without first
obtainin: the concurrence of the nation
concerned. :

(b) Any Cdn information on technical -subjects
~or developwents and intellirencee
that it 1s peruitted to relesse on security
rrouwnds - should only be made avallable to
he USSR on a reclprocal basis.

(¢) An exception to (u) may be made in the
case of nmatters of minor importance
wneonnected witnh specific technlcal
developnents or research.

7 It would apgear deslrable to seek clarification
from the UK (and the US) as to whether the "reciprocsl®
basis llmits the exchanse to items deallng with similar
grojects such as tanks or whether it can ve interpreted
roadly, for example information on radar gigai be
exchanged for enually valuable information on infra-red
developnrent.

8. As thils 1s o matter which effects the other

two Services, it 1s recoumended that it be referred to

the CsC. 1t 1s understood that Lir. wrons will be

%woachln;; the Dept of munitions and Supply when the
ews of the Services have been obtalined.

g, D Int concurs 1in Para 6.
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CORY/vid TELIGRAL,
s

FROM.  THE SiCRETARY CF STATE FOR DG.ILION AFFAIRS

TO THE SECRETARY OF STATE FOR EXTHRNAL AFFALRS, CANADA,

SECRIT

1IN CLAIR

CIRCULAR D.112 SAVING LONDON, September 18, 1945
(ReG'd September 24, 1945)

CIRCULAR D.112 Saving. Secret. ‘

Ly telegram 8th July, 1944, Circular D 982,

In view of end of war, policy for disclosure of technical
inforration and intellifence has been revised.

2. British information is, in future, % be supplied on
basls of strict reciprocity. |

3. With regard to Gemman information and targets located
within British zone of cccupation, Cormander-in-Chlef has been
instructed to permit conducted Russien visits to German
intelllrence targets!of strictly limited periods, subject

to exalusion of certaln specific targets. - Comander-in=Chlef
| 1s authorized to0 bargaln as strongly as he wishes in any
cases of worthwhille objectives in Russlan zone of occupation.
4, United States authoritlies have been informed, and are
unierstood to be pursuing similar policy.
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